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A HHOTaIUA

Hacrosimee pyKoBoJICTBO OPUEHTUPOBAHO Ha, CHEIUAJINCTOB, 3HAKOMBIX C OTIEPAITMOHHBIMU
cucreMaMu Tuna LinuxX ¥ UMEIONMUX MUHUMAJIbHBIA TPAKTUYECKUN ONBIT PabOThl C HUMH.

PykoBosicTBO npegHA3HAYEHO I a IMIHICTPATOPOB CEPBEPHOl OTIEPAIMOHHON CUCTEMBI C
nHTerpupoBanubiMu cepBepabiMu cirykbamu MCBCdepa 10 Cepsep.

PyxoBosicTBO cHabOX)KeHO IIpuMepaMu, ciaeJaHHbIME B oneparmonuoii cucreme MCBCdepa
10 Cepsep, ycTaHOBJIEHHOI B 0a30BO#l KOH(MUTYpAITU.



OO11ue cBeaeHudA

Haznauyenue m obJj1acTh MpUMEHEHUS

MCBCdepa CepBep — cepBepHasi OllepalliOHHAsI CHCTEMa Ha OCHOBe sjapa Lin-
UX ¢ HaOOpPOM WHTETPUPOBAHHBIX CJIY2KO U TPHUIOXKEHUI, BKJIIOYAIONUM Beb-cepBep,
IIOYTOBBIA CEpPBEP, CEPBEP CIYKO ceTeBOil MHMPPACTPYKTYPhI, cepBepbl (ailjioB U MeYaTH,
CPeJICTBA PE3ePBHOTO KONMPOBAHUS W BOCCTAHOBJIEHUS JIAHHBIX, MHOYKECTBO JIPYTUX
CIyKO M TMPUJIOYKEHUH, & TaKyKe CPeJCTBa aIMIUHUCTPUPOBAHUS W 3AIMUTHI NHMOOPMAIUH.
Pazsépuyryio OC MCBCdepa CepBep IpUMEHAIOT B Ka4eCTBE MPOIPAMMHOI 11aT(HOPMbI
JIJISI UCTIOJIb30BAHUS B KOPIIOPATUBHBIX CETAX U CEPBEPHBIX OKPYKEHUSIX.

Obecnieuenue 6e3omacHOCTN M TPeOOBaHUS K aJIMUHUCTPATOPY

Bueapennto u UCIOIB30BAHUIO OMEPAIMOHHONW CHCTEMBI JIOJIKHBI ITPEIIIEeCTBOBATD
[TOJITOTOBUTEJIbHBIE IIPOIEYPhl, HAIPaBJIEHHbIE Ha obecriedeHre OE30IMAaCHOCTH IpH
[IpYeMKe YCTAHOBOYHOI'O JIUCTPUOYTHBA OIEPAIMOHHON CHCTEMbI OT IIOCTABIIUKA, Ha
obecrieuenure 0€30MMaCHON YCTAHOBKM, HACTPONKN U 3allyCKa OIEPAIIMOHHON CHUCTEMbI U
Ha co3jaHue 0e30IacHOl cpebl e€ (PyHKIMOHUPOBaHUSA. Pean3alus 1m0OAroTOBUTEIBHBIX
POIESIypP JOJIZKHA ODECIeYnBATHCS HEOOXOIWMBIMU PECYPCAMU U COMPOBOXKIATHCS
Ha3HAYEHNEM OTBETCTBEHHBIX 3a WX BBIMOJHEHHE JIOJI>KHOCTHBIX JIUII.

[Tporeypbl Ge30macHO MPUEMKHU JOJKHBI IIPEIyCMaTPUBATh MEPbI TOATBEPIKICHUS
IIOAJIMHHOCTU YCTaHOBOYHOI'O ,[[I/ICTpI/I6yTI/IBa OHepaHI/IOHHOﬁ CHUCTEMbI, HCKJIIOYaromue
BO3MO2KHOCTHU IIpeJHaMEpPEeHHOI'0 HWJIM HEIIPEAHaMEPEHHOI'O BHECEHUA U3MEHEeHUlI B
IIOCTABJISIEMYIO BEPCHUIO, T.€. 3aMeHbI €€ (abcu@UIMPOBAHHON UM HEPAOOTOCIIOCOOHOM
BEPCUEN.

K Takum mepam B 00111eM CJIydae OTHOCATCH:

® IIPpOBEPKa IIOAJIMHHOCTU UCTOYHHKA ITOCTaBKU IIyTEM BU3YaJIbHOT'O KOHTPOJIA HAaJIUINA
1 IeJIOCTHOCTHU CIICUaJIbHbBIX 3alllUTHBIX CTUKEPOB (H&KﬂeeK, 3H&KOB) Ha YIIaKOBKE
KOMILJIEKTa IIOCTaBKH, a TaKzKe IIeJIOCTHOCTHU caMoit YIIaKOBKU;

® IIDOBEPKA KOMILJIEKTHOCTHA IHIOCTABKM B COOTBETCTBUM C 3adBKOU, JTOTOBOPHBIMH
MaTepuaJlaMu U creruduKalmeil, cBepka MapKUPOBKU U HOMEPA BEPCUU;

® IIPOBEPKA IEJOCTHOCTU YCTAHOBOYHOTO JIUCTPUOYTHUBA C MOMOIIBIO ITPOrPAMMHOIO
CpeJcTBa KOHTPOJIA II€JIOCTHOCTH IIyTeM CpaBHEHUd C STAJOHHBIM 3HAYEHUEM
KOHTPOJIBHOM CyMMBI UJIX C IIOMOIIBIO CPEJCTB 3JIEKTPOHHOI ITOJITUCH.

[Tporemypbr  Ge3ommacHOil  yCTAHOBKM, HACTPOUWKH, 3allyCKa OIEPAIlMOHHOW CHCTEMBbI
U Cco3/aHusl 0e30IIacHO cpejibl €€ (DYHKIMOHUPOBAHUS B OOIIEM CJydae OJIKHBI
[IpeIyCMaTPUBATh MEPBI, 00ECTIeYNBAIOIINE:

® COBMECTHUMOCTD OHGp&HHOHHOfI CHUCTEMBbI CO CpeacTBaMu BBIYHCJINTEJILHOMN TEeXHUKU,
Ha KOTODPBIX IIJIAaHUPYETCA eé yYCTaHOBKa 1 HUCIIOJIb30BAHUE]

® YCTAaHOBKY, KOH(UI'ypUpPOBaHUE, HACTPOUKY, 3aIlyCK U yIIpaBJIEHUE OIlePaIlMOHHON
CUCTEMON B COOTBETCTBUM C 3IKCILIYATAIIMOHHON JOKyMEHTallMeil " NIpUHATON



ITOJIMTUKOI OE3011acHOCTH;

3aIUTy OT JIefiCTBUIl, HANPABJIEHHBIX Ha HapylleHue (HU3NIECKON I€JIOCTHOCTU
CPEJICTB BBIYHUC/IUTEIHHON TEXHUKU, HA KOTOPBIX OHA (DYHKIIMOHUPYET;

JIOBEPEHHYIO 3arpy3Ky OIEPAIMOHHOM CHUCTEMbI, KOHTPOJIb JIOCTyIa K IIPOIECCY
3arpy3ku, OJOKMPOBAHHME TONBITOK HECAHKIIMOHUPOBAHHON 3arpy3Ku, KOHTPOJIb
IIEJIOCTHOCTU KOMIIOHEHTOB 3arpyzKaeMoil OllepaIliOHHON CpeJlbl;

HaJIIYIre PeCyPCOB JIJIs BBINOJHEHNS (DYHKIIMOHAJIBHBIX BO3MOXKHOCTEN O€30IIaCHOCTH
OTIEPAIMOHHON CHCTEMBI, XPAHEHUS CO3/IaBAEMbIX PE3EPBHBIX KOIWil, a TaKkKe
3AIUINEHHOEe  XpAaHEHUue JIAHHBIX  OIEPAIMOHHON CUCTEMbI U  3allUIIAEMOit
nHMOPMAITIY;

OI'paHUYEHUE Ha YCTAaHOBKY IIPOIPaMMHOIO O6eCH€quHH n ero KOMIIOHEHTOB, He
3a/IeICTBOBAHHBIX B TEXHOJIOTMYECKOM IIpOIiecce o0paboTK MHPOPMAIIUT;

JIOBEPEHHBIIT MapIIPpyT MEK/y ONEPAlMOHHON CUCTEMON U MOJIb30BATEJIAMU;

JOBEPEHHBIA KaHaJl llepeJadn JaHHbIX MEXK/1Y OIIEPAIOHHON CUCTEMOU U CpeICTBAMU
BBIYHUC/IUTEIbHON TEXHUKHU, Ha KOTOPBIX ITPOUCXOAUT 00paboTka wHAOPMAIUH, a
TaKzKe C KOTOPBIX HPOUCXOAUT UX &JIMUHUCTPUPOBAHUE;

HEBO3MOXKHOCTb OTKJIIOUEHUS WJIM 00X0J/Ia KOMIIOHEHTOB OIEPAIMOHHON CUCTEMBI U
CPEJICTB 3AIUTHI TH(MOPMAIIAH;

MIPENAgTCTBIE HECAHKITMOHNPOBAHHOMY KOTTMPOBAHUIO MH(POPMAIINHU, COJepKAIIeiicd B
OIIePAIMOHHOI CUCTeMe, Ha, CheMHbIe HOCHTe I HH(MOPMAIMN, B TOM YHCJIe KOHTPOJIb
BHOCA (BbIHOCA) B (M3) KOHTPOJUPYEMYTO 30HY ChEMHBIX HOCHTENEH MH(MDOPMAIU;

IIPOBEPKY LIEJIOCTHOCTH IOy 4aeMbIX OT IIOCTABIINKA BHEITHUX MO/IyJIEHl YPOBHS A1pa
Iepes UX yCTAHOBKOUM B OIEPAIIMOHHYIO CUCTEMY;

BBIJIEJIEHNE BBIYUCIUTEIBHBIX PECYPCOB s TIPOIECCOB B COOTBETCTBUU C WX
ITPUOPUTETAMMU;

IpodecCcroHaIbHYI0 KOMIIETEHTHOCTh U HAJIE?KHOCTH IIepCOHAJIa, OTBETCTBEHHOIO 32
aIMUHUCTPUPOBAHUE CHUCTEMBI, €I0 CIIOCOOHOCTH BBITIOJIHATH CBOU OOS3aHHOCTU B
TOYHOM COOTBETCTBHU C HPUHSTON IMOJUTUKON OE30IMaCHOCTH U SKCILIyaTaIlMOHHON
JOKYMEHTAaIue;

BO3MOXKHOCTb T'€HepaIuy ayTeHTUMUKAIMOHHON WHMOPMAIUN, COOTBETCTBYIOIIEH
3a/laHHOI MeTpHUKe KadecTBa;

HEJIOCTYITHOCTDb ayTeHTU(PUKAITMOHHON WH(MOPMAIUN JJIsd JIUIL, HE YIIOJHOMOYEHHBIX
Ha €€ MCIOJIb30BAHUE;

pasaesienue MMOJTHOMOYHI ITOJBb30BaTEJIEl 1 AIMHUHUCTPATOPOB C Ha3Ha4Y€HHEM UM
MHWHUMaJIbBHO HeO6XO,ILI/IMI)IX opaB 1 HpI/IBI/IJIeI‘I/IfI;

HUCKJ/IIOYCHHUE B IIpOIecce HMCIIOJIb30BaHUA CHUCTEMbBbI JOCTYIIa IIOJIb30BaTeJEN K
IIPUJIO2KECHUAM, BBIITOJTHAIOIIUMCA C 0oJiee BBLICOKUMU nmpaBaMu JOCTYIIa, 9€M IIpaBa,



npeaoCTaBJICHHBIE UM COIVIACHO MaTpHuIle JOCTYIIa;

® 3aBepIleHne aJIMAHUACTPATOPaMU IIPUJIOYKEHNU, 3aITyIEHHBIX MU c
aJIMIHUCTPATUBHBIMU TIPABAMU, ITOCI€ OKOHYAHUs PabOThI C HUMU;

® 3alpeT TIOJIL30BATEIsIM HA Iepe/iady I[IOCTOPOHHUM JIMIAM CBOEH  JIMIHO
WIeHTU(DUKAIMMOHHON ©  ayTeHTuUKAINMOHHON wHMOpMaIum, a TakKe Ha
PEruCTPaIMIO KOro-in00 B CUCTEME TI0JI CBOUM MMEHEM U TapOJIEM.

Hust yopasiennss OC MCBCdepa ucnosnb3yrores KoMmasable uHTepiiperaropsl (shell).
[TosToMy aIMUHUCTPATOD JOJIZKEH UMETh:

e OazoBbie HaBbiku anMmuuucrpupoBanus OC cemeticrsa Linux;
® HABBIKM KOH(MDUTYPUPOBAHUS U HACTPOUKHU MpOrpaMMHBIX TpoayKToB u OC;

e OIBIT pPabOThl CO CTAHJIAPTHBIMHU 3JIeMEHTaMH TI'padudeckoro wuHTepdeica
IIPUJIOKEHUA;

® HABBIKU IOJJICPYKAHUS B PaDOTOCIIOCOOHOM COCTOSIHUU TE€XHHYIeCKux cpeiacts [TK.
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YcTaHOBKa 1 HavaJIbHAas HaCTpOﬁKa CucTreMbl

Cucremnuble TpeboOBaHUA

s ycranoBku omneparnmonnoit cucrembl MCBCdepa BaMm 1moHamo00uTCst yCTPOUCTBO €O
CJIETYIONUMU XapaKTEPUCTUKAMUA.

MunumasibHbIE

Jlyigs MCIOIb30BaHUsI OMEPAIIMOHHON CHUCTEMBI TpPeOyeTCsi KOMIIBIOTED CO CJIEIYIOIUME
MUHUMAJIbHBIMA XapaKTEPUCTUKAMM:

e IIporeccop:

— Intel wan AMD Bepcun e mmxe x86-64-v3 (Intel Nehalem u Gosee mosmume,
AMD Bulldozer u 6osee noznue).

— 64-6utHoit apxurekTypbl oT ARM — aarch64.
e 4 ['GaiiTa omepaTUBHON TaAMATH.

e 20 I'GaiiT cBOOOAHOIO MPOCTPAHCTBA MMAMSTH Ha YKECTKOM JIHUCKE B 3aBUCUMOCTH OT
HCIIOIb3YEMOI KOH(UTY PAIIHH.

Pekomenmyembie

,ZLHH HOJIHO(i)YHKHI/IOHaJH)HOFO HCIIOJIB30BaHMA OHepaILI/IOHHOﬁ CHUCTEMbI PEKOMEHIYEeTCA
HCIIOJIb30BATh KOMITLIOTED CO CJICAYIOIMUMU XapPaKTECPUCTUKAMM:

e IIpomeccop:

— Intel wim AMD Bepcun me Huxke x86-64-v3 (Intel Nehalem u 6osiee nmozmnue,
AMD Bulldozer u 6osee moznnue).

— 64-6utHoit apxutekTypbl o ARM — aarch64.
e § I'GaiiT onepaTuBHO MAMATH.

e 40 I'GaiiT cBOOOIHOIO MPOCTPAHCTBA IMAMSTH Ha KECTKOM JINCKE B 3aBUCUMOCTH OT
UCIIOJIb3YEMOI KOH(PUTYPAITUH.

IIpenynpexaenune

Buaumanwue! ITpu 3anucu [SO-o6paza OC MCBCdepa 10 B oneparmonnoit cucreme Win-
dows 10, ecsin niporiecc ocraHaBauBaeTcs ¢ ommoKoit Ha 4,8%), To BbibepuTe «3arpys3uThb
0e3 MPOBEPKI». DTO ABJIAETCSI OCOOEHHOCTBHIO omeparmonHoi cucrembl Windows 10 ¢
rabauneit pasaenoB GPT m He oka3blBaeT HEraTHBHOIO BJMSHUSA HU Ha 3amuch 1SO-
obpa3za, HI Ha MOCIEIYIONLIYI0 SKCILTyaTaIlNo.
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Cozmanme 3arpy3ouyHoro USB-nocurenss m 3amnmch iso-obpasa
AUCTpUOyTHUBa

B nacrosmee Bpemsi nHamboJiee yJIOOHBIM CIOCOOOM YCTAHOBKH OIEPAIMOHHONW CHCTEMbI
MCBCdepa sBasierca wucnonb3oBanne USB-HocuTesnss ¢ 3ammcaHHbBIM — Ha  HETO
muctpubytuBoM. Hwurke Mbl paccmoTpum, Kak co37aThb 3arpy3oqusbiii  USB-mocurenb
¥ 3aIucaTh Ha HEro is0-o0pa3 JucCTpudyTHUBA.

[TporpammuOe obecriedeHune, peKoMeHIyeMoe Jjisi co3anus 3arpy3odnoro USB-nocutess
u 3amucu iso-obpasza aucrpudyrusa MCBCdepa:

e Fedora Media Writer — ngjs onmepalmoHHbIX cucteM ceMmeiicrBa Windows, Linux u

macOS;
e balenaFtcher — mya oneparmonnbix cucrem cemeiicrBa Windows, Linux u macOS;
e Win32 Disk Imager — mysa oneparnmonHbix cucteM cemeiicrsa Windows;
e YruymTa KOMaHIHOU cTpoKu dd — JJIs olepanoHHbIX cUcTeM cemeiicTBa Linux.

Nurepdeiic  ykazaHHOrO  HPOTPAMMHOTO  obecliedeHusi UHTYUTUBHO  TOHSTHBIN,
JIOTIOJTHUTEIbHbIE WHCTPYKIIUA BbI MOXKEeTe€ HAWTH B JIOKYMEHTAIIMU COOTBETCTBYIOIIErO

I10.

B kauecTtBe mpumMepa pacCMOTPUM ITIPOIECC co3daHus 3arpysounoro USB-nocurens u
zammucu iso-obpaza aucrpudyruBa OC MCBCdepa B mporpamme Fedora Media Writer B
omnepalonHoit cucreme cemeiictea Windows u ¢ UCIOJIb30BAHUEM YTHJIATHI KOMAaHTHOM
crpoku dd B olepanmoHHoil cucrteme cemeiicTBa Linux.

IIpumep co3panusi 3arpy3odnoro USB-nHocuresnss m 3anucu iso-
obpaza auctpudyTuBa OC MCBCdepa B nporpamme Fedora Me-
dia Writer (Windows)

1. Ckauaiite mociemuioo Bepcuto Fedora Media Writer nnms Windows na Bamme
YCTPOMCTBO.

2. Bamycrure ycTtaHoBOUHBIN (ailin u BbimoHUTE ycTaHoBKY Fedora Media Writer na
Ballle yCTPOMUCTBO.

3. BcraBbre USB-HOCuTENb, HAa KOTOPBI BBl ILIAHUPYETe 3alUChIBATH 1S0-00pa3
JIUCTPUOYTUBA. ¥YOEIUTECH, YTO HA HEM JIOCTATOYHO MECTA.

4. Ckauaiite  akTyasbHblii  iso-obpaz  MCBCdepa:  https://msvsphere-os.ru/
downloads/.

5. 3amycture Fedora Media Writer.

6. Bpibepure ncrounuk obpasza — «BpiOparh daiin iso» m naxkmure «lasbiey.


https://fedoraproject.org/workstation/download/
https://etcher.balena.io/#download-etcher
https://sourceforge.net/projects/win32diskimager/
https://msvsphere-os.ru/downloads/
https://msvsphere-os.ru/downloads/
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Fedora Media Writer X

BbibepuTte uctouHuk obpasa

Barpyamb dBETOMaTHYECKH

o BoibpaTe daiin .iso

O nporpamme Danbiie

7. B okne «Bwiopats quck» — «lIlapamerpst 3anucu» — «BbuiOpaHHbIi daitay HaXKMUTE
Ha KHONKY <«BwiOpars» mys BeiOOpa iso-obopaza OC MCBCdepa, 3arpyxeHHOrO
pamnee.

8. USB-nakomnurenn oOmpeiessioTcs aBTOMATUYeCKd. Kcau y Bac MOAKJIIOYEHO
neckosibko USB-HocuTesteit, Bbibepure HEOOXOMMMBIN U3 CITHCKA.

9. Ilocse BBIOOpA iso-obpaza OC MCBCdepa mHaxkmuTe «3amuchby.
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BeibpaTb OMCK X

MapameTpsbl 3anucu

BoibpaHHbIiA daiin

MSWS phere-version-platform-redaction.iso BoibpaTs...

USB-HakonuTene

Generic Flash Disk (15.7 GB) -

Hazap 3anuce \

10. IIpu HeOOXOAMMOCTH YKaXKUTe Mapojb aJIMUHUCTPATOPA JJisd IOJTBEPKICHUS
3aITUCH.

11. Hagnérca 3amuch iso-obpaza OC MCBCdepa na USB-HOCHTEb. DTO MOXKET 3aHATH
HEKOTOPOE BPEMsI.

12. Ilocne 3aBepirenus 3amnucu HaxXMuTe «['0TOBOY.
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3aBeplueHo! X

:‘B“i

MSVSphere-version-platform-redaction.iso ycnewHo

3aeeplueHo!

BoibpaHo: MSVSphere-version-platform-redaction.iso

Mepes3anycTUTE KOMMEBTER WM 32arpy3nTe cUcTeMy
c Generic Flash Disk (15.7 GB), 4Tobkl Ha4aTke MCNONE30BATE
MsWsphere-version-platform-redaction.iso

lNoToeO

13. Bsr ycnemno cosmasu 3arpy3ounbiit USB-uwocuresis OC MCBCdepa! Tereps MOKHO
OPUCTYIIATH K YCTAHOBKE CHCTEMBI (cM. « Vemanoska cucmemuv, ¢ USB-nocumensny ).

IIpumep co3panusi 3arpy3odnoro USB-Hocuresist m 3amucu iso-
obpaza gucrpubytTuBa OC MCBCdepa c¢ moMompio YTHUIUTHI
komauaHoi crpoku dd (Linux)

1. BecraBpre USB-HOCHTENBb, Ha KOTOPBIA BbI ILIAHHPYETE 3allCHIBATH 1S0-00pa3
JTUCTPUOYTUBA. YOeauTeCh, 9TO HA HEM JOCTATOYHO MECTA.

2. Ckauaiite akrTyasbHblil iso-obpaz OC MCBCdepa: https://msvsphere-os.ru/
downloads/.

3. Orkpoiite «Tepmunai».

4. Beenure KOMaH/Iy JJIs 3allICH iSO-00pa3a:


https://msvsphere-os.ru/downloads/
https://msvsphere-os.ru/downloads/
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$ sudo dd =dsync if=MSVSphere-version-platform-redaction.iso of=/dev/sdc =1M,,
— =progress;sync

I'me version-platform-redaction — akTyaJjbHbIE JaHHBIE JIJIsi CUCTEMBI, KOTOPYIO
BbI yCTaHaBJIXBAaE€TE.

YcranoBka cucrembl ¢ USB-HocurTensa

g ycranosku OC MCBCdepa ¢ USB-HocuTe st HeOOX0AMMO Tepeji HA9aJ oM YCTAHOBKH
BeIOpaTh mpumopuTeTHyio 3arpy3ky ¢ USB-mocurens B BIOS ycrpoiicrsa, 6o BbIOpaThH
zarpy3ky ¢ USB-HocuTesst 0JHOKpATHO B TIPOTECCE MHUIHAIM3AINNA KOMIIBIOTEPA.

s yerarnopku u 3arpy3ku OC MCBCdepa moxker moTpeboBaThCs OTKJIIOYUTH TapaMeTp
Secure Boot B BIOS ycrpoiicTBa, Ha KOTOPOE TIPOU3BOIUTCS yCTAHOBKA.

s nagana ycranoBku nojgksoanTe USB-HOoCHTE b ¢ yCTAHOBOYHBIM JTUCTPUOYTHBOM K
KOMITBIOTEPY.

Cravaja ycTaHOBKa OyJ/IeT MPOXOINUTH B TEKCTOBOM PEXKUME.

GRUE v

IEMEWEHWA N0 NYHKT:
HHOV

BbIAE NEHHBIA MNYHET O¥JET EHNOAHEH SBTOM3THU4YE

JocTyHbI cJiedyIolne BapuaHThl:



e 3anyctutb MCBCdepa 10 — maunérca ycranoka MCBCdepa 10 na Barmre
YCTPOMCTBO.

e IIpoepurr HOcuTenp u 3zamycrutb MCBCdepa 10 — mporpamma ycTaHOBKH
IIPOBEPUT KOHTPOJIbHBIE CYMMbI 00pa3a JINCKa, IMOATBEPXKIasd YTO CKaIuBaHe 00pa3a
¥ 3aIiCh HA 3arPYy30YHBIN HOCUTEb MPOILIH 0€3 OITHOOK.

e YcTpaHeHHMe HENOJaJ0K — BBl CMOXKeTe IEepeiiTH B PEXKUM BOCCTAHOBJIEHUS,
KOTOPBIH TpejicTaBisger coboit muannmasibayo cpexy MCBCddepa 10, 3arpykaemyro
C 3arpy304YHOIO0 HOCHTEJsl. B 9TOM pexkuMe HUCIOJIb3YIOTCSA YTUIUTHI KOMAHTHON
CTPOKH, C TIOMOIIBIO KOTOPBIX BBl MOXKET€ MOHTHPOBATH WU HE MOHTHDPOBATH
daitsioBble CHCTEMBI, 3aHOCUTH B YEPHBIA CIOUCOK © JI0OABJISITH JpaiiBepbl,
yCTaHaBJ/JIMBaTb 1 O6HOB.T[HT]) CHUCTEMHBIC IIaKE€ThI, a TaK2Ke YIIPpaBJIATb pa3dc/IaMu.

[Tpu maxxkatun Ha «3amycturs MCBCdepa 10 cucrema Oymer 3amylieHa ¢ yCTAHOBOYHOTO
JINCKa U TOTOBa Jjid paboThl B pexkume Live. B aTom pexkume BbI MOXKeTe 0O3HAKOMUTHCS C
dyukimonanbabiMu Bo3MozkHOCTAMU MCBCdepa 10 6e3 ycTaHOBKU CHCTEMBI HA XKECTKUIL
JIUCK, & TaKXKe IPOBEPUTH COBMECTHUMOCTb U KOPPEKTHYIO pPaboTy MIPOrpaMMHOTO |
alrmapaTHOro 00ecIeveHsl.

IIpumegyanune
Ob6paTuTe BHUMAaHWE, YTO BCE HACTPOIKHU, BBINOJHEHHBbIE B pexume Live, OymayT

HOTEPSTHBI (HE COXPAHSTCs) MOCTe Tepe3arpy3KHu.

s mostroniennoit yeranosku MCBCdepa 10 BeiOepuTe «YCTaHOBUTH HA YKECTKUH JINCKY.
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Ilo6po noxanoeatb B MCBCdepa10!

ITOT MHTEPaAKTUBHBIA HOCUTENE MOXHO UCNONbL30BaTh ANA YCTAHOBKMK
MCBCdepa OC unu B Ka4yecTee BpeMeHHOW CUCTEMBI. YCTAaHOBKY MOXHO
HayaTb B NOOOE BPeMSA, HAaXXKaB Ha 3HAYOK YCTaHOBKKW B paszgene [JeicTBuA.

YctanHoeute MCBCdepa... He ceituac

ITocsie 3TOrO yCcTaHOBKA MPOJOKUTCA B IpAPUIECKOM DPEXKUME U HA KPAHE MOHUTOPA
KOMITBIOTEPA TTOABUTCA OKHO C TIPEJJIOZKEHUEM BBIOPATH A3bIK YCTAHOBKU.

YCTAHOBKA MCBCoepa 10
Bus

AOBPO MOXAJIOBATb B MCBCdepa 10.0 APM

KaKoii A3biK Bbi XOTUTE MCTIONb30BAT B NPOLLECCE YCTAHOBKA?
Pyccruin Russian Pycckui (Poccus)

MCBCdepa aupall Arabic Pycckuit (YipauHa)
English English
Frangais French
Deutsch German
B Japanese

3 Mandarin Chinese
Espafiol Spanish
Afrikaans Afrikaans
A9CE Ambharic
Lo

Assamese
Asturianu Asturian
Benapyckan Belarusian

a
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Barem mnosBUTCH OKHO «(O030p YCTAHOBKH», C IMOMOIIBIO KOTOPOT'O, IOCJIEI0BATEIHHO
HazKuMas KHONKY «['0TOBO», MOXKHO OyJeT MPOU3BECTU BCE HEOOXOAUMbBIE HACTPOUKH.

= 0530P YCTAHOBKY YCTAHOBKA MCBCgepa 10
Bus
E Q PETVOHATIbHBIE HACTPOMKN  CUCTEMA T0/b30BATENM
MCBCdepa
B Knasmarypa Mecro ycraHoBku ‘ YueTHas 3anucs root
pyconui (yeexas) Buca sabnokuposana
@ Data v Bpemst KDUMP A Cospakue nonbsosatens

He 6/9em cosdaro nons3oeameneli

(:) Wms cetu u yana
TIMLEH3UPOBAHUE e A

m 0 nuuensum
Tuercun ve npusama

Beixon

Packirajika KiiaBuaTyphl.

PACKTIAZKA'KIABUATYPbI

Toroso

BbiBepuTe packniaaky knasuaTypsi. Mepsas Pack/aAka B Ciucke ByeT VCTIONb30BATHCS 110 YMOUAHHIO.

HTTAACKAR (AHTMACKGS (CLUA)) Mposepsre sbi6paryio packamyy:
pyccKwh (Pyccxas)

AltsShit s nepexniovenus packnaoku.

Napamerps

+ - A v e

Harta u Bpewms.

LATA'Y BPEMS

foroso

Wacosoii nosc

Perwon:  Espona ~  Topom Mocksa -

O Asrowaruecican gava u spenn

37a Qs Tpebyer
Bpeveny).

2 HacTponTs NTP.

PyuHas aata u spems

MecTo ycTaHOBKWU.
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MECTO YETAHOBKU A y J AHOBRA MCBC

foroso Bus

Buibop ycrpoiicts
BhiGepyTe yCTPOICTBA A1 YCTAHOBKY ONEPALMOHHOT CUCTEMbI. OHY He BYAYT M3MeHeHSI 20 TeX N0, IOKa Bbi He HAXMETe KHOMKY «HauaTh YCTaHOBKY> B IIABHOM OKHe.
oKansHsie uckn

20 TuB

oxtaf4
vda / 20 v c8o6oaHo
Mswenenus 3amposym monsko abi6paHsie 30ech ucK.

CneuuanusnpoBaHHbie u ceTeBbie ucki

Do6aBuTb AUCK...

HsweHenus 3amposym manko abi6paHsie 30ech UCK.

Komrypauns ycrpoiicts xpanenns

O Astouamseckn erey
1o, P
Wudposame
Sawmpposars fabie. oanen nosdHe

BI6PaH T AUCK; eMKOCTb 20 [B; CBO60RHO 20 M5 O6HOBMTG...

Junaranocruka cboes sipa.

Kdump npenocTasser MexaHwam C60pa CTaTHCTKi 0 C60sX Aapa. B cnyae Pp CramcTAKM AN cGon. 70 kdump.
TPeGyeT Pe3epBUPOBHHS HaCTH CHCTEMHOR NG TH 1 CB0ef paGoT.

BKnowTs kdump
Peaepauposane navtu Kdump: O Astomamiecin ( Bpysnyo

MaKCAMATEHOR

Kdump yner v o,
v floc TIPOBEpHTS, MORXORUT 1 SHaerie crashkernel.

30PEKTUBHOCTBIO, HO OHa MOXET He

Nwms cetu u y3ma.

CETBU NMAY3IA

Totoso

Ana pauan cern 1 PaGOErD CTONa. 34eCh MOXHO YCTaHOBTS MM Y372

Vv yana: Mpuverums Texyuee nmsyana: localhost-ive

[Ipu HEOOXOIMMOCTH CO3/aiiTe CYIEePIOIb30BATE IS TOOt.

AKKAYHT ABMUHICTPATOPA-

foros0

YVuernan wn
cucrems.

AMVHACTPATOD (OH X CyNep-TIon30BaTens) MEET nonHsii AOCTYN Ko ceih
cucreve. Mo 510 Temy o7 vt nyswe

ToneKo a1 win Tewbi.
O orwniounTs yuéTHylo 3anMes root
A 3anuch i
eso Tyna o ee uue.
i socyn Kcucreve.

BKIOUMTB YUETHYIO 3aNHCh root
BXI0YeHYE YHETHOR 3aNCH 00t NO3BONIT BaM YCTaHOBMTS NApON F0t 1,

cucrewe.

Ob6s3aTesIbHO cO3/1aiiTe KAK MUHUMYM OJTHOTO II0JIb30BATEJIS.

CO3ABHVIENQNbIOBATENS ‘ mcaEoed@o

roroso

Monkoe ums  user

Wmanonssosatens | user

o 415 370 yserHoh sanuc (unecTBos rpy

TpeGosaTs Naporis A7 3TOMyeTHO 3anHCK

Napons

MoaTeepauTe napons

LononHTensHo.
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Hepeﬁ,[[I/ITe B pa3aeJr «O JIAIICH3UM», HquHTaﬁTe u IIpuMuUTE JIMODEH3UOHHOE COIJIallleHHE.

Qnnilensg

roroso

e oHHOE comnauerye:

Ha

0Bk MCBEdef@iT0

Guan 2 , VHH
OTHOLLIEHUM MCTIONIS30BaHWS TPOTpaNNBi 715 3BM «MCBC depa APM», uc

obecnesentes).

MPUOBPETAS,

M0

VICNOI6351 EFO 0BbIM 1PYT1AM OBPA3OM, Bbl TEM CAMBIM BE3OTOBOPOUHO MPUHUMAETE YC/I0BHS HACTOSILLIEFO COTIALLEHIAS. B C/IVHAE HECOTTACHS C

STMY YC/IOBUSIMY BAM 3ANIPELLIAETCS) 3ATPYXAT,

MEYEHIE. EC/IV Bbl ABNAETECH

QU3MYECKIM NALIOM, AEACTBYIOULIMM OT UMEHM OPUAMHECKOO /IMLIA, TO Bbl HACTOSILLIMM TAPAHTMIPYETE HANIMUME Y BAC BCEX IOPUAMYECKY
ans

DEACTBUTENSHbIX HACTORILIETO COT MMEHN KOO JIMLIA.

YCIIOBMS HACTOSILLETO COTTIAUIEHWS MOTYT BbiTb. TOMbKO ECAIM

'BBELEHHbI B PAXKIAHCKMI OBOPOT SK3EMI/IAP MPOTPAMMHOT O OBECTIEHEHMS. TIYHAE, TOAWWErO
COMMAWEHMS M 0YCNI0BMS, A NHOBOE M 0 OBECTIEHEHVIS BYIIET IB/IATHCA HAPYLIEHMEM

VICKTIOYWITEIbHOT O MIPABA MPABOOBTIATIATENS.

TIPUHUMalo NMUEH3MOHHOE CornalueHyte

[Tocsie Toro, Kak Bce HEOOXOIUMbIE HACTPONKHY ITPOU3BEICHBI, HAXKMUTE Ha KHONKY «Hadarn

YCTAHOBKY» M IIPOIECC YCTAHOBKU HAYHETCH.

0B30P YCTAHOBKM

A

YCTAHOBKA MCBCéepa 10
Bus

MCBCdepa PETMOHATLHBIE HACTPOIIKM  CUCTEMA M10/1b30BATENM
Knaswatypa Mecro ycranosku YueTnas sanucs root
2 B R it Q
Pycowi (Pyeckas) uaa 306nokuposaa
Rata n Bpems KDUMP ® Cop:
o= O

‘:) Wms cetn m yana
JINLEH3MPOBAHVNE oasEs Srisy

O nuuensun
Nuyensus npussma

Bbx0A.

[Tpomo/ KU TeIbHOCTD YCTAHOBKU MOYKET COCTaBUTH IpuMepHO 20-30 MUHYT, B 3aBUCUMOCTHU
OT OBICTPOJIECTBUsST OOOPYJIOBaHWS U BBIOPAHHOW KOH(PUTYpAIUK ITPOrPAMMHOIO

obeceueHm.

ITo 3aBepieHny yCTAHOBKH HA SKPaHe MOHUTOPA IMMOSBUTCA COOTBETCTBYIOIIEE YBEIOMICHUE

C TIPEJIJIO’KEHNEM TIPOU3BECTH TIEPE3arpy3Ky.

XO[ YCTAHOBKM

A

MCBCdepa

Foroso!

YCTAHOBKA MCBCéepa 10
Bus

MCBCepa OC yenewHo ycTanoanena n roTosa k pabore!

Tewy, 4706 npuCTyAT

3aBepLMTE YCTaHOBKY.
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[Tocne wmzBnedenuss USB-mocuTesisi ¢ yCTAHOBOYHBIM JUCTPUOYTUBOM U Tepe3arpy3Ku
CUCTEMBI TIOSIBUTCS TPUTJIAINEHWE BOWTH B CHCTEMY, MPOWIA WICHTU(MDUKAINIO U
ayTeHTU(MUKAIUIO.

it Toro, 9To0bl MOABUIACHE BO3MOXKHOCTD TOJK/IIOYATH Pa3iaesbl ¢ aijoBOil cucTeMoit
BTRFS neobxouMo mocsie yCTaHOBKUA CUCTEMBI YCTAaHOBUTH naker kmod-btrfs:

’$ sudo dnf install kmod-btrfs
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I'padpmueckui nHTepderc CpeJICTB
HACTPOMKM CHUCTEMBbI

Hacrpoiiku gaTsl 1 BpeMeHU

BBeaenue

Hacrpoiika marer u Bpemenn B rpadudeckom unrepdeiice OC MCBCdepa nmpousBoauTcst
B npuioxkeauu «Hactpoiikmy. [lepeiitu B «HacTpoiiku» Bbl MOXKeTe U3 TJIABHOTO MEHIO,
HaOpaB B CTPOKE MMOMCKA «HACTPOWKU» U HAXKaB Ha MPUIOXKEHNE MPABOM KHOIKON MBbIIIH,
i HaxkaB 3HA4YOK «IIlecTep€HKM» B CHCTEMHO! TTaHEIW WU B IJIABHOM MEHIO.

3avyacTyio HACTPONKA JAThI 1 BPEMEHU TPOU3BOIUTCS IIPU HAYAIBLHON YCTAHOBKE CUCTEMBI,
HO BbI BCErjga MOXKeTe U3MEHUTb M3Ha4YaJIbHO 3aJaHHYIO KOH(bHpraLLI/IIO B IIPpUJIO2KEHUNU
«HacTpoitkm».

[Ipn m3MeHeHMM HACTPOEK JATHI M BPEMEHU Tepe3arpy3Ka ONEPaIlMOHHONW CUCTEMbl KaK
MIPaBUJIO He TpebyeTcs, Bce M3MEHEHUSA MPUMEHSIOTCI CPa3y.

BkirodyeHne u BBIKJIIOYEHHE aBTOMATHYECKOW CHUHXPOHU3AIUU
BpeEMEHU

Orkpoiite npunoxenne « HacTpoiikmu» j1r00bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pas3iest
«JlaTa m Bpemsi».

ITo YMOJT9aHUIO BKJIIOYEHO aBTOMATHUYIECKOE OlIpeaesjieHrue JaTbl 1 BPEMEHU.

& [Oata u Bpema - O b4

ABTOMaTHYeCcKoe onpegenedHdie AaTel H BpEMEHK O

A3 N n n L4 E 3
oK '

ABToMaTWYecKoe onpefeneHye 4YacoBoro Nodaca
T TCA CRy#wGbl ONpegeneHuA MECTONONOKEHUA W JOCTYN B MHTEPHET

Yacosoi noac MSK (Mockea, Poccritickan @enepauwa) =

PopmaT BpeMeHH 24-yacoBoil 12-yacoBoii
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i aBTOMATUYeCKOU CHHXPOHU3AIINT BPEMEHU UCTIONIb3yIoTcs poccuiickue N'TP-cepsepsr,
CIIICOK KOTOPBIX Bbl MOKeTe TTOCMOTPETh B (haitsie /etc/chrony.conf.

= chrony.conf [Tonbko gns uTexus] P :

-
OTKpBITL Jetc

1} Use Russian public NTP servers (vniiftri and msk-ix)
2 server ntp.msk-ix.ru iburst

3 server ntpl.vniiftri.ru iburst

4 server vniiftri2.khv.ru iburst

5 server ntpl.niiftri.irkutsk.ru iburst

6 server ntp.sstf.nsk.ru iburst

7 server ntp2.vniiftri.ru iburst

8 server ntp3.vniiftri.ru iburst

9 server ntp4.vniiftri.ru iburst

ﬂﬂﬂ OTKJIIOYE€HU A aBTOMATUYIECKOI'O OIIpeAeJICHN A JaThl 1 BDEMEHU NNEPEABUHBTE II0JISYyHOK
B HEAKTUBHOE COCTOgHUE. Bbl yBUMTE, UTO CTAHET aKTUBHOU cTpoka «/laTta m Bpemsa»

&« Jara v epema - O X
ABTOMaTWYeCKOe onpefeneHne AaTbl W BpEMEHK
TpelyeTcA NoSKNHYEHHE K MHTEDHETY

HaTta v Bpema 1 wiona 2025, 16:33 =

ABTOMaTHYECKOE onpegenedHWe 4HacoBOro NoOAca

TpebyroTcA cnyxObl ONpeneneHnA MecTONONOXEHMA M AOCTYN B HHTEPHET
YacoBoW noAc MSK (Mocksa, Poccuidckan @enepauua) =
PopmaT BpeMeHK 24-yacoBoii 12-yacoBoi

YcTaHoBKa AdaThbl 1 BpeM€EeHU BPYYIHYIO

g ycTaHOBKM JaThl UM BpPEMEHUM BPYYHYIO CHadajia OTKJIIOYUTE AaBTOMATHYIECKOE
onpejieJieHUe JIaThl U BpeMeHU (CM. «Brarouenue U SuikAN0UEHUE  A8MOMAMUYECKOT]
CUHIPOHUBAUUY BPEMEHUY ).

Sarem HaxkMuTe Ha CTpOKy «/laTta m Bpemsi», OTKpOETCsi OKHO, B KOTOPOM BBI MOYKETe
33/1aTh ATy W BpeMs BPYUIHYIO.
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Dara v spema X

T T

16:35

b +

IleHb 1 - +
Mecau WMwone «
lon 2025 - +

YcTraHOBKa 1 CMEeHAa 4acoBOT'O IIOsIicAa

,HJIH YCTaHOBKH WJIX CMEHbI YaCOBOI'O II0dCa BPYYHYIO OTKJ/IIOYHUTE aBTOMATUYECKOE
olpejgesjieHue YacCoBOI'O II0fCa, II€peABUHYB IIOJISYHOK B HEAKTHUBHOE COCTOAHUE. B
yBuauTE, 9TO CTAHET aKTUBHOI CTPOKa «YacoBoi mosic»
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&« DOara v speMma - O X
ABTOMaTWYeCKOe onpeaeneHue AaTbl U BpeMeH!
T:Z--?:j}'-?T-:F NoOJKNHYEHHWE K MHTEDHETY

[aTa u Bpema 1 mona 2025, 16:33 =>

ABTOMAaTHYECKDE onpegenedHWe 4acoBoro NoAca

T::"?l:j':r"\:JT:H :J'f-.-'}—i:f-:I onpeneneHWA MeCTONONOXEHWA MW QOCTYN B UMHTEDHET
Yacoeoi noac MSK (Mockea, Poccuitickan @epepauymna) =
dopmaTt BpemMeHu 24-yacoBo# 12-yacoeoi

Sarem HaXMuUTE Ha CTPOKYy «YacoBoil mosic», OTKPOETCS OKHO, B KOTOPOM BBbI MOYKETE
3aJaTh YAaCOBOU MOsC, YKa3aB I'OPOJ, ACCOIMUPOBAHHBIN ¢ TPeOYEMBbIM YaCOBBIM ITOSICOM.
ITocite 3aBepIiennst HACTPOIKU 3aKPONTE OKHO.
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Bei6paTb 4acoBoOW noAac X

[ Q, Nouck roponos ]

Astrakhan Poccuitickan ®epnepauunn

Br, 17:36
Europe/Astrakhan - UTC+0400
Atyrau KasaxcrtaH
ty BT, 18:36
Asia/Atyrau + UTC+0500
Barnaul Poccuiickaa ®epnepauns
eRepal BT, 20:36
Asia/Barnaul « UTC4+0700
Beulah CoegMHEeHHbIE WUTATDbI
A BT, 08:36

America/North Dakota/Beulah - UTC-0500

Bougainville NManya — Hoean NeuHesn
Pacific/Bougainville «+ UTC+1100

Busingen NepmaHua
Europe/Busingen « UTC+0200

Nzmenenne dopmara BpeMeHU

s wm3menenusi ¢opmara BpeMeHH B cTpoke «®PopmMar BpeMeHM» HaXXMUTEe Ha
COOTBETCTBYIOIIYIO KHOIKY: «24-dacoBoit» mim «12-gacoBoity. [Ipu 12-gacoBom dopmare
Bpemenu «IITI (PM)» snauur «mocie nomyaasy, a «JIIT (AM)» — 1o mosryHs.
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&« Data v spema - O *

ABTOMaTU4YeCKoe onpegeneHue gaTel M BPeEMeHM (:)
TpefyeTcA MOOKNHYSHHE K MHTEDHETY

»
ABTOMaTU4YeCKoe onpefeneHue YacoBoro NoAca (:)
TpebyoTeA ¢ Ny 0kbl ONpegeneHdA MeCcToONoNOXEHWA W O0CTYN B HHTEPDHET
Yacoeol noac MSK (Mockea, Poccuitckan ®egepauuna) =
PopmaT BpEMEHK 24-yacoBoi 12-yacosoi

praB.TIeHI/Ie II0JIb30BaTeJIsdIMN

BBenenne

Yupapjenune nosb3oBaTesivu B rpadudeckom naTepdeiice OC MCBCdepa nmponspoautcs
B npmioxkeaun « Hacrpoiikmy. Ilepeittu B « HacTpoiiku» Bbl MOXKeTe U3 IJIaBHOI'O MEHIO,
HabpaB B CTPOKE IOMCKa «HACTPOMKMY M HAXKaB Ha MPUJIOKEHNE IPABOl KHOIIKON MBI,
NJIN HazKaB 3HAYO0K «]I[eCTepéHKI/I» B CHCTEMHON IIaHeJU WU B IJIABHOM MEHIO.

i mosib3oBaTe e, CO3JIaHHbIX TP HAUAALHOUT YCMAHOBKE CUCTEMbL, BBl BCETIa, MOYKETE
W3MEHUTh M3HAYAJBHO 3a/IaHHbIE TTapamMeTpbl B npuiokenun « HacTpoiitkm».

[Ipunoxkenne mpenocTaBisgeT pa3jaudHble (GYHKIUA YIIPABJIEHUS IOJb30BATEISIMU,
BKJIIOYas CO3JIaHUE, yaJeHNe U U3MEeHEHNe YUYETHBIX 3allicell T0JIb30BaTe e, yIrpaBeHne
apoJIsIMU, HACTPOUKY IIPpaB JIOCTYIa, a TaKKe a/IMUHUCTPUPOBAHNE I'PYIII I10J1b30BaTEN M.

COB,HaHI/Ie II1OJIb30BaTeJIdA

Paccmorpum  mporesypy co3maHud  yYETHOU 3amuch  OOBIYHOTO —TOJIb30BATENS U
aJIMUHUCTPATOPA.

Orkpoiire npunoxenne « HacTpoiiku» j1100bIM yI00HBIM CIIOCOOOM 1 TIepeiinTe B pas3ien
«Ilosrb30BaTe I ».
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Just moboit  yuérHoit 3ammcu  (KpoMe CyIepIoib30BaTelis) HPHU HAYAJIBHOM BXOJE
HEKOTOpbIE HACTPOUKU OYIyT 3a0/IOKUPOBAHBI. [[1s1 pa30/IOKMPOBKU HEOOXOMMO YKAa3aTh
TapoJIb.

&« MNonb3oBaTenu — O X

HexoTopbie HacTpoiHKH 3a6NOKUPOBaHbI Pas6nokupoBarts...

lAnar

user .
MNaponb S 2
ABTOMaTWYECKMI BXOL

Aablk - =

HNobaBWTE NONb3oBaTENa -

[o6aBUTE KOPNOPaTHBHYIO YYETHYIO 3aNuck -

Ilocne ycmemHoro mpoxoxXKJaeHWs ayTeHTU(DUKAIMA aKTUBUpPYeTCd KHONKa «/lobaBUTH
noJsib3oBaTesiss». Haxkmure na Heé, oTKpoercs oKHO «J[obaBUTH MOJIL30BATEJIS».
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OTMeHUTL Do6aeuTb Nnonb3oBaTena

Twn yyeTHOW 3anucH

AOMUHMCTpaTop ®

[aHHble nonb3oeaTenn
[lonHoe umMms /

IMA nonb3oBaTens ry

@ MMeHa Nonb30BaTENeR MOTYT COOEPMaTh TONbKO CTPOUYHbIE BYKEDI,
UM pbl, Aeducbl M SHAKK NOQYEPKUBaHWA.

Maponeb

o None3soBaTtensb YCTaHaBNWEBAeT Maponk NpW NEPEOM BXOOE

YcTaHoBUTE Naponk ceddac

3amoHuTe HeOOXOAUMBbIE IIOJISI.

e Tun yuérHOU 3amucum —  TEepeIBUHbTE  TEPEK/IoYaTeb Jijid  BbIOOpa
«AnvuHECTPATOPY.
e [TosHoe wumMsi — o6brunO ykasbiBaercss PUO wim nassanwe posu (Hampumep,

«JIOKAJIbHBIN A MUHUCTPATOD ).
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o Nma II0JIb30BaTEJId — O6I)I‘IHO YKa3bIBa€TCA B AHTJINHCKON pPacCKJIaJKe U
HCIIOJIB3YyeTCA JId MMEHOBaAHUA ﬂOMa.L[[HefI ITIaIIK1 II0JIb30BaTEJIA. He MOZKET 6bITI)
N3MEHEHO. HaHpMMep, JJId UMEHU II0JIb30BaTeEJId User JOMAIIIHAA I1allKa 6y;[eT nMETbHb
Bua /home/user/.

e [laponr — BbIOepuTe, OyIeT Ji MAPOJIb 3aJ@H IPU [IEPBOM BXOJI€ B CUCTEMY WJIN
YCTaHOBJIEH IPU CO3JAHUU TI0JIb30BaTe . [Ipu ycranoBKe mapoJist BO BpeMs CO3/IaHusd
MIOJIL30BATENS BbI MOXKETE BOCIOIb30BATHCA (DYHKITMEH aBTOMATUYECKOU I'eHepaIuu
I1apOoJIsl.

[Tocsie ycuernoro 3amoiHeHus BCeX MoJieil akTUBUpYyeTcs KHOIKa «/[o6aBUTh» B mmpaBoM
BepxHeM yriry. Haxkmure €€ mys mobapienus mosib3oBaTesis. [lo 3ampocy cucrtemMbl CHOBA
BBITIOJTHUTE ayTeHTudukamuoo. [lonp3oBarens Oyaer j100aBjaeH W cpa3y OTOOPA3UTCS B
npuioxkenun «Hacrtpoiitkuy — «Ilosp3oBaTesm»

OTMeHUTb DobaeuTb Nnonb3oBaTena l

Twun yyeTHOI 3anucH

ALMUHWCTpaTop @

,ﬂ,HH Hble Nonk3oBaTEenA

MonHoe UMA
NoKanbHbIA NONb30BaTENE

AMA NONB20BATENRA

. local-user]

0 Mmena nonbsoBaTened MoryT COLEMaTh TONLKO CTPOYHBIE BYKEBI,
udpbl, gedKcbl U 3HaKKW NOYEPKUEAHWA.

MNaponb

o lNone3aoBaTenk YCTaHaBNWEaET Napoie NP NEPEOM BXO4E

YcTaHoOBATEL Naponk cel4yac
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KoprniopatuBHbBIIT BXOT,

Ecnn B Bameili KOMIAHUU WCIOJIB3YETCH IEHTPAJU30BAHHOE YIPABJIEHUE JOCTYIIOM
U YYETHBIMHU 3allUCAMHU, TO BbI MOXKeTe J00aBUTH KOPIIOPATUBHYIO YUYETHYIO 3aIUCh
I10JI30BaTe s Cpa3y mpu ero co3mannu. HeobxomumMblie qaHHbIE /)1 KOPIIOPATUBHOTO BXOIA
OOBITHO MOTYT OBITH IIPEIOCTABJIEHBI AIMUHACTPATOPAME Balleil KOMITAHUH.

OTMEHHTL [o6aBHTb KOPNOPaTHBHYIO YYETHYIO 3annch

KopnopaTuBHaA perucTpauua no3sonAeT MCNoNbL30BaTk Ha 3TOM YCTPOWCTEE
CYLECTBYHILLYH LIEHTPaNnM30BaHHO YNpaBNAEMYHO YYETHYIO 3anuch

NomeH Fs

@ HonwHo coeBnagaTb BEﬁ'—,ﬂ,DMEHDM nocTaBUWKMEKEa }"'-IETHOIFI 3anucK

Mma nons3osatens s

MNapone # @

YcraHoBKa U n3MeHEeHHne IIapoJid IIoJib30BaTeJid

Ecmm npy coznarmm y49éTHON 3alucH TOJIB30BATENd OBIIIO BBIOPAHO 3aJlaHNe MAapOJId IPU
IIEPBOM BXOJI€ B CHCTEMY, TO IOJIb30BATEIO OYyJIeT MPEII0KEHO YCTAHOBUTH aPOJIb.
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JloKkanbHbIW NONIb30BAaTENb

HoBwiit naponk 2

Bam HeoOxogumo HEMeQleHHO CMEHWTE Naponb
(no TpeboBaHMIO agMUHUCTpaTopa).

O6BI‘{H]>II71 II0JIb30BaTeJIb BCerga MOXKET HU3MCEHHUTDH CBOI I1apoJjib B IIPUJIO2KECHUN
«HacTtpoiiku» — «Cucrema» — «Iloab3oBarenu» , crpoka «Ilaposby». s
M3MEHEeHUs MMapoJisd 1nmorpedyercs yka3aTh TeKyluil maposb. [loce ycmernoro ykazanus
BCeX TpeOyeMbIX JIaHHBIX, HAXKMUTE Ha KHONKY «/3MeHUTBh» B IpaBOM BEpXHEM yTJIy.
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OTMeHUTDE WamennTb napone

CmellaitTe 3arnaBHbIe W TPOYHEIE OYKBbI HECKONMBKC pas

A iMuHECTPATOP MOXKET MEHSATh KaK CBOM MTapOJib, TAK U MAPOJIA OOBITHBIX TOJIB30BATEIE.

N3menenue tTuna y4ETHON 3anucu

N3menenune tuma ydYeTHON 3alMcy JOCTYIIHO TOJBKO Jijisd  ajaMuHucTpaTtopa. Jlis
M3MEHEeHUsI TUIa YIETHON 3ammcu nepeiaure B pazaen «Ilosib3oBaTesmy MPUIOKEHUS
«HacTpoiiku» J00bIM yI00HBIM CIIOCOOOM. 3aTeM IepeIBUHbTE MePeKIidaTe/lb B CTPOKE
«AaMUHHECTpPaATOP» B TpedOyeMoe IMOJIOKEHUE.
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« JlokanbHblit agMUHUCTpaTOp - O %

Hnan
JloKanbHbIA agMWHWUCTPaTOpP

MNaponk YCTaHOBWTE NPK CNEQYHOULEM BXOME B CUCTEMY =

AaMMHUCTpaTOp @ D

AT - >

Ypanutb nonbsogartens...

y,[[aJIeHI/Ie IIOJIb30BaTeJIdA

Ynanenue y9€THOI 3aICU JJOCTYITHO TOJIBKO JJIs 3 IMIHUCTPATOPA, TAKKe HEJIb3s YIaIUTh
YUETHYIO 3allUCh, €CJIM OHA ABJAETCS €IMHCTBEHHOU Ha 9TOM YCTPOUCTBE.

Jns ynamenust yaérHoit 3anmcu mnepeiigure B pazzen «Ilosib3oBaTesiny TpUIIOKEHUS
«HacTpoiiku» J100bIM ya00HBIM criocoboMm. Bruibepure moJib3oBaTess W HaXKMUTE HA
KHOIIKY «¥Y/IaJINTh II0JIb30BaTeJA», BbIOEPUTE COXPAHATH JiU (Dailabl yIaIIeMOro
[IOJIb30BATEJIS U MIOATBEPIUTE CBOE PEIleHNeE.
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YnanuTte JlokanbHblil agMUHKCTpaTop?

MNocne yganeHnsa ceoel y4ETHON 3aNWUCK
Nofb30BaTeNb HE CMOMET UCNONb30BaThL 3T0
YCTPOWCTEBO

YnanuTb hbainbl v HAaCTPORKK ()

N3meHeHne sa3bIKa AJIdA I10JIb30BaTeJId

Nsmenenne a3nika JOCTYIIHO TOJIBKO JId aJIMUHUCTPATOPA.

Jna  wusMeHeHus g3bIKa IepeiiuTe B pasien

«Ilosib30BaTEIT»  TIPUIIOKEHUS
«HacTpoiitkm»

JIIOOBIM  yIIOOHBIM ~criocoOoM. BrwibepuTe mob30BaTe s M HAXKMUTE
«53BIK», OTKPOETCss OKHO BBIOOpA s3bIKa. BbiOepuTe HEOOXOIUMBIN S3bIK U HAXKMUTE
«BpIOpaTh» B BEpXHEM IMIPABOM yTUIY.
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OTMeHUTb BribepuTe A3LIK

Deutsch Deutschland
English United Kingdom
English + United States
Espariol Espafia

Frangais France

Pyccrui Poccuickan Pegepauun

N3menenne nmenu u rpadpuvecKoro mpeacTaBJIeHus OJIsl MOJIb30BaTeJ s

Ilomp3oBaTerp TakyKe MOXKET HM3MEHHTb WMdA U TrpadudecKkoe IIPeJCTaBIeHNe
(n300pazkenne). OOBIYHBI HOJIB30BATEIb MOXKET H3MEHUTH TOJIBKO CBOM HACTPONKH,
aJMUHHACTPATOP MOXKET U3MEHATb HACTPOMKM JIPYTUX IOJIb30BATECJICH.

Jlng  u3MeHeHMsT UMEHH U TrpadUIecKoro IpeJcTaBIeHus IepeianTe B  pas3ies
«ITomb3oBaTenuy npunoxenns «HacTpoiikuy T00bIM yI0O0HBIM CTOCOOOM U BBIOEpHUTE
TOJIb30BATE/IA.

it u3amenenus rpaduaIecKoro mpeicTaBIeHus HaXKMUATE HA N300parkeHne «KapaHaamnay,
3aTeM BbIOEpHUTE M300parkKeHne u3 IpejiaraeMbiX W U3 daiiaa Ha KOMIIBIOTEDE.



Jo

HacTpoiiku : &« MCBCdepa nonbsosatenb — O X

MuTanune

MHorosaga4yHocTe

® @ W

BHewHwh BHO

[MpunoxeHus

P

YeepomMneHua

Mowuck

® 0O

CeTeBble YYETHRIE 3anUCK

)]

Melwe 1 CEHCOpPHaA naHenb

Knaeuatypa

Liser Bbi6epuTe daiin...

Jligd w3MeHeHWs] WMEHU Ha)KMUTe Ha HW300pakeHrne <«KapaHJAIIa», TEeKyIee UM
ITOJTb30BATEJ sl CTAHET JIOCTYITHBIM JIJ1s n3MeHeHusd. [ Ipu namenennn nMeHn 1apoJib, & TAK¥XKe
UMs JIOMaITHeNd TanKd He U3MEHITCH.
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« MCBCdepa nonesoearenn — O X

MmnA
MCBCdepa none3osartenns

Map- ,,

ony, ) CTAHOBHUTB NpK Criefiytolllem BXofie B CUCTEMy -
AOMHHWCTpaTOP @

Habik — =

Ypanute nonbsoearens...

Jig  BbIxXOmA 0O€3 COXpaHeHHs] W3MEHEHHil IIPOCTO 3aKpOiTe OKHO IPUJIOKEHMS
«HacTpoiikm».



38

IIpocMmoTp cuCcTEMHBIX >KYPHAJIOB

BBenenue

[Ipocmorp cucremubix KypHasioB B rpadudeckom wunrepdeiice OC MCBCdepa
npouszBogutcss B npuioxkennn «2Kypuasiabt GNOMEY. Ilepeiitu B upuioxkenue
«2Kypuaasr GNOME» BbI MoOxKeTe U3 IJIABHOIO MeEHIO, HaOpaB B CTPOKE IIOUCKA
«KYPHAJIBI» U HAYKAB Ha MPUJIOXKEHUE TTPABONl KHOIIKOW MBIIIIH.

[oMaluHAn
nanxka

= XypHane! 3aKpennéHHble NPUNOKEHHUs

LieHTp npunoxeHuit ‘q .
Be6- _
8] syprans GNOME GpaysepC.. ~ ®ainet  Tepmuan

|
HacTporiku
Arc Menu

Ecnn npunoxkenne He yCTaHOBJIEHO IO YMOJTYAHHIO, €70 MOYXKHO ycTanoBuTh u3 «IlenTpa
npuiioxkeHuity. g sroro nepeitiiure B «lleHTp mpuioXkeHUir» JIOOBIM YIOOHBIM
crtocoboMm u B cTpoke noncka Habepute « 2Kypuaast GNOMEY, HaxkmuTe mpaBoit KaaBurmei
MBI HA HailJIEHHOE TTPUJIOXKEHNE, BbI IepeiiiéTe Ha CTPAHUILY ITPUIOKEHUS.

Q 4 0630p @ Yeranomneno  CP06HosneHua

Q iypa “

O Kypanel GNOME
P TpocmMoTp nogpo6HoM HHGopMaLMH

brTvsx & cHCTeme

,ZLaﬂee Ha>KMUTE Ha KHOIIKY «¥YcTtanoBurhby. llocie okonuanust YCTaHOBKU IIPUJIOZKEHHE
IIOABUTCA B INIaBHOM MEHIO.
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« KypHansi GNOME 5 O &

w/-\u Yypnanbi GNOME Yeranosurs

The GNOME Project

R LCNeSD v

3anmucm B CUCTEMHOM 2KypHaJie

[Tocme 3amycka TpPUIOXKEHWs BBl IMONaIEeTe Ha TyaBHyIO crpanuily. CieBa MOKa3aHbI
KaTeropuu, CIIpaBa CIUCOK COOBITHIA.

JocTymHBI cyeiyonme KaTeropuu:
o «Bakubiey;
e «Bcey;
o «IIpunoxenunsa»;
o «Cucremay;
e «Bbe3omacHocTbY

e «ObopymoBaHue».

By - allv[:] = &

ao0n n e

Bee fpyroe gkr-pam: unable to locate daemon control file
CucTewa Warning: Unmaintained driver is detected: ip_set

Mpunoxerus

Cucrema

BesonackocTs

OGopynosare

[To ymosrganuio Ha TJIABHOM CTPAHUIE OTOOPAXKAIOTCS COOBITUS U3 Kareropun «Bakubie».

Bu1 Tak:ke MoxkeTe BbIOpATh 3arpy3KYy, JJId KOTOPO TTOKA3bIBATH CUCTEMHBIHN YKYPHAJ, JJTsd
9TOr0 HAXKMUTE Ha CTPEJIKY PsJIOM C HaJamuchio « 2KypHaJbI» B Bepxell 4acTu dKpaHa.

Kypuansi . g
73000 (M) - 7:31 11 (M) SEIER - Y

7:30 M (PM
2
| | 7:30MN (PM) - 7:31 1N (PM) O

Bee
Mpwnoxerws
Cuctema
BeaonacHocTs

O6opyaceariie

IIpocmoTp mupoOpMaIiuu 0 cOOBITHI

s mpocmoTpa uHMOPMAIIMN O COOBITUM, HAKMUATE HA HETO JIEBOW KHOITKOW MBbIIIIH.
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B o+ ] : PR

Hypransi
7307 (M) - 7:36 11 (PA)
R Finished Cleanup of User's Temporary Files and Directories. -
daernon quit ]
_ — 7:33 0 (eM
packagekitd
7:35:32 1N (PM)

Mpunoxerus
daemon quit
Cucrema lpwopurer 7

BesonachocTs

OGopygosate

Eciu B omHO coOOBbITHE TOIAIaeT HECKOJbKO COODINEHMI, TO PsJIOM C COOBITHEM
oTobpaxkaeTcss mudpa, COOTBETCTBYIOIAs YHCTy coobmienuit. [Ipu Hakatum Ha Takoe
coOBITHE CHaJaja pPacKpPbIBAETCHA CIHUCOK COOOIIEHWil, a 3aTeM, IO HAXKATUIO IIPaBOM
KJIABUIIIEH MBIIIN Ha COODIEHNE, 0TOOpaXKaeTcsd Mo IpodHas MHMOPMAIIHS.

Hypranst .
3000 (PM) - 7361 (M)

Baxaibie

Mpwnoxerws

b systemdogind
5 7:30:25 0N (PM)
e Removed session c1
6

eatc o1 sasepuien
stemd

Cuctema

a hitps:/msvsphere-os.ru/support/
5 scogin(3)

06opyaosarive. Ceanc ¢ uAEHTHOHKATOPOM C1 saBepunCs.

BesonacHocTe

Renoved session cl.

Removed session cl.

session c1 logged out. Waiting for processes to exit.

ITouck onpeaeEHHOro COOBITHUS

Jlyig momcka OmpeJ e/ IEHHOTO COOBITHS BBl MOXKETe BBbI3BATH CTPOKY ITOMCKA, HAXKaB Ha
COOTBETCTBYIOIee N300paKeHue B IPABOM BEPXHEM YTUIY SKPaHA.

B cTpoke noncka ykaxKuTe KJIIOYEBOE CJIOBO, IO KOTOPOMY OyJIeT OCYIIECTBIISTHCS ITOUCK —
9TO MOXKET OBITh TUIT COOBITHS, HAIIPUMED, KEITOr» WA «Warning», ujim »Ke uJIeHTuUKaTOp
yCTPOICTBA, HAIIPUMED, «SCS1».

MKypuansi

g -
730110 (PM) - 736 N (PM)

Baxtbie Q scsi @l v

- Sr 0:0:0:0: Attached scsi CD-ROM sro 7:30 1N (PN

csi 0:0:0:0: Attached scsi generic sgo type 5

Mpunoxenvs
Cuctema

BesonacHocTs

OBopyRosatie

i BBIOOpaA JIONOJHUTEIBbHBIX ITapaMeTpPOB IIOMCKA HaXKMUTE Ha CTPEJIOYKY PsJIOM C
IIOMCKOBOM CTPOKO#f, OTKPOETCS BBINAJAIOINIEEe MEHIO, B KOTOPOM BbI MOKETe BBIOPATH
JIOTIOJTHUTEIbHBIE ITapaMeTpbl (PUIbTPAIINE — I0JIe >KYPHAJIa U AHAIa30H METOK BPEMEHH.

T 2y - 8 x
Baxie Qsesi als
Bee 7:30 M (PH)
Npancxetimn Bce aocTynHbie nona <
Cucrema
Texyuan sarpyaxa -

BeaonackocTs

Oopygosarie
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DKCHOOPT >XKypHaJja

Bbl MOXKeTe COXpaHWTh KyDHAJ Jyisl JIaJbHENIero aHajin3a WM JJisi JAPYTUX Iieseii,
IpeayCMOTPEHHBIX HOJINTUKOM’ 6e3OHaCHOCTH BalIein KOMIIaHHUH, [OJId 9TOI'O HaXKMUTE Ha
COOTBETCTBYIOIILYIO HMKOHKY B IIpaBOM BE€PXHEM YIJIY (BBI,Z[eJIeHa KpaCHbBIM Ha CHHUMKEe
9KPAHA).

— :

O6paTuTe BHUMaHUE, 9TO €CJIU IT€PE]T IKCIIOPTOM BbI BBITIOJIHAJIN IIOUCK, TO KCIIOPT Oy1eT
BBITIOJIHEH TOJIBKO JIJIST HANIEHHBIX COOBITHIA.

Vkaxkute uMms daiijia u Kyjga ero coxpaHsaTh U HaxKMuUTe Ha KHONKY «CoxXpaHUTB» B
IpaBOM BEPXHEM YIJIy dKPaHA.

cp
cp
cp
cp
cp
cp
cp
cp

Qaitn 6ymeT COXpaHEH B yKa3aHHOE MECTO, OTKPBITH €r0 Bbl MOXKETe OOBIYHBIM TEKCTOBBIM
PEIAKTOPOM.

Co3ganue 3amuinéHHbIx kaHayioB cBa3u (VPN)

Cozmanme  zamumiéHHEbIX  VPN-TyHHes€ll, HMCIIOJIb3YyIOINX
KOHTPOJIb 3arojioBkoB IP-makeroB B coorBerctBuu ¢ I'OCT P
34.12-2015

BBenenne

Januplii pasmen omucbiBaeT mporeaypy Hacrpoiitku VPN-tyaHens na 6ase Open-
VPN c¢ xkontposem 3zaromoBkoB I[P-makeroB B coorBerctBum ¢ ['OCT P 34.12-2015
«udopmanmonnas texuosiorus. Kpunrorpadudeckasa sammra wHOOPMAIUK. BIovHbIE
mupo».

Bce komanpl, OMECAHHBIE B JAHHOM pa3jiese, HeOOXOAUMO BBIIOIHATEH C IPUBHJICTHSME
CHCTEMHOTO aJIMHHHCTpaTopa (root).
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IIpeaBapurenbHbIE TPEeOOBAHUA

Ha CepBEPE U Ha KJIMEHTCKHUX KOMIIbIOTEPpaXx HeO6XO,ILI/IMO YCTaHOBUTDH ITOCJIEAHIOIO BEPCHUIO

KPUNTOrpapUIecKuX MOJUTUK U ITaKeT openssl-gost-engine, 100aBIIAONUN TOIIEPKKY
I'OCT amropurmos B OpenSSL:

$ dnf install openssl-gost-engine
$ dnf upgrade crypto-policies

3areM TOAKJIIOYNTE MOYJIb TLSGOST K TEeKyIei MOTuTHKE:

# 0T0OpPa3nTb Ha 3KpaH Ha3BaHWe TeKylWen MONUTUKK
$ update-crypto-policies --show
DEFAULT

# pobaBuTb K nonutuke "DEFAULT" mopynb "TLSGOST"
$ update-crypto-policies --set DEFAULT:TLSGOST

JomoHuTe/IbHYI0 HHAOPMAIIAIO O KPUIITOTPADUIECKUX TTOJTUTUKAX U MOJLYJISIX BbI MOYKETE
MTOJIYIUTh U3 pasjena «gost-algy.

Hacrpoiika cepBepa OpenVPN

YcranoBka cepBepa OpenVPN

Ha xowmmbroTepe, KoTOpBI Oyser BBITOIHATH posb cepBepa OpenVPN, ycranosure
COOTBETCTBYIOIIUNA IIaKeT:

$ dnf install openvpn

HacTpoiika y10CcTOBEpPSIOIIEro MEHTPA

s nacrpoiiku cepsepa OpenVPN c¢ aBropuzamnueit o ceprucdukaram TLS meobxomumo
HACTPOUTb COOCTBeHHBIH ymocrosepsitomuii mentp (anrir. Certification authority, CA),
OCHOBHOU (DYHKITHEN KOTOPOTO SBJISETCS yIpaBJIeHNe CePTU(PUKATAMYI CEPBEPA U KJINEHTOB
OpenVPN, B ToM unciie ux co3gaHue U OT3bIB.

B namnom mpumepe B kKadecTBe pabodero Karajora JJjis yJI0CTOBEPSIONIEro IeHTpa Oyaer
UCIoIb30BaThed Kartajsor /root/CA. Cozmaiite HEOOXOIUMYIO CTPYKTYPY KaTajoroB, a
Takxke aitabl index.txt, serial u crlnumber, TpeOyemble /it paOOTHI IIEHTPA:

mkdir -p /root/CA/{certs,crl,newcerts,private}
touch /root/CA/index.txt

echo 1000 > /root/CA/serial

echo 01 > /root/CA/crlnumber

A A

Cosnaiite kKoHpUTyparmoHubIil daiir a1 OpenSSL:

$ cat > /root/CA/openssl.conf << EOF
[ca]
default ca = CA default

(upomoJKeHue Ha cyie/lytoleil CTpaHuIIe)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

[CA default]

dir = /root/CA

certs = \$dir/certs

crl dir = \$dir/crl

new certs dir = \$dir/newcerts
database = \$dir/index.txt
serial = \$dir/serial
crlnumber = \$dir/crlnumber
private key = \$dir/private/ca.key
certificate = \$dir/certs/ca.crt
crl = \$dir/crl/ca.crl
policy = policy strict
default days = 365

default crl days = 30

default md = gostl2 512

preserve = no

[policy strict]

countryName = match
stateOrProvinceName = match
organizationName = match

commonName = supplied

[req]

default bits = 2048

prompt = no

encrypt key = no

[v3 cal

basicConstraints = CA:TRUE

keyUsage = critical, keyCertSign, cRLSign
[server]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyAgreement
extendedKeyUsage = serverAuth

[client]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyAgreement
extendedKeyUsage = clientAuth

EOF

CozaiiTe ceKpeTHBIN K04 yJIOCTOBEPSIONIEro MEeHTPA, SAIUIIEHHDBINA TAPOJIEM:

$ openssl genpkey -aes256 -algorithm gost2012 512 -pkeyopt paramset:A \
-out /root/CA/private/ca.key

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

B TecToBOM OKpy2KeHUM BbI MOYKETE HCIIOJIHB30BaTh CEKPETHBIN KJIIOY 0€3 MapoJsisd — JIJId
9TOr0 U3 NMPUBEIEHHON BBIIIE KOMAaHIbI HEOOXOIUMO yopaTh apryMeHT -aes256. Opnako, B
YCJIOBUSX TIPOMBIIIJIEHHONW IKCILTyaTAIlUN K09 00s3aTe/IbHO HYKHO 3AIUINATH ITapOJIeM
1 XPpaHUTDH B Ha,ZLé}KHOM MecTe.

Jlanee co3maiiTe caMOIIOIIIICAHHBIN CEPTUMUKAT YAOCTOBEPSIOIIETO IIEHTPA:

$ openssl req -x509 -new -config /root/CA/openssl.conf \
-extensions v3 ca -key /root/CA/private/ca.key \
-subj '/C=RU/ST=Moscow/0=MyVPN/CN=MyCA"' \
-days 3650 -out /root/CA/certs/ca.crt

Enter pass phrase for /root/CA/private/ca.key:

[lepen 3amyckoM yCTaHOBHUTE JJI MOJIEN apryMeHTa -Subj 3HAYeHHS, COOTBETCTBYIOIINE
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Bamreit opranmsanuu: C=RU — crpana, ST=Moscow — oOsacth, 0=MyVPN — wHa3Banme
opraum3aruu, CN=MyCA — Ha3BaHue yjaocToBepsiomero IeaTpa. Ilapamerp -days
OIpe/ie/IIeT KOJIMYECTBO JIHEiH, B TedeHWe KOTOPBIX CEPTU(UKAT OyJIeT CUYUTATHCA
JieficTBUTeIbHBIM. B 9TOM TipuMepe ceprudukar Boiryckaercs Ha 3650 mueii (10 ser).

3areMm, co3/laiiTe ClIUCOK OTO3BAHHBIX CEPTUMUKATOB:

$ openssl ca -config /root/CA/openssl.conf -gencrl \
-out /root/CA/crl/ca.crl -md gostl2 512 crldays 30

Using configuration from /root/CA/openssl.conf

Enter pass phrase for /root/CA/private/ca.key:

Ha sTom mporieaypy co3/1anus ya0CTOBEPSIONIETO TEHTPa MOXKHO CUUTATH 3aBEPIIEHHON.

Koudurypanus u 3anyck cepBepa OpenVPN

Cozmaiite daiin cekperHoro Kioda s cepepa OpenVPN:

$ openssl genpkey -algorithm gost2012 512 -pkeyopt paramset:A \
-out /root/CA/server.key

Cozmaiire CSR zanpoc (Certificate Signing Request) Ha Bbinyck ceprudukara jjisi cepBepa
OpenVPN:

$ openssl req -new -config /root/CA/openssl.conf \
-key /root/CA/server.key -subj '/C=RU/ST=Moscow/0=MyVPN/CN=server' \
-out /root/CA/server.csr -md gostl2 512

[lepes 3amyckoM ycTaHOBUTE [IJIsi TIOJIEHl apryMeHTa -Subj 3HAYEHMS, COOTBETCTBYIOIINE
Bamreit oprammsanuu: C=RU — crpana, ST=Moscow — oOsacth, 0=MyVPN — wHa3Banme
opraumsaruu, CN=server — nazBanue ceppepa OpenVPN. B pesynbrare BbINOTHEHUSA
koMmaH bl Oyaer cosman daitn CSR 3ampoca /root/CA /server.csr, KoTopslii 3arem Gyer
MCITOJIb30BaH JIJIsi BbIITycKa ceprudurara ceppepa OpenVPN y10cTOBepSOmM IIEHTPOM.

s Beiycka ceprudukara ceppepa OpenVPN BBIIOJHUTE CJIELYIONIYI0 KOMAHLY

$ openssl ca -config /root/CA/openssl.conf -in /root/CA/server.csr \
-out /root/CA/server.crt -extensions server -md gostl2 512 -batch

Using configuration from /root/CA/openssl.conf

Enter pass phrase for /root/CA/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'RU"

stateOrProvinceName :ASN.1 12:'Moscow'
organizationName :ASN.1 12:'MyVPN'
commonName :ASN.1 12:'server'

Certificate is to be certified until May 15 15:19:27 2026 GMT (365 days)

Write out database with 1 new entries
Database updated

Bruinymennsiit ko4 Oyaer 3amnucan B daitn /root/CA/server.crt.

3aTeM HEOOXOIUMO CreHEPUPOBATH (aiis ¢ mapamerpamu bezonacuHoctu lunddu-Xemmana
g coznanuga 6eszomacuoro TLS coenunenus:




$ openssl dhparam -out /root/CA/dh2048.pem 2048
Generating DH parameters, 2048 bit long safe prime

Ckonupyiite coznmanuble daityibl B pabounit karajor cepsepa OpenVPN u ycranosure
OesonacHble IpaBa Ha (dailjl CEKPETHOrO KJIIoYa:

$ cp -f /root/CA/certs/ca.crt \
/root/CA/server.key \
/root/CA/server.crt \
/root/CA/dh2048.pem \
/root/CA/crl/ca.crl \
/etc/openvpn/server/

$ chmod 600 /etc/openvpn/server/server.key

rie:
e /root/CA/certs/ca.crt — nyOuYHBIN cepTUMUKAT yIOCTOBEPSIONIETO IIEHTPA;
e /root/CA/server.key — cekperHbiii Kiiou cepBepa OpenVPN;
e /root/CA/server.crt — nybsmansiit ceprucduxar cepsepa OpenVPN;
e /root/CA/dh2048.pem — mapamerpnl 6e3onacuoctu Iuddu-Xemnimana;

e /root/CA/crl/ca.crl — CIIMCOK OTO3BAHHBIX KJIMEHTCKUX CEPTUDUKATOB.

Hanee, coznaiite kKondurypanuonnsiii daiti ceppepa OpenVPN:

$ cat > /etc/openvpn/server/server.conf << EOF
mode server

topology subnet

;local 192.168.10.38

port 1194

proto udp

dev tun

ca /etc/openvpn/server/ca.crt

cert /etc/openvpn/server/server.crt
key /etc/openvpn/server/server.key

dh /etc/openvpn/server/dh2048.pem
crl-verify /etc/openvpn/server/ca.crl

server 10.10.4.0 255.255.255.0
;push "route 192.168.10.0 255.255.255.0"
;push "dhcp-option DNS 192.168.10.1"

keepalive 10 120

cipher kuznyechik-cbc

user openvpn

group openvpn

persist-key

persist-tun

verb 3

explicit-exit-notify 1
data-ciphers kuznyechik-cbhc
auth id-tc26-gost3411-12-512
EOF

[To ymomuanuio cepep OpenVPN mpunmMaer 3ampochl cO BCEX CETEBBIX MHTEP(ECOB,
packoMMeHTHUpYyUTe JupekTuBy local m ykaxkuTe eif B kKadecTBe 3Hadenus [P-aipec
nnrepedeiica, Ha KOTOPOM JIOJIZKEH TTPUHUMATD MOJIKJIIOUCHUS CEPBEP.
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Hamee, pazperiure J0CTyI K TOpTy 1194, Ha KoTopoMm npuauMaeT ok rrodenus OpenVPN,
B HAaCTpOiKax OpaH/May3pa:

$ firewall-cmd --permanent --add-service=openvpn
$ firewall-cmd --reload

[Tocse sToro akruBupyiite u 3amycrure ciayx0y cepsepa OpenVPN:

$ systemctl enable --now openvpn-server@server.service
Created symlink /etc/systemd/system/multi-user.target.wants/openvpn-server@server.service - /usr/
—lib/systemd/system/openvpn-server@.service.

[IpoBepuTh craTyc cayzKObI MOXKHO C IIOMOIIBIO CJIEIYIOIIEH KOMAaH/IbI:

$ systemctl status openvpn-server@server.service

® openvpn-server@server.service - OpenVPN service for server
Loaded: loaded (/usr/lib/systemd/system/openvpn-server@.service; enabled; preset: disabled)
Active: active (running) since Thu 2025-05-15 17:07:57 UTC; 5s ago

B nmarsmocruvueckux IeJiIX CHCTEMHBIN KypHas ciaykoObl cepBepa OpenVPN wmoxkHO
IIPOCMOTPETDH C ITOMOIIBIO CJIEYIONIEeH KOMaHIbI:

$ sudo journalctl -u openvpn-server@server.service

Co3,anI/1e KJIMEHTCKHUX CepTI/I(bI/IKaTOB

Jlnsa nmonkmodenuss K cepBepy OpenVPN 1 KasKI0ro KjueHTa HeOOXOIMMO CO3JaTh
CcOOCTBEHHBIN CEKPETHBIN KJII0Y U CepTU(UKAT, BCe OIlepaIlMu IIPOBOJATCS Ha CepBepe,
BBITTOJTHSATOIIEM POJIb YIOCTOBEPSIOIIErO IIEHTPA.

Cosmaiire daitan cekrperHoro kJroua /root/CA/clientl. key:

$ openssl genpkey -algorithm gost2012 512 -pkeyopt paramset:A \
-out /root/CA/clientl.key

Cozmaiite CSR 3ampoc Ha BBIIYCK cepTuduKaTa:

$ openssl req -new -config /root/CA/openssl.conf -key /root/CA/clientl.key \
-subj "/C=RU/ST=Moscow/0=MyVPN/CN=clientl" \
-out /root/CA/clientl.csr -md gostl2 512

[Iepen 3amyckoM KOMaH/IbI BHECUTE HEOOXOMMbIE U3MEHEHUs B IIOJISI apryMeHTa -subj.

CozmaiiTe KJIMEHTCKU cepTudUKaT:

$ openssl ca -config /root/CA/openssl.conf -in /root/CA/clientl.csr \
-out /root/CA/clientl.crt -extensions client -md gostl2 512 -batch

Using configuration from /root/CA/openssl.conf

Enter pass phrase for /root/CA/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'RU"
stateOrProvinceName :ASN.1 12: 'Moscow’
organizationName :ASN.1 12:'MyVPN'

(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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(IpOIOJIZKEHUE € IPEBIIYIIEH CTPAHUIID )

commonName :ASN.1 12:'clientl’
Certificate is to be certified until May 15 18:54:10 2026 GMT (365 days)

Write out database with 1 new entries
Database updated

B pesysnbraTe BhIOSIHEHUsST KOMAHIbI OyIeT co3man daiin /root/CA/clientl.crt.

BaTeM, HEOOXOIUMO CreHepupoBaTh KOHMUIYpPAIMOHHBIA daita (B 9TOM mpumepe —
clientl.ovpn) Jyist OC/IEIYIONIEH TIepeadn Ha KJIMEHTCKI KOMITbIOTED:

$ cat > clientl.ovpn << EOF
client

dev tun

proto udp

remote 192.168.10.38 1194
resolv-retry infinite
nobind

persist-key

persist-tun

remote-cert-tls server
cipher kuznyechik-cbc

verb 3

data-ciphers kuznyechik-cbc
auth id-tc26-gost3411-12-512

<Ca>
$(cat /root/CA/certs/ca.crt)
</ca>

<cert>
$(openssl x509 -in /root/CA/clientl.crt)
</cert>

<key>

$(cat /root/CA/clientl.key)
</key>

EOF

SamenuTe 192.168.10.38 na peasbubiii IP-apec Bamero cepsepa OpenVPN. Coznanubrit
KOH(MUTYpalMOHHBIN  bailyi  HeoOXOAMMO IepeaThb Ha  KJIHNEHTCKHH  KOMIIBIOTED.
Ncnonwb3yiiTe TOMBKO 3aIUITIEHHBIE KAHAJBI CBA3U MTOCKOJIBKY B 9TOM (hailjie HaXOIUTCAd B
TOM YHCJIe U CEKPETHBIN K04 JocTyna K VPN.

HacTtpoiika ktmeata OpenVPN

YcranoBka kjaueHta OpenVPN

Ha xommbioTepe, KOTOpBI OyaeT BBIIOIHATHL poJib KianeHnta OpenVPN, ycranoBute
COOTBETCTBYIOIIUNA NAKeT:

’$ sudo dnf install openvpn

Ecnun stor koMmmbioTep sBisercd Trpadudeckoit paboueil cTaHIMEl, YCTAHOBUTE TaKXKe
pacmupenue g NetworkManager, KoTopoe MO3BOJIsIET HACTPAWBATh IOJIKJIIOUYEHUE K
OpenVPN uepes rpadudeckuit unrepdeiic:
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$ sudo dnf install NetworkManager-openvpn-gnome

Hactpoiika kiaunenTa OpenVPN B pexxuMe KOMaHOHOI CTPOKHU

g nactpoiiku kirenTa OpenVPN B pexxumMe KoMaHTHO# CTPOKHU CKOTUPYHTE CO3IaHHbBII
panee daitr clientl.ovpn B kartajor /etc/openvpn/client/ mom mumenem client.conf u
YCTAHOBUTE JIJIT HETO OE30IacCHbIe MTpaBa JOCTYIIA:

$ sudo cp clientl.ovpn /etc/openvpn/client/client.conf
$ sudo chown root:root /etc/openvpn/client/client.conf
$ sudo chmod 600 /etc/openvpn/client/client.conf

Crenytommas KOMaHIa aKTUBAPYET U 3arlycTuT cryK0y kamenta OpenVPN:

’$ sudo systemctl enable --now openvpn-client@client.service

[TocMoTpeTh cTaTyc cay>KObl MOXKHO CJIEYIOIIAM 0OPa30M:

$ sudo systemctl status openvpn-client@client.service

® openvpn-client@client.service - OpenVPN tunnel for client
Loaded: loaded (/usr/lib/systemd/system/openvpn-client@.service; disabled; preset: disabled)
Active: active (running) since Fri 2025-05-16 00:50:08 MSK; 16min ago

[Tocse 3amycka cayk0b! 1 ycrenrHoro nogkiaodenns K VPN-cepBepy B cucteMe MOsIBUTCS
HOBBIIT ceTeBoit naTepdeiic tund:

3: tunO: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1500 qdisc fq codel state UNKNOWN group,,
—default qlen 500
link/none
inet 10.10.4.2/24 scope global tun0®
valid Uft forever preferred 1ft forever
inet6 fe80::640:643d:d512:52ce/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

B mmarnoctumueckux 1essgx cucTeMHbI KypHaa KianenTa OpenVPN M0XKHO ITpocMOTpeTh
C TIOMOIIBIO CJIEAYIOIIE KOMAaH/IbI:

$ sudo journalctl -u openvpn-client@client.service

Hactpoiika kimenTa OpenVPN B rpadudeckom pexume

Jlns mactpoitku noaksrouenuss kK OpenVPN wepes3 rpadudeckunit maTepdeiic oTKpoiTe
[JIABHOE MEHIO CHUCTeMbl U 3amycTure npuioxkenue «Hacrpoiikuy (ImoMedeHo KpacHOi
PAMKOIl HA CHUMKE 9KPaHa HUXKE):
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‘q Be6-6paysep Chromium

*‘ Beb6-6paysep Firefox

g Be6-kamepa Che

o BupeonpourpeiBatens Celluloid

g Bei6op ohopmnenuna paioyero cTona
S

o DwarHoctuka SELinux

- LMcKK

£# [on. HacTpoitku GNOME
H

HypHans

B sieBom mento BoiGepure nmyHKT «CeTb» (oTMeueH 1udpoil 1 HA CHUMKE SKpaHa HUXKE),
II0CJIE 3TOT0 OTKPOETCS IaHeJ b HACTPOMKU CETEeBBIX MOJKJIIOUEeHUH, riae B Osioke « VPN»
BaM HeOOXO/IMMO HAaXKaTh Ha 3HAYOK + (0TMedeH 1mudpoii 2 Ha CHUMKE SKPaHa HUKE):
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Ethernet +

Kabesb He NOAKAIO4EH ol
3 Bluetooth —

)

© Yeegomnerus

He HacTpoeto

Q Momex

I MrorosagasHocTs Ceresoi npoKcH Boikiouero | £
@ Mpunoxeus >

(@ KondupeHumansHocTs >
@ Ceresbie yuéTHble sanmcn
5 06uwmit goctyn

= 3eyk

G BnexTponmTatie

= Avennen

B mnogBumemcs okwe «JlobaButh VPN» maxkmure Ha nyskT «lMmmoprupoBarh u3s
daiina...», OTMEUYEHHBINI KPACHON paMKOW Ha CHUMKE dKPaHa HUKE:

Ormera Dlo6asums VPN

TyHHenbHbI NPoTOKON BTOpOrG yposHa (L2TP)
c paepamit Microsoft u 4pyrm cepaepanin L2TP VPN,

VPN Ha ocHose IPsec
VPN Ha OCHOBE IPSEC 1 YAANeHH biX KTHEATOB

Multi-protocol VPN client (openconnect)
Compatible with Cisco AnyConnect, Juniper Network Connect and Junos Pulse, and PAN Global Protect SSL VPNs.

OpenVPN
Cosmecrin c cepsepon OpenVPN

TyHHeNbHbIA MPOTOKON THNA TouKa-TouKa (PPTP)

c pacpanh Microsoft u apyrii cepaepani PPTP VPN,

MmnopTuposarts us daiina...

B orkphbiBIeMcst okHe BbIOOpa (bailyioB BbIOEpuTe paHee co3manubIi (aits clientl.ovpn u
Ha)kMuTe KHONKY «OTKPBITH» — TOCJIE TOTO MOSBUTCS OKHO j100aBjeHus Hooro VPN-
MTOJIKJTIOYUEHM S, IPEJICTABIEHHOE HA CJIEIYIONEM CHUMKE SKPaHAa:
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OTMeHa

Vpentupucauun  IPvA  IPv6

Hassarme [ client1|

Obue

192.168.10.38:1194

Tun | Cepruduarsi (TLS)

CA certificate  client1-ca.pem

Monbaogatens certificate  clientl-cert.pem

Monbsosatens private key | client1-key.pem

Mons3osatent key password

[ Show passwords

£ Hononmwensro..

B ciIy4dae HeO6XO,ILI/IMOCTI/I Bbl MOXK€T€¢ U3MCHHUTDH Ha3BaHUE ITOAKJIIOYCHMA, IP-a,szec nJjm
TCP-nopt cepsepa. Ilocyie 3aBepiiennst HACTPONKKM HaKMUTE Ha KHONKY «J[06aBUTH».

ITocste aToro HoBoe VPN-coemmuenue nosisutcs B 6sioke « VPN 1manein ceTeBbIX HACTPOEK:

Q HacTpoiiku H Cers ~ o x
= Wii
Ethernet +
[ o
# Bluetooth —
B von VPN +

0 Yeenomnenna

Q Mouek

I MorosagaskocTs Ceresoi npokeh Boikoero | £
@ Mpunoxerus >

(@) KondwpenumansHocTe -

@ Cetesbie yu&THsie samc

<& 06w pocTyn

= ey

G AneKTpONMTaHHE

S fvcnnen

g nmonksodenus K VPN akTuBupyiiTe COOTBETCTBYIONIUI TIEPEKJTIOYATE b, OTMEYEHHbBIH
KpPaCHO! paMKOIl Ha CHUMKE KPaHa BbBIIIE.

Takzke BbI MOXKeTe MOJKIIOUYUTHCA K paHee cozmannoMmy VPN-coemunenuio, HaxkaB Ha
IPYTIy UKOHOK B MPABOM HUYKHEM YIUIy 9KpaHa (CIpaBa OT YacoB) W BBIODAB TaM IIyHKT
«CoequHUTHCSI» B COOTBETCTBYIOIIEM OJIOKE, OTMEYEHHOM KPACHOH paMKOW Ha CHUMKE
9KpaHa:
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Ethernet ceTb
nNogKnoYeHa

CoeguHeHwe VPN
BhIKMHYEHD

CoeWHWTLCA

MapameTpel VPN

CbanaHcHpoBaHHbIM

HacTtponkm
JabnoknposaTh

BoikmoynTs / 3aBeplUMTE CeaHo

T, 16 man 01:49

OrpannyeHue BpeMeHH paboThI 3a KOMIIBIOTEPOM

BBenenue

B cocras oneparmonnoit cucrembr MCBCdepa Bxomgur npuioxkenne Timekpr-nExT,
KOTOpOe TpeJHA3HAYEeHO [IJIsi KOHTPOJII ¥ OIPAaHWYEHWs BPEMEHM, IIPOBEIEHHOTO
MTOJTb30BATEJIEM 38 KOMITHIOTEPOM.

YcTraHoBKa

Hna ycranoBgn Timekpr-nExT BeimosHUTE CIEAYIONTYI0 KOMAaHTY:

’$ sudo dnf install timekpr-next

Takxke YCTaHOBKY MO2KHO BBIIIOJIHUTDL C IIOMOIIBIO <<L[6HTpa HpPIJIO)KGHPIfI».
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KomMnoneHnTbl cucTeMbl

Cuayxk6a timekpr

OcnoBubim  koMroHeHTOM Timekpr-nExT gapisercs cucremnasi ciayxkba timekpr,
KOTOpasl OCYIIECTBJISET YIE€T BPEMEHU, IIPOBEJIEHHOIO I0JIH30BATENIEM 33 KOMIBIOTEPOM,
1 IpUMEHEHUE COOTBETCTBYIOIIUX OFpaHI/Iqul/IfI.

Cepsuc timekpr 3amyckaercs apromaTudecku mocie yctanoBku RPM-makera u B mporiecce
3arpy3Ku KOMIIbIOTEPA, IPOBEPUTH CTATYC MOXKHO C IIOMOIIBIO CJIEIYIONEHl KOMaHIbI:

$ systemctl status timekpr
® timekpr.service - Timekpr-nExXT daemon service
Loaded: loaded (/usr/lib/systemd/system/timekpr.service; enabled; preset: disabled)
Active: active (running) since Tue 2025-05-27 10:11:37 MSK; 36s ago
Docs: file:/etc/timekpr/timekpr.conf
Main PID: 1606 (timekprd)
Tasks: 3 (limit: 50155)
Memory: 14.2M
CPU: 98ms
CGroup: /system.slice/timekpr.service
L-1606 /usr/bin/python3 /usr/lib/python3.9/site-packages/timekpr/server/timekprd.py,,
—/usr/bin/timekprd

Maa 27 10:11:37 sphere-96-arm systemd[1]: Started Timekpr-nExT daemon service.

ITanens ynpaBieHus

i HACTPONKM CUCTEMBI UCIIOJIb3YeTcsd Ipapudeckas MaHe/ b yIIPaBICHUS:

‘apMunncTPWpOBaHHe Timekpr-nEXT - x

970 npunoxetme A HacTpOiikm Timekpr-NEXT. OHO NIOSBONRET BaM YCTaHABNMBATS
BPEMEHHbiE OrPaHUYeHst AN1S OTAEMbHBIX MoNb3oBaTeNew, a TakKe obuine
napameTphi Timekpr-nExT.

UTOBbI MCNONIb30BATS 3TO MPUTOKEHME, BbI AOMKHBI TMGO JANYCTHTH €0 Kak
CyNepnon308aTens, NMGO GhiTh YaCTbI0 rpyNNbI timekpr.

TokanyitcTa, oGpaTHTe BHiMaHwe, 4To "HacTpoitka Timekpr-nEXT® AOCTYNHA TONBKO B
PeXwme cyneprions3oBaTens (aaMuHHCTPaTOpa)!

Moxanyitcra, jiTe HacTpofiKy He iite ceGs!

iuryp: iurypaywa Timekpr

s nonssosarens:

VIHPODMALIWS 1 Aakble Ha CErOAHA  HACTpOiiKa Orpanuenwin  HacTpoiika WIpOBOro Bpemet  lononHuTenHbie onumi

Mpopmauus o6 ocrasuwemcs/ KoppeKTHposkm HaaGasox Mipopmarius o6 urposom Bpemenin
n0TpaYeHHoM BpemeHn
Octanoch urpooro epement (GaKThueckw): ———

Octasuweecs spems (GakTHueckoe): ——i- Texywwe AeiicTans (dakTiueckue): —
Bpewms GesgelicTans (GakTeckoe): ———— Oceron A OWn Ocranoc urpoBoro spemenn (ceroHA): <~

Ocrasuweecs spems (ceroaus): —~~~
MoTpauentoe urposoe Bpems (cerogus): ——~
MoTpauentoe Bpems (ceropus): —i—i-

aTpauentoe Bpems (Hegens): -~
3aTpauentoe Bpems (Mecl): -~

Coeputietime ycTanosnero  Konpurypauws nonysera

151 pabOoTHhI € ITaHEJIbIO YITPABJIECHUS 1I0JIb30BATEb, BHITIOJHAIONINN POJIb  IMUHUCTPATOPA
CHCTEeMBbl yd4YéTa BpEeMeHH, JOJIKeH Jubo o0JiaJgaTh NPUBUJIETUSIMHU CUCTEMHOIO
aJIMUHUCTPATOPA, JIMOO OBITH YIACTHUKOM CUCTEMHOUN rpynmnsl timekpr. Bropoit BapuanT
ABJIAETCS MPEIINOYTUTEHHBIM C TOYKU 3peHUsT NHMOPMAIIMOHHON 0€3011aCHOCTH.

s nobaBiienusi 1o/Ib30BaTE/ s B TPyHIly timekpr BBIOJHUTE CJIEAYIONIYIO KOMAHTY
(3aMeHMTE USer Ha peajibHOE UMs TOJIb30BATEs ):




$ sudo gpasswd -a user timekpr
NobaBneHve nonb3oBaTtensa user B rpynny timekpr

[Tocsie nobGamyieHUs B TPYIILY TOJb30BATENI0 HEOOXOIUMO BBIATH M3 CUCTEMbI W 3alTH
IIOBTOPHO JJI IPUMEHEHUs U3MEeHEeHU.

s 3amycKa maHesn yrpaBJIeHusd UCIOIb3yHTe IIyHKT IJIABHOIO MEHIO [laHenb ynpaBnieHus
Timekpr-nExT:

@ MNavensb ynpasnexns Timekpr-nExT 3aKpennéHHbie NpUNoXeHNA

@ MNarens ynpasnerns Timekpr-nExT (AAMWHM... ’9 -
Be6-
LieHTp npunoxeHuii 6payaep C... Pains! Tepmutan |

@ Timekpr-nExT ﬁ
HacTpoiiku
Arc Menu

Q, timekpd

0O 9 8

JInbo BBITIOJTHUTE CJIETYIONTYIO KOMAH/IY B TEPMUHAJIE:

’$ timekpra

Ecnu o kakuM-TO puurHAM BbI HE MOXKeTe J00aBUTH IOJIb30BaTe st B rpymmy timekpr,
TO BaM HEOOXOIMMO UCIIOJIb30BaTh IIyHKT MeHIO [laHenb ynpasnenus Timekpr-nEXT
(ApMuHucTpaTop) Jimbo Komanay sudo timekpra. B Takom ciydae cucTema IIOIPOCHUT Bac
BBECTHU IIapPOJIb.

[Tpornerypa HACTPONKHM CHCTEMBI KOHTDPOJIS BPEMEHU C TOMOINBIO ITAHETNU YIIPaBJIECHUS
OIMCHIBAETCS B CJIEIYIONINX pa3ieiax.

HacTpoiika orpannvieHuii BpeMeHU

Jlig  HACTpOiKM oOrpaHwdeHnit pabodero BpeMeHH 3alycTuTe [laHenb  ynpaBfieHus
Timekpr-nEXT, BbIOEpHUTE MOJIB30BATEJISA, [JII KOTOPOIO HEOOXOIMMO YCTaHOBUTH
OIDAHWYEHUsI, B BBINAJAIONIEM CIHCKe HOoJb30Bareseil (ormeden nudpoit 1 HA CHUMKe
9KpaHa) ¥ mepeiiuTe Bo BKIaAKy HacTpoika orpaHnyeHui (ormedena mudpoii 2 Ha CHUMKE
9KpAHA):
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‘apmmnnCTDHPOBaHwe Timekpr-nExT

310 npunoxetme An acTpoiiku Timekpr-nEXT. OHO NOSBONAET BaM YCTaHABIMBATS
BPEMeHHbIE OTPaHNYEHNS AU OTAEbHBIX NONIb30BATEeR, a TakKe obLIMe
napameTpe! Timekpr-nExT.

UT06b1 WCTIONB30BATS 3TO NPHTOXEHHE, BI AOTKHBI GO SAMYCTHT €70 Kak
CyNepIOn30BaTEN, MU0 GbITS 4CTBHO MpYNb! timekpr.

TloxanyiicTa, 0GpaTHTe BHAMaHWe, 4To "HacTpoiika Timekpr-nEXT® AOCTYHA TONbKO B
pexume cyneprionk3osarens (aaMmHCTpaTOpa)!

fiTe HacTpOiiKy He iite ce6s!

Puryp: imekpr
Vs nonssosaTens:

testuser 0 + | Boccrawosus

VHGOpMauus u AaHHble Ha cerofua  HacTpoiika orpanwdenii  HacTpoiika UrpoBoro Bpemenn  [ononHuTenHble onywm

Orpaninsenns no ausm weaenn O8 O + | — Yacossle unrepsansi ] HegenbHbie 1 MeCsiuHbIE THMHTSI
a I3 ) u Mo+ =
an. Orpanmyenve | Biioueno W: B - Oa
Mowepenshik  24:00:00 00:00 2400 @ « vacossie Tepuop | Orpasiuenne
BTopHMK 24:00:00 v uHTepBansl TMo Hegensiv 07:00:00:00
Cpeaa 24:00:00 (/] Momecauno 31:00:00:00
Yetsepr 24:00:00
Natinua 24:00:00 (]
1e T
Guryp: nonysera

,HJIH KazKJ10ro 11oJib3oBaTeJid MO2KHO YCTAHOBUTDL CJIEAYIOIIUE TUIIBI JIMMHUTOB!:

° Oepammemm no onam nedeau — onpegesideT B KaKue JHU HeOdeJIn II0JIb30BaTeJIb

MOKET UCIIOJIb30BaTh KOMIIBIOTED U CYMMAPHOE KOJIMYECTBO BPEMEHU, JIOCTYITHOE JIJI
KazKJIOTO JHS;

o Yacosvie unmepsa.sv, — OIpeJienseT KOHKPETHbIE BpeMEeHHbIE MHTEPBAJIbI, B KOTOPBIX
ITOJIb30BATEJIb MOXKET MCIOJIb30BATh KOMIBIOTED B TE€YEHUE JTHS;

o Hedeavrwvie u MeCAUHDBLE AUMUITIL — olpeaesiderT CyMMapHO€ KOJINYeCTBO BpeMeHu,
JAOCTYIIHOE ITIOJIb30BaAaTEJ/IIO B T€YCHNEC HEAC/JIN N MeCAla.

OrpaHnunyeHus Mo JHAM HeOeJIn

JIuvut «Orpanuvenus 1O JAHAM HEJIEJH» IO3BOJIAET 3aJaTh CIHUCOK JIHEHl, B KOTOPhIE
[10JIb30BaTE/Ib MOXKET PabOTATh 38 KOMIIBIOTEPOM, a TaKKe YKa3aTh KOJUIECTBO BPEMEHH,
JOCTYITHOE JIJIsT KaXKJIOTO JTHH.

g 3amnpera paboOThl B OIPEECAEHHBIN JIeHb Hemeaun yoepute (JIaKoK B KOJOHKE

«Bkuoueno». Ha cirenyiomneM cHUMKe SKpaHa B KadecTBE IPUMePa YCTAHOBJIEH 3aIper
Ha paboOTy ¢ KOMIIBIOTEPOM B BBIXOJHbBIE JTHU:

aaMmHHCTPUpoBaKWe Timekpr-nEXT X

370 NpUnoXenme AnA HacTPOiiKM Timekpr-nEXT. OHO MO3BONRET BaM YCTaHaBMMEATS
BPEMeHHbIe OraHYIEHNS /UIA OTAENbHbIX MONb30BATE e, @ TaloKe OGLIMe
napameTpe! Timekpr-nExT.

UTOGbI MCTIONL30BATS STO MPUOXEHYE, Bbl AOTKHBI TMGO 3aMyCTUTS €ro Kak
Cynepronb30BaTe b, /IMGO GbITL YaCTBHO rPyML! timekpr.

MoxanyicTa, 0GpaTHTe BHAMaHWe, 4To "HacTpoiika Timekpr-nEXT" AOCTYMHa TONLKO B
PeXUME Cyniepnonb3osaTens (aAMuHUCTPaTOpa)!

MoxanyiicTa, e HACTPOIAKY ve ire ceGs!
burypauy Timekpr-nExT
Wma nonbsosatens:
testuser - BoccTaHoBUTE
ViHbopMaLus u nakHbie Ha ceroaHs  HacTpoiika orp: i Hactpoiika onumm
Orpannyenns no auam vegenn Q4 Om| + | — Yacosble uHTepBans! ® HegenbHble n MECSYHbIE MMMHTbI
A OrpaHuuenue | BKnioueHo s B o 0a 04 Om | + | —
Cpeaa 12:00:00 V] ssequTe
Y 24:00:00 € vacosble Nepuon. OrpaHmyenme
eTaepr 00: V]
I ” 26:00:00 ; U G (1o vepensiv 07:00:00:00
THda
u Mlomecro 31:00:00:00
Cy66ora —im R

TIpUMEHITS AHEBHSIE NMMITS !

uryp: ronysexa

Takyke BBI MOXKeTe OrPAHUYUTH CyMMAapHOE KOJMYECTBO BPEMEHHU IS KarKJIOTO JIHS:
JIJIS 9TOrO BBIOEpUTE B TabJMIE JI€Hb HEJIeJM, Ha)KMHUTE HA COOTBETCTBYIOIIYIO SUYEHKY



56

B KojJoHKe «Orpanmdenuwe» u yKaxkuTe HeoOXoauMmoe 3HadeHwe B dopmare Y4:MM:CC
(Yacbl:MUHY TbI: CeKyHAbl). 3HAUEHNE IO yMOTIAHUIO - 24:00:00, 9TO 0O3HAYAET OTCYTCTBHE
orpaHmyeHuil Mo BpeMeHn. B KadecTBe ajJbTepHATHBHOTO CII0CO0A BBI MOXKETE HCIOJIb30BATD
nepeksodaTesb /M (Yacsl/MAHY Tbl) U KHONKY +/ - JIJIsl U3MEHEHWs 3HAYCHUS.

Ha crnenyromem cuuMmke sKpaHa JOCTYIIHOE BpeMs B Oy/JHUE THU OMPDAHUYIEHO BOCEMbBIO
qaCcaMu:

~ aamunucTpuposanve Timekpr-nExT - x

370 npunoxerme An HacTpoiikn Timekpr-nEXT. OHO NO3BONAET BaM YCTaHABIMEATS
BPEMeHHbIE OTPAHNYEHNS ISt OTAEbHIX NONb30BATENe, a TakKe obLMe
napameTpe! Timekpr-nExT.

UT06b1 WCTIONB30BATS 3TO NPATIOXEHHE, BI AOTKHbI G0 SAMYCTHT €70 Kak
Cynepnonb30BaTelb, M0 GbITh YCTHHO FPYMMb! timekpr.

TloxanyiicTa, 0GpaTHTE BHAMaHWe, 4T0 "HacTpoiika Timekpr-nEXT® AOCTYHA TONBKO B
PexiMe Cyneprionk3osaTens (aaMmHMCTPaTOpa)!

fiTe HacTpoiiky He iite ce6s!

purypau; imekpr
Vs nonbsosaTens:

testuser ~ | BoccraHosuTs

ViHpOpMaLWs u Aable Ha cerofns  HacTpojika OrpaHudenwi  HacTpoWKa WipoBoro spemenn  JIOMONHATNbHle ONLAN

Orpasmesun no guamt negenn O Om| + [ — Yacossle ukTepsansi ] HegenbHbie 1 MeCsiuHbIE THMHTSI
Orpanmenme | Bimoueno s o +| =

an. rpanivenme | Biuiouen [l B smequre OnOum
[ 08:00:00 2 00:00 2400 @ & vacossle Mepwon Orpanuuenue
BropHmk 08:00:00 [] S SeCl 0 +enenav 07:00:00:00
Cpepa 08:00:00 /] Momecauno 31:00:00:00
Yetsepr 08:00:00

Natua 08:00:00 (]

TIpAMeHWTS AHEBHbIE TMMATL!

uryp: nonysena

YacoBrble nHTEepBaJIbl

C TIOMOIIBIO YaCOBBIX MHTEPBAJIOB BbI MOYKETE OIPE/IE/INTh, B KAKUE TTPOMEXKYTKU BPEMEHU
B TeUYeHUe IHs I0JIb30BaTe/lb MOXKET HCIIOJIb30BaTh KOoMIIbIoTep. HacTpanBarh ux MOXKHO
Kak JJIg OZHOTO, TaK M JJII HECKOJBbKUX ITHEN OTHOBPEMEHHO.

B xoudwurypanuu mo ymModaHuio NI BceX JTHEH 3a/aH ouH nHTepBaJ ¢ 00:00 10 24:00
— (aKTUIeCKN ITO O3HAYAET OTCYTCTBUE OI'PDAHUICHUI.

Jlyig m3MeHeHUusi CYIIEeCTBYIOIIEr0 WHTEPBaJia BbIOEPUTE OJMH WU HECKOJBKO JTHEH B
rabsmuie «OrpaHudeHns MO JHIM HEJen», 3aTeM B KoJIOHKe «II3» ycraHoBuTe HadaJIbHOE
BpeMs, a B KOJIOHKe «B» — KoHeuHoe Bpems nHTepBaJsa. Ha cHuMKe SKpaHa HU2XKe TOKa3aHa
yCTaHOBKa BPEMEHHOI'O MHTepBaJia ¢ 8:00 10 17:00 11a Bcex OyaHUX JTHE:

‘aamMunucTpUpoBanye Timekpr-nEXT =7

370 npUnoXeHvie Ans HaCTPOiiKw Timekpr-nEXT. OHO NOSBONAET BaM YCTAHABAMBATS
BpEMEHHbIE OTPAHUNEHNA A OTACMIbHLIX NIONIb30BATE e, a TaKKe oblue
napameTp! Timekpr-nExT.

UT0Gb! UCTIONL30BATS 3TO MPUTIOKEHHE, Bt AOMKHSI NGO AMYCTUTS €ro Kak
CynepioN308aTes, GO GbiTb YaCTbIO PN timekpr.

Toxany#cTa, o6paTHTe BHUMaHWe, 4To "HacTpoika Timekpr-nEXT" AOCTYNH TONbKO &
pexwme cyneprions3osatens (aMMHUCTpaTopa)!

fiTe HacTPOiiKy He iiTe ceGs!

purypauy o
Wma nonbsosatens:
testuser + | Boccranosuts

VHGOPMALIHS U AGHHbIE Ha Ceropss  HACTpOiiKa Orparuiennd  HacTpoiika WpoBOro Bpemern  l0nIONHMTEsHbIE ONLWN

Orpanmyenns o gusm vegenn Q4 O + | — Yacosble uHTepBasI ® HegenbHble n MECYHbIE IMMHTbI

s B 0o Oa 04 Om | + | —
sseqnTe
0800 1700 @ « uacossie Tepwop | Orpakmuenme
LG G o 1 enam 07:00:00:00
Momecauro 31:00:00:00
nposepuTh

[Toce ycranOBKM BPEMEHHOT'O MHTEPBaJIa BaM HEOOXOIUMO HAXKATH KHOIKY «ITPOBEPUTHY»
g BepuUKAIUA BBEJIEHHBIX JAHHBIX. B ciiydae obOHApy»KeHUsl OIMMMOOK IPOOJIEMHBIE
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WHTEPBAJIbI OY/IyT BBIJIEJIEHBI, 8 B CTPOKE COCTOSIHUS IPOTPAMMBbI OTOOPa3UTCsl OMUCAHUE
OIMOKMN.

Bor  MoxkeTe HacTpPOWTh  HECKOJIBKO BPEMEHHBIX HHTEPBAJIOB —  HCIOJb3YHTE
COOTBETCTBYIONINE KHOIKW, BBIJIEJIEHHbIE KPACHOW paMKOWl Ha CHUMKe 3IKpaHa HUXKE,
J71s1 100aBJIeHNS HOBOTO U y/IaJIEHUsI BLIOPAHHOIO MHTEPBAJIA:

‘anmusmcTpUpoBasme Timekpr-nExT - x

370 npUnOXeHvie ANA HACTPOiiKM Timekpr-nEXT. OHO NOSBONAET BaM yCTaHaBAMBATS

BpeMeHHble OTPaHKHEHWA A1A OTAENbHBIX NONbSOBaTENeH, a TakiKe oble
napameTpb! Timekpr-nET.

UT0Gb! ACNIOES0BATS STO MPUNOXKEHHE, Bt AOMKHBI NMGO SaNYCTHTL €0 Kak.
CynepnoNb30BaTe b, NGO GbiTb YaCTBIO Ry timekpr.

ToxanyiicTa, 06paTHTe BHUMaHHe, 4TO "HacTpoiika Timekpr-nEXT" AOCTYNHa TONKO B
PeX¥Me Cynepnons3oBaTens (aAMMHMCTpaTOpa)!

Noxanyicta, fiTe HacTpoiiKy He iite ce6s!

purypau; imekpr
Vs nonbsosaTens:

testuser ~ | BoccraHosuTs

VHGOpMaUys 1 fAaHHble Ha cerofua  HacTpoiika orpanidenyii  HacTpoiika UTpoBoro Bpemenn  [IOMonHMTenHble onumm

—— qmp [P ———

Orparmuenue | Bicniove

° Wom |+ —
ssegure Oa

08:00 17:00 €« vacosble Nepuon OrpaHmye
1800 1900 @ S SteC 0 +eenam 07:00:00:00
MomecsyHo  31:00:00:00

nposepHTe

uryp: nonysexa

[Ipu HacTpoOitke MHTEPBAJIOB CJIEIyeT MPUIEPKUBATHCS CJIEIYIONIUX TTPABUII:
® VHTEPBAaJIbI HE JOJI?KHBI IIEPECEKATHCH;
® Ja’Ke MUHYTHBINA IIepEepPBIB MEXKJy MHTEPBAJIaMU aKTUBUPYET OIPAHUYCHUSL;

® B TedeHHE OJHOTO Yaca He MOXKeT HAUYMHATHCS U 3aKAHYUBATHCS OOJIbIIIE OJIHOTO
HHTEpBaJIA.

Takzke ciieryeT yIOMAHYTh EPEK/IIOYATEIb B KOJIOHKE «OO» — €r0 aKTUBAIUs MPUBEIET
K TOMY, YTO BBIOpAHHBI MHTEpPBaJI OyJ/IeT CUYNTATHCA CBOOOIHBIM OT OT'PAHWYEHUNl W He
OyJleT yIUThIBATHCA B OOIIEM JHEBHOM JIMMUATE. JTO MOXKET ObITH TOJIE3HO, HAIIPUMED, €CJIH
pebOEHOK TocenaeT OHJIAMH KypPChl U BpeMsl, IPOBEJIEHHOE Ha HUX, HE JTOJI?KHO IIPUBOINUTDH
K YMEHBIIEHUIO JOCTYIIHOT'O JIJId JPYIUX aKTUBHOCTENH BPEMEHH.

He,zgeﬂbeIe n MecCcd4YHble JIMMMHWTDI

C IIOMOIIBIO 6HOKa HEeJEJIbHBbIX U MECAYHbIX JINMUTOB Bbl MO2KETE€ HACTPOUTHb MaKCUMaJIbHO
JIOITYCTUMOE BPEMsI MCIIOJIb30BaHUSA KOMITLIOTEPA 3a HEJIEI0 WM Mecdll. B kondurypanumn
10 YMOJIanI/IIO JIMMUTBI OTCYTCTByIOT: JJId  HEJCJIbHOI'O Or'paHUYCeHUA YCTaHOBHeHO
3HAYeHue 7 JIHeH, a JJid MecsaaHoro — 31 [eHb.

s opeiesienns 3HaUEHMH UCTIONIB3yeTcs (hopMaT [HM : Yackl :MuHy Tbi: CekyHabl. ITpu BBOIE
BBbI MOXKETE WCIIOJIb30BATh COKPAIICHUS, HAIIPUMED: 3HadYeHue 6 Oy/er mpeoOpa30BaHO B
06:00:00:00, a 6:12:30 — B 06:12:30:00.

Henenbable 1 MecssaHble JIMMUTBHI pa0OTAIOT OJHOBPEMEHHO C JTHEBHBIMU JIUMUTAMUA —
cucTeMa Bcerjia OyaeT MCIOJIb30BaTh HAUMEHBIIEe U3 JeUCTBYIONINX OI'PAHUICHUIA.



CoxpaHeHne HaAaCTPOEK

[Toce ycTtaHoBKM HEOOXOIMMBIX OrpaHumyeHuit HaxkMuTe KHONKY «lIpumenuTtsh naeBHbBIE
JIMMUTBI» JIJId COXPaHEHHWs HACTPOEK. B ciydae yCHENTHOrO COXpaHEHUs HaCTPOEK
IIporpaMMa, OTOOPAa3UT IMOJITBEPKIAIONIEe COOOIEHNE B CTATYCHON CTPOKE — TIOCJIE STOrO
BBl MOXKeTe IMepeidTu K HACTPOMKAM JTMMHUTOB IS JPYTOro MOJIb30BaTeNIsd, JN0O 3aKPbITh
IpOrpaMmy.

OrpaHquHHe BpeMeHn OJid OTAEJIbHBbIX ITPpOIIeCcCOoB

B cucreme Timekpr-nExT Ttakxke peanuzoBana QYHKIMS OrpAHUYEHUS BpPEMEHU
UCIIOJIb30BAHUs OTJIEJIbHBIX IPOIEeccoB. VI3HAYaIbHO 3TOT MOMY/Ib ObLI paspaboraH i
OTpaHUYEHUs BPEMEHHU, IPOBEJICHHOTO B UTPAX JETbMU, OJIHAKO MOXKET OBITh MCIIOJIb30BAH
JI7Is1 KOHTPOJIS UCIIOJIL30BAHUS JIIOOBIX TIporieccoB. HacTpoitku manuoil (pyHKIUT JOCTYITHBI
BO BKJIaJike «HacTpoiika urpoBoro BpeMeHnm :

P T
aamunmcTpHpoBanme Timekpr-nExT - x
370 npunoxerue AnA HacTpoiky Timekpr-nExT. OHO NO3BONAET BaM YCTaHaBNMBATS
BPEMEHHbIE OrPaHUYEHNA A1A OTAENbHBIX NONb3OBATENEN, 3 TaKXKe oBlMe
napameTpsi Timekpr-nExT.
YT06bI MCTIONb3OBATb STO MPUNOXKEHHE, Bbl AOMKHBI MMG0 3aNYCTUTH €10 KaK.
Cynepnons30BaTe b, 760 GbiTb 4aCTbI0 pyANGI timekpr.
TMoxanyitcTa, o6paTTe BHUMakMe, 4To "HacTpoitka Timekpr-nEXT" AOCTYNHa TONBKO B
pexuMe cynepnons3oBaTens (aaMUHMCTpaTopa)!
TMoxanyicTa, BEINONHSITE HACTPOIKY BHUMATENHO: He 3a6NOKMpyiTe ce6s!
buryp: Timekpr-nExT
Vms nonssosatens:
testuser = BoccTaHosuTs
Mndopmaums v faHHble Ha CeroaHs HacTpoiika orpaHueHmit HacTpoiika Urposoro BpemeHm DononHuTensHble onuun
TMapamerpsi urposoro spemenn  JlmuTsi urposoro spemenn @4 (m| + | —  Urpossie geiictans [ERE"]
BK/IO4MT UrPOBOE BpeMs
BrniouuTs TMoHeAenbHIK v 00:00:00
nepeonpegeneHie HpoBoro Bropinc o 000000
apemeri
Honyckaetca s Cpena @ 00:00:00
Teuenwe wHrepsanos (G Metsepr ©  0000:00
"oo’ Nathua © 000000
duryp: nonyena

B 6soke «IlapameTpbl WrpoOBOrO BpPEMEHH» HAXOIUTCS TPYIIa [ME€PEKJIIOYATENEH,
OTBeYaloIIas 3a O0Iue HACTPOMNKN MOJTYJIs:

e Brarouumbs u2posoe epems — aKTUBUPYET (PYHKIIMIO YIETAa BPEMEHH UCITOIH30BAHUA
OTJIEJIHBIX ITPOIECCOB /I BBIOPAHHOTO I0OJib30BaTessd. Takke i pabOTbl ITOMU
dyHKIIU TOTPEOYyeTCss BKJIIOYATH COOTBETCTBYIOMIMI TEPEKIIOIATEb B CUCTILEMHDLL
nacmpotirar Timekpr-nExT;

o Brmowums nepeonpedeserue u2po6020 8peMeHU — aKTUBAIUS 3TOTO MePeKTI0IaTe s
OTKJIIOYaeT CTAHJIAPTHBIE JUMUTHI BPEMEHU, YIET OYIeT BBIOJHATHCA TOJBKO JIJIsd
IIPOIIECCOB, TIEPEUUCTIEHHBIX B Oji0Ke «rpoBhie geficTBuUs ;

o /Jlonyckaemca 6 meuenue UHMEPBAAOE «O0» — pa3peliaeT 3allyCK IPOIECCOB,
onpeneséHHBIX B Onoke «Urposble [eiicTBUS» B HMHTEpBajax, IIOMEYEHHBIX
Kak cBoOomHble (00) B Oioke «YacoBble uHTepBasbly BRIaIKH «Hacrpoiika
OTPAHUYCHUN ».

B 06mnoke «JIumMuThbl WIpPOBOrO BpeMeHW» HACTPAMBAIOTCHA JHU U Yachl, B KOTOPbIE
[I0JIb30BaTE/Ib CMOXKET 3aITyCKATH IIPOIECCHI, onpeeaéHubIe B O10Ke «rpoBbie neficTBus».



[Iporiesrypa HaACTpOKM WIEHTUYHA HACTPOUKE YaACOSHIL UHMEPBAAOE BO BKJIAJIKE
«HacTpoiika orpanudenuii».

Bnok «UrpoBble neiicTBUS» ABJIAETCA KJIIOYEBBIM I JIAHHOTO MOJYJII — B HEM
HaACTPAMBAETCs CIUCOK IIPOIECCOB, JJI KOTOPBIX HEOOXO/IMMO MPUMEHSATH Oorpanndenue. B
nosie «Macka mporieccay HeOOXOIMMO BBECTH HA3BaHWE KOMAHJBI 06€3 IyTH U apryMEeHTOB
KOMAH/HOI CTpOKM (MCIOJIb3YiiTe KOMaH bl top -c¢ -d 1, htop u T.1., 9YTOOBI MOJYYUTH
uH(MOPMAIIMIO O 3aIyIeHHBIX B cucreMe mporeccax). B mome «Onwmcanue mporeccay
Bbl MOKeTe J100aBUTH OIIMOHAJIBHBIN KOMMeHTapwii. TakxKe BbI MOYKeTe BKJIOYUTH
CUCTNEMHYIO HaAcMPOolKy « Yy dIIeHHbIH MOHUTOPUHT aKTUBHOCTA» — B 9TOM CJIy4ae OyIeT
AKTUBUPOBAHA IOJAJIEPXKKA PEryIdpPHBIX BBIPAXKCHUN N apryMEHTOB KOMAaH/IHOW CTPOKU B
nojte «Macka mporteccay.

g coxpaHeHus] U3MEHEHHMIT HaXXMHUTe KHONKY «I[IpuMeHuTh KOHMUIrYpaIrumo UTrPOBOrO
BPEMCHUY.

JomnmosiHuTeIbHbIE OIIINNT

Bo BKJIaJKE <<I[0HOJIHI/IT€JIBHBI€ OIIIIUHN» HAXOAATCA AOIIOJIHUTCJILHDBIC ITIapaMETPhI, KOTOPLIC
MOryT OBITH HaCTpPOEHBbI IJId KazK/JI0I'O II0JIb30BaTeJId:

‘apmnncTpHpoBaHwe Timekpr-nExT _x

370 npunoxerme An HacTpoiikn Timekpr-nEXT. OHO NO3BONAET BaM YCTAHABIMEATS

BPEMEHHbIE OTPAHUYEHNS 1St OTAETIbHIX NIONb30BATEE, 3 TakKe oBLIMe
napameTp! Timekpr-nExT.

UT06b1 WCTIONb30BAT 3TO NPATIOEHWE, BbI AOTKHb! GO SAMYCTHT €10 KaK
CYnepIOn30BaTeN, MU0 GbITs HaCTBH0 TpyNbI imekp.

TloxanyiicTa, 0GpaTHTe BHAMaHMe, 4To "HacTpoiika Timekpr-nEXT® AOCTYHA TONBKO B
PexiMe Cyneprionk3osaTens (aaMmHHCTaTopa)!

Noxanyicta, HacTpoiiKy He cets!

Korurypauns nonbsosarens  Kogpurypauus Timekpr-nExT

Vs nonssosaTens:

testuser + | BoccranosuTs
ViHbOpMaLW W Aakkble Ha cerogts  HACTPOiika OrpaHudew  HacTpoika WrpoBoro spemen  JIOMONHATENHble ONLAN

JlononHHTE bKblE MapaMeTpbi KOKBHTYpaLH
O saBepuHTh Ceanch!
BLIKIOUATS KOMNbIOTED
Tun pacory
NIPHOCTaHOBKa/MPOGYKAEHHE KOMTbIoTEpa
3a6nokuposas akpan

OTCeMMUBaHMHE HEaKTHBHIX CeaHcoB:
CKpbITS 3HAUOK M

uryp: nonysexa

o Omcaescusarue HEGKMUBHBIL CEAHCO8 — AKTUBUPYET YIET BPEMEHU, JIaxKe KOTIa
9KpaH KOMIIbIOTepa 3ab/IOKUPOBAaH WJIM TOJIb30BaTe/ib paboTaeT B amnmapaTHOU
KOHCOJIH;

o Ckpoimd 3HA4OK U YBeJOMAEHUA — CKPBIBAET MKOHKY KJIUEHTCKOI'O ITPUJIOXKEHUS
Timekpr-nExT nHa manesu 3aad pabodero CToja M OTKJIIOYAET MPEIyITPeXK ICHUs
O CKOPOM 3aBEPIIEHUN CEAHCA;

o Tun oeparuverus/6A0KUPOSKY — OIPEIENsieT JeHCTBUe, KOTOPOE JOJXKHO ObITh
BBITIOJIHEHO IIO JOCTHU2KCHHUU JINMMHUTa BPEMEHU II0JIb30BaTEJIEM:

— 3a8EPUWUMDb CEGHCH, — TPUHYAUTETHHO 3aBePIIAeT CEeCCUI0 TOoJb30BaTesd. B
cydae TOBTOPHOI'O BXOJa B CHCTEMY cCecchsi OyJieT TakKe He3aMeJIUTeIbHO
3aKpbITa;
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— BLIKAIOYUMD  KOMNbIOMEpP —— BBIKJIIOYACT KOMIBIOTED II0 JIOCTUKEHUU
suvuta. Vcnosp3yiiTe 3Ty OHIMIO C  OCTOPOXKHOCTHIO, OCODEHHO B
MHOTOTIOJTHb30BATETHCKIUX OKPYKEHUAX;

— MPUOCAHOBUMD PAbOMY KOMNBLIOMEPA — TEPEBOAUT KOMIBIOTED B CIIAIINN
pexkuMm. llonmb3oBaTesbckas ceccust TpU ITOM HE 3aBepIIaeTcd — IpH
BKJIFOUEHHUU SKPaH OyJieT 3a0/IOKUPOBaH. EC/i BBIXOJT U3 CHAIIETO PeXKUMa ObLT
OCYIIIECTBJIEH JI0 cOpoca JUMHUTOB, KOMIbIOTED OyJeT MOBTOPHO TEPEBEIEH B
CIIAIINNA PEXKUM;

— Mpuocmanoska,/npobyscdenue Komnovlomepa — JIEHCTBYeT TaK Ke, KaK u
[IPEIbIIYIIAs OIS, HO KOMITLIOTED Oy/IeT aBTOMATUIECKH BbIBEJICH U3 CIISIIErO
pexuMa B yKa3aHHOM WHTepBaJje 3TOro ke jHd. Hekoropoe obopy/ioBanme
MOZKeET 6I)ITB HECOBMECTHUMO C I9THUM DPEXKUMOM — KaK MHUHHMYM Tpe6yeTCH
nomiepxkka RTC (Real Time Clock) B BIOS/UEFI u mmenno mporpamma
Timekpr-nExT mgomkHa mepeBecTr KOMIIBIOTEDP B CIdiiuii pexxkum. Ecinm
CJIEJIYIOINI TIepUoJi Pa30JIOKUPOBKU JIMMUTOB HE IONA/AeT B YKA3aHHBIN B
HaCTpOﬁKaX Ol MHTEPBaAJI, KOMIILIOTED HE 6y,ZLeT aBTOMaTHNYC€CKHN BBIBOANTHCA
U3 CIISIIETO PEKUMA;

— 3abaokuposamsv IKpar — TO WCUYEPHAHUM JIMMUTA SKPAH KOMIBIOTEPA
OJIOKUpPyeTCs.

[locnemaue Tpu BapuaHTa HE SBISIOTCA HAJEXKHBIMUA —cllocobamMu  OJIOKUPOBKH, a
0OJIbIIE TIOJAXOMSAT JJI CAMOKOHTPOJIsi. B IMPOM3BOJACTBEHHBIX YCJIOBUSX PEKOMEH/IYeTCsI
HCIIOJIb30BATh BAPUAHTHI «3aBEPIIUTH CEAHCHI» WU BBIK/IIOUYUTH KOMIIBIOTEDY.

[Tocie BHeceHusi u3MeHeHuit HaxkmuTe KHONKY <«I[IpumenuTs KoHbuUrypamumoy s
COXpaHEeHMs HACTPOEK.

Ilonb30oBaTeIbCKOE MTPUJIIOXKEHUE

[Tocne ycranoBku u aktuBaruu cuctembl Timekpr-nExT y kaxkjaoro moJib3oBaTesis Ha
IIaHEJIX 3aJa9 ITOABUTCA MKOHKaA IIPUJIO2KEHN A, OTO6pa}KaIOHLaH TeKYIHI/Iﬁ cTaTycC.

B ClIlyda€ OTCYTCTBUA HACTPOECHHBIX OI‘paHI/I‘IeHI/Iﬁ NKOHKa 6yILGT nMeTb BUA OTKPBLITOI'O
3aMKa C CUMBOJIOM «OO»:

BT, 3 mioHa 23:56 o o

Ecnn ke muMuTh aKTUBHBI, TO UKOHKaQ 6y,ILeT nMeTb BHUJ 3aKPBLITOI'O 3aMKa U CUETUINKA
OCTaBHIIECTOCA BpEMEHU /IO 3aBEPIICHUA CECCHUU:
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E Yeepgomnenne Timekpr-nExT
Y Bac ecTb 0 yac MUHYT 23 cexyHabI

£ 00:08:23 en BT, 3 mioHn 23:46 SO

C 3a/1aHHO# B HACTPOMKAX CUCTEMbBI IEPUOIMIHOCTHIO TTOTH30BATEIIO OyIeT 0TOOPaKAThC T
BCILJIBIBAIOITIEE YBEIOMJIEHNE O KOJIMUYECTBE OCTABIIIETOCS BPEMEHU 0 3aBEPIIEHNS CEAHCA.

Haxkas na MKOHKY IIPpUJIO2KEHU A, I10JIb30BaTE/JIb BbISOBET KOHTEKCTHOE MEHIO!:

OcTanock BpEMEHH...
OrpaHu4eHuA U KoHd urypavus

0 nporpamme

Cp, 4 wionsa 00:02 &S o

e Ocmanocv 6pemeny — OTOOPA3UT BCILIBIBAIOIIEE YBEIOMJIEHHE O TOM, CKOJIBKO
BPEMEHU OCTAJIOCH JO0 OJIOKUPOBKHU CEAHCA;

e O npozpamme — 0TOOPA3UT OKHO ¢ MHMOpMAaImeir o Bepcun mporpamMbl Timekpr-
nExT, eé pazpaboTunkax 1 JIUIEH3NUMH;

o Ozparuvenus u Kongueypayus — oTOOPA3UT OCHOBHOE OKHO MOJIB30BATEIHCKOTO
MPUJIOYKEHUs, B KOTOPOM MOXKHO OyJ/IeT MOCMOTPETb CTATUCTUKY WCIOJIH30BAHUS
BPEMEHU U HACTPOUTH yBEJIOMJIEHUS CUCTEMBI:

& ZwddBEH
| Knuent Timekpr-nExT X B
Wma nonb3oeatens: testuser
JHeBHble NUMHTBI JononHuTeNbHbIE TAMKTDI YBepomnexua HacTpoitkun
Tekywan cTaTUCTHKE JIHu ¥ AMUTBI HHTepBans!

3atpavenoe Bpema (ceanc): 00:00:01:21  Monepensrmk 24:00:00 [ALRRELE]

Bpems npocTos: 00:00:00:00 BTOpHUK 24:00:00

| Octanoce spemeny ceroara: 00:00:07:53 | cpepa 24:00:00
Octanocs HenpepbisHoro pemenu: 00:00:07:53  Yergepr 24:00:00
MatHuna 24:00-00

COENMHEHME YCTaHOBEH AMEHWTD 3aKpbiTh

CucreMHbIe HACTPONKM

Hna nocryna k cucremubiM HacTpoiikam Timekpr-nExT BaM HEoOX0[MMO 3aIlyCTUTD
NaMeNs YnpasAeHis ¢ TPUBUJIETUSMU CUCTEMHOTO 8 IMIUHUCTPATOPA U TIePEiTH HA BKJIAIKY
«Kondwuryparmua Timekpr-nExT»:
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B A E—

‘aaMunncTPUpOBaHHe Timekpr-nEXT - x

970 npunowetme A5 HacTpOiikm Timekpr-NEXT. OO NIOSBONAET BaM YCTaHABTMBATS
BPEMEHHbIE OTPaHWNEHNA ANA OTAENbHBIX NIONb30BaTENef, a TaKKe oBlue
napameTpei Timekpr-nExT.

UTOBbI MCMONb308aTH 3TO MPUTOKEHME, BbI AOMKHBI TMGO JANYCTHTH €0 Kak
Cynepnonb308aTens, NGO GhiTh YaCTsIo rpyNNbI timekpr

MoxanyitcTa, oGpaTHTe BHuMaKwe, 4To "HacTpoiika Timekpr-nEXT® AOCTYNHA TONBKO B
PeXume cyneprions3oBaTens (aaMuHHCTPATOpa)!

Moxanyitcra, jiTe HacTpOFiKy He iite ceGs!

Kowpurypauws nonssosatens  Kondurypauwus Timekpr-nExT

Timekpr-nExT p: Timekpr-nExT onyun

Kokrpons
Ceancsi Ceancsi MOM30BATEM  yroosoro spemert

8w 8w 8w BKIONEH

Yryuwenbii

OkoHuaTensHoe ysegomnenme 60  —

Bpews sasepwerus 15—

wayland unspecified gdm
mir kdm
lightdm
mdm

Bpewms obpatHoro orcvera 10 —
Vrepsan onpoca | 3

Wipesan coxparienns | 30 —

+ ]+ +

YposeHs xypHanuposaus | 1

Coeputietime ycTanosnero  Konpurypauws nonysera

Jtsg GOJIBIIMHCTBA CIIEHAPUEB WCIOJIB30BAHUA KOH(MUTYpPAIUA 1O YMOJTYAHUIO SBJISETCS

ONTUMAJIBLHOI U He TpebyeT N3MeHEeHUS.

Biok «Yupasnienue nacrpoiikamu Timekpr-nExT»:

Oxoruamenvroe y6€00M/L6HU6 — oImpegesdeTr, 3a CKOJBbKO CEKYHI [0 UCTEYCHUA
BbIIECJIEHHOT'O BPEMEHU I10JIb30BaTEJIIO 6y,ueT IIOKa3aHO CbI/IHaJH)HOG YBEIOMJICHUE O
IPEeaCTOAIIEeM 3aBEPIICHUN CCaHCa;

Bpems 3asepuienus — ompeiesisier, 3a CKOJbKO CEKYHJI JI0 UCTEUYCHUS BbIIEJTEHHOTO
BpeMeHU OyIeT MPUMEHATHCS OJIOKMPOBKA CEAHCA;

Bpemsa obpammnozo omcuema — ompejesisier, 3a CKOJBKO CEKyHJ OylIeT HadaT
oOpaTHBI OTCYET B PEAJTbHOM BpeMeHHU Iepeji OJIOKUPOBKOI ceaHca;

Hnmepsan onpoca — 3agaéT wuWHTEpPBaJ B CEKYHIAX, C KOTOPbIM CHUCTEMa
[IEPECYUTHIBAET OCTABIIEECS BPEMsI U aHAJU3UPYET CEAHCHI MOJIb30BaTEIs;

Hnmepsan coxparerus — 3a1a€T MHTEPBAJ B CEKYH/IaX, C KOTOPBIM cUCTEMa OyieT
COXPaHATb CTaTUCTUKY aKTHUBHOCTHU IIOJIb30BaTEJId Ha JUCK]

Yposenv owcyprasuposarus — 3a7a€T YPOBEHb JIETAJIU3AIAA COOOIEHUN B
CUCTEMHOM KypHaJIe CJIy2KObI:

— 1 — craHgapTHBI (PEKOMEHJIyeTCs K WCIOJb30BAHUIO B ITPOU3BOJICTBEHHON
cpene);

— 2 — ormnanouHblii  (BKJIIOYAET  JONOJHUTEJbHYIO  JUATHOCTUYECKYTO
nHbOpMAIHIO);

— 8 — pacImupeHHbIi OTJIaI0YHBIH (BKJIIOYAET BBIBOJI MAKCUMAJIBHOTO KOJIMIECTBA
JIMArHOCTUYECKOU MH(OPMAINHN, BKJIIOYAs COJEPKUMOE BHYTPEHHUX CTPYKTYP.
O ucnonap3yercs, B OCHOBHOM, Pa3pabOTINKAMK CUCTEMBI ).

Bok «Yupasienue snmemenTamu orciaexkuBanud Timekpr-nExT»:

o Omeanestcusaemvie ceancv, — orpejgesadeT TUIIbl CEaHCOB, JJId KOTOPLIX 6y/1eT

BBITIOJIHATHCS YIET BpeMeHu. B KoHduUrypamumu 1o yMOTIAHUIO OTCJIEIKUBAIOTCS
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Tosibko ceaHcbl «x11» (Xorg), «wayland» u «miry, 9T0 sBJSIETCS JIOCTATOYHBIM
Jiid  OOJBLIMMHCTBA clieHapueB wucnosb3oBanusd. Timekpr-nExT upemnonaraer,
9TO CYMIECTBYIOT TOJBKO I3THW THUITBI CEAHCOB M CEaHChl, YKa3aHHbIE B CITHUCKE
«VcKn09€HHBIE CEAHCHI» |

o Hckarouennvie ceanco, — CIICOK CEAHCOB, JJIsi KOTOPLIX He OyZeT OCyIIeCTBIISTbCS
yaéT BpeMeHU. B kKoHUTypaluu 110 yMOJYAHHWIO B ITOT CIHUCOK BXOIAT «tty»
(ammaparnere komcosm, Ctrl+Alt+F[1-7]) u «unspecified» (Bce ocraybmble THIIBI
CeaHCOB, KOTOPbIe HE BXOJIAT B CIHCKN OTCJIEZKUBAEMbIX U HCKJIIOUYEHHBIX CEAHCOB);

o Jlckarouenrvle noab306amMeny, — CIHUCOK II0JIb30BaTeN e, JJIT KOTOPBIX He JIOJIZKEH
OCYIIECTBJIATbCA y4€T BpeMmeHu. Kak mpaBmio, 3TO CHUCTEMHBIE TOJIb30BATEN, OT
MMEHU KOTOPBIX 3allyCKaroTCs MeHeKephl Bxoja B cuctemy (GDM u r.m.).

Biiok «/lomosHuTEIbHBIE OIITAN :

o Konumpoav uzposo20 8pemeru 6KA04EH — BKJIIOYAET WA OTKJIIOYaeT (DYHKIUIO
y4uéTa UIpoBOTO BpeMeHu. Kciam 3TOT mepeksiovaresib BBIKJIIOYEH, TO (MYHKIUS
OyZeT OTKJIIOUEHa [JI BCEX IIOJIb30BaTeJel, Jlayke €eC/Id I OTJEJIbHO B3ATOIO
MIOJIL30BATE/Id OHA AKTUBUPOBAaHA BO BKJIaJiKe «HacTpoiika urpoBoro BpeMeHnm»;

o Vayvwwennovili MoHUMOPUH2 axmueHocmel, — €CJIU 3Ta ONIUd BKJIOYEHa, TO
dyHKINS yIéTa UTPOBOrO BPEMEHU OYIET OTC/IE2KUBATH IIPOIIECCHI 110 MTOJTHOM CTPOKe
3allyCcKa IIpollecca, BKJIIoYas apryMeHThl KOMaH/IHON CTPOKHU, & €CJIM OTKJII0YeHa, TO
OTCJIEXKUBAHUE OYJIET OCYIIECTBIATHCA TOJBKO 10 HA3BAHUIO KOMAH/IbI. B HEKOTOPBIX
cJIydasx 9Ta pyHKIUA MOXKET ObITh MOJIE3HA JIJI OTCIeXKUBAHKS TTPOIECCOB, KOTOPbIE
3allyCKalOTCd dYepe3 UHTEePIPeTaTOPHL.

Jlns coxpaHeHWs: M3MEHEHHBIX HACTPOEK HaxkMuTe KHONKY <«lIpuMeHunTh HACTpPOITKHU
Timekpr-nExT».

Iloaknioyenue K ygajJléHHOMY pabo4deMy CTOJIY

BBenenne

B pazmeme wmacrpoek «OOmmit 0OCTymm» BbI  MOYXKETe 3aIllyCTUTh BCTPOEHHBINH B
GNOME cepep VNC/RDP, KOTODBIil 1T03BOJISIET YIAJIEHHO MOJKIIIOUATHCS K paboduemy
[IPOCTPAHCTBY TOJIL30BaTEIsl. B  3aBUCHMOCTH OT BEPCUM OIEPAIMOHHON CHCTEMBbI
MCBCdepa mpoTOKOJ MOAKIIOUEHUS MOXKET OTJINIATHCSI.
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Q HacTpoiiku : O6wmii gocTyn - o x
Q. Movok Wma KomnbloTepa

I Muorosaaa4HocTs MiWiFi-R4AC-srv

&1 Tpunoxenua >

(®) KontbuaeHUMaNsHOCTb =
@ CeteBble y4&THble 3anuck
i 3ByK

Ce 3nekTponuTaHue

E Oucnnen

 Meiwb K ceHcopHan naHens

u2 KnaBuatypa

YcTraHoBKa

YcranoBute nakeT gnome-remote-desktop, st 9TOrO BBIIOJIHUTE CJIEIYIONLYIO KOMaHIy B
«Tepmunae»:

‘$ sudo dnf install gnome-remote-desktop

Ncnonb3zoBanue pazgena «Oo0muii mocTymm»

B OC MCBCdepa 10 nepeiigure B «Hacrpoiikuy — «Cucremay — «YaauaéHabiii paboauit
CTOJIY.

PernoH n A3bik
P , >
ara u Bpems
Ie) a p >
1 WKH 1 W BpeMeHu
Monb3oBaTenu
A >
L X 3anncen, NameHeHue napons
YnaneHHblid paboyuii cton
® 7 P =
pewe A€ Ha yaanet 0oe ucnonb3oBaHue IToro ycT [J(_‘.h_ TBa
) BesonacHas o6onoyka N
HocTyn Kk ceTk no npotokony SSH
O cucteme
® . >

Ceepnexus 06 o6opyaoBanum 1 Bepcusx MO

Bxmounre dyuknuio «O6mmit  gocryn Kk pabouyemy crosy». Eciam Bl xXoTwHTeE,
9TOOBI  MMOJIB30BATEb WMEJ JIOCTYIl K VIPABJICHUIO BAIMM 3JKPAHOM, BKJIIOUUTE
dyHKIMIO «YHaagéHHoe yrpasienuey. HaJi€KHbll aposb i MOJIKJIIOYEHUs CO3/1aéTCsd
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aBTOMATUYECKHU, MPU HEOOXOIMMOCTH MOYKHO CT'€HEPUPOBATH HOBBINM ITApOJIb, HAXKAB
KHOINIKY «['eHeprpoBaTh HOBBII MAPOJIb» WU 33/aTh COOCTBEHHDI.

06w umit focTyn K pa6oyemy cTony YaaneHHblid BXog,

COBMeCTHOe UCMoNb30BaHWe paboyero cTona ¢ APYruMu ycTponcTeamu. Mpu
yAaneHHOM NoAgKNHo4YeHUU NCNoNb3yeTCA TeKyLee pa3pelleHne aKkpaHa.

YaaneHHoe ynpaeneHue

PaspelaeT COBMeCTHOE HCNONb3oBaHue paboy a ANA YyNpaBneHUA aKpaHoM

06K aocTyn K paéouemy ctony (D

Kak nogkniountecs

MCHUJH\T}VV‘HE‘ npunoXxeHue ANA yaaneHHoro pado4yero ctona, YyTO6bI NOAKNKYUTBLCA NO
npoTokKony RDP. Takxxe MoxeT I\[JI[)(‘E}[JFLEXI bCA AONOJIHUTEIbHaRA MH(I]()UMUI(MH (o]
CeTeBOM pacnonoXXeHUn yCTpoucTea

Wma xocTa

localhost-live L
Moprt

3389

[aHHble pna Bxopa

Wma nonb3osatens .
User 4
Maponb

........................ s/ @ D

leHepupoBaTh HOBbIA Naponb

MpoeepuTsb WupposaHue

Ha

Bo Bkitasike «YIaJIEHHBIN BXOJ» BBl MOXKET€ HACTPOUTH IOJKJIIOUEHUE K YIaJIEHHOMN
YIETHON 3alucH, KOTJa OHa He HCHOJb3yeTcd. s 3TOro BKJIIOYHUTE NEPEKJII0YaTe b
«Ynanénnas aBTOpU3AIUI» W YKaXKUTe JIaHHbIe yIE€THON 3ammcu B rpade «/lanuble s

BXOJIa».
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06wuit gocTyn K pa6oyemy crony [ YpaaneHHbli BXog ]

\/AFIHEHHOE NOAKNHYEHWE K YYEeTHOW 3anvucu nosibsoBarensd, Koraa oHa He
McnonbadyeTcA POJDE‘\_JPHAE aucnnena MOXHO HacTpouTb yaAaneHHo

YaanéHHas astropusauus ()

Kak nogkniountbea

McnonbaynTe NpunoXeHue ANA yananeHHoro paboyero cTona, YTobbl NOAKNKOYUTLCA N0
npoTokony RDP. Tak)e MoXeT NnoTpe6oBaTLCA [ONONHUTENbHAA MHOPMaLKA O
CeTeBOM pPacrofioXeHun ycTpoicTea
MA X0 A D
localhost-live
pT
3389
[aHHble ana Bxopa
Mwma nonb3oeatens /
Maponb /s o

leHepnpoBaTh HOBbIA Naponb

Mpoeeputb wWindposaHne

Yr1o0bI ynaaéHHOE MOJKJIIOUYEHHE K padodeMy CTOJIy CTaJI0 BO3MOXKHBIM, OTKPONTE MOPT
3389 u nepesarpysute firewall:

$ sudo firewall-cmd --permanent --add-port=3389/tcp

$ sudo firewall-cmd --reload

VYaanéunoe noakiodyenne k OC MCBCdepa 10 ¢ nomornpio Remmina

YcranoBuTe TpUIOXKEHUE I YAAJEHHOTO TOAK/I0YeHns <«Remmina», BBIOJIHUB B
«TepMmuHae» CiIeIyIONIYI0 KOMAHITY:

$ sudo dnf install remmina

B riaBHOM MeHIO TOABUTCS SApJIbIK Tpujiokennd «Remminay.

KnweHT yaanenHoro paboyero ctona Remmi...

KnuwenT yaanennoro paboyero ctona Remmina
MNoaknioyerwe K yaanéHHbIM paboyum cTonam
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OtkpoiiTe TpUIOKEeHNE, TTOMEHNTE TPOTOKOJI MoK IIouenns Ha RDP, ykaxkurte IP-anpec u
nopt, 3aTeM Haxkmute «BBoj» Ha KJlaBuaType.

+ Q KnueHT yaanéxHoro pabodero cTo... = : - u] X
{ rop - 192.168.55.55:338 I x

Bcero 0 nogknoYeHni. -

ITocae IIOAKJIIOYEHMA BBIIIOJITHUTE aYTeHTI/I(l)I/IKaHI/IIO, YKa3aB UM II0JIb30BaTeJId U I1apOJIb.

BeeguTe gaHHble aBTopu3saumm RDP

YIVA noTb308aTENA :

Mapone ®
PomeH
CoXpaHWTb Naporib

OK OTmeHa

IleuTpajn3oBanHast ayTeHTuUKaAIS n aBTOpU3aIUd
ImoJib30BaTeJien

BBeaenue

st opranu3anyy MeHTPaJIN30BAaHHON ay TeHTUMUKAIINYA U aBTOPU3AIUN TTOJIb30BaTE el B
OC MCBCdepa ucnosnnszyercs npusoxenue Keycloak.

Kmouesbie dynkmun Keycloak:
e Enunsrit Bxon (Single Sign-On — SSO)

[Tonp3oBaTem BXOAAT B CHCTEMY OJMH pa3 M IOJYYalOT JOCTYI KO BCEM
HIOJIKJIIOYEHHBIM TIPUJIOKEHUSIM, HE BBOJIS JIOTMH U IAPOJIb JJIs KaXKJIOro M3 HUX.
To ectb upuaoXKeHWS He [MOKHBI PeaU30BbIBATHL (POPMBI BXOJIa, ITPOBEPITH
IoJIb30BaTes el 1 XpaHuTh nx gaHHble. [locite Bxoma B Keycloak momb3zoBarenmn
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MOI'YT TEPEKII0YATbCS MEXK/Iy MPUJIOKEHUAMU 0e3 MOBTOPHOIT aBTopm3armu. Key-
cloak Takke obecrneumBaer euHBIN BbIXOJ (single sign-out), To ecTh MOJB30BATENH
BBIXOJIUT U3 BCEX NPUJIOXKeHui, ucnoyb3yoomnmx Keycloak, Bcero oM JieiictBueM.

v [ @ Signin

€ C @ localhost:8080/realms/master/protocol/openid-connect/at

Signin to your account

Username or email

Password

(<]

e AyreHTHdUKaAIUI U aBTOPU3AIUS

O6pabaTbIiBaeT BXOJIbI IT0JIL30BaTE/EH, IPOBEPSIET UX MOAJIUHHOCTD U BBIJIAET TOKEHDI
JJTST TOCTYTIa K 3allUIEHHBIM PECYPCaM.

L4 praBJ’IeHI/Ie IIOoJIb30BaTeJIdAMMA U POJIAMU

[lenTpann3oBaHHO CO3/IAET, YIIPABJIAET IOJH30BATEIIME, UX POJISIMU U T'DYIIIAMU,
ompeJiesiss UX MpaBa JOCTylNa K MPUJIOXKEHUSM U JaHHbIM. Eciu role-based momenmn
aBTopusaruu Hejocrarouno, Keycloak mpemocraBisger BO3MOKHOCTL 00Jiee TOHKOIM
HACTPOMKHN IIpaB JOCTYIIA, IIO3BOJIAIONIECH YIPABIATH PA3PEHICHUAMU JJI BCEX
CEPBUCOB M3 aIMUHUCTPATUBHON KOHCOJIU U 3aJ/aBaTh 0OJIee CIEIUATU3UPOBAHHBIE
MIOJINTUKYU 6E€301TacHOCTH.

e Denepalius I10JIb30BaTeJE

Keycloak nmeer BCTpOEHHYIO MTOIIEPIKKY TTOAKJIFOUEHHST K CYIIECTBYIOIINM CepBepaM
LDAP u Active Directory. Bel Takzke MOXKeTe cO31aTh COOCTBEHHbIH IIPOBaiiaep, eCIu
Y BacC MOJIb30BATEIA XPAHATCS B JIDYTUX CUCTEMAaX, HAIIPUMED, B PEJIAIIMOHHBIX 6a3ax
JIAHHBIX.

S
OAK Active Directory

Relational database

o Ilonneprkka cTaHJapTHBIX IIPOTOKOJIOB

Peanuzyer crangaprol ayrentudukannn, Takue kak OpenlD Connect, OAuth 2.0 u
SAML.
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OpenlD /o»"r,,,

e Bxos yepe3 conuajbHBIE CETU

ITo3Bonger moJsib3oBaTe IaAM BXOAUTH B CUCTEMY, UCIIOJIb3Yysd CBOU y‘{éTHI)Ie 3alliuCHu B
COIIMAJIbHBIX CETAX.

8" sign in with Google
(4 LOAK

|- 00 |- 0o| . 00
OpenlD Connect SAML 2.0 Kerberos

e I'mOkast mHTerparusa

Baaromaps REST API u momzmepxkke pasmmanbix (dpeiimBopkoB, Keycloak Jrerko
UHTErPUPYETCs C JII0ObIMU (DPOHTEH/I- U OIKEH I-CUCTEMAMH.

[ J A,Z[MI/IHI/ICTpaTI/IBHaSI IMIaHeJIb yIIpaBJI€eHUA

[IpenocraBisger agMUHUCTPATOPAM BO3MOXKHOCTH IEHTPAJIU30BAHHOTO YIIPABJIEHUS
BceMn acnektamu cepBepa Keycloak. AjpMuHHCTpaTOop MOXKET BKJIIOYATH U
OTKJIIOYATh PA3JIMYHble (DYHKIIUM, HACTPAUBATH ITPOBAMIEPOB YIOCTOBEPEHUN U
denepanuio mosab3oBaTesieil. Takyke ecTb BO3MOXKHOCTH CO3JaBaTh U YIPABJIATH
NPWIOXKEHUSAMIA © CEepBUCAMUA W  3aJlaBaTh JI€TAJU3UPOBAHHBIE  TIOJUTUKA
aBToOpU3aIuu. AJIMUHACTPATOPBHI YIPABJILIOT IOJb30BATEISIMHI, BKJIIOYasd IIPaBa
JIOCTyTIa U CECCUU.

#AKEYCI

master

Manage realms Realm settings are settings that control the options for users, applications, roles, and ¢

General | Login = Email = Themes Keys Events Localization

Clients Realm name * master

Client scopes

Display name Keycloak
Realm roles

Users HTML Display name <div class="kc-logo-text"> <span>Keycloak</span> </div>

Groups

e [lanenpb ympaBiieHUS aKKayHTOM
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Yepe3 mnanes b ymopaB/eHUs AaKKayHTOM IIOJIb30BATEJM MOTYT CAMOCTOSATETHHO
HACTpPaWBaTh CBOM YYETHBIE 3allUCU, HU3MEHATH MIPOMPUIb, MEHATH IapoJb U
HacTpaumBaTh AByXdakTopHyio ayreHTudukauo. [lob30BaTesin MOryT yrnpaBsaTh
CBOMMU CECCHSIMU U IIPOCMATPUBATH HUCTOPUIO JieiicTBUil. Ecim BKIIIOYEH BXOJI
Yepe3 COIUAJIbHbIE CeTU WM (Qelepaluio MoJIb30BaTe e, MOJIb30BATEN MOTYT
[IPUBSA3bIBATh AKKAYHTHI PA3JIMYHBIX TPOBailJIEPOB, MMO3BOJIAS BXOJIUTh B OJIUH U TOT
JKe aKKayHT 4Yepe3 pa3Hble UIeHTU(PUKATOPHI.

= @EKEYCLO

Personalinfo Device activity

Sign out of any unfamiliar devices.
Account security

Signing in

Signed in devices
Device activity

Applications (=] Linux / Chrome/139.0.0  Current session

IP address
127.0.01

YcTraHoBKa

[Tepen nauaaom padbotsl ¢ Keycloak na dpuzndeckom uin BUpTyaJIbHOM cepBepe yoemTech,
9TO Ballle YCTPOWCTBO MMEET JIOCTATOTHBIA 0ObEM IMaMATH W IIPOIECCOPHBIX PECYPCOB I
ucnionb3oBanus Keycloak.

YcranoBka Keycloak

Hna ycranoBku Keycloak unz pernozutopues OC MCBCdepa BbIIOTHUTE CJIETYIONLY IO
KOMAHLY:

’$ sudo dnf install keycloak

3amyck Keycloak

Mg zanmycka Keycloak BbImosiHATE CIEIyIONTYyI0 KOMaHLY:

’$ sudo /usr/lib/keycloak/bin/kc.sh start-dev

Ommusa start-dev 3anyckaer Keycloak B pexkume pazpaborku. B aToM pexkume BbI MOXKeTe
opicTpo mo3HakomMuThes ¢ Keycloak m 3amycTuTh ero ¢ HACTPOWKAMU IO YMOJIIAHUIO,
YAOOHBIMU JIJI pa3padOTUYNKOB, HAITPUMED, /I co3/ianusd HOBO# Tembl Keycloak.

Hauasio paborsl B Keycloak

CozgaHne aagMuUHECTPAaTOpa

[To ymomuanuio B Keycloak mer mosip3oBatesns ¢ npaBamum ammunuctparTopa. llepen
3allyCKOM HY?KHO CO3/1aTh TaKOI'O I10JIb30BaTeJIs.
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1. Orkpoiire ampec http://localhost:8080/.

2. Banosiaute HOpMy, yKa3aB KeJaeMoe UM MOJIH30BaTe s U MapoJib.

BXO,Z[ B IIaHeJIb YyIIpaBJI€EeHUAd aIMWUHUCTPpaATOpPpa

1. Ilepeiture B mamesib ynpasienus agmuauctparopa Keycloak nmo ampecy http://
localhost:8080/admin.

2. BoiinuTe, UCNIONIb3ys paHee CO3JaHHbIE UMS TTOJIb30BATES U TTaPOJIb.

Co3ganue obJjacrein

B Keycloak ob6sacth (realm) mo3BosisieT aJIMUHUCTPATOPY CO3/aBAThb WM30JUPOBAHHBIE
IPYIIIBI IPUJIOXKEHUH U ToJIb30oBaTeseil. B cucreMe yx)e ecTb ojiHa 00J1aCTh ¢ HA3BAHUEM
master, Koropas IpeaHa3HAYeHa TOJBKO st aaMuHucTpupoBanus Keycloak, Ho He s
YIpaBJIeHUA TPUIOKCHUAMUA.

g co3nmanus 1mepBoit 06JIaCTU, BBITIOJHUATE CJIEIYIOIUE TATH:

1. Orkpoiite namens ynpasienus ajamunucrparopa Keycloak mo ampecy http://
localhost:8080/admin.

2. Haxxmute Create Realm psgom ¢ myakrom Current realm.
3. Ykaxure uMmsa obsiactu B nmosie Realm name, nanpumep, myrealm.

4. Haxmure Create.

Create realm x

A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm.
Realms are isolated from one another and can only manage and authenticate the users that they control.

Resource file Drag a file here er browse to upload Browse... Clear

Upload a JSON file

Realm name * [D‘X[??.L’!‘,

Enabled o on

Co3nanue moJib30oBaTeJs

ITo ymonuanuio B obJjlacTu HET IMoJib3oBareseil. s co3manus moib30BaTe st BbIITOJTHUTE
CJIEJIYIOIIUE TIaru:

1. Yb6emaurech, 9TO BBl HAXOJWTECh B HYKHOI obiactu (MMsi 061acTH 0TOOpazKaeMoM
psgom ¢ Current realm. B namem npumepe sro myrealm).

2. B nesom menio Beibepute Users.

3. Haxxmurte Create new user.
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4. 3anomauTre GOpMYy, YKa3aB CIEIYIONIE JaHHbIE:
e Username: nmMs 1oJb30BaTes, HaIlpUMeED, Myuser;
e First name: nma noab3oBareid;
e Last name: dpavmuius moab30BaTeId;

5. Haxxmure Create.

Users > Create user

Create user

Required user actions  Select action

(G]

Email verified & » of

General Jump to section

Username * myuser
General

Email Email

First name foo

Last name bar

Groups @ Join Groups

YT10o0bI TO/Ib30BATEIL MOT BOWTH B CUCTEMY, €My HEOOXOJIUMO yCTAHOBUTHL NapoJib. s
YCTAHOBKY TAPOJIsl BBITOJIHATE CJIEAYIOIINE NefiCTBUS:

1. Ilepeiinure na BrkIagKy Credentials BBepxy crpaHuIlb.
2. B dopme Set password BBemuTe )KegaeMbIil TAPOJIb.

3. Yrobbl mapoJsib HE HYKHO OBLIO MEHATH MPH MEPBOM BXOJIE, IEPEBEUTE CJaiijiep
Temporary B noJio:keaue Off.



73

Set password for myuser

Password * SLLELEL

Password confirmation * srrarnan

Temporary (2 o Off
Cancel

Bxon B manesib ynpasiienuss akkayHTom (Account Console)

Terrepp BB MOXKeTe BONTHU B IaHEJ b YIPaBJIeHUs AaKKayHTOM, 4YTOObI IIPOBEPUTH
KOPPEKTHOCTh HACTPOUKMN TOJIH30BATEJIS.

1. Orkpoiire http://localhost:8080/realms/myrealm/account.

2. BoiiauTe moj cBouM mosb30BaTesieM (B HAIEM MPUMeEpe 9TO MyUuSer) u mapoJieM,
KOTOPBIN BbI 33JIaJI1 PAHEE.

B namenm ynpaBieHusT aKKayHTOM IIOJIb30BaTeb MOYKET YIIPaBJIATb CBOEMl yYETHOU
3alUChIO:  MEHATh NPOMW/Ib, HACTPAMBATL JABYX(PAKTOPHYIO  ayTeHTU(MUKAIUIO,
MMOJIKJTIOYATh AKKAYHTbI CTOPOHHUX ITPOBAiIEPOB MJIEHTU(DUKAIIIN.

= @EKEYC

Personal info

Manage your basic information.

aaaaaaaa
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3aliura 1mepBoro NpuJIo>KeHusI
JList 3amuThl IepBOTO MPUJIOYKEHUS CHadaJia 3apeructpupyiite ero B Keycloak:
1. OrkpoiiTe http://localhost:8080/admin.

2. Y6enurecn, uro B nosie Current realm sribpana Baia o6acTb (B HAIIEM TIPUMEDPE
510 myrealm).

3. Ilepeitaure B pazaen Clients.
4. Haxxmurte Create client.
5. 3amosauTe hopMmy:
e Client type: nampumep, OpenID Connect;

e Client ID: nanpumep, myclient;

Clients 3 Create client

Create client

Clients are applications and services that can request authentication of a user.

o General settings Client type & OpenlD Connect

2 Capability config

ClientID * & myclient
3 Login settings

Name (%)

Description (3

Always display in Ul () 0 Off

Haxxmure Next.
[Iposeprre, uro Standard flow BkiFOUEH.

Hazxxmure Next.

© 0 N o

B paznene Login settings BoimosinuTe ciieyrorme HaCTPONKT:
e B mose Valid redirect URIs Beeaute https://www.keycloak.org/app/*.
e B nosie Web origins Beeaute https://www.keycloak.org.

10. Haxxkmure Save.



Create client

Create client

Clients are applications and services that can request authentication of a user

| General Settings Root URL &

2 Capabiity config

Home URL &
© Login setting

Validredirect URIs @ https://www.keycloak org/app/* L]

© Add valid redirect URIs

Valid post logout (-]
redirect URIs
© ~dd

Web origins @ https://www.keycloak.org L]

© Add web origins

Y1006b! yOeUTHCs, ITO KJIUEHT YCIENTHO CO3/aH, MOYKHO BOCIIOJIL30BATHCA TECTOBBIM SPA-
npuioxkenueM Ha caiite Keycloak:

1. Iepeitaure o agpecy https://www.keycloak.org/app/.
2. HaxxmuTe Save 1jis UCIOJIB30BaAHUSA HACTPOEK IO YMOJTIAHUIO.

3. Haxxmure Sign in u aBropusyiiTech B MPUJIOKEHNH Yepe3 3aIlyIIIEHHbIN paHee cepBep
Keycloak.

Kondurypamus Keycloak

Keycloak 3arpy»kaet HaCTpOiKM U3 Y€THIPEX UCTOTHUKOB, ITIEPEUNCIEHHBIX 3/1€Ch B IOPsIKE
IpUOPUTETA TPUMEHEHNS.

1. ITapameTpbl KOMaHTHON CTPOKH.
2. Ilepemennbie OKpY2KEHUSI.

3. Ilapamerpsl, onpenenénnnie B daitie /usr/lib/keycloak/conf/keycloak.conf wniu
B II0JIb30BATEIHCKOM KOH(MUTYPAIIMOHHOM (aiire.

4. KoundueHnuaabuble TapaMeTpbl, OIPeJIeJIEHHbIE B MTOJIB30BATEILCKOM daitie Java
KeyStore.

Ecmu mapamerp 3aaH B HECKOJBKHX WCTOYHUKAX, ITPUOPUTET HMEET TOT WCTOYHUK,
KOTOPBII CTOUT BbIIle B cnucke. Hanmpumep, 3HadeHwme, 3a/laHHOE B KOMAH/IHON CTPOKE,
Oy/ileT MMeTb OOJIBIINI TPUOPUTET, YEM TTepEeMEHHAsT OKPYKEHUS JIJIsd TOTO Ke TTapaMeTpa.

IIpumep: HacTpoiika napamerpa db-url-host

Tabsnna 1: Hpumep Toro, kak suauenne db-url moxer 6biTh 3a/1aH0 M3 YETBIPEX MCTOUHUKOB KOHMUIY DAy

Mcrounnk Dopmar

TlapamMeTpbl KOMaHIHOI CTPOKK --db-url=cliValue
Tlepemennast OKpy KeHust --KC_DB_URL=envVarValue
Kondurypanuonnstit daitr db-url=confFileValue

Daiin Java KeyStore kc.db-url=keystoreValue



https://www.keycloak.org/app/
https://www.keycloak.org/app/
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[TockonbKy TpmOpUTET BBINIE Y KOMAHIHOW CTPOKHU, IPU 3allyCKe OyJdeT HUCII0JIb30BAHO
3Hagenue cliValue.

Ecnu mapamerp KOMaHJIHON CTPOKM He 3aJaH, TO OyJeT WCIOJH30BAHO 3HAYEHHUE W3
repeMeHHoit okpy2kenus envVarValue. Eciu u tam HeT 3nadeHusi, 6epércs KOHMUTryparus
u3 daitsia, u Hakouer u3 daitia KeyStore, KoTopbIii mMeeT camblit HUBKU TPUOPUTET.

dopmaTbl KOHDUTYpATTUU

B kouduryparun ucnoab3yercs e0uHvili 0ai kaxrcdo2o ucmounukra GopMaT, 9T0 yIPOIIAeT
KOHBEPTaIUIO KJIIO“I/BH&LIGHI/IG MeEXKAy HUCTOIYHHUKaMU. O6paTI/ITe BHHUMaHHEC, YTO TaKHe
dopMaThl MPUMEHUMBI ¥ K TapaMeTpaMm Spi.

q)OpMaTI)I AJId KAaK/10Tr0 MCTOYHUKA:

e [Tapamerpnr KOMAaHTHOM CTPOKH: - - <KJIIoY - C- pepucamMmn>=<3HayeHue>.
s HEKOTOPBIX mapaMeTpoB CYTIIECTBYET COKPpAaIEHHAST 3aI1Ch
-<abbpeBuatypa>=<3HaueHue>.

o [lepemennnie okpyzkenus: KC <KoY C nogyYépKUBaHUAMU>=<3HayeHue>, TJe K0T —
B BEPXHEM PETUCTPE.

o Kondurypamnumonnsrit dhaita: <kno4-c-peducaMu>=<3HavyeHue>

e Java KeyStore: kc.<knou-c-gepmcamu>, ryie <3HauyeHMe> — 3TO TAPOJIb, XPAHSIIIIIIACS
B KeyStore.

dopmaThsl TapaMeTPOB KOMaH/IHOU CTPOKH

Keycloak moiep:kuBaeT MHOXKECTBO MHapaMeTPOB KOMAaHIHOW CTPOKHU JIjI HACTPOMKU.
YT106bI TOCMOTPETH UX CIUCOK, BBITIOJTHUTE KOMAHTY:

$ sudo /usr/lib/keycloak/bin/kc.sh start --help

®opMaT UCIOJIB30BAHUS IEPEMEHHBIX OKpPY>KeHusi B daiijie KoHdurypanum

B daiine keycloak.conf MO:KHO HCIIOJIB30BATH IOJACTAHOBKU 3HAYUEHWI U3 IEPEMEHHBIX
OKpYy2KeHUd, uCnoab3ysa cuatakcuc ${ENV_VAR}:

’db—url—host=${MYiDBiHOST}

Ecnm nepemennasi OKpyKeHHUs He OIpeJiesieHa, MOYKHO YKa3aTh 3HAYEHWE 10 YMOJTIAHUIO
qepes JIBOeTOoYHne ::

db-url-host=${MY_DB_HOST:mydb}




s

dopmaT ykazaHusag KOHKPETHOro daitjia KOHPUrypaimmu

[To ymosruanuto cepBep umrTaer HacTpoiiku u3 /usr/lib/keycloak/conf/keycloak.conf.
i HOBO# yCTAHOBKM B 3TOM ailjle TOJIbKO 3aKOMMEHTUPOBAHHBIE IapaMETPhbl C
TOACKA3KaMU.

YT1006bI UCIIOB30BATH APYTOil haiiyi, yKazkuTe ero depes omiuio - -config-file:

’$ sudo /usr/lib/keycloak/bin/kc.sh --config-file=/path/to/config.conf start

Hactpoiika kouduaeHInaIbHbIX mapamMmeTrpoB depe3 Java KeyStore

C momoriwio KeyStore Configuration Source MoxkHO 3arpy2Karh mapaMeTpbl HAIIPIMYIO U3
Java KeyStore daitra, ucnonb3ys omrun:

e --config-keystore — myTth K daitry KeyStore.
e --config-keystore-password — maposb ot KeyStore.
e --config-keystore-type — tun KeyStore (1o ymomuanuto PKCS12).

[Taporm B KeyStore mo/KHbI nMeTh aiaropuTM mudposanus ¢ naposeM (PBE), riae Kiod
BBIBOJIUTCS U3 maposisg KeyStore.

Cosmatp Takoit KeyStore Mo:kHO ¢ TTOMOIIBIO KOMaHIbI keytool:

keytool -importpass -alias kc.db-password -keystore keystore.pl2 -storepass keystorepass -
—storetype PKCS12 -v

[Taposb — 310 3HaYeHue Ajis cBoiicTBa kc.db-password.

BamycTuTe cepBep €O CISAYIOMUME ITapaMeTPaMM:

sudo /usr/lib/keycloak/bin/kc.sh start --config-keystore=/nytb/k/keystore.pl2 --config-keystore-
—password=keystorepass --config-keystore-type=PKCS12

dopmar JJ11 BCTPOEHHBIX mapameTrpoB Quarkus

O6wrano, napamerpoB Keycloak mocrarouno mjs mAcTpoiiku cepBepa, HO €CJIU HYKEH

) Y
JIOTIOJITHUTEIbHBIN (DYyHKITMOHAJ, He TpeaycmoTpenublii B Keycloak, MmoxkHO ucnosbzoBaTh
mapameTpbl u3 ¢peitmBopka Quarkus.

Wcnonp3oBanne Takux mapaMeTpoB He PEKOMEHJIyeTCsI, TaK KaK OHU He TOJIIePKUBAIOTCS
Keycloak nampsmyro.

st mcnob3oBanus napamerpoB Quarkus:
1. Cospaiite daitn quarkus.properties B manke conf.
2. Omupenenure HyXKHBIE ITapaMeTPbl B 3TOM daiie.

MoKHO yCTaHOBUTH TOJIBKO TOJMHOXKECTBO TapaMeTpoB, mgocTynubix B Quarkus
(doxymenramus Quarkus).


https://quarkus.io/guides/all-config
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Ob6paruTre BHUMAHUE:

e 3Hauok 3amMka B gokyMmeHTarmu Quarkus o3HauaeT napamerp, IpPUMEHSeMbli Ha
srare cbopku (build time).

e OrcyTrcrBHe 3aMKa — runtime-cBOWCTBO, IPUMEHsIEMOE BO BpeMsl pabOThI.

Hexkoropnie mapamerpsr Quarkus, manpumep quarkus.http.port, yxke mcmosb3yrorcs B
Keycloak u nepeonpenensiorca nactpoiikamu Keycloak.

Ncnoan3oBanue CIIEeIICMMBOJIOB B 3HaAYC€HMNAX

Keycloak u Quarkus mnommepkuBatoT BbIpaxkenus Buga ${Kno4Y} /st MTOICTAHOBKU
3HAYEHUN.

Y100bI OTKJIIOUYATH WHTEPIPETAIIUIO BhIpaXKeHusd, UCIob3yiiTe cumBos \. OcobeHHO 3TO
KacaeTcsd CUMBOJIa $, KOTOPBIN HAJI0 SKPAHUPOBATH MPHU HEOOXOIMMOCTH.

Hanpumep, misa 3uadenuss my$$password ykazkure my\$\$password.

Ob6paruTe BHUMaHME, 9TO \ HY?KHO 9KPAHUPOBATDH WJIM UCIIOJIb30BaTh KaBbIuku. Hampumep:
e bash c ogqunapubiMu KaBbrdkamu: - -db-password='my\$\$password'
e bash ¢ gBoitnbiMu KaBbIIKaMu: --db-password="my\\$\\$password"

e B daiinax csoiicTs: kc.db-password=my\\$\\$password

@OpMaTBI KJIro4deil ImepeMeHHBbIX OKPY2>KeHHud C 0COOBIMU CHUMBOJIAMHI

HeandasutHo-1indpoBble CUMBOJIBI B KJOYaX 3aMeEMAlOTCd Ha B IIePEMEHHbBIX
OKPY2KEHHUSI.

ITpu Tpamcdopmanum 00pATHO W3 IIEPEMEHHOI B KJIIOY HapaMeTpa _ 3aMeHseTcd Ha -,
KPOME CJIydaeB JJIsd JIOTUPOBAHUs, TJie _ 3aMEHseTCs Ha . (KJIACChI M IAKETBI COJEPIKAT
TOYKH).

IIpenynpexkaenne
ApTomaTnaeckast KOHBEPTAITAA MOZKET HApYyIaTh OXKUJaeMBbI KJIIOY.
Hanpuwmep, kc.log-level-package.class name CTAHOBUTCH nepeMeHHOI

KC LOG LEVEL PACKAGE CLASS NAME, koTopad TIpu OOpaTHOM TIpeobOpazOBaHUU
npeBpamlaerca B kc.log-level-package.class.name, 4TO MOXKeT HE COBIQJATH C
OXKUJIAEMBIM KJIFOUOM.

BapuanTs! permenns:

e Cosmaiite 3amuch B keycloak.conf co ccbuikoii HAa TEepEeMEHHYIO OKPYXKEHU,
"Hanpumep: kc.log-level-package.class name=${CLASS NAME LEVEL}
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e Ilnu wcnosp3yiiTe mnapy mnepeMeHHbIX OKpyzkenus: KC UNIQUEIFIER=3HayeHue
u KCKEY_UNIQUEIFIER=knoY Hampuwmep: KC_MYKEY=debug n
KCKEY MYKEY=1log-level-package.class name

3amyck Keycloak

Keycloak wmoxknO 3amyckarb B pexume paspaborku (development) u B pexume
srcryaraiuu  (production). Kaxkaplit pe:kum ycTaHaB/IMBAET pa3Hble HACTPONKH 110
YMOJYAHUIO UCXOJId U3 IEJICH.

Bamyck Keycloak B pexxume paspaborku (development)

Pexxkum pazpaborku moaxoauT i ObicTporo 3HakoMcTBa ¢ Keycloak winu ipu pabote Ha
TEMOH.

3amyck:

’$ sudo /usr/lib/keycloak/bin/kc.sh start-dev

Hactpoiiku mo ymMo/r9aHuio B pexkume pa3paboTKu:
e HTTP Bkiouén:
e Crporas mpoBepKa MMEHH XOCTa OTKJIIOYEHA;
e llcnosib3yercs JIOKAJIbHBIN K311 (He pacipeie/eHHbIi );

e KbsmupoBanue TeM u M1a0I0HOB OTKJIIOYEHO.

Bamyck Keycloak B pexxume skcruryararuu (production)

Pexum IKCILIyaTallu UCIIOJIb3YyeTCA IJId Pa3BEPTbIBaHUA B pa60qnx Ccpedax C IIPUHITUIIOM
besonacrocmu no YMOAHAHUIO.

3amyck:

’$ sudo /usr/lib/keycloak/bin/kc.sh start

Be3 monosrHUTEIFHOM HACTPONKN KOMaH/Ia BBIJACT OIIMOKY — 3TO CJIeJIAHO CHEIUAJIBHO,
9TOOBI TIPEIOTBPATUTD 3aIlycK 6e3 0bsi3arebHO HacTpoiiku nmenn xocra u HTTPS /TLS.

HacTpo#iku 110 yMOTIaHUIO B PEKHUME IKCILUTyaATAIAN:
e HTTP orkimouén (neobxomum HTTPS);
e Ozkumaercst KOHMUTYPAIUsT UMEHH XOCTa,;
e Oxunaercs macrpoiika HTTPS/TLS.

B daitne /usr/lib/keycloak/conf/keycloak.conf 1o ymomyanwio cojepzKarcs
3aKOMMEHTUPDOBAaHHbBIE IIPpUMEPbI IIapaMeTpOB IJId 3allyCKa CUCTEMBI, IrOTOBOII K
srciuryaranuu (production-ready).
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COB,B;aHI/Ie HAa4YaJIbHOI'O IIOJIb30BaTeJd-alMIHuCTparopa

HavanbHoro agMuHuCTpaTOpa MOXKHO CO3JaTh Yepe3 BeG-uHTepdeiic Mpu MOAKIIOUECHIN C
nokasbaoro ajpeca (localhost), 6o 3amaTh Yepe3 nepeMeHHbIE OKPYKEHUS:

e KC BOOTSTRAP_ADMIN USERNAME=<uMsa_apgMWHUCTpaTOpa>;
e KC BOOTSTRAP_ADMIN PASSWORD=<naponb_agMuUHUCTpaTopa>.
Keycloak nmpu nepBom 3arycke co3act Takoro moJjib30BaTesId.

Ecnn agvMunucTpaTop yKe CYIIECTBYET, a IIepPEeMeHHbIE OKPYKEHUS 3a/aHbl, IIPU 3aIyCKe
MTOSBUTCs COOOITIeHEe 00 OIUOKe CO3/IaHus, HO CepBED 3aIlyCTUTCS.

JlomoJTHUTEIBHBIX — TIOJIb30BaTe el  MOXKHO  CO3/IaBaTh B IAHEJW  YIIPaBJIEHUS
AJIMUHUCTPATOPA UJU C MIOMOIIBIO YTUJIUTHI KOMaH/IHOU cTpoku /usr/lib/keycloak/bin/
kcadm.sh (3amyck wepe3 sudo).

Hcnonbp30Banme CHUCTEMHBIX @I€PEMEHHBIX B KOHMUryparum
obJiacteit (realms)

A jiMuHECTpaTOPBI 06IACTEHl MOTYT CCHLIATHCSI HA CHUCTEMHbIE TIepeMeHHbIe (IIepeMeHHbIe
OKDYZKEHUsI U CBOMCTBA CUCTEMBI) B HACTPOMKAX 00JIaCTell U ero KOMIIOHEHTOB.

[To ymoJr9aHMIO UCITOJIb30BaHUE CUCTEMHBIX TIEPEMEHHBIX 3aIIPEIEeHO, 38 UCKII0YEHNEM TeX,
9TO FBHO Pa3peIeHbl Yepe3 mapamMerp KOHMUrypaum:

’spi-admin--allowed-system-variables

DTOT mapaMeTp MNPUHUMAET NepeYeHb KJIIOYell dYepe3 3amsTyio, KOTOPbIe MOXKHO
TMOJCTABJIATh U3 CUCTEMHBIX IEPEMEHHBIX.

[Tpumep 3arycka c pasperieHueM rnepeMeHHbIX FOO u BAR:

’$ sudo /usr/lib/keycloak/bin/kc.sh start --spi-admin--allowed-system-variables=F00,BAR

Hactpoiika TLS

Heobxomumo nactpouts HTTPS-ceprudukarsr Keycloak mis BXomdmmx M MCXOIANIAX
3aIIPOCOB.

Transport Layer Security (TLS) — 510 BaxkHBI mpoTOKOJ, ObecrednBatomuii obMeH
JAHHBIMHM TI0 3aluIEHHOMY Kauajy. Jlig paboumx cpej, HUKOTJAa HE UCIOJIB3yHTe
HTTP nna nocryma k Keycloak, on obpabaTbiBaeT KOH(MUIEHIIMAIbHBIE JTaHHbIE TPU
B3aMMOJIEHCTBAM C JIPYTUMEU TPUTIOKEHUSMU.

Keycloak Mo2xkHO HACTPOUTS JJ1s1 3arpy3KU CEPTUMUKATOB U KJTto4uei u3 daityioB B hopmare
PEM wm u3 Java Keystore. Eciim 3amanbr oba BapuanTta, npuoputer ormaérca PEM-
daitram.
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IIpenocraBienue ceprudukaroB B dpopmare PEM

Ecnmu y Bac ectb mapa cooTBeTCTBYOmMUX (ailyioB cepTudUKATa W MPUBATHOIO KJIIOYA
B dopmare PEM, nacrpoiite Keycloak mia nx wmcnosib3oBanus, 3aIllyCTUB CJIETYIONLYIO
KOMaH/Ly:

$ sudo /usr/lib/keycloak/bin/kc.sh start --https-certificate-file=/path/to/certificate.pem --
—https-certificate-key-file=/path/to/key.pem

Keycloak coznact u3 3tux pailyioB XpaHWIHIIE KJIIOYEH B MAMATH U OyJIeT UCIIOJIHL30BAThH
€ero.

IIpenocraBiienune Keystore

Ecnu daiin xpanunuina Kaodeil He HacTPpOeH aBHO, HO napameTp http-enabled Beik/OUEH,
Keycloak umer daiisnr /usr/1ib/keycloak/conf/server.keystore.

Tak»ke MOXKHO MCHOJIb30BATD CyHaIeCTBYIOIIee XpaHUJINIIEe KJ’IIO“IGfI, 3allyCTUB KOMaH/IY:

/usr/lib/keycloak/bin/kc.sh start --https-key-store-file=/path/to/existing-keystore

[Tomnep:kuBaemMble paciupenus GailioB XPaHUINIIA KIOYeii:
e .pl2, .pkcsl2, .pfx — dainnr B hopmare pkesl2.
e .jks, .keystore — daiinnr B dpopmare JKS.
e .key, .crt, .pem — caiinner B popmare PEM.

Ecnun Bame xpanuiuiiie He UMeET PACIIUPEHHs, COOTBETCTBYIONIErO THUILY daiiia,
HEOOXOTMMO JIOTIOJTHUTEIHLHO YKa3aTh omiuio https-key-store-type.

YcranoBKa mnapoJist ajs1 Keystore

Bbr Mmoxkere 3amarh HAJAEKHBIA MApOJIb JUIA  XPAHWJIAIIA TIPU  ITIOMOIIU  OIIAKN
https-key-store-password:

$ sudo /usr/lib/keycloak/bin/kc.sh start --https-key-store-password=<password>

Ecnu maposaps He ykazaH, OyJIeT HCIIOJb30BATHCS MAPOJIb 110 YMOJIYAHUIO — password.

amuTa y4YETHBIX JaHHBIX

Bo uzbexkanme ykazanusg mapoJisgd B OTKPBITOM BHJIE B KOMAHJIHOW CTPOKe WM B paiise
/usr/lib/keycloak/conf/keycloak.conf pekoMeHayeTCd NPUMEHATH JIYUIINE TPAKTUKU
6€30IaCHOCTH: MCIIOJIb30BATh XpaHuauina (vault) wim IpUMOHTHPOBAHHBIE CEKPETHI.
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Ilepezarpyska ceprudukKaToB U KJIIOYeil

[To ymosraanuto Keycloak nmepesarpyzkaer ceprudukaTsl, KJIIOYA U XPAHUIUIIA, YKA3AHHDIE
B omruax https-*, Kaxblit yac. ITO MOJE3HO B CPelax C YACTOM porarumeil KJodei, u
ITO3BOJIAET OOHOBJIATH UX 0€3 Tepe3alycka cepBepa.

Bor MOYKeTe U3MEHUTD WHTEPBaJI repe3arpys3Ku c ITOMOIIIHIO O
https-certificates-reload-period. 3nadenume wMoxkeT OBITH yKa3aHO KaK java.
time.Duration, resoe YUCIO CEKYHJ MK 9uCiI0 ¢ cyddukcom Bpemenu [ms, h, m, s, d.
Nureppasn momxken ObiTh 60sbine 30 cekyHI. 3HaUeHNE -1 OTKIIOYAT epe3arpy3Ky.

HacTpoiika moBepeHHBbIX cepTudUKATOB

Hacrpoiire xpanuiurie jgoBepernbix cepruduraros (Truststore) Keycloak mist paborsr
aepe3 TLS.

Korma Keycloak B3amMopeiicTByeT ¢ BHEITHUMM CEPBUCAMHU WJIN MPUHUMAET BXOISIINE
coequnenus o TLS, oH /0/2KeH POBEPATh YIAJEHHBIN cepTudpuKaT, 9T00bI yOSIUTHCH,
YTO COEJIMHSIETCS C JIOBEPEHHBIM CEPBEPOM. DTO HEOOXOIUMO I TPEIOTBPAINCHUS ATaK
tuna «man-in-the-middle» («wemoBex mocepeune ).

CepTudukaTbl KJIMEHTOB WM CEPBEPOB, a TaKKe CepTU(MUKATHI IIEHTpa CepTudUKAIIN
(CA), BbIIaBIIero atu cepTuduKATHI, JOJKHbI ObIThH T0OABJIEHBI B XPAHUJIMIIE JIOBEPEHHBIX
cepTudUKATOB. DTO XPAHUIUIINE 3aT€M HY2KHO HACTPOUTH Jjisd ucnob3oBanus Keycloak.

HacTpoiika cucTeMHOTO XpPaHUJIUIIA JOBEPEHHBIX cepTUuPUKaATOB

CepTudukaThl, BKIIOYEHHBIE B CTAHIAPTHOE CUCTEMHOE XpaHWIuIe cepTudukaTon Java,
BCerjla CYUTAIOTC JIOBepEeHHBbIMU. Kcjm BaM HYKHBI JIOMOJHUTEIbHbIE CEPTUDUKATHI —
9TO aKTYyaJIbHO, HallpUMeEp, IIPpU HCIIOJIb30OBaHUMU CaMOIIOAIINCAaHHBIX CepTI/I(bI/IKaTOB nJIn
BHYTPEHHUX IIEHTPOB CepPTUMUKAIINU, He pacno3HaBaeMbix JRE, — WX MOXKHO MOJIOXKUTD
B mupekToputo conf/truststores mwnm eé mommupekTopuu. CeprudukaTbl MOTYT OBITH
B ¢dopmare PEM wmmu B daitax PKCS12 ¢ pacmmupenusvu .pl2, .pfx mmm .pkcsl2.
Ecnu ucnonbsyercs PKCS12, ceprudukarst 101KHBL ObITH 6€3 1 poBanus, TO eCTb 0e3
IapoJIs.

Ecmm HeoOXommM aJibTepHATHBHBIA IyTh, BOCIOIB3YWUTECh ommueil --truststore-paths,
9TOOBI yKa3aTb JONOJHATEIbHBIE (aitabl mim gupekropun ¢ PEM- wmm PKCS12-
daitstamu. [yt ykaspiBaioTcs oTHOCUTENHLHO gupekTopum 3amycka Keycloak, mostomy
PEKOMEH/IyeTCsl HUCIOJb30BaTh abcosorHbie mmyTu. Kcam ykaszan kartaJjor, OH OyIer
ITPOCKAHUPOBAH PEKYPCUBHO HA TpeaMeT (hailjioB cepTUdUKATOB.

[Tocie nobGaBjeHusi BCeX HYKHBIX CEPTUMUKATOB, XPAHUIUIIE OyJIeT HCIOJIb30BATHCH
B KA4eCcTBE CHCTEMHOIO II0 yMOJIYaHHUIO dYepe3 CBoiicTBa javax.net.ssl, a Takxke IO
yMosrdanuio BHyTpu camoro Keycloak.

[Ipumep 3amycka:
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$ sudo /usr/lib/keycloak/bin/kc.sh start --truststore-paths=/opt/truststore/myTrustStore.pfx,/
—opt/other-truststore/myOtherTrustStore.pem

Takzke MOXKHO HaIpAMYIO 3aJaTh COOCTBEHHBIE CHCTEMHBIE CBOMCTBa javax.net.ssl mia
XPaHUJIAIA, HO PEKOMEHAyeTCA UCIIOJIb30BaTh UMEHHO - -truststore-paths.

ITomuTuka MpOoBEPKU MMEHU XOCTA

Ber moxkere yTOYHWTB, KaK OCYIIECTBJISETCS WpPOBEpKAa wuMmeHum xocta mpu TLS-
COEJIMHEHMAX, C TIOMOIIHIO cBolicTBa tls-hostname-verifier.

e DEFAULT (3HaueHHMe MO YMOJIYAHUIO) Pa3PEIIaeT HUCIOJb30BATH IOJCTAHOBOYHBIE
cumBosibl  (wildcards) B mommomenax — (mampumep, \*.foo.com), KOTOpbIE
COOTBETCTBYIOT WMMEHAM C TaKHM K€ YHCJIOM ypoBHeil (Hampumep, a.foo.com,
HO He a.b.foo.com). Ilpm 3TOM NpPUMEHSIIOTCS UpABUIA U WUCKJIIOYEHUs JIJIst
nyOmmaabix cyddurcoB Ha ocHOBe https:/ /publicsuffix.org/list /.

e ANY — mMs XOCTa He MPOBEPSIETCS. DTOT PEKUM HeJIb3s WCIOJB30BATh B pabodeii
cpeze.

e WILDCARD (ycrapeBiiuii) pasperiaer II0JCTAHOBOYHbIE CHUMBOJIBI B IIOJIJIOMEHAX
(mampumep, \*.f00.com) m MOXKeT COIMOCTABIATH WMEHA C JIEOOBIM KOJIUIECTBOM
ypoBHeii (Hampumep, a.b.foo.com). Pekomengyercs: ucrnosb3oBaTh BMecTO HEro DE-
FAULT.

e STRICT (ycrapeBmmii) pa3sperraer I[OJCTAHOBOYHbIE CHMBOJIBI B  IIOJJIOMEHAX
(mampumep, \*.f00.cOm) u comocTaB/isieT MMEHA C TAKUM K€ YHCJIOM yPOBHEN
(mampumep, a.foo.com, HO He a.b.foo.com) ¢ HEKOTOPBIMH OTpPAHWYECHUSIMH.
Ucnonwb3yiiTe BMecTo Hero DEFAULT.

Ob6paTuTe BHEUMaHHE, YTO 3TO CBOHCTBO HE MpUMeHsieTcd K samuinéHabiMm LDAP-
COEIMHEHUSIM, KOTOpPbIe TPEOYIOT CTPOroil TPOBEPKUA UMEHU XOCTA.

Hactpoiika 6a3bl JaHHBIX

Hactpoiite pensamumonnyio 6a3y manabix g Keycloak jig  xpamenus JTaHHBIX
II0JIb30BaTe e, KINeHTOB U 00JIacTeil.

B sToM pykKoBojicTBe 00bsICHsIeTCSI, KaK HACTpouTh cepep Keycloak st xpanerust JaHHBIX
B PEJISIIIUOHHON Oa3e JaHHBIX.

Iloaaep>kuBaemMbie 6a3bl JAHHBIX

CepBep moaep:KuBaeT pasMdHble 0a3bl JAHHBIX 0€3 MOMOJHUTEIbHON HacTpoiiku. Bbr
MOYXKeTe y3HATh JIOCTYyIHbIe 0a3bl JAHHBIX, IIPOCMOTPEB OXKUJaeMble 3HAYCHUSA JIJId
mapameTrpa Koudurypanuu db. B tabauie nepedncienbl moiepKuBaeMbie 0a3bl JTaHHBIX
U ITPOTECTUPOBAHHBIE BEPCUH.
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Tabsmna 2: TlojiepkuBaenpie 6a3bl JIAHHBIX U IIPOTECTUPOBAHHBIE BEPCUM

Baza panubix

BHauenne napamerpa

IIporecTuposannast Bepcus

MariaDB Server

Microsoft SQL Server
MySQL

Oracle Database
PostgreSQL

Amazon Aurora PostgreSQL

mariadb
mysql
mysql
oracle
postgres
postgres

11.4
2022
8.4
23.5
17
16.8

I[To ymosganuio cepBep wucHogb3yer 0Oa3zy maHHbIX dev-file. DTo 0Oasza [JaHHBIX IO
YMOJYAHUIO, KOTOPYIO CepPBEP UCIIOJIB3YET JIJIg COXPAHEHNA JTaHHBIX U KOTOPad CYIIECTByET
TOJIBKO I pa3paboTku. baza manupix dev-file He MOAXOMUT JJIsI MCIHOJb30BAHUS B
paboueii cpejie, u mepes] Pa3BEPTHIBAHUEM €€ HEOOXOIMMO 3aMEHUTh.

Hacrpoiika 6a3bl JaHHBIX

Jtg  KakJIoi ToJiiepKuBaeMoil  0a3bl  JIAHHBIX CEpPBEP IMpeJjiaraeT PEKOMEHIyeMble
3HAYEHUSA TI0 YMOJYAHUIO JIJIs YHOPOIIEeHUs HAcTpoiikm. BaM HyKHO JHIbL yKa3aTh

OCHOBHBI€ IIapaMe€TpPhbl, HaIIpUMep, XOCT 0a3bl JaHHBbIX 1 y‘{éTHBIG JaHHBbIE.

Koudurypamuio MoKHO 33/1aTh KaK MPU BBITIOJIHEHUN KOMAaHIbI build, Tak 1 pu 3amycke
cepsepa (start):

1. Ucnonb3oBanue
(pexomeHnryeTcst).

Cuaavaja yKaXkKuTe MUHUMAJIbHbIE TTAPAMETPbI MOJK/II0YeHns K 0a3e B daitae /usr/

lib/keycloak/conf/keycloak. conf:

KoMaHJbl build, a 3aremMm ONTUMHU3UPOBAHHOI'O

# lNocTaBwumk 6a3bl AaAHHBIX .
db=postgres

# Wmsa nonb3oBatens 6a3bl [aHHbIX.
db-username=keycloak

# laponb nonb3oBatenss 6a3bl [aHHbIX.
db-password=change me

# Xoct JDBC URL BbibpaHHOro nocTaBlmnKa
db-url-host=keycloak-postgres

3areM BBITTOJTHUTE KOMAH/IBI JIjIs COOPKHM HOBOT'O OIITUMHU3UPOBAHHOTO 00pa3a cepBepa
U €T0 3aITyCKa:

$ sudo /usr/lib/keycloak/bin/kc.sh build

$ sudo /usr/lib/keycloak/bin/kc.sh start --optimized

2. Hcnonb3oBanue TOJBKO KOMaHbI start (6e3 --optimized):

/var/lib/keycloak/bin/kc.sh start --db postgres --db-url-host keycloak-postgres --db-
—username keycloak --db-password change me




IIpumegyanune

[Ipumeps! BBINIE TOKA3bIBAIOT MUHUMAJbHBIE ITAPpAMETPHI JJId MOJK/IIOYeHNs, HO 3/1eCh
PaCKpPBIT Mapojb 0a3bl, 4TO HexkesaareabHO. Jlywurne mcnomn3oBath daitn /var/lib/
keycloak/conf/keycloak.conf, mepemennbie Okpyzkenusi mwim keystore jjst XpaHeHUd
I1apoJId.

[To ymosrgaruio ncnosnb3yercs cxema keycloak, HO BB MOKeTe M3MEHUTDH €€ C TOMOIIBIO
rmapamMeTpa Kouduryparuu db-schema.

/var/lib/keycloak/bin/kc.sh import --help
/var/lib/keycloak/bin/kc.sh export --help
/var/lib/keycloak/bin/kc.sh bootstrap-admin --help

Hepeonpeﬂeﬂeﬂne CTaHAAPTHBIX HACTPOEK ITOAKJIIOYEeHNA

Cepsep ucnosnsyer JDBC g paborer ¢ 6a30ii manHbIX. Ecam craHmgapTHBIX HACTPOEK
HEI0CTAaTOYHO, MOXKHO yKa3aTh mosubii JDBC URL uepes ommuio db-url.

[Tpumep komanapr i PostgreSQL:

’/var/lib/keycloak/bin/kc.sh start --db postgres --db-url jdbc:postgresql://mypostgres/mydatabase

Ob6paTture BHUMAHHUE, YTO B KOMAHJHON CTPOKE HYXKHO SKPAHUPOBATH CIEIUAHLHBIE
CUMBOJIbI, HampuMmep ;. Yr1obbl wu30exkaTh 3Toro, Jiyumie ykazatb URL B
KOHMUTypaIrmoHHOM aitre.

Hacrpoiika nogaep>kku Unicode B ba3ze gaHHBIX

[Tomnepxkka Unicode 3aBucuT OoT TOrO, paspemiaeT ju 6a3a JaHHBIX UCIOJb30BaTh Unicode

B monsgx VARCHAR u CHAR.

e Eciu 310 BO3MOX)KHO, Unicode OOBIYHO TONIEP:KUBAETCA, HO IMPU ITOM MOWKET
CHUZKATHCS MaKCUMaJbHas JIJTMHA TTOJIH.

e Ecymm nopnepxupaercs rosbko Unicode B NVARCHAR u NCHAR, To Bce TekcTOBBIE
mosist, mocrpoenabie Ha VARCHAR u CHAR, ckopee Bcero, He cMOryT MpPaBUIBHO
xpauuTh Bce Unicode cuMBOJIBI.

Cxema 06a3blI IIpeoCTaBIIAET MOJHYIO MoAIep:KKY Unicode TOJIBKO 115 CrieruaabHbIX TOJIel:

e Obusactu (Realms): orobpaxkaemoe mmsi, HTML-ums, sokamm3anun (KIodu u
3HAYECHNS );

e ITocraBumku denepanun (Federation Providers): orobpazkaemoe nmsi;

e IToabzoBarenu (Users): ums mosb3oBareist, uMs, (haMuInst, HA3BaAHUsSI U 3HAUCHUSI
aTpudyTOB;

e I'pynnsr (Groups): Ha3BaHWe, HA3BAHWS U 3HAYEHUS aTPUOYTOB;
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e Posn (Roles): naspanue;
e Omucanust 0ObLEKTOB.

Bo Bcex ocTaJbHBIX IMOJISIX CHMBOJIBI OFPDAHUYEHbl HAOOPOM KOJIUPOBKH 0a3bl, KOTODBIi
vacto 8-Omrubii. B #ekoropbix CYBJl moxuo Briounth komupoBky UTFEF-8 ra
ITOJTHOIIEHHO# mtomep:kKu Unicode B JTIOOBIX TEKCTOBBIX IIOJIAX. Y UTUTE, 9TO IPH ITOM
MaKCUMAJbHASA JIJTUHA CTPOK MOXKET YMEHBIITUTHCA 110 CPABHEHUIO C 8-OUTHBIM PEZKHMOM.

Hactpoiika Unicode B8 MySQL

MySQL momuepxkuBaer Unicode B VARCHAR w CHAR, ecim 6a3a cosmana c
cooTBeTcTByIOMENl KOmupoBKoit. Curetyer wucmonb3oBaTh kKomamny CREATE DATABASE c
KOJIMPOBKOM, HAIIpUMeED:

’CREATE DATABASE mydb CHARACTER SET utf8;

Ob6parure BHnManme, 9To Utf8mb4 He moIEep:KMBaeTCS O MPUYINHE WHON OPraHU3AIUN
xpanenusi. [lpu mcmonb3oBanum utf8 orpanwmveHus 1Mo JUIMHE 3aBUCAT OT KOJUIECTBA
cuMBOJIOB, a He Oaiit. Ecimu 6a3a we momaepxkuBaer Unicode 1m0 yMOJMAHUIO, TOJIBKO
crienaJibabIe 1oJig xpandaT Unicode.

Y0661 BKIIOUYUTH TOAAepKKY Unicode:
1. Bamycture MySQL cepsep.

2. B mapamerpax coemurenust JDBC mobaswre: characterEncoding=UTF-8.

Hacrpoiika Unicode B PostgreSQL

Unicode mnomepkuBaercs, ecau kKogupoBka 0Oaszbl — UTFES. B stom ciayuae Uni-
code jocTynen BO Bcex moJigx 0e3 orpanmuenus jiunbl. paiisep JDBC me tpebyer
JIOTIOJTHUTEIbHBIX HACTPOEK.

[IpoBepbTe TEKYIIYIO KOAUPOBKY:

’show server_encoding;

Ecmu ne UTFS8, coznmaiite 6a3y ¢ HyKHOU KOJIMPOBKOI:

’create database keycloak with encoding 'UTF8';
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HacTpoiika obopyasoBaHus

YnpaBiieHue MpuHTEPAMU

BBeaenue

Hacrpoiika u ynpasiiennn upuntepamu B rpadudeckom untepdeiice OC MCBCdepa
npousBouTca B npuiokennn «Hactpoiikuy. [lepeiitn B « HacTpoiikm» BbI MOXKeTe 13
IJIABHOT'O MEHIO, HAOPaB B CTPOKE MOUCKA «HACTPOUKW» M HayKaB Ha IPUJIOKEHUE MTPABO
KHOITKOW MBIIN, Ui HaxKaB 3HA4Y0K «IIlecTep€HKm» B CHCTEMHO# TTaHE/ M WA B TJIABHOM
Menio. [lepen nobaBienneM 1 HACTPOIKOI MPUHTEPA YOEIUTECH, YTO OH MOIKIIOYEH K CETH
MIUTAHUSA U BKJIIOYEH.

dobaBjienne mpuHTEPa B CUCTEMY

OTkpoiite npuioxkenne K HacTpoitKu» Ji00bIM yI00HBIM CIIOCOOOM W TIEPEHIUTE B PA3Ie
«IIpuHTEPDBI».

Hus moboit  yuérHoit 3ammcu  (KpoMme CyIepriosib30BaTelis) HPHU HAYAJBHOM  BXOJE
HEKOTOpbIe HACTPO#ku OyayT 3ab/J0KMpoBaHbl. /151 pa3bJIOKMPOBKH HEOOXOIUMO ITPOATH
ayTeHTU(PUKAIAIO.

« TpuHTepbI Qa - @ x

Pas6/I0KNOBATD 1A MSMEHEHHS HACTPOEK

a . Paatnokuposars
HeKoTopbIe HACTPOKi AQ/KHI GhiTh PA3G/IOKMPOBGHSI, NPEXAE HEM HX MOXKHO GYACT HIMEHHTS.

[Tocyie ycrenrHOTO MPOXOXKICHUS ayTEHTU(PUKAIIMU aKTUBUPyeTcs KHomKa «/lobaBuUTh
npuHTep». Haxkxmure Ha HEE, oTKpoeTcs OKHO «JloO0aBUTH IMIPUHTEP.
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(=p HP-LaserJet-400-Md01dn-2
- UsE

Q BsepavTe ceTeB0i aAPEC MM HARANTE NPUHTED

ITpumeuanue

O6I:>I“IHO Ipu IMOAKJIIOYECHUUN IIPpUHTEPa, OH ,I[O6aB.TI$IeTC$I B CUCTEMY aBTOMATUYECKU U
cpa3y oOyzner BuieH B pasjuene «Hacrpoitku» — «lIpunrepsr». [Ipu noucke mpuntepa
BbI TaK2K€ MO2KETE yKa3aTb €ro ceTeBOu aJIpeC BPY9IHYIO B CTPOKE IIOUCKA.

Bribepute npunTep n Haxkmute «JlobaBuThy. [I[puHTED MOIBUTCH B CIUCKE.

« Mpusrepsi Q - & x

g PasETONMpOBaTS A1a MameHe s HacTOeK

HexoTopsie TIDEXE HeM WX MOXHO BYAIET USMEHUTS. DT T

sl HP-LaserJet-400-M401dn
=

HeT akTUBHbIX 3a/aHMit

e

Mogens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

fmsl HP-LaserJet-400-M401dn-2
‘Y roros

HeT aKTMBHbIX 3a1aHWiA

o

Mogaens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

YaajieHue nmpuHTEpa

Orkpoiite npunoxenne « HacTpoiitku» j1r00bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pa3iest
«IIpuHTEPHI».

Just moboit  yuérHoit 3ammcu  (KpoMme CyTepIioJib30BaTelisl) HPHU HAYAJILHOM  BXOJIE
HEKOTOpbIe HACTPO#KM OyayT 3ab0KHpoBaHbl. JIjisi pa3sbIOKMPOBKY HEOOXOIUMO ITPOATH
ay TeHTU(DUKAIIHIO.
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Bribepure HeoOXOMMMBII MPUHTEDP U3 CIUCKAa W HaxXMuTe Ha 3Ha40K «lllecrepénkm», B
OTKPBIBITIIEMCs BBIMIAJIAIONIEM CIIMICKE HAXKMHUTe Ha «YJaauTh npuHTep». [IpumaTep Oymer
yIAJIEH HEMEJIJIEHHO U TIepeCTaHeT OTOOPaXKAThCS B CITHCKE.

sl HP-LaserJet-400-M401dn o

[ rotos

Monens HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

lmsl.  HP-LaserJet-400-M401dn-2 o

1 rotos

Monens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified T D
Caepennn o npuiTepe
Vcno/s308aTh M0 yMon4aHiio

N3meneHnune IIpyuHTEpPAa 110 YMOJIYaHUIO

Orkpoiite npunoxenne « HacTpoitku» j1ir00bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pa3ien
«IIpuHTEPDBI».

Hust moboit  yuérHoit 3ammcu  (Kpome CyTepIiojib30BaTelis) HPHU HAYAJIBLHOM  BXOJIE
HEKOTOPBIe HACTPOiKU OymyT 3absiokupoBanbl. st pazdIOKUPOBKYM HEOOXOMMO TTPOHTH
ay TeHTU(DUKAIIHIO.

Bribepute HeoOXOMUMBII MPUHTEDP U3 CIUCKa W HaxXMuTe Ha 3Ha40K «lllecrepéukm», B
OTKPBIBIIIEMCS BBIMAQIAIONIEM CIIHCKE IOCTaBbTe rajiouky B nyHKTe «lVlcmosp3oBaTh 1O
YMOJTIAHUION.

HP-LaserJet-400-M401dn

.
i <

Mozens HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified MapameTpsi near

Caepenws o npurTepe
ViCnons30BaTh N0 yMoMaHMio

lmsl . HP-LaserJet-400-M401dn-2 YAanuTe npurep
[ roroe

Mozens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

Hacrpoiika nmapaMeTpoB mevaTu

Orkpoiite npunoxenne « HacTpoiitkm» j1io0bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pa3est
«IIpuHTEPDBI».
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Just moboit  yuérHoit 3ammcu  (KpoMe CyIepIoib30BaTelis) HPHU HAYAJIBHOM BXOJE

HEKOTOpbIe HACTPOiku OyyT 3ab/0KupoBanbl. /151 pa3bIOKMPOBKH HEOOXOIUMO ITPONTH
ayTeHTU(MUKAIUIO.

Bribepure HeoOXOaMMBIN TpUHTED M3 ciucka W HaxkmuTe Ha 3Ha4oK <«Illecrepénkm», B
OTKPBIBIIIEMCS BBITIAJAIONIEM ciicKe BeiOepute «llapamerpsr meuarmy.

. gl:;lgaserJet-'iOO-M‘md" Her axrusrbix sapannii | | 43

Mozent  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified P
CBeneHns o npuHTepe
[ Meronb3osaTh No yMONUaHUIo.
‘sl HP-LaserJet-400-M401dn-2 pro | YanTe npuHTep
‘ Toros . .

Mogens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

B oTkpeiBIIeMcd OKHE ¢ HAa3BaHWEM IMPUHTEPA Bbl MOXKETE HACTPOUTH BCE HEOOXOIMMbIE
rapaMeTphl.

MpobHas cTpamua HP-LaserJet-400-M401dn

TlapameTps CTpaHLb!
KadecTeo wsoOpaerus | Ctpaniul ra cropory 1 v
Lger

BorontTensHo Opwetrauus | MoprpeTrian

Pasmep HocuTens | Ad

Tun Gymarv | OGbiHas

obaBiienne BoasHBIX 3HAKOB (watermark) Ha JOKyMeHTax Hpu
ne4daTu

QyHKIUs 100aBIeHNsT BOASHBIX 3HAKOB Ha medaraeMbix jgokymenTax B OC MCBCdepa
peaau30BaHa C IOMOIIbIO (PUIILTPA JJI CUCTEMbI IedaTu cups. @uibTp paboTaeT TaKuM
00pa3oM, 4TO B MOMEHT Te4aTH OH IePEeXBATHIBAET OTIPABJIAEMbId Ha MM€YATh JOKYMEHT
n jpobasiisier B Hero ¢gponom PDF-mokyment, comepzkaimmii Bojsinble 3HaKH. C ITOMOIIBIO
9TOro (puIbLTPa Bbl MOXKeTe J00aBUTH BOJISHbIE 3HAKKM Ha JII00OM edaTaeMblii JOKYMEHT —
PDF-nokymenT, nzobparkeHue, TEKCTOBBIA WM TaOJUIHBLIA JOKYMEHT JI000ro dpopmara.
QyHKIMS TaK¥Ke PACIPOCTPAHAETCs Ha HedarTh U3 Opaysepa.
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PDF-nokymenT, cojiepkaliiuii BOJsIHbIE 3HAKW, HaXoauTcs B /usr/share/cups/data/
default-watermark.pdf.

Bor Takxke Moxkere cozzmarb cBo#t  cobcrBenHblit PDF-mokymenT ¢ TpebyeMbiMu
BOJIAHBIMUA 3HAKaMU U TIOJOXKUTH €ro II0 CJeaylomeMy aJjpecy /usr/share/cups/data/
custom-watermark.pdf. ITocse sToro BosgstabIe 3HAKYU OYIyT OpaThes yxke u3 Bamero PDF-
JIOKYMEHTA.

g Havasa paboThl ¢ PUIBTPOM yCTaHOBUTE makeT cups-filter-watermark ciemyrorieit
KOMAaHJI0# (M pU HEOOXOJAUMOCTH TIePe3arpy3uTe KOMIIbIOTED ):

’$ sudo dnf install cups-filter-watermark

VYnanéunoe noakJodenne USB-ycrpoiicTB o cetu

BBenenne

USBIP — mporpammMHoe obecriedeHne, KOTOpoe IMO3BOJIAET MOAKJIIoUaTh 1mo ceru USB-
YCTPOHCTBA, (PU3MIECKU MOJKIIOUYEHHBIE K Y/IAJEHHOMY KOMITBIOTEPY, W HWCIIOJb30BATh
UX TaK Ke, KaK ecju Obl OHM OBLIM TOJKJIIOYEHBI K JIOKAJHLHOMY KOMIIbIoTepy. Jlasee
KOMITBIOTED, K KOTOpOMY busuuecku moakroueno USB-ycTpoiicTBo, OyaeT Ha3bIBATHCS
CEepPBEPOM, & TOT, KOTOPBI OyIeT MCIHOJIB30BATH 9TO YCTPONCTBO MO CETU — KJIUEHTOM.

Obsi3aTesTbHBIE YCJIOBUSA

Hna padorer USBIP meobxomumo, 9To0bl KJIMEHT uMeJs JA0cTyn K mopty 3240 cepsepa.
[Toss3oBarenb, Koropeiii HacTpauBaer USBIP Ha kameHTe m Ha cepBepe, JIOJXKEH NMETH
AJMUHUCTPATUBHBI ocTyn (sudo).

¥YcranoBka u Hactpoiika 110

Jnsa ycranoBku USBIP u mHa cepBepe, m Ha KJIMEHTe HYKHO BBINOJHUATDH CJIEIYIOILYIO
KOMaH/Iy:

’$ sudo dnf install usbip kmod-usbip

g yeranoBku rpadudeckoro uanrepdeiica BBIOJHUATE CASIYIONIYI0 KOMAH/LY:

]$ sudo dnf install usbip-gui

HacTtpoiika aBTOMaTn4ecKoro 3aiycka cJry2ko

Ha cepBepe HeoOXx0IMMO BKJIIOUYUTH CJIy:KOy usbip-server:

’$ sudo systemctl enable --now usbip-server

Ha kimente — BKIIOUATDH CiIyK0y usbip-client:
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’$ sudo systemctl enable --now usbip-client

HacTtpoiika mexkceTeBoro skpaHa firewalld

IIpenynpekaeHune

B npuioxkenun me peann3oBaHbl (PYHKIUU AyTEHTUMUKAIUA U aBTOPU3AIMHU IPU
opraHm3aiun yaajaéaaoro gocryia K ciayxkoe USBIP. Ilosromy agmMuaECTpaTOp J0JIKEH
HACTPOUTH MEXKCETEBOI IKpaH TaKuM 00pa3oM, dYTOObI YHAJEHHBIA JTOCTYH ObLI
BO3MOXKEH TOJIbKO C aBTOPU30BAHHBIX pabOYUX MecCT ¢ (pukcupoBaHHbIMEU [P-apecamu.

HacTpoiika mocTyma nmpu IIoMOIIM MeXKceTeBoro 3Kpana firewalld

s moctyna USBIP ynanéHubIe KOMIIBIOTEPHI TIOIKJIIOYAIOTCS K TOPTY 3240 110 ITPOTOKOTY
TCP. Hanpumep, 9ro6bl oTKpbITH jgocTyll K USBIP 1151 KOMIbIOTEpa, UMEOIIEro aJipec
192.168.1.10, Hy2KHO BBIIOJHUTH CJAEAYIOIINE KOMAaHIbI:

$ sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source address="192.168.1.10

—" port port="3240" protocol="tcp" accept'

[Ipu HEOOXOIMMOCTH IMOBTOPUTH BBLIIOJHEHUE KOMAHJI JJIs JIOTIOJIHUTEILHBIX aJIPecoB,
nocJsie 3Toro nepesanyctuts firewalld:

’$ sudo systemctl restart firewalld

AnbTepHaTUBHBINA CIIOCOO

CosmaTh HOBYIO 30HY, Hanpumep, allowedips:

’$ sudo firewall-cmd --permanent --new-zone=allowedips

HobaBurs moBepennbie IP-ajpeca B climcok MCTOYHUKOB (SOUrces) 3TOil 30HBIL:

# [Ons 192.168.1.10
$ sudo firewall-cmd --permanent --zone=allowedips --add-source=192.168.1.10

# Ona 192.168.1.20
$ sudo firewall-cmd --permanent --zone=allowedips --add-source=192.168.1.20

OTkpbITh TTOPT 3240/1tCp B CO3TAHHON 30HE:

’$ sudo firewall-cmd --permanent --zone=allowedips —add-port=3240/tcp

HpI/IMeHI/ITb N3MEHECHUA:

’$ sudo systemctl —reload firewalld
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HacTpoiika mpuBs3Ku yCTpoOICTBa Ha cepBepe

Yrobbl HA CTOpOHE cepBepa CjieJiaTh YCTPOMCTBO JOCTYIHBIM II0 CETU, €ro HYXKHO
npuBA3aTh K CJiykbe usbipd. [Ijst 3TOro HY>KHO BBIIOJHUATH CJIEIYIONINE JIEHCTBUS.
[Ipemnosioxkum, HAM HY2KHO TiepenarTh Ha KaueHTcKuil kommbioTrep USB-ycTpoiictBo «Ak-
tiv Rutoken ECP». Crauasa BbIssCHUM UIeHTU(MUKATODP IMHWHBI ycTpoiicTBa. [ljag sroro
HEeOOXOMMO BBITTOJTHUTH KOMAHLY:

$ usbip list -1
- busid 1-1.2 (2357:0604)
TP-Link : unknown product (2357:0604)

- busid 1-1.3 (17ef:60ee)
Lenovo : unknown product (17ef:60ee)

- busid 1-1.4 (046d:c52b)
Logitech, Inc. : Unifying Receiver (046d:c52b)

- busid 1-3 (0a89:0030)
Aktiv : Rutoken ECP (0a89:0030)

- busid 1-7.1 (0d8c:0103)
C-Media Electronics, Inc. : CM102-A+/102S+ Audio Controller (0d8c:0103)

- busid 1-7.2 (046d:082d)
Logitech, Inc. : HD Pro Webcam C920 (046d:082d)

N3 nmpuBeiéHHOr0 BBIBOIA KOMAH/IBI BUJIHO, YTO 3Ha4Yenue busid (I/I,LLeHTI/I(l)I/IKaTop LHI/IHbI)
ycrpoiictBa Rutoken ECP pasnO 1-3.

Jlaee HeoOXOIMMO BBITIOJIHUTD IPUBS3KY YCTPOMCTBA!

$ sudo usbip bind -b 1-3
usbip: info: bind device on busid 1-3: complete

Jts OTKITI0OYEeHns yCTPOMCTBA MCIOIb3yeTcsd KOMaH 1a unbind:

$ sudo usbip unbind -b 1-3
usbip: info: unbind device on busid 1-3: complete

DTy Ke Olepaluio MOXKHO BBINOJHATH IIPU ToMoiu rpadudeckoro narepdeiica. s
sroro 3amycture yruiauty <«Yupasiaeune USBIP» u3 rtmaBuoro wmenwo. B pasmene
«Jlokanbabie yerpoiicrBa USB» Haliiure Hy:KHOE yCTPOHCTBO, BBIIEIUTE €TI0 W HAXKMUTE
kHOMNKY «lIpuBsizaTh ycTpoiicTBo». i OTKII0YEHUsT yCTPOUCTBA BBIJAEIUTE YCTPONCTBO U
HaXXMUTE KHONKY «OTBA3aTh YCTPOHRCTBOY.
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USB/IP Mup

1d Wnkbl

Onucanve

= [F |

1d Wnkb! I

Onucanve

11.2
113
11.4
13

171
17.2
22 Netac

yerporicrea

hnology Co., Ltd

+ ycrpoiicrao ‘

unknown product (2357:0604)
u

25+ Audio Controller (0d8€:0103)

/ebcam €920 (046d:082d)
Netac Portable SSD Z65 (0dd8:0562)

Onucanue

1d WnHb I MpousBoauTens

IloakroueHue ycTpoiicTBa K KJIUEHTY

YT1o0bl MOAKIIYUTH YCTPOUCTBO K KJWEHTY, CHadaja HY>KHO BBIIOJHUTH IIPOCMOT
I, y Ys y
YCTPOMCTB, JOCTYITHBIX Ha cepBepe. i 9TOro BBIOJIHUTE KOMAHJTY:

$ sudo usbip list -r 192.168.10.62
Exportable USB devices

- 192.168.10.62
1-3: Aktiv : Rutoken ECP (0a89:0030)
: /sys/devices/pci0000:00/0000:00:14.0/usbl/1-3
(Defined at Interface level) (00/00/00)

[me 192.168.10.62 — ajpec cepBepa (MOXKHO yKa3aThb TaKzKe MM y3J1a).
Takum 06pa3oM BHUIHO, YTO yCTPOUCTBO ¢ busid 1-3 mpuBs3aHO Ha cepBepe.

[Tonkmouenune ycTpoiicTBa:

$ sudo usbip attach -r 192.168.10.62 -b 1-3

[IpoBepka mojK/IIOYEHUSA YCTPOHCTBA:

$ lsusb | grep Rutoken
Bus 003 Device 004: ID 0a89:0030 Aktiv Rutoken ECP

Kak BujnO, ycrpoiictBo Rutoken Ternepnb MOJIK/IIOYEHO K KJIHEHTCKOMY KOMIIBIOTEDY.

JLnst OTKJIIOYeHnsT YyCTPORCTBA CHAYAJIA HYKHO OIPEIC/INTh, K KAKOMY IIOPTY BUPTYAJIHLHOTO
xaba MOMKJ/IIOYEHO YCTPOUCTBO.

$ sudo usbip port
Imported USB devices

Port 00: <Port in Use> at Full Speed(12Mbps)
Aktiv : Rutoken ECP (0a89:0030)
3-1 -> usbip://192.168.10.62:3240/1-3
-> remote bus/dev 001/027




N3 »sroro BBIBOJIA BUJIHO, YTO YCTPOHCTBO NOJAK/IIO4YeHO K 1mopTy 0. Temepb MOXKHO

OTKJIIOYUTDH €ro:

$ sudo usbip detach -p 0
usbip: info: Port 0 is now detached!

Iloakaro4yeHne ¢ ncHoJib30BaHNEeM rpadmieckoro mHrepdeiica

s moAKJIIoYeHnsl  yCTPOMCTBA C IOMOINBIO TIpadudeckKoro uHrepdeiica 3aIycTuTe
yruauty «Yupasiaenue USBIP», BBeuTe azipec cepBepa B moJjie «YIaJléHHBIE YCTPONRCTBA
USB» u naxwmure kuonky «Ilepesarpy3utsy. [locsie 31010 yecTpOoiicTBO HOJIZKHO MTOSTBUTHCS

B CIIMCKE OOCTYIIHBIX. ILJIH IIOAKJIIOYCHM A yCTpOﬁCTBa BbLAE/JIUTE €0 U Ha2KMUTE KHOIIKY

«IIpucoemHUTH yCTPOICTBOY.

YpaneHHble ycTpolicTea USB  |192.168.10.62

1d Wb

UsB

Aktiv

‘ Npuesizats ycTpoiicTao

USB/IP Misp - o x

NepezarpyauTs | TIpUcoeAMHITL yCTPOlicTBO ‘

onuncanve
Rutoken ECP (0a89:0030)

nNponssoauTent

Oresizat ycTpoiicrao ‘

Id Wnkb!

Tens I onuncanve

21

VMware,

Inc. Virtual Mouse (0e0f:0003)

1d Winket |

ITocse sToro YCTpOfICTBO opornagaeT M3 CIIHCKa JOCTYIIHbIX W IIOABJIAETCA B CIIMCKE

OPUCOETNHEHHBIX.
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USB/IP Minp _ o x

Yaanénrsie ycrpoiicraa USB  |192.168.10.62 . i l

1d Wnkb! | |
TNlokanersie ycTpoiicraa USB  Mepeaarpyaute ‘ Mpuanaate ycrpoiictao | Otensate ycrpoiicrao ‘

1d Wnkb! |
21 VMware, Inc. Virtual Mouse (0e0f:0003)

| [e |
Xoct Mopr | 1d Wnkbl |

192.168.10.62:3240 0 31 Aktiv Rutoken ECP (0289:0030)

ﬂﬂﬂ OTKJIIOYCHUA BBIACJINTE yCTpOﬁCTBO B CIINCKE HpHCOGI[I/IHéHHbIX 1 HaKMUTE KHOIIKY
«OTCoeMHUTD YCTPOHCTBOY.
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yl’IpaB.T_[eHI/Ie IIaKeTaMMN

BBe,ZleHI/Ie 1 OCHOBHDBIE IIOHATNA

OC MCBCdepa mupejcraBiser cobOil KOMILIEKCHYIO CHUCTEMY, KOTOpasl 0DecliedmBaeT
CTAaOMJIbHYIO 1 0€30IMacHy0 paboTy JJId MOJIb30BaTeIeH.

Tak kaxk OC MCBCdepa cobpana Ha 6a3e sapa Linux, To B Heil HECKOJIBKO IIPUJIOXKEHUIM
MOTYT HCIOJIB30BATh OJHU W Te YK€ OUOJMOTEKHM WJIM, HAIPUMEDP, OJHO IPUJIOKEHUE
MOXKET MCIOJIb30BaTh Jpyroe. C OIHOH CTOPOHBI 3TO JAET BO3MOXKHOCTH OCBOOOIUTH
MECTO, 3aHUMAEMOe IIPUJIOKEHUEM, U CHU3UTh IIOTPedJIeHne PeCypPCoB, a ¢ IPyroil CTOPOHbI
BO3HUKAET HEOOXOAUMOCTL 0OECIIEUeHHs IIeJIOCTHOCTH CUCTEMBI.

Nudopmaruss 0 Bcex HEOOXOJIMMBIX TMPUJIOKEHUIO OWHAPHBIX W KOHQUIYPAITMOHHBIX
daitax, 0 TOM, KaK UX CJIeyeT pa3MecTUTb B (pailjlIoBO#l cucreMe, a TaKKe JaHHBIE O
3aBUCUMOCTAX XPAHUTCS B apXUBE CIIENHUAILHOrO (popMaTa, Ha3bIBAEMOM ITAKETOM.

B OC MCBCdepa dopmarom makera siisiercss RPM (pekypcusnbiit akponum RPM Pack-
age Manager, panee Red Hat Package Manager), a camu daiibl, cofepKaliyme nakeThl,
UMEIOT PACIIUpPEHue . rpm.

Kak 0b1J10 yIIOMSIHYTO BBIIIE, MTPUJIOKEHNUSA MOTYT COBMECTHO HCIIOJIL30BaTh OJTHU U TE XKe
OUOIMOTEKN WM JaXKe IeJIble IPOrpaMMbl, U 3/1eCh BO3SHUKAET MTOHATHE 3aBUCUMOCTHU: B
MPUIOXKEHUN MOXKET He XBaTaTh YEero-To sl paboThl, U eMy JJjis 9TON0 HYXKHO APyroe
npuoXKeHne wim Oubyimoreka. 1o ecTb OAWH IMaKeT HAYMHAET 3aBHUCETh OT JIPYTrOro.
N ynanus, manpumep, OJHY OMOJIMOTEKY MOYXKHO HAapyIIATh PabOTy Cpa3y HECKOJbKUX
NPUJIOKEHUA.

st paboThI ¢ TaKeTaMu U 00eCIeYeHns 1eJIOCTHOCTH CUCTEMBI UCITOJIB3YIOTCS ITPOTPAMMBI,
Ha3bIBaeMble TIAKETHBIMU MeHeKepamu. OHU yIPaB/ISOT MAKETAMU: YCTAHABIUBAIOT,
VIAJISIIOT, OOHOBJISIIOT, BEJIYT YUET, BBIBOAAT WHMOPMAIUI, OTCJIEKUBAIOT BEPCUU WU
3aBUCUMOCTH U TIP.

B OC MCBCdepa naxkerabim menezkepoM sisiercss DNEF.

Tak kak mTakeTbl 3aBUCAT JpPyr OT JIpyra, TO 3a49acTyl0 HEJIOCTATOYHO YCTAHOBUTH
TOJIBKO OJIMH TAaKeT — HYKHO YCTAHABJIUBATH CPa3y HECKOJbKO, MO3ITOMY pa3pabOTINKH
CO3JAI0T U IIOJJIEPKUBAIOT CIIelUaJbHbIE IIEHTPAJU30BaHHBIE CEPBEpPbl, Ha3bIBACMbIC
PENoO3UTOPUAMM, TJe XPaHATCSI pa3JudHble IakeTbl. llakeTHBINT MeHemXKep BUIUT
3aBUCUMOCTHU KaXKJIOI'0 IIaKeTa, caM HAXOJUT HOAXOJAININe MaKeThl B PENO3UTOPUU U
npejjiaraeT UX yCTAaHOBUTD.

Hucrpubyrus OC MCBCdepa mmeer HAOOp COOCTBEHHBIX PEIO3UTOPHUEB JIJI BCEX
0JIIEPKUBAEMBIX BBIIIYCKOB M APXUTEKTYP, B KOTOPBIX COJAEPIKUTCS OIPOMHOE KOJTUIECTBO
[PUJIOKEHUIN ¥ ITPOIPAMM.

OOBIYHO HEKOTOPBIE MTAKETHI, KOTOPhIE YaCTO UCIOIB3YIOT BMECTE, OObEIUHEHDBI B I'PYIIIIHI.
[TocmoTpeTh CIUCOK JOCTYIHBIX I'PYII MTOMOYXKET IakeTHbI MeHezkep DNF.

Kpome rpynm Takke ecTb MOIYJIHM, KOTOPBIE TOXKE COJEPKAT CPa3y HECKOJbKO TAaKETOB,
HO TIPU 9TOM TaKeThl B MOJIYJIE CBSI3aHbI BEPCUSIMU.
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ITakeTrHbIlT MeHea>kep DNF

PaccMmorpuMm ocHOBHBIE oOllepaliuy C MaKeTaMu, KOTOPbIe MOXKET BBIIIOJIHUTH ITAKETHBIN
menezkep DNF.

HaiviTn Hy>KHBIII ITakeT

,ZLHH IIOUCKa IIaKETa (,Z[&)Ke He 3Had €ero TOYHOI'o I/IMGHI/I) BBITIOJTHUTE CJICAYIOIIYIO KOMaHIY:

’$ dnf search wma nakeTa

B nmMmenn nakera BbI MOXKETE UCIIOJIb30BATH HI&6JIOHI)I, a TaK2Ke YKa3bIBaTb TOJILKO T€ 6}7KBI>I
13 Ha3BaHUA, KOTOPbIE IIOMHUTE.

[Tpumep: HailIéM TAKeT IO TEPBBIM OyKBaM:

$ dnf search *fox

Pezysibrar paboThl KOMaH/IbI:

$ dnf search *fox
==== |IM coBnapgeHue: *fox
firefox.x86 64 : Mozilla Firefox Web browser

YcTaHOBUTH HYKHbBIN MaKeT

1 ycTaHOBKYM TTAKeTa BBITTOJHUTE CJIETYIONLYI0 KOMAaHTY:

’$ sudo dnf install uma naketa

DNF mpoBeput Bce 3aBUCHMOCTH U IIPU OOHAPY2KEHUU HY2KHBIX, HO €I11€ HEe YCTaHOBJIEHHBIX
MaKeTOB, YCTAHOBUT UX, MOJb3YACh BCEMU HOCTYITHBIMU PENO3UTOPUAMUA.

[Ipumep: ycranoBum naker firefox.x86 64:

$ sudo dnf install firefox.x86 64
3aBUCUMOCTU pa3peleHsl.

MakeTt ApxuTtekTypa Bepcus Peno3utopuin Pa3smep
ycTaHoBKa:
firefox x86 64 128.11.0-1.el10 0.inferit appstream 125 M

Pe3synbTaT TpaH3akuuu

YctaHoBka 1 [akeTt

06beM 3arpy3ku: 125 M

06beM n3MeHeHuin: 307 M

Mpoponxmtb? [o/H]: g

3arpy3ka nakeToB:

(1/1): firefox-128.11.0-1.el10 0.inferit.x86 64.rpm 7.7 MB/s | 125 MB 00:13
06wuit pasmep 7.6 MB/s | 125 MB 00:14
[lpoBepka TpaH3akuuu

lpoBepka TpaH3aKuMM YCMewHo 3aBepleHa.

(upomoJKeHre Ha CJIeLyIOIIeil CTPAHUIIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

peT npoBepka TpaH3aKuuu

TecT TpaH3akuuu MpoBefeH yCnewHo.

BbinonHeHne TpaH3akuum

MlonroTtoBka : 1/1
YcTaHoBKa : firefox-128.11.0-1.el10 0.inferit.x86 64 1/1
3anyck ckpuntneta: firefox-128.11.0-1.el10 0.inferit.x86 64 1/1

ycTaHoBJEH:
firefox-128.11.0-1.el10 0.inferit.x86 64

BbinonHeHo!

O6HOBUTH YCTaHOBJIEHHBIE I1aKeTbl
i mpoBepKu Ham4unsg OOHOBJIEHUI BhIToJTHUTE KoMaHy dnf check-upgrade.

ITpumep paborsr kKomauasl aust OC MCBCdepa 10:

$ dnf check-upgrade

MSVSphere 10 - AppStream 7.2 MB/s | 9.6 MB 00:01
MSVSphere 10 - Base0S 4.2 MB/s | 3.6 MB 00:00
MSVSphere 10 - CRB 3.0 MB/s | 2.7 MB 00:00
MSVSphere 10 - Extras 1.8 MB/s | 989 kB 00:00

NetworkManager.x86 64
NetworkManager-adsl.x86 64
NetworkManager-bluetooth.x86 64
NetworkManager-1libnm.x86 64
NetworkManager-team.x86 64
NetworkManager-tui.x86 64
NetworkManager-wifi.x86 64
NetworkManager-wwan.x86 64

.el1l0 0.inferit baseos
.el10 0.inferit baseos
.el10 0.inferit baseos
.el10 0.inferit baseos
.elle 0.inferit baseos
.el10 0.inferit baseos
.el10 0.inferit baseos
.elle 0.inferit baseos

[l i N S e S S
[l i N S e S S
S
NN NN RN N
mmmc'hmmmm

it 0OHOBJIEHUS BCEM CHCTEMBI BBITIOJTHUTE CJIEYIONLYI0 KOMAHJTY:

’$ sudo dnf upgrade

JlJist OGHOBJIEHUSI ONPEJIEJIEHHOTO MakeTa (M ero 3aBUCUMOCTEf) BBIMOJHUTE CJIELYTOILY IO
KOMAaHJLY:

’$ sudo dnf upgrade uma nakeTta

YaaJIuTh YyCTAaHOBJIEHHBIN TTaKeT

,H.HH VaaJieHud ITaKeTa BBIIIOJIHUTE CJICAYIOIYIO KOMaHOAY:

’$ dnf remove uma nakeTa

[Tpumep: ymammm naker firefox.x86 64:

$ sudo dnf remove firefox.x86 64
3aBUCUMOCTMN pa3peleHsl.

MakeTt ApxutekTtypa Bepcusa Penosutopun Pa3mep

(mpomoJiKeHre Ha CJIeLyIOIeil CTPAHUIIE)
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YnaneHue:
firefox x86 64 128.11.0-1.el10 0.inferit @appstream 307 M

Pe3ynbTaT TpaH3aKuuu

Ypanenve 1 lakeTt

OcBoboxpeHHoe MecTo: 307 M
Mpoponxutb? [o/H]: o

MpoBepka TpaH3aKuuu

lpoBepka TpaH3aKuUWW yCNewHo 3aBepleHa.
poeT npoBepka TpaH3aKuLuu

TecT TpaH3akuWu MpPOBEAEeH YyChewHo.
BbinonHeHWe TpaH3aKuuu

Mopgrortoska 3 1/1
3anyck ckpuntneta: firefox-128.11.0-1.el10 0.inferit.x86 64 1/1
YpnaneHue : firefox-128.11.0-1.el10 0.inferit.x86 64 1/1

3anyck ckpuntneta: firefox-128.11.0-1.el10 0.inferit.x86 64 1/1

YpaneH:
firefox-128.11.0-1.el10 0.inferit.x86 64

BbinosHeHo!

B Moxkere YBUJIETH, YTO TaKKe ObLIN YaaJIEHbI BCe€ IIaKETbI, KOTOPbIE 3aBUCAT OT
yaaJjdemMoro.

IIpOBepHTbﬁueﬂOCTHOCTb IIakKeTa

,ZLHH IIPOBEPKHU HEJIOCTHOCTHU I'PIN-IIaKeTa BBIIIOJIHUTE CJICAYIOIYI0O KOMaH/IY:

s rpm

-V vMma_rpm_nakerta

B pesysibraTe paboThbl KOMaHIBI OY/IeT yKa3aHa CJAeIyIoNnas HH(PpOpMAITUs:

pa3mep Iakera
MTOJTHOMOYH S
THUI

BJI&IEJIEN]
rpyIma
MD5-cymma

JdaTa IIOCJIeJHEIr0O M3MCHCHUA IIaKeTa

IlonyuuTs maEdDOpMaNio 00 YCTAHOBJIEHHOM MaKeTe

st

MIOJIy9eHUsT TMOJPOOHON wmHMOpMaIuu 00 YCTAHOBJIEHHOM IIAKETE BBIIOJHUATE

CJIEIYIONLYI0 KOMAH/LY:

’$ dnf info wmsa_naketa

[Tpumep paborsl KoMan b 1 takeTa firefox.x86 64:
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$ dnf info firefox.x86 64
YCTaHOBJ/IEHHbIE MaKeThl

NMs : firefox

Bepcus : 128.11.0

Beinyck : 1.ell10 0.inferit

Apxutektypa : Xx86 64

Pa3mep : 307 M

NcTouHnK : firefox-128.11.0-1.el10 O.inferit.src.rpm
Peno3utopun : @System

N3 peno3utop : appstream
KpaTtkoe onuc : Mozilla Firefox Web browser

URL : https://www.mozilla.org/firefox/
Jlnuensnsa : MPLv1.1 or GPLv2+ or LGPLv2+
Onncanue : Mozilla Firefox is an open-source web browser, designed for standards

: compliance, performance and portability.

PaccMoTrpuM ocHOBHBIE OTIEpAITUN C MOJLYISIMH.

ITocmMoTpeTs CIIMCOK JOCTYHNHBIX MOYJIEeu

lbﬁlHpOCMOTpaCHHCK&IKWTyHHHXﬂMOﬂyﬂeﬁ]ﬂﬂHOHHHTeCHGJYKHHyK)KOMaHﬂyZ

’$ dnf module list

YcTaHOBUTH BLIOPDAHHBIN MO/IYJIb

Ut ycTaHOBKY BBIOPAHHOI'O MOJLYJ/ISI BBITIOJTHUTE CJIEIYIONIYI0 KOMAaHIY:

’$ sudo dnf module install wma Mopynsa:sepcus

Hampuwmep, it ycranoBKM MOy ruby:3.1 ucnob3yiTe CJIeIyIonTy0 KOMaHIy:

’$ sudo dnf module install ruby:3.1

VYaamnTh yKasaHHbBINI MOIYJTb

s yrajienus yKa3aHHOTO MOJLYJIsl BBITIOJIHUTE CJIETYIONLYI0 KOMAaH/LY:

’$ sudo dnf module remove uma Mopynd:sepcus

Hanpumep, mia ymanenus nakera ruby:3.1 ucnoiab3yiiTe CJeayIonryio KOMaHTY:

’$ sudo dnf module remove ruby:3.1

Onucanme penosutopueB OC MCBCdepa
Paccemorpum pentozutopun OC MCBCdepa.

e MSVSphere - AppStream — upuioxkeHusi oOIIEr0 HA3HAYUEHMSI.

e MSVSphere - BaseOS — 6a30Bblii HAOOP MAKETOB ONEPAIIMOHHONW CUCTEMBI.
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MSVSphere - ThirdParty — peno3utopuii ¢ 0T€9€CTBEHHBIM MTPOrPAMMHBIM
obecrievueHneM.

MSVSphere - CRB — nonosiHUTEIbHBIE TTAKETHI JJISI PAa3pabOTINKOB.
MSVSphere - Extras — #Hab0p JIONOJTHUTEIHHBIX TPUJIOXKEHUIA.

MSVSphere - HighAvailability — makersr st co3anust KjaacTepOB BBICOKO#
JIOCTYITHOCTH.

MSVSphere - NFV — KOMIIOHEHTBI JIJII BUPTYAJIU3AIUA CETEBBIX CJIYKO.

MSVSphere - ResilientStorage — makersr g co3maHusl KJIACTEPHBIX
XPAHUJIAIL,.

MSVSphere - RT — nabop nakeToB Jijid CUCTEMbI PeaJIbHOTO BPEMEHHU.

Tak:ke 0OBITHO B HA3BAHUM PEMO3UTOPUSA YKA3bIBAETCS BEPCHUs OIEPAITMOHHON CHCTEMBI.

HOCMOTpeTb CIIMCOK BKJIIOUEHHBIX U AJOCTYIIHBbIX PEIIo3nuTOopuEB

,HJIH IIPpOCMOTPa CIIMCKa BKJIIOUEHHBIX PEIO3UTOPHUEB BLBIIIOJTHUTE CJIEAYIONYIO KOMaH/IY:

’$ dnf

repolist

s

IIpoCMOTpa CITMCKa BKJIIOUEHHBIX W OTKJIIOUEHHBIX PENTO3UTOPUEB BBIIIOJIHUTE

CJIE/IYIOILYI0 KOMaH/1y:

]$ dnf

repolist all

g BBIBOJIA TTOJPOOHOIO OMUCAHUS JIJISI KAKJIOTO BKJIIOUEHHOT'O PEIIO3UTOPHUS BBITIOJTHUATE
CJIETY IOy 0 KOMAaH/LY:

]$ dnf

repolist -v

,HHH BBIBO/Ia CIIMCKa OTKJIIOUEHHBIX PEIIO3UTOPUEB BLIIIOJIHUTE CJICAYIOILYIO KOMaH/Y:

’$ dnf

repolist disabled

PAR)

MOJIyYeHUs TOAPOOHON WHGOpPMAIIUA O KOHKPETHOM PEIO3UTOPUU BBITIOJTHUTE

CJIEIYIONLYI0O KOMAH/LY:

’$ dnf

repolist Ha3BaHwe peno3uTopus -v

[Tpumep: BeIBecTH mTOAPOOHYTO HHbOpMaruio o penosuropun BaseOS (s OC MCBCdepa

10):

$ dnf repolist Base0S -v

Mﬁ.peno3MTopMﬂ : baseos

Ma peno3uTopua : MSVSphere 10 - Base0S
CraTyc peno3utopus ! BKJIOYEHO

(upomoJKeHre Ha CJIe/LyIoIeil CTPAHUIIE)
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Bepcus penosutopus : 10.0

MeTku puctpubyTmea : [cpe:/o:ncsd:msvsphere:10]: , 10, M, S, S, V, e, e, h, p, r
Peno3ntopuin obHoBNEH : Bt 01 wion 2025 15:33:16

[lakeTbl peno3suTopua 11214

[lakeTbl-B-peno3nTopum 11214

Pa3mMep-peno3utopus : 4.86G

3epkana-penosnMTopus : https://mirrors.inferitos.ru/mirrorlist/10/baseos
ba3oBbin-URL-peno3ntopus : https://repol.msvsphere-os.ru/msvsphere/10/isos/x86 64/ (0 more)
NcTevenne cpoka peno3utopua: 86 400 cekyHp(a) (octanocb: Cp 02 wmwon 2025 16:05:43)

UMa davna penosuTtopus : /etc/yum.repos.d/msvsphere-baseos. repo

Bcero naketos 11214

31ech MbI BUJIAM, 9TO PENO3UTOPHUI BKIIIOYEH, KOJUIECTBO ITAKETOB B PEIO3UTOPUHU U €TI0
pa3Mep, a Tak>Ke JIpyThe BaKHbIe MapaMeTpPhI.

3epkaJjia perno3uTopusi — ITO CEPBEPHI, TyOJUPYIONUE COMAEPAKUMOE ITOT0 PEIMO3UTOPHUSI.
OHU TTO3BOJISIIOT CHU3UTH HATPY3KY C OCHOBHBIX CEPBEPOB.

J/1lobaBUTH B cCHCTEMY CTOPOHHUI PEIIO3UTOPUI

I/IHOF,ILa BO3HUKaECT H€O6XO,ZLI/IMOCTB YCTaHOBUTDH IIPpUJIO2KEHNE, KOTOPOI'O HET B UMCIOIIUXCA
penosuTopugx. B 3TOM ciiydae ecTh BO3MOXKHOCTb JIOOABUTH B CHCTEMY CTOPOHHUIA
PEno3uTOPuUii.

Bazkuo

Pekomenayem OBITH TpPEIEIbHO OCTOPOXKHBIMU —IPU  HMOJKIIOYEHUH CTOPOHHUX
PENO3UTOPUEB U THIATEIHLHO COOJIIOIATh MePbl 0E€30ITaCHOCTH.

Bbr MoxkeTe MOJAK/II0YUTh CTOPOHHUIN PENO3UTOPHUil, €CJIU €CTh . repo-daii, ¢ IOMOIIbIO
CJICYIOIIEe KOMaHIbl:

’$ dnf config-manager --add-repo nyTb K _.repo_¢anny

[Tpumep nonktouenus . repo-daitina docker.io:

’$ dnf config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo

BxiarouynTh MM OTKJIIOYUTDH peHOBI/ITopI/Iﬁ

Bor MmoxkeTe 110 HEOOXOMMOCTH BPEMEHHO BKJIIOYATH M OTKJIIOYATH PEIO3UTOPUU, UITOOBI
YCTAHOBUTDH IPUJIOYKEHNE U3 KOHKPETHOTO pero3utopus. [Ipu aToMm pernoduropuii e O6yaer
VIIaJIEH.

I(OMaHﬂﬁ,BKHHYRﬁHHIpeHOBHTOpHﬂZ

$ sudo dnf config-manager --set-enabled wmsa penosutopus

Komana oTkII09€eHnsT peO3uTOpHs:
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’$ sudo dnf config-manager --set-disabled uMsa_ peno3utopus

[Ipm HEeOOXOIMMOCTH BBl MOYKETE BBIBECTH CITPABKY IO KoMaHje config-manager:

’$ dnf config-manager --help-cmd

Bezomnacuocts

Ncnosib30oBatne CTOPOHHUX PEMO3UTOPUEB/MAKETOB

Tak Kak CTOPDOHHHWE pENO3UTOPMM U IaKeThl 3arpyzxKatorca u3 VuTepnera, TO
IpU UX CKAYUBAHUU U YCTAHOBKE HEOOXOJIMMO OBITh YBEPEHHBIMU B 0€30TaCHOCTH
YCTaHABJIMBAEMbIX TPUIOKeHU. BayKHO OBITH YBEPEHHBIM, YTO HUKAKas TPEThbsA CTOPOHA
He W3MeHsJIa COJepKUMOe IlaKeTa NpHU Iepejiade ero OT aBTopa K I0Jb30BATEJO.
[lonnucanme makera SBJIAETCS CIOCOOOM 3aIIUTHI MTAKeTa I KOHEYHOI'O TOJIH30BATES.
[TosToMy pemno3uTopuu M BCe TMAKETHI B HUX IOIUCHIBAIOTCH CIEIUAJIBLHBIM ITU(MPOBBIM
KJIFOYOM.

[IpuBaTHBII KJIOY €CTh TOJBKO Yy pa3padoTumkoB. [IyOGiuvHBI — KJIIOY  MOXKET
pacrojiaraTbCs Ha caiiTe perno3uTopusd, JUOO PACIpPOCTPAHATHCSA BMECTE C ONEePAIIMOHHOMN
CUCTEMOM.

Pa3pa6OT‘{I/IKI/I IIOAIMUCBIBAIOT IIaKEThI IIPUBATHBIM KJIIOYOM, a C IIOMOIIbBIO HY6J'[I/I“IHOI‘O
KJII049a KOHEYHBINA I10JIb30BaTeJab MOXKET y6e,ILHTbCH, 9TO 3TO TOT caMblii HakKeT U HUKaKas
TPpETbd CTOPOHa HE U3MEHAJIa €T0.

Huke Mbl paccMOTpuUM, KaK MTPOBEPUTH ITUMPOBYIO MOINCH TAKETA.

IHudposbie moanMCcHU MaKeTOB U UX IMIPOBeEpKa

st ipoBepku 1mbpOBOI MONUCH MAKETa BBITOJHUTE CJIEYIONLYI0 KOMAHY (HAXO/SCh B
HAIKe ¢ MaKeTOM):

’$ rpm --checksig uMs_nakeTta.rpm

[Tpumep: nmposepuM 1upoByio moanuch nmakera VirtualBox-7.1-7.1.10 169112 el10-1.
x86 64.rpm:

$ rpm --checksig VirtualBox-7.1-7.1.10 169112 el10-1.x86 64.rpm
VirtualBox-7.1-7.1.10 169112 ell0-1.x86 64.rpm: rsa shal (md5) pgp md5 OK

Bbr MoxkeTe Tak:Ke HMCIIOJIB30BATh OIIUIO -V JIJIsi BbIBOJA OoJiee MOJIHOW mMHMOpMAIILU O
IPOBEPKE.



I'padpmueckuit uarepdeiic kK meHemkepy makeroB DNF dnfdragora

BBenenue

dnfdragora — 310 ymobubrii rpaduueckuit mHTepdeiic K menemkepy mnakeroB DNF.
OH 00beauHIET HAJIEKHOCTH KOMAHIHBIX WHCTPYMEHTOB C HAIJISITHOCTHIO COBPEMEHHOI'O
NPUJIOXKEHUS, TTO3BOJIsIsI YIPABJISTH ITPOrPAMMAME ¥ OOHOBJIEHUSIMU B HECKOJIBKO KJIMKOB
— 6e3 HeOOXOIMMOCTH 3AITOMUHATD KOMAHJIbl ¥ [TAPAMETPHI.

ODTOT MHCTPYMEHT MOJIXOIUT KAK JJIsi HOBUYKA, TAK U JJIs OINBITHOIO aIMUHUCTPATOPA:
IIEPBBII MOJIyYaeT MPOCTYIO U 6e30ITacHyI0 HABUTAIUIO IO MAaKeTaM, BTOPOl — ObICTpBIE
omepaIuy M MOJHBIA KOHTPOJb HAJl TEM, 9TO M KaK OYyJIeT YCTAHOBJIEHO.

C momompio dnfdragora BbI MOXKeTe:
® HaXOJUTh U U3y4aTh IMAKETHI 110 HA3BAHUIO, OIUCAHUIO U TPYIIIAM;
® yCTaHaBJ/INBATDb, O6HOBJI?ITI) 1 yAaJIAThb IIPUJIOZKEHNA 1 KOMIIOHEHTBI CUCTEMBbI;

® BHJETH 3apaHee, KaKWe 3aBUCUMOCTH Oy/IyT 3aTPOHYTHI W KaKOU OOBEM JaHHBIX
noTrpeodyercs;

e KO pUIBTPOBATH PE3YJILTATHI (IO CTATYCY, PEMO3ZUTOPUSIM U T.II.);

® YIpABJSTh HCTOYHUKAMHU MAKETOB (PEMO3UTOPUSAMHU) M IPOCMATPUBATH HCTOPUIO
JTeNCTBUN.

YcTraHoBKa

s ycranoBku dnfdragora BeimosauTe B « TepMmunasey CaeayroNyt0 KOMaHIY:

’$ sudo dnf install -y dnfdragora

Ncnoab30oBanue

[Toce ycranosku dnfdragora mostBurcs B Arc menu:

@ dnfdragora

Ipadmueckui uHTepdeic ANA yCTaHOBKH, yAaneHua u 0DHOBNEHUA NakeToB

[Ipu 3amycke npusioxkeHne Oy/IeT aHAJIM3UPOBATH PEIIO3UTOPUN, KOTOPBIE MOIKIIOYEHBI K
OC, 9To MOXKeT 3aHATH KaKOe-TO BpeMs. Kak TOJIbKO CIIMCKM BCEX TAKETOB B PEITO3UTOPUAX
oyayT chopmuponanbl, dnfdragora OymaeT uMersb cieyomuii BUI:
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389-ds-base - 389 Directory Server (base)

isanLl server.
the LDAP server and command line utities for server administration
Penoswropui: appstream
hitps://www.port389.org

3asucumoctn

dnfdragora aBromarmyecku rpynmupyer npusioxkenuss B «Kareropum». 1o yupomiaer
HABUTAIIUIO 10 ITAKEeTaM.
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389-ds-base - 389 Directory Server (base)

anL
the LDA for server

Penoswropuit: appstream

hitps://wiw.port389.org

Mypan womenenuis

BribpaB HyKHBII ITaKeT MOYXKHO ITOCMOTPETb €r0 3aBUCHUMOCTH, CIMCOK (ailjioB BHYTpHU
ucroiHgeMoro daiina, KypHas U3MEHEHU, ONMUCAHWe ITaKeTa W JlayKe CCBhIJIKY Ha CcaiT
pazpaboTUnKa.

Ynpasnewwe nporpammany - dnfdragora - o x
©aAn Wngopwauwn Mapamerpsi Mowows

oyme v | Bee v aumenax - Venonsaosars perynaphoe swpaenve | @ Monex | | Ouwcruts nonc

& [Hasaamme Cooaxa Bepoun[Penns ]
& Development fles for 5159 2e9
8 spirv-ools API and commands for rocessing SPIR-V modules. 20204 19
8] KDE spirv-tools-libs. Library files for spirv-tools. 20244 Tel9
i spinvoolsibs Library fles forspirv-tools 20204 19
vulkan-tools Vulkan tools 143040 1.9
vulkan-validationdayers ~Vulkan valdation ayers 143040 1.9

2lib-devel Header files and libraries for ZIib development 1211 40el

ziib-devel Header files and libraries for ZIib development

o develop
ibrary.

[Penosuropuit: @System

tos: /www.zib.nev

biypran wamenenns

Mpumenwrs | | Buiopars sce Buon

ITo crammapry dnfdragora BeiBoguT apxutekTypbl: 1686, x86 64, noarch. YrTobbr
0TOOpaXkaTh B CITUCKAX TOJHLKO X86 64 m noarch naxkmute Ha «Bce», a mocye BbiOepuTte
«IToxazbiBaTh TOIBKO X86 64 1 noarch».
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Ynpasnenwe nporpammasy - dnfdragora -

®aiin Vngopmauns Mapamerpei Momous

L s for Zlib development

atk-devel - files for the ATK ibility toolkit
This package includes libraries, header files, and developer
needed for development of applications or toolkits which use ATK.

Penosuropui: appstream

Buixon

Yrobbr dnfdragora mokaswiBaj TOMBKO OOHOBJEHUs, B TpadudeckoMm wuHTEepdeiice
MIEPEKJTIOYNTECh TOJIBKO Ha 00HOBJIeHUs. J[j1st 9TOTO BBIOEpUTE MyHKT « OOHOBJIEHHEY.

@aiin Unpopuaws Mapawerps: Mowouss

Venonsaosars perynaproe seipanerne | @ Monck |/ OdMCTHTE NoMek

Bepcus |Pens

1211 4019

atk-devel - P files for the ATK ibility toolkit

This p header files, and developer
needed for development of applications or toolkits which use ATK.

Penosuropi: appstream

3asucAmoeTH

Crucox daiinos

Bribpas «ObnoBIeHUE» HA SKpaHe Oy/IyT TOJIBKO IMaKEeThl, KOTOPbIE MOXKHO OOHOBUT:

Ynpasnewme nporpamman - dnfdragora -
@ain Wepopuaunn Mapamerpst Momowss

~ oumenax - Venonssosas perynsproe wipaxenne | @ Mowor | | £ O

i Bea kateropnn

bind-dyndb-Idap - LDAP back-end plug-in for BIND
back-end plugin for BIND. It features
nd internal caching,to lft the load

Bei6pars ace

YT100bI yCTAHOBUTH BHIOPAHHBIN MAKET U3 CIIUCKA, OTMETHTE ero. Ternepb MmakeT CYuTaeTcsd
IIOMEYEHHBIM Ha TO WJIH WHOe NefiCTBHEe — B JAHHOM cJydae Ha obHoBieHume. [lasee
HaykMuTe KHONKY «lIprnMeHUTHY.
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@ann Mnopuauns Mapaverpsi Momous.

fpyne v Obwosnenme v awmenax B

Bepos
11

bind-dyndb-Idap - LDAP back-end plug-in for BIND

“This package provides an LDAP back-end plug-in for BIND. It features
support for dynamic updates and internal caching, o lft the loa

off of your LDAP.

Mudropmauus o6

opui: appstream

hitps:/releases.pagure.ora/bind-dyndb-idap

dnfdragora mokazkeT TOTHBIN CHUCOK M3MeHeHU B makeTax. O3HAKOMBTECh U HAKMUTE
«Ok». IlonTBepnuB OOHOB/IEHUE TTAKETA, MPUIOKEHUE 3aIPOCUT MAPOJIh YIETHON 3amucu
ITOJIb30BATEIs, & ITOCTIe 3aBEPIIEeHNsT OOHOBJIEHNS BbIBEJET HHMOPMAIUIO 00 YCIEITHOM WJIH
He YCIIEITHOM OOHOBJIEHUH TTaKeTa.

PesyneTaT TpaH3aKuum X
3aBUCMMOCTE TPaH3aKLUK1

h@ YcTaHOBKa

bind-3

bin
bind-licel

¥- O6HoBNEHNE

bin

06wmn pasvep 1.8 M

0Ok Ormena

Tak:ke MpuIOKEHE MPEIOCTABIIET BO3MOXKHOCTH B yIA00HOM (popMaTe MpPOCMATPUBATH
UCTOPUIO  OOHOBJIEHUsI /YCTAHOBKHU / yJIaJleHusl TakeToB. ITo0bl [OCMOTPETHb HCTOPUIO
nepeiinure B «udopmarusy — «Mcropusi»:
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WypHan X
Jypnan ([ata/Bpems) KypHan TpaH3akumi
v- 2025 | h@ YCTaHOBNEHHbIe NakeThl (3)
> 10 bind-libs-32:9.16.23-31.el9_6.x86_64
v 23 bind-license-32:9.16.23-31.el9_6.noarc|
bind-32:9.16.23-31 el0_6.x86_64
v 22 - 06HOBNEHHBIE NakeTkl (1)
15:27:45 bind-dyndb-ldap-11.11-3.el9_6.x86_64
15:26:20
15:19:30
15:18:40
15:15:55
15:14:19
15:06:07
14:46:54
14:39:26
12:50:34
11:50:30
v 21

OTkaTnTe
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NneaTudukanus n ayreHTUUKAIIAS

BBeaenue

CpencrBa wujeHTUMUKAIMT U AYTEHTUMUKAIUU  [PEJIOCTABILAIOT  BO3MOXKHOCTHU
UAEHTUDUKAIIUN  OOBEKTOB JIOCTYyHa, WIAECHTU(MUKAIIUA U MPOBEPKH  IOJJIMHHOCTH
cyObEKTOB JIOCTYyIIa TIPH BXOJIE B CHUCTEMY W TIPU JOCTYyIlE K 3allUIIAEMBbIM OObEKTaM,
yIpaBJIEHUS UIeHTU(PUKATOPAMHI, B TOM YHCJIE UX CO3/IaHUs, IPUCBOEHUS U YHUITOXKEHU,
yIPAaBJIEHUS ayTeHTU(UKAIMOHHBIMU JIAHHBIMH, B TOM 4YHCJIe WX WHUIMAJIN3AINN,
BAIUINEHHOr0 XPaHeHus, OJIOKUPOBAHUSA W PA30JIOKUPOBAHUS, MPOBEPKH COOTBETCTBUS
ayTeHTU(UKAIMOHHON WHMOPMAIUK 3aJaHHOM METPHUKE KadecTBa, 3aIUThI 00pPaTHOI
CBSI3W IIPU BBOJIE ayTEHTU(MPUKAIMOHHON MHMOPMAIINH, & TaKXKe JIPYyTue BO3MOYKHOCTH.

lobGaBjieHe HOBOTO MOJIL30BATEJISA

s nobaBiiennsi HOBOIO IOJIb30BAaTeNs UCIOJIb3yeTcs yruianta useradd. Ona mo3BoJisier
JI00aBUTH YYETHYIO 3allCh HOBOI'O TOJIL30BaTE . PeXKUMbI ee PAbOThl U BBIMOJHSIEMbIE
dyuKIMN 33/1a10TCsT HAOOPOM OIIINIA, IEPEIUCTCHHBIX B TAOJIATIEC:

Tabmuua 3: Oy yruanter Useradd u ux sHaueHust

Onuusa Bnadenne

-C, --comment JIiobast TekcToBasi cTpoka. Vcmomb3yercs Kak mose [Uist UMeHH U (haMIIHN M0JIb30BaTellsl, JJIHHA STOr0 HOJIs He
JIOJIZKHA TIPEBOCXOJUTH 128 CHMBOJIOB.
-b, --base-dir Bazosblil cucreMublil Ka

JIOT 110 YMOJIYaHUIO, €CJIM He yKa3aH JIPyroii karasor. Basoseiii karasor oobeuHsiercs ¢
HMMEHEeM YUETHOM 3alliCcH JIJIs OIIPeIe/ICHNs JOMAIIHEr0 KaTaloTa.

-d, --home Jlisi co3laBaeMoro Hob30oBaTelsl B KaueCTBe HAYAJILHOrO Karajora OyZeT HCIo/b30BaH 6a30Bbli Karajor. ITo
YMOJTYaHHUIO 3TO 3HAYECHUE HOJIYIAeTCs 00beIMHEHNEM HMEHH M0JIb30BaTelst ¢ GA30BBIM KATAJIOIOM ¥ HCIO/Ib3YeTCs
KaK MMg JIOMalllHero KaraJjora.

-d, --home-dir BajaTh JOMALIHMIT KATAI0r HOBOTO 10Jb30BaTe . Eeiu faHHas onuys He NCHOIb3yeTCs, TO B KAIeCTBE JOMALIHEr0
KaTajora Bolbupaercs karaior tuna /6a30BbIi_CUCTEMHbI_KaTanor /uMs_nosib3oBaTens.

-D, --defaults BriBecTn 3HAYEHHS CTAHAAPTHBIX OMIUIA.

-e, --expiredate JlaTa OKOHUAHMS CPOKa JEHCTBHs yu8THOI 3amucy nojb3osaress. 3ajgaéres B dpopmare ['TTT-MM-[O0.

--f, --inactive Yucsio jiHeii, KOTOpbIe JIOJZKHBI IPORTH II0CJE OKOHYAHHSI CPOKa JEHCTBHSI 1ApOJis, YTOObI yuéTHAsl 3aliCh
3abnokuposanach. Ecim ykasano smadenne 0, To yuérHas samuch GJIOKHpPYeTCs Cpasy IOCE OKOHYAHHS CPOKA
JeficTBUSL ApONIs, a LpU 3HAYCHHM -1 JaHHAs BO3MOXKHOCTH HE HCIONBb3yeTcs. 110 yMOIMAHMIO UCHOIB3yeTcs
3nadenue - 1.

-g, --gid Haspanue rpymibr HOBOTO TOJIE30BATENs WK €6 MICHTH(MUKAIMOHHBIN HOMED. YKa3blBaeMOe HA3BAHHUE IPYIIIbI UK
€& HOMep JIOJIZKHBI CYIIeCTBOBATD B CHCTeMe.

-G, - -groups CHmCoK JIONOHATEILHBIX TPYII, B KOTOPBIX YHCINTCS OIb30BATENb. 1lepednciienne rpyI OCyeCTBISIeTCs Yepes3
sanaTyio 6e3 npobenos. Ha ykasammnele TPyNIIbI JEHCTBYIOT T€ K€ OTPAHMYCHHS, UTO U IS TPYIIILI, YKA3AHHON B
oy -g.

-m, --create-home Cosjlaer HaYaJIBHBIN JIOMAITHKIT KaTaJor HOBOIO INOJIb30BATE/Is, €CIM OH eI He cyliecTByeT. Ecim Karajor yxke
CYIIECTBYET, J00aBIIsSIeMblil OJIb30BATE b JOJI?KEH HMETh IIPaBa Ha JIOCTYII K YKa3aHHOMY KaTaJory.

-M , --no-create- home Tlo3BosisieT He CO3aBATH JOMAIIHUIT KATAJIOT HOBOTO TI0JIb30BATEIS.

-K, --key Hcnonb3yercst /151 u3MEHEHHs 3HAUCHHIT 10 yMOIIAHMIO IS IIAPAMeTPOB, XPAHUMBIX B KOH(HTypanuonnoM daiie
/etc/login.def.

-N, - -No-user-group TlosBossier J106aBUTH HOBOIO II0JIB30BATE s B IPYIILY, YKA3AHHYIO B ONIUM -( WM 3aJaHHYIO 110 YMOJYAHHIO

B Koudurypammonnom daiiie /etc/default/useradd, ne cosmasas rpynuy, HasBanue KOTOpOil COBHajaeT
¢ WMeHeM HOBOTrO momb3osarens. Ecmm ommmu -g, -N, -U me ykasamel, TO HACTPOHKH TDYII TO yMOTHAHHIO
onpezensiores B Koudurypannonnom daitre /etc/login.defs.

-0, - »non»unique TlozBossieT co3aTh yUETHYIO 3aIUCh C YXKE UMEIOIIMMCS, He YHHKATLHBIM HJICHTH(DHKATOPOM.
-p, --password TlosBoussier 3a1aTh HOBBII APOJIL JJIsl yIETHOI 3aIUCH.
-r, --system IlosBossier cosgarp cucreMHy0 yuérHylo 3amuck. Ilo ymomuaHmMIO I JAHHOH KATErOPHH  yYETHBIX

sanmceifl JOMAIIHMIT KaTajgor He CO3/aéTes BHE 3aBHCHMOCTH OT 3HAMEHHs COOTBETCTBYIOMIEIO IIapaMeTpa
kouduryparuonunoro daitia /etc/ login .defs. Jl1st co3annst JOMAITHEro KaTajiora CUCTEMHOTO MOJIb30BATEISE
HEOOXOJMMO BMeCTe C OIIueii - M 33aTh OMIHo - M.

-S r - 'Shell HO.;IHhII‘/‘I 1yTh K uporpamMme, MCIIOJIhIB‘VeMOI‘/’I B KayecTBe HaYaJIbHOI'O KOMaH/[HOI'O HHTeplpeTaTopa Jijid 110J1b30BaTe s
cpa3y mocsie perucrpanud. JlimHA 3TOro mossA He JO/KHA HPeBOCXOAuTh 256 cumBosioB. Ecim 3azars mycroe
3HAYEHHE, TO OyIeT NCHOIBb30BATLCs 0DOIOYKA MO YMOTIAHHIO.

-u, --uid TosBossier 3ajaTh MuEHTH(DUKAIMOHHBIA HOMep (MHCICHHOE HEOTPHIATEIBHOE 3HAYCHHE HICHTH(UKATOPA)
M0JIL30BATEs. DTO 3HAYCHUE JIOJZKHO OBbITh YHUKAIBHBIM, €CJIH He 3a/1efiCTBOBAHA OMIHs - 0.

u, - -user-group TlosBosisier co3aTh TpyIIy, Ha3BaHHe KOTOPOIl COBIAJaeT ¢ HMMEeHeM IOJb30BaTelld, IPUCOCJIUHUB JIAHHOIO
MOJIL30BATEIISE K 9TO TpyIIe.

-h, --help TlokasaTb KpaTKyIo CIPABKY 006 yTUIHTE.
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IIpumep: co3ma M OIL30BATENISA C UMEHEM USEr W 3aJIaJINM JIjIsi HETO OCHOBHYIO T'DYIIITY
USers u JiBe JOMOJTHUTE IbHbIE TPyIIbl ftp u developers, K KOTOPBIM OH OyJIeT TIPUITUCAH.

i1t 9TOTO BBIIOJTHUM CJIEYIONIYIO0 KOMAHJTY':

’$ sudo useradd -g users -G ftp,developers user

N3menenue Y2Ke NMEeIIINXCHA I10JIb30BaTeJIbCKUX 3amnmncen

s m3MeHeHHs yiKe WMMEIOMNXCS IOJIb30BATEIbCKAX 3aIMCel WCIOJb3YeTCs yTHIUTA
usermod. Omna MO3BOJIIET U3MEHUTH JIAHHBIE CYIIECTBYIOMIEH YIETHOW — 3alucu
nosb30oBaresisd. Pexxumbl ee pabOTbl UM BBINOJHsEMble (QYHKIUM 33JIal0TCA  HAOOPOM
ONIIN#, IEPEYNCTIEHHBIX B TaOJIHIIE:

Tabuuua 4: Oy yruianTer Usermod u ux 3HaueHust

Ormmpst Buauenne

-a, --append Jlo6aBuTh MOJIB30BATENISE B JONOIHATEbHYI0 rpymiry. CilejyeT HCIoib30BaTh TOIBKO BMeCTe ¢ mapamerpom -G.

-c, --comment Hogoe 3Hauenne 1mojisi KOMMEHTAPHsL.

d, --home Hosprii momainnumii kaTasor yuérnoii samucu. Eciu ykasan napamerp -M, TO COIEPKMMOE TEKYIIEro JOMAIIHEro
KaTajora Oy/leT IepeMeIeHo B HOBBI JOMAIIHII KATAJIOr, KOTOPbIii Oy/IeT CO3/aH, eC/IM OH eII¢ He CyIIeCTBYET.

-e, --expiredate VeraHoBUTE JaTy OKOHYAHHS CPOKa JeiicTsust y4éTHoil 3amucu B dhopmare [TTT-MM-[O[.

-f, --inactive VeraHOBUTH TIAPOJIB TI0CTIe OKOHYaHns cpoka Jeiicreus yuérnoiil samucu 8 INACTIVE. Ecim ykasano snavenue 0,

TO y4éTHasl 3alUCh OJOKMUDYETCsi cpasy 10cjie OKOHYaHWsl CPOKa JeHCTBUs Mapolisi, a NP 3HAYeHuu - 1 jaHHas
BO3MOZKHOCTD He HCIoub3yercs. 1o ymMomdanuo ucnons3yercs 3uadenne - 1.

-g, --gid IIpunysurenbno Ha3HAYHTD IEPBHYHYIO IPYIIILY.

-G, -- groups CHUCOK JOMOIHATEIBHBIX TPYIIIL

-1, --login Hogoe 3uavenne yaéTHOl 3aImicit.

-L, --lock BabJI0KUPOBATH TIAPOJIb HOJIB30BATeNs. TO JIeJAeTCs MOMEIeHeM CUMBOJIa | B Hauaso mudpoBaHHOrO NapoJis,
1O npuBOAUT K ero Giokmposke. He caenyer ucnosnpsosars sror napamerp smecre ¢ -p um -U.

-m, --move-home IlepemecTuTs cosepzKuMoe JOMAITHEro KaTaJlora MoJIb30BaTels B HOBOe MecTO. ECii HOBbIH JOMAIIHIIT KaTAJIOT He
CYIIECTBYET, TO OH CO3adTcs aproMaTuiecku. Jlannas OIS HCIOIb3YeTesl TOILKO BMecTe ¢ ommueit -d.

-0, --non-unique. IIpn wcnonb3oBanuM ¢ mapamMeTpoM -U STOT HapaMeTp II03BOJISET YKA3blBaTh HE YHUKAJIBHBIH UHCIOBOI
M;[eH'l'M(bMKa’l'Op 110JIb30BaTe sl

-p, --password BajiaTh HOBBIA MAPOJIb [l YUETHOM 3aIINCH.

-s, --shell BazaTh HOBYIO 0G0JIOUKY /I yIETHOMN 3amucH.

-u, --uid Hosblit nenTndIKaIIOHHBIH HOMEp JIJIs yIETHON 3aIiCH.

-U, --unlock Paz6i10knpoBaTh yueTHYIO 3aIHCh.

IIpumep: n3MeHUM CPOK JIEMCTBUS yYETHON 3aIMCU TOJb30BATENA C UIAEHTU(DUKATOPOM
usero.

i1t 9TOTO BBIIOJTHUM CJIEIYIONIYIO0 KOMAHJTY':

’$ sudo usermod -e 2020-05-01 user6

rme 2020-05-01 — g;ara wucTedeHus Cpoka JieficTBUA y4YE€THON 3amucu B dopmare
Frrr-MM-a.

IIpumep: usmenuM UACHTUDUKATOD (3Haqu1/Ie VIETHOU 3am/1c:1/1) II0JIL30BaTeId C user6
Ha usery.

U1t 9TOTO BBITIOJTHUM CJIEIYIONIYIO0 KOMAHJTY:
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’$ sudo usermod -1 user7 user6

YajieHue 1moJib3oBaTeJiein

Jlns ynanenust mosb3oBaTesieil uctoab3yercs yruauta userdel. OHa mO3BOISET YIAJIUTD
CYIIECTBYIONIYIO YYEeTHYIO 3alliCh TOJIB30BATE Is. PeKUMBI €e PabOTHI W BBIMIOJTHSIEMbIE
GYHKIMHT 3a/1a10TCsi HAOOPOM OIIIIHi, TTEPEIUCTIEHHBIX B TaOIUIIE:

Ta6mmma 5: Ommwm yramter Userdel u nx snadenus

BHauenne

Onnust

-f, --force
-r, --remove
-n

-h, --help

C ar0it onmueii yuérHast 3amuch OyJeT yAaleHa, JaXKe eCi MOJIb30BATENb B 9TOT MOMEHT paboraer B cucreme. Ona
TaKXKe 3aCTaB/deT YTHIATY yIaJIAThH ,JOLI&I!IIIHI‘/’] KaTaJor HOJIb30BaTe/d M IOYTOBBIH ANUK, JazKe ecJin ;.'prl"()l‘;]
1I0JIb30BAaTE/IbL HUCIOJILB3YeT TOT ZKe ,ILO]\IR].UHPII‘/'I KaTajJor WM €eCJU IIOYTOBBII AMMUK He NPUHAJICZXKUT JIAHHOMY
IIOJIb30BATEJIIO. Baumanwue! HEPEA HMCIOJIb30BaHUEM 3TOro mnapamerpa yﬁeAMTeCL B HeOﬁXO,E[I/IMOCTP]
9TOro AeiicTBusi! TOT MapaMeTp MOXKET NPUBECTH CHCTEMY B Hepabodee cocTosiHuE!

Daiiner B JIOMalllHEM KaTaJiore I10Jib30BaTe s Gyﬂ\VT yAaJIeHbl BMeCTe ¢ CaMUM JIOMAIIHUM KaTaJO0roM U IMOYTOBBIM
smukom. Ilombzosarenbexkue datiiel, pacronokennpe B APYTuX (HaiiloBLIX CHCTEMAX, Hy’KHO HCKATh W yAATATH
BPYIHYIO.

33][39'1', CKOJIBKO MecsileB MJLSH'I'IA(bVIKa’I'OP ToJib30BaTe/Isd JIOJIZKEeH ycrapeBaTh liepe/| IIOBTOPHBIM UCIIOJIb30BAHUEM.
SQLI,{M’[TG - 1, LIT06bl yKasaTb, 4TO I/L'J,eHTM(bVlK‘dTOp 110JIb30BaTe sl HUKOIa He JIOJIZKEeH MCIOJIb30BaThCA IMOBTOPHO.
Samaﬁ're 0, LIT(J6]>I yKaszaTb, 9TO I/I,E[eHTVICb[/IKaTOp MOJIB30BATEJISl MOZKHO HEME/IJIEHHO UCII0JIb30BaTh IIOBTOPHO. Ecim
OTIUA -N ne 3aJlaia, TO H,JCI[TPI(bMK‘dTOp 6y,ElCT ycrapesaTh CTaHJIapTHOE KOJHYIECTBO MECANEB Iepe/] IIOBTOPHBIM
UCIOJIb30OBAHUEM.

TlokazaTh KpaTKyio CHPaBKY.

IIpumep: yiamuMm 1osb3oBaTe/ d ¢ HACHTU(MUKATOPOM User7.

JL7151 3TOTO BBIMOJIHUM CJIEAYIONLYI0 KOMaH/IY:

’$ sudo userdel -r user7

JlobaBjieHre rpynIbl HoJIb30BaTejein

g nobaBiieHusi TPYIIIBI TTOJIb30BATEIeH UCIOIb3yeTcd yTuauta groupadd. Pexxumbr ee
pabOThI U BBITIOJIHAEMbIE (DYHKIIMHU 33/IaI0TCS HADOPOM O, IEPEUUCIEHHBIX B TaOJIUTIE:

Tabmmrma 6: Omwn yruamter g roupadd u ux 3nauenus

Onnust Buauenue

-f BephyTh craryc ycremHsoro BbIIOJIHEHNs, €CIM TPYIIIA y7Ke CyIlecTByeT. Eciu HCnoib3yercs BMeCTe ¢ HapaMeTpoM
-0 ¥ yKasaHHBIl WIEHTH(UKATOP IPYIIbI y7Ke CYIIECTBYET, TO BHIOMPAETCs: APYTOil YHUKAJIbHBIA HAEHTU(DHKATOD
IPYIIIBL, TO €CTh IAPAMETP - UCHOPUPYETCSL.

-g YucsioBoe 3HavYeHHE WIEHTH(MUKATOPA IPYIIIbL. 3HAMEHHe JOJIKHO ObITh YHHKAJIBHBIM, €CJIM He 3aJlaH HapaMerp
-0. 3Bnavenne JIOIKHO ObITh He orpuiaresbHbiM. [To ymosdanuio Gepércs 3uadenue Gosbime 999 u Gosbine
nientudukaTopa Joboit Apyroi rpymusl. Suadenns or 0 u 10 999 00BIMHO 3ape3epBHPOBAHbBI IO CHCTEMHbIE
IPYIIIIBL.

-K 3MeHnTs 3HAMEHHS] [0 yMOJIYAHMIO JIsi IAPAMETPOB, KOTOPbIE XpaHATCs B KoHdurypamnuonuoM daitie /etc/
login.defsm

-0 Paspemmrs ji06aBiieHne rPyIIb ¢ He YHHKAIBHBIM HIEHTH(DUKATOPOM.

-r, --system Co3/1aTh CHCTEMHYIO TPYIIILY.

-h, --help TlokazaTb KPaTKyIO CHPABKY.

ITpumep: co3maum rpymiy group2 ¢ YUCJIOBBIM 3HaYeHUEM ujieHTudukaropa 8285.

U1t 3TOTO BBIIOJTHUM CJIEJTYIONIYIO0 KOMAHJTY':
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’$ sudo groupadd group2 -g 8285

N3MeHeHMe CyIeCcTBYIOMNIE I'PyIIbl MOJIb30BaTeJein
i1t m3MeHeHus CyIIeCcTBYIONIENH TPYIIIBI TOJIb30BaTE e UCIIOIb3yeTCsd yTUINTa groupmod.

Pexxumbr ee pabOThI U BBIIOTHIEMbIE (DYHKIINH 331a0TCsT HAOOPOM OIIIUA, TePEeINCICHHBIX
B TabJsmIe:

Tabauna 7: Ouuun yrusmTsl g roupmod u ux sHaueHust

Omnust 3nauenne

-g, - -gid M3mennTb neHTHdOUKATOD TPYIIIbL.

-n, --new-name UsmenuTs ums TPYIIIBL.

-0, --non- unique Ilo3BosgIeT NCMOIB30BATD He YHUKAJILHLIN HACHTH(MUKATOD IPYIIIbL.
-p, --passwo rd VI3MmeHuTH TAPOJIL.

-h, --help TTokazaTh KpaTKyIO CHPABKY.

IIpumep: usmenum ueHTUMOUKATOP IPYIIILI TOJIb30BaTe el users Ha ftp.

,HJ'IH 9TOI'0 BBIIIOJIHUM CJICAYIOIIYIO KOMaHJLYy:

’$ sudo groupmod -g ftp users

VYaajieHne CcyUieCTBYIOIEel IPYIIbI IIoJIb30BaTesieil

g ynajaeHusi CyIIeCcTBYIOIIEH IPYHIIbI TIOJIb30BaTe/ el UCIIOIb3yeTcd yTumTa groupdel.
yTI/IJH/ITa IIO3BOJIAET YIAAJIUTH OIIpeJCJICHUE I'PYIIIIbI U3 CUCTEMBI IIYTEeM yIaJICHUA 3alliCU O
COOTBETCTBYIOIIEH rpytre u3 daitia /etc/group. OmHako oHa He yIaasdeT HIeHTUPUKATOD
rpynnbl u3 daiiaa napoJseit. YiaaeHHbI uIeHTUUKATOp AeHCTBYeT Jid BceX (ailjioB u
KaTaJIOT'OB, KOTOPbIE €r0 UMeJIN.

IIpumep: yjaauMm rpymiy ¢ iMeHeM group3.

JL7151 3TOTO BBIMOJHAM CJIEAYIONTYI0 KOMaHTY:

’$ sudo groupdel group3

COB,D;&HI/Ie n U3MEeHeHHE IIapoJid IToJIb30BaTeJisd

st co3maHuss W M3MEHEeHUsl MApoJs NOJb30oBaTesst (B TOM 4YHCIEe JJId OJOKMPOBKHU
YU6THO 3aIUCH [OJBb30BATEIs) UCIOJIb3yeTcs yTuauTa passwd. OOBbIUHBINA T0JIb30BATEIb
MOXKET U3MEHUTH 11apOoJib TOJIBKO CBOEU YUYETHOI 3alCH, CylepIoib30BaTe b root MoxeT
U3MEHUTDH MaPOJIb JIIOO0H yIETHON 3aITUCH.

[Ipu w3menenum mnapoJig TpoBepseTcsd uHOPMaIudg 00 yCTapeBaHUU TAPOJIsd, YTOOI
yOeIUTHCS, 9TO MOJIb30BATENI0 PA3PENIeHO U3MEHSIThH AapOJib B HACTOSIINNA MOMeHT. Ecim
BBISICHUTCSI, YTO HE PA3PEIIeHO0, TO YTUJINTA He TPOU3BOIUT U3MEHEHUE ITapOoJid U 3aBEPIIaeT
pabory.



114

[Ipu msmeHeHum mapoJisd IOJH30BATEb JIOJIKEH OyJIeT CHadaJia BBECTU CTAapbIi MMapoJib,
ecsiu OH ObLI. BBelieHHOE TOJIb30BaTE/IeM 3HAYEHHE CTApOro IapoJisd 3aIlndpPOBbIBAETCS
¥ CPABHUBAETCS CO 3HAUEHWEM 3aIM(MPPOBAHHOIO TEKYIIETO MAPOJIA. 3aTEM MOJIH30BATETIO
He0OX0uMO OyIeT JIBasK bl BBECTU HOBBIN 1TapOoJib. 3HAYEHNE BTOPOTO BBOJIA CPABHUBAETCS
C TEpPBBIM, W OHU JIOJIKHBI COBIAcTb. llocyie 3TOro mapojib TecTUpyeTcsd Ha CJIOXKHOCTh
1moj1ioopa, T.e. €ro 3HavYeHue He JIOJPKHO ObITh JIETKO yTraIbIBACMbBIM.

Pexxumbr paboThbl yTWJIMTBHI W BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHiA,
[IEPEYNCIEHHBIX B TaOIUIIE:

Tabmuma 8: Omn yruanTel Passwd u ux 3Hauenus

Onupst Bnavenne

-a, --all Ty ONIMIO MOXKHO HCIONB30BATH TOJIBKO BMECTE C -S JIsl BHIBOJA CTATYCA BCEX HOJIB30BATEIICH.

-d, --delete Vaamurs mapons nosmb3oBaTens (COEIaTb €ro IMyCThIM). DTO GBICTpBIi CHocob 3a0I0KHpOBATL MAPOIb yUETHOL
3aINCH.

-e, --expire Hewmeienno czenaTh mapojib yCTapeBIMM. DTO 3aCTaBUT M0JIb30BATEIsI H3MEHNTH IIAPOJIh IIPH CJIEYIONEM BXOJIE
B CWC’I'eMy.

-i - -inactive Dra ommus HMCHIOJIb3yeTCsd  JIJIst 6,'10K14poBKM y‘IéTHOﬁ 3alUCcl 10 TIPOHIECTBUM 3aJaHHOTO HYHCIa JHei mocie

ycrapesanus mapoJisi. To ecThb eciim maposib yctapel i HPOILIo O0JIbIe JIHel, deM yKa3aHo, TO HOIb30BaTe b 6oIbIe
HE CMOXKET MCIOJIL30BATL CBOIO YUETHYIO 3aIUCh.

-1, --lock 3abI0KHpOBaTh YKA3AHHYIO yIETHYIO 3aIUCh. DTa O OIOKUPYeT yuETHYIO 3aIMCh IyTeM M3MEHEHHsl 3HATCHHS
11apoJisi Ha TaKoe, KOTOPOe He MOKeT ObITh paHee yKa3aHHBIM 3alln(bPOBAHHBIM IIAPOJIEM.

-m, - —mindays BajaTh MEHIMAJIBHOE KOJMYECTBO JHeil Mexty cMeHoil napossi. HyneBoe 3HadeHne 9Toro moss yKasblBACT Ha TO,
9TO TOJIE30BATEIb MOMKET MEHATDH CBOM ITapO/Ib TOL/A, KOLJa 3aX04eT.

-S, --status TTokazarh cocrosiaue yuérHoii 3amicu. udopMaIms 0 COCTOSHEE COAEPXKUT ceMb mojeii. IlepBoe mone comep:kuT
uMsi yaérHOi 3ammcu. Bropoe mosie ykaseiBaer, 3a0J0KHpOBaHA JIM yY€THAs 3alMCh, OHA Ge3 Iapois WiH y Heé
ecTb pabounii maposib. Tperbe moje XpaHUT JaTy TOCIEIHEro M3MEHEeHUs MapoJis. B cleIyIonmx 4eThIpEx moJIax
XPaHATCA MHHHUMAJBHEIN CPOK, MAKCHMAJbHBIH CPOK, IIEPHOJ BBIIAYN IIPEILyHPeXKICHI W HePHOJ HeaKTHBHOCTH
naposist. Bee 9TH CpOKM H3MEpHIOTCs B JIHSAX.

-u, --unlock Paz6oknpoBarh yKazaHHYIO yUETHYIO 3alliCh. DTOT IapaMeTp aKTHBHPYET y9YETHYIO 3alliCh IIyTeM H3MCHCHHS
napoJisl Ha IIpeyKHee 3HaueHue, KOTopoe GbLIO lepe/l HCIOIb30BaHueM napamerpa - L.

-W, --wa rndays VeTaHOBUTD YMCIIO JIHEH BbIIAYN TPEJYNIPEXRKIEHNs, TIepejl TeM KaK llOTpe6yeTC§l CMeHa I1apoJis.

-X, --maxdays VeranoBuTh MaKCUMATILHOE KOJIHHMECTBO JHeil, B Tedenne KOTOPBIX HapoJIb OCTaETCa PabotunM, MOCyIe 9ero ero Hajao

6yleT H3MEHUTD.
-h, --help TTokazaTh KpaTKyIO CHPABKY.

IIpumep: 3ajaauM napoJib osb3oBaTe o userd. Pabora koman bl passwd:

$ sudo passwd user4

3MeHsieTCcs napofib nonb3oBaTens users.

HoBbIi naponb

HOBTOpMTe BBOO HOBOIro napossa

passwd: BCe faHHble ayTeHTUPMKaLUM yCrnewHo OBHOBEHbI.

IIpumep: mocMoTpuM cocTosinne y4€THOM 3anucu userd. Pabora komanabl passwd:

$ sudo passwd -S user4d
user4 PS 2023-07-04 0 99999 7 -1 (Naponb 3apaH, wupp SHA512.)

Ime:
e userd4d — mMd IIOJIL30BaATEJId.

e PS — craryc napoJis.

e 2023-07-04 — orobOpazkaeT BpeMs IMOCJIeIHEr0 H3MEHEHUsT TTapOJIs.
e 0 m 99999 — MMHMMAJBHBIA 1 MAKCAMAJBbHBIA CPOK JA€HCTBUA TApPOJIA.
e 7 — CPOK BBIBOJA IIPENYIIPEXKICHUS.




e -1 — CpOK JcaKTHUBAIUU 1APOJI.

N3MmeHeHnne cpoka JedcTBUsI YYETHOUW 3alMcu U I1apoJis
MOJIb30BAaTEJIS

YTunura chage TO3BOJIIET YCTAHOBUTDL JIATY 3aBEPIIEHUS CPOKa JEUCTBUSA YUETHOMN
3aliCA TOJIb30BATEJId, MUHAMAJBHBIA W MAKCUMAJIBLHBI CPOK JIEHCTBUA NAapOJd, HATy
3aBCPIICHAA CPOKa OEUCTBUA IIapoJisd, a TaKXKe KOJUYECTBO JHEH, B Te4eHHEe KOTOPBIX
[IOJIb30BATEIO OY/IyT BBIBOIUTLCH IPEIYIPEKICHUS O MPUOJINKEHUN 3aBEPIIEHUsT CPOKA
JeficTBud 1apoJs.

Komanmoit chage MoxKeT TOJIb30BATHCA TOJBKO CYIMEPIOJIH30BATEb, 33 UCKJ/IIOYEHUEM
WCTIOJTb30BAHUS €€ ¢ TapaMeTpoM -1, KOTOPBIil TO3BOJIAET HETPUBUJIETTPOBAHHBIM
TMOJIB30BATEJISIM OTPEJIEIUTh BPeMsl, KOTJla WCTeKaeT WX JIMYHBINH HapoJib WIN yUeTHAs
3aIUCh.

Pexxumbr paboThbl yTWJIMTBI W BBINOJHAEMble (DYHKIIMU 33JaI0TCd  HAOOPOM  OIIIIUiA,
IIEPEYNCICHHBIX B TaOJIAIIE:

Tabmuua 9: Omunn yruiuter chage u ux snauenus

Onmusa Suavenne

-m Mensier 3nauenue mindays Ha MHHUMAaJIbHOE YMCJIO JIHell MeKJy CMeHOH IapoJis. 3nauenne 0 B 3TOM TOJE
0603HAYAET, YTO MOJIb30BATENb MOKET U3MEHSITh CBOii IIAPOJIb KO/ yIOIHO.

-M Mensier snadenne Maxdays na MakCHMAJILHOE THCIO AHeil, B TeYeHHE KOTOPBIX Hapous Gyner aeiicrsurenen. Koraa
cymMma maxdays u lastday MEHBIIIe, YeM TEeKYIMINil JeHb, y MOJIb30BATEIA OyJET 3aIpPOIICH HOBBII Hapoib J0
Hadasa paboThl B CHCTEME.

-d Mensier snauenue lastday ma jens, Korja naposb GbUI U3MEHEH MOCIeHuil pas (umcaro nmeit ¢ 1 ssaps 1970).
JlaTa Takxke Moxer GbiTh yKasana B dhopmare [TTT-MM-0[.

=[3 Hcnonpsyercs: Jyist 3ajlalnst JaThl, ¢ KOTOPOil ydeTHas 3allUCh HOJIb30BATENIs CTaHeT HegocTynHoi. Jlara Taxxke
Mozxker 6bITh ykazana B ¢opmare [TTT-MM-[00.

-1 Hcnonp3yercst jiist 3ajiaHnsi KOJIMYIECTBA JIHEH «HEAKTHBHOCTHY», TO €CTh JiHeil, KOIja I0oJIb30BaTesb BOOOIIEe He
BXOJIHJL B CUCTEMY, IIOCJIE KOTOPBIX €r0 ydIeTHas 3aIuch Oy1eT 3a0/0KnpoBata. 3Hadenne 0 OTKII0UaeT STOT PeXKIM.

-W Hcnonb3yercs jyist 3aaHus 9UCIa, JIHeil, KOT/a II0JIb30BaTeII0 HAYHeT BBIBOIMTBCH HPELyIPeZKIeHre 00 HCTedeHnn
CPOKa JICHiCTBHA €TI0 MapoJis U HEOOXOMUMOCTH €TI0 H3MEHECHHS.

-1 IIpocMoTpers Tekymiyio HHGOPMAIHIO O JaTe HCTEUICHHs CPOKa ACCTBUS apOJIs JIs HOIb30BATEIs.

IIpumep: npocMOTpUM TEKYIILYIO0 HHPOPMAIUIO O JaTe NCTEUEHUsT CPOKA JIEHCTBUS MapOJIsd
JJ1s TToJib3oBaTesist userd. Pabora komanab1 chage:

$ sudo chage -1 user4

MocnepHuin pa3 naposb Ob1 M3MeHEH: Map 12, 2023

CpoK [OencTBMA Napons MCTeKaeT: HUKorpa

Maponb 6ypeT peakTWBMpPOBaAH Yepe3: HUKOrpa

CpoK pOencTBuMA YYETHOM 3amUCUM UCTEKaeT: HUKOrpa

MWHMManbHOE KONMMYeCTBO OHEeW Mexpay CMeHon napons: 0O
MakcuManbHoe KONMYecTBO [OHEW Mexay CcMeHow napons: 99999
KonuuecTtBo pgHen C npepynpexpeHneM nepep fgeakTuBauuen napons: 7

YupaBijieHue MOJUTUKAMU TTapoJieit

B manHOM pasjesie onucana mpoleLypa yIIpaBIeHus MOJUTUKAME [TapoJieil Ha JJOKAJIbHOM
cucreme, He mnoakIOUIEHHON K LDAP-karanory mosbzosareneii (FreelPA, Microsoft
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Active Directory u t1.1.). B cayuae wucnonwszosanust LDAP-karasora obparurech K
COOTBETCTBYIOIIEMY PYKOBOJICTBY 110 8 IMUHUCTPUPOBAHUIO.

Jlnsa ynpasmenns nonutukamu mnaposeit B OC MCBCdepa wucnosb3yercss cucreMHast
yruiauTa authselect, koropass omepupyer UpodMIAMU ayTeHTUUKAIUU. B mepByio
odepeb HeoOXOIMMO YOeIUThCs, 9TO BhIOpaH npoduiib ayreHTuduxanuun. Bor Mmoxkere 310
cJeJiaTh ¢ IOMOIIBIO KOMaHIbI authselect current:

# BbLIBOO [N CUCTeM, MOAK/OYEHHbBIX K KaTanory nonb3oBaTtenei FreeIPA
$ sudo authselect current

Profile ID: sssd

Enabled features:

- with-mkhomedir

- with-sudo

# BbLIBOO 0N CUCTEM, UCMONb3ylwux npopunb "minimal"
$ sudo authselect current

Profile ID: minimal

Enabled features: None

# BbIBOL 0N CUCTEM, He ucnofb3ywuwux npopunb authselect
$ sudo authselect current
KoHpurypaums He obHapyxeHa. / No existing configuration detected.

Ecnu cucrema ne HACTpOEHA HA MCIOJIHL30BAHIE TPOMUII ay TEHTUMUKAIINN, TO HEOOXOIUMO
BBIOPATH €10, YTOOBI MOy IUTh BO3MOXKHOCTh HACTPAUBATH MOJTUTUKU TAPOJIEH.

[IpocMmoTpeTsh crmcok JOCTyHBIX ITpodueil authselect BbI MOXKeTe CJIeIyIONUM 00pa30M:

$ sudo authselect list

- minimal Local users only for minimal installations

- sssd Enable SSSD for system authentication (also for local users only)

- winbind Enable winbind for system authentication

- custom/minimal gost Local users only for minimal installations and gost support

- custom/sssd gost Enable SSSD with GOST support for system authentication (also for local,

—users only)

Bribpars npoduib Bl MOXKeTe ¢ TOMOIIBLI0 KoMaH bl authselect select. s mokaabHOI
CUCTEMBI PEKOMEH/IyeTCsl UCII0JIb30BaTh Mpoduib minimal:

$ sudo authselect select minimal --force

[error] File [/etc/authselect/system-auth] is still present

[error] File [/etc/authselect/password-auth] is still present

[error] File [/etc/authselect/fingerprint-auth] is still present

[error] File [/etc/authselect/smartcard-auth] is still present

[error] File [/etc/authselect/postlogin] is still present

[error] File [/etc/authselect/nsswitch.conf] is still present

[error] File [/etc/authselect/dconf-db] is still present

[error] File [/etc/authselect/dconf-locks] is still present

[error] Link [/etc/pam.d/system-auth] points to [/etc/authselect/system-auth]

[error] Symbolic link [/etc/pam.d/system-auth] to [/etc/authselect/system-auth] still exists!
[error] Link [/etc/pam.d/password-auth] points to [/etc/authselect/password-auth]

[error] Symbolic link [/etc/pam.d/password-auth] to [/etc/authselect/password-auth] still exists!
[error] Link [/etc/pam.d/fingerprint-auth] points to [/etc/authselect/fingerprint-auth]
[error] Symbolic link [/etc/pam.d/fingerprint-auth] to [/etc/authselect/fingerprint-auth] still,
—exists!

[error] Link [/etc/pam.d/smartcard-auth] points to [/etc/authselect/smartcard-auth]

[error] Symbolic link [/etc/pam.d/smartcard-auth] to [/etc/authselect/smartcard-auth] still,
—exists!

[error] Link [/etc/pam.d/postlogin] points to [/etc/authselect/postlogin]

[error] Symbolic link [/etc/pam.d/postlogin] to [/etc/authselect/postlogin] still exists!
[error] Link [/etc/nsswitch.conf] points to [/etc/authselect/nsswitch.conf]

(IpOTIOITKEHNE HA CIIEIYTOMIEN CTPAHMUIE)
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(IpOIOJIZKEHUE € IPEBIIYIIEH CTPAHUIID )

[error] Symbolic link [/etc/nsswitch.conf] to [/etc/authselect/nsswitch.conf] still exists!
[error] Link [/etc/dconf/db/distro.d/20-authselect] points to [/etc/authselect/dconf-db]
[error] Symbolic link [/etc/dconf/db/distro.d/20-authselect] to [/etc/authselect/dconf-db] still,
—exists!

[error] Link [/etc/dconf/db/distro.d/locks/20-authselect] points to [/etc/authselect/dconf-locks]
[error] Symbolic link [/etc/dconf/db/distro.d/locks/20-authselect] to [/etc/authselect/dconf-
—locks] still exists!

Backup stored at /var/lib/authselect/backups/2024-10-08-16-28-25.N8QZyv

Profile "minimal" was selected.

The following nsswitch maps are overwritten by the profile:

- aliases

- automount

- ethers

- group

- hosts

- initgroups

- netgroup

- networks

- passwd

- protocols

- publickey

- rpc

- services

- shadow

[IpoBepuTh KOPPEKTHOCTH TPUMEHEHUS TPOMUIIS BbI MOXKETE CJIEIYIOIUM 00PAa30M:

$ sudo authselect current
Profile ID: minimal
Enabled features: None

$ sudo authselect check
Current configuration is valid.

YupaBiieHue TpebOBAaHUSIMU K Ka4vecTBY IapoJieit

[To ymomaanuto OC MCBCdepa mnpembspisier ciemayionme TpeOOBaHUS K KAIECTBY
napoJie MOJAb30BATEIA:

® 11apoJIb JOJIZKEH UMETh JIJIMHY KaK MUHUMYM 8 CUMBOJIOB;
® 11apOJIb JOJI2KEH OTCYTCTBOBATH B CJIOBApPE U3BECTHBIX I1apoJieil mporpaMMsbl cracklib.

3a poBepKy KadecTBa maposieit oreedaer PAM-mosysib pam _pwquality, KOTOPBIi BKITIOUEH
10 YMOJTIQHUIO JIJIA BCEX MPOdueil ayTeHTUu(OUKAIIAN.

Monyns HacTpamBaeTcs depe3 KOHMUTIYpPAIMOHHBIN daiis /etc/security/pwquality.
conf, KOTODBII TO yMOJTYAHWIO WMEET CJIEIYIONWi BuUJ (/Jisi TEPEMEHHBIX yKa3aHbI
3HaYEeHUsd 110 YMOJIYAHUIO, OIMCAHUE IlapaMeTpPOB IIEPEBEJEHO HA PYCCKUH S3bIK U
JT06ABJIEHBl KOMMEHTAPHH ):

KofiMyecTBo CWMBOMIOB B HOBOM Maposie, KOTOPbIE HE AOJIXHb MPUCYTCTBOBATb B CTapoM
naposie. 3HauyeHue O MOSIHOCTLIO OTK/YAET MPOBEPKY Ha MepeceyeHue CUMBONOB, 3a
UCKJTIOYEHNEM MOMBITKM UCMOSIb30BAHUS MOEHTUYHOIO Mapons.

difok = 1

MUHMMANbHO [OMYyCTUMMOE KOJM4YeCTBO CMMBOJIOB B HOBOM Maposie (MiC OfMH, ecsiu
“cnonb30BaHMe KPeAuMTOB He OTKJYEeHO, 4YTO SIBAISETCS MOBEAEHWEM MO YMOJSIHAHUIO) .
Naponb He MoxeT 6bITb KOpo4Ye 6 CUMBOJIOB.

HHHE O HEHHHR

(upomoJKeHue Ha Cle/lyIolIeil CTpaHUIIE)
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(HpOﬂOﬂ)KeHHe(:Hpegbugqueﬁ CTpaHHHBQ
minlen = 8

MakcuManbHOe KONMM4YeCcTBO KPEeOWTOB, HauyucrisieMoe 3a Hanvuve uuMpp B HOBOM Mapose.
Ecnu 3HayeHue MeHblwe O, TO 3TO MUHUMalIbHOE KOJIMYECTBO UWP B HOBOM Mapose.
dcredit = 0

MakcuManbHoe KONMMYeCcTBO KPeouTOB, HayucisieMoe 3a Hanuuue nponucHoix OykB B
HOBOM napone. Ecnu 3HayeHue MeHbwe O, TO 3TO MUHUMASIbHOE KOSMYECTBO MPOMMUCHBIX
6ykB B HOBOM napone.

ucredit = 0

MakcuMManbHoe KONMM4ecTBO KPeLWTOB, HauYUCNseMOEe 3a Haluyume CTPOYHbIX OYKB B
HoBOM naposie. Ecnu 3HayeHue MeHbwe O, TO 3TO MUHMMaNbHOE KOMIMYECTBO CTPOYHBIX
6ykB B HOBOM napone.

lcredit = 0

MakcuManbHOe KONMMYeCcTBO KPEOWTOB, HA4vyuCrisieMoe 3a HanuyuMe Opyrux CUMBOJIOB B
HOBOM napone. Ecnn 3HayeHue MeHbWe Hyns, TO 3TO MUHWMANIbHOE KOMMYECTBO APYrUx
CUMBONIOB B HOBOM MapoJie.

ocredit = 0

MuUHWManbHoe KonuyecTBO TpebyeMbiX K1acCoOB CMMBOJIOB B HOBOM Maposie
(umdpbl, ByKBbl B HUXHEM peructpe, OykBbl B BEpXHEM perucrtpe, Apyrve CUMBONbI) .
minclass = 0

MakcuManbHoe KoMu4ecTBO pa3pewéHHbIX MOBTOPAWUXCA CUMBOJSIOB B HOBOM Maporne.
[lpoBepka oTk/YaeTca, ecau 3HayeHue pasBHO 0.
maxrepeat = 0

MakcuManbHoe KONMMyecTBO MOBTOPSAWWMXCA CUMBOMIOB M3 OQHOr0O Kjacca, pa3pewéHHoe
B HOBOM naposnie. [lpoBepka OTK/IWYAETCHA, €C/iu 3HayeHue paBHO 0.
maxclassrepeat = 0

MpoBepaTb, ecTb nu cnosa u3 nonga GECOS nonb3oBaTensa B HOBOM napone. [lpoBepka
OTK/YaeTCa, €CnNuM 3HayeHue paBHo 0.
gecoscheck = 0

MpoBepaTb Hanuuue napons B cnosape cracklib, ecnu 3HavyeHume He paBHO 0.
dictcheck =1

llpoBepaTb HanMynMe WMeHM nosib30BaTens B HOBOM naposie. [lpoBepka OTKJlo4YaeTcs,
€Cnn 3HayeHue pasBHO 0.
usercheck =1

[nvHa NOACTPOK W3 MMEHW nosib30BaTensi, KOTOPYKW HYXHO NPOBEPUTb Ha Hanuyue

B HOBOM Maposie. JTa NpoBepKa BbLINOMHAETCA, ecnu 3HayveHue Gonbwe O M 3HayeHue
usercheck pasHo 1.

usersubstr = 0

BKMOYMTb MPUHYOUTENbHYI0 MPOBEPKY HOBOrO MNaposis Nofib30BaTesns, HOBbIM Naposb,
He CoOTBeTCTBYyWWUNA TpeboBaHUsM, OyneT OTKMOHEH, ecnM 3HavyeHue He paBHo 0.
enforcing = 1

MyTe K cnosapaM cracklib. Ecnu He 3apaH, 6ypeT MCnonb30BaH CTaHAAPTHbIN
cnosapb cracklib.
dictpath =

CKoNIbKO pa3 3anpawvBaTb HOBbIM Maposib MNOSb30BaTens MNpPexae YeM BbiBOAMTb OWUOKY.
3HayeHMe no ymonyaHuw - 1.
retry = 3

ﬂpl/lMeHﬂTb TpeﬁOBaHMﬂ K Ka4yecCTBYy naponda nonb3oBaTens root, ecnun onuus
pacKOMMEHTUPOBaAHa .
enforce for root

MpuMeHaTb TpeboBaHWs K KayecTBY Maposis TONbKO [Af JIOKaNbHbIX MoSib30BaTene,
npucyTceywumx B danne /etc/passwd, ecnu 3Ta onuMs pacKOMMEHTHUPOBAHa.
local users only
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Kpenurer B mapamerpax dcredit, ucredit, lcredit m ocredit ompenendgior CKOJBKO
0aJLJIOB MOXKET ObITh HAYNC/IEHO 33 OIPEJIETEHHBIN TUII CUMBOJIOB, HCIIOJIB3YEMbIil B HOBOM
mapoJie. Eciu 3Hagenne napamerpa 0oJibIie 0, TO 3a KaXKIbIil TAKOW CUMBOJI K OOIIEH [ATnHe
apoJisd J100aBJIsgeTCs ONPeIeIEHHOEe KOJNIECTBO KPEIUTOB.

[Ipumep: ecau Bce deThipe MapaMeTpa UMEIOT 3Ha4YeHHe 1 W MUHHUMAJBbHO JOITYCTUMAs
JJIMHA I1apoJisi COCTaBJseT 7 CHMBOJIOB, TO TIpPH WCIOJb30BAaHUU BceX 4 THUIIOB
CUMBOJIOB TOTpe0yeTcss BBECTH MApPOJIb BCErO JIUIIb U3 7 CUMBOJIOB. 3a KaXKIbIi
HEWCIIOJIb30BAHHBIA THII CHMBOJIa K TpebyeMoil JJIMHE TapoJid JlobaBisgeTcd mTpad,
yKa3aHHBIA B COOTBETCTBYIOIEM IIapaMeTrpe. Tak, ecjii He WCIOJb30BATh IU@PPHI U
CTPOYHBbIE OYKBBI, TO MUHUMAJIbHAS JJINHA MAPOJIsi y2Ke COCTABUT 9 CUMBOJIOB.

Ncnonb3oBanne MexaHm3Ma KPEJIUTOB MO3BOJISIET OCIaOUTH TpeOOBaHUSA K JIJIMHE ITAPOJIsd
3a CYET WCIIOJIb30BaHNS CUMBOJIOB U3 Pa3HBIX I'PYIIII.

[Tocie BHeceHusi NpaBOK B KOHMUIYpaIMOHHBIN daitn /etc/security/pwquality.
conf mepesamyck Kakux-JnOO cepBHCOB He Tpebyercs — PAM npumeHUT u3MeHEHUSs
ABTOMaTNU4YE€CKU U HOBBIE HaCTpOﬁKH 6y,Z[yT HCIIOJIb30OBaHbl IIpU CJICAYIOIIEM HU3MEHCHUN
IapoJId.

HomnoHuTe/IbHYI0 HHAOPMAIIAIO 10 MCIOJb30BAHUIO MOJIYJ/Isd pam _pwquality BbI MoxkeTe
HANTHU B COOTBETCTBYIONINX PYKOBOJICTBAX:

e man pam_ pwquality;

e man pwquality.conf.

OFpaHI/I‘{eHI/Ie Ha ITIOBTOPHO€ MCIIOJIB30BaHHUE H&pOJIeﬁ

B koudwurypanum mno yMOSYaHWIO OIEPAIIMOHHAA CHCTEMa He II03BOJISIET TOBTOPHO
MCITOJIb30BATH TOJILKO TEKYIIUI MaPOJIb TOJB30BATEIsSI. JTO MOBEIEeHNE MOKHO U3MEHUTH C
omorbio PAM-Mosysist pam_pwhistory, KOTOpbIil TIO3BOJISIET XPAHUTH MCTOPUIO TTAPOJIEi
JJ1d KazKJ0TO MOJIb30BaTed.

s BKJIIOUeHUsT MOy It pam_pwhistory BBIIOJHHUTE CJIEIYIONLYI0 KOMaHLY:

’$ sudo authselect enable-feature with-pwhistory

ITocne »Toro cmoiictBO with-pwhistory 10/2KHO TOABUTBHCS B CBOWCTBAX TEKYIIETO
npoduasd ayTeHTUDUKAIIAN:

$ sudo authselect current
Profile ID: minimal
Enabled features:

- with-faillock

- with-pwhistory

Momynb HacTpamBaercss depe3 KOHMUIypalMoHHbBINH daiin /etc/security/pwhistory.
conf, KOTODBIl TO yMOTYAHWIO WMEET CJIEIYIONWii BuUJ (/JIsI TEPEMEHHBIX yKa3aHbI
3HAYEHWs] 110 yMOJIYAHMIO, OIMCAHWE IAapaMeTPOB IEPEBEeJIEeHO Ha PYCCKUN S3BIK U
JT06ABJIEHBl KOMMEHTAPHH ):
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# PaCcKOMMEHTMpOBaHWe 3TOW OMNuUWMM BKJIIOYAET BLIBOL OT/IafO4YHOW MHGOPMaLUK.
# debug

# Tak Xe coxpaHATb nNpeppipywue naponu nonb3osatens root, ecnu ata onuus
# pacKOMMeHTUpOBaHa.

# enforce for root

# KonmyecTBO cCOXpaHAeMbiXx Maponei Ans Kaxgoro nonb3oBaTens.

# remember = 10

# CKONbKO pa3 3anpawuBaTb HOBLIM Maposib MOSb30BaTEsNS MPEXAE YEeM BbIBOOUTH OWMOKY.
# retry = 1

# KaTtanor, B KOTOPOM OyayT XpaHUTbCS Npeppiiywue naponu nonb3oBaTenew.
# file = /etc/security/opasswd

Ucxonst n3 onucanusi BbIIE, TIOCJIE BKJIIOYEHUS MOJYJIs pam _pwhistory, cucrema Oymner
xpaHuTh mnocjeanue 10 mapoJieit [y KarkKI0ro MOJb30BaTesd U BbIIABATh OIIMOKY IIPU
MOTIBITKE MCIOJIb30BaTh COXPAHEHHBIN MapOJIib B KaUeCcTBE HOBOTO IIPU CMEHE TTapOJIs.

[Ipumep ommbKmM:

# Ha aHrNMMUCKOM f3blke

$ passwd

Changing password for user test.

Current password:

New password:

Retype new password:

Password has been already used. Choose another.

passwd: Have exhausted maximum number of retries for service

# Ha pPYCCKOM fi3blKe

$ passwd

I3MeHeHue napons nonb3oBaTtens test.

Tekywuin naponb:

HoBbiM naponb:

MNoBTOpMTE BBOO HOBOrO Mapons:

3TOT nmaponb yxe 6bin Mcnonb3oBaH. Bbibepute ppyrow.

HonosianTebHy 10 nHAOPMAIMIO TI0 UCIIOJb30BAHUIO MOJIyJIs pam pwhistory Bbl MoxkeTe
HAlTHU B COOTBETCTBYIONIUX PYKOBOJICTBAX:

e man pam pwhistory;

e man pwhistory.conf.

()]?I)EiIIII‘IGBIIIIGE KOJInYIEeCTBA HeYyCIIEIITHbIX IIOIIBITOK
EQYTF(BIiTFII(i)III(EiIIIIIl

B xondwurypanum mo yMOTIAHUIO OIEPAIMOHHAs CHUCTEMa He OTPAHUYMBAET KOJMYECTBO
HEYCIIEITHbIX TOMBITOK AayTeHTUMUKAIMN IoIb30BaTes . OgHAaKO, peau3alys TaKOro
orpaHuYeHusI BO3MOXKHa, ¢ tomorbio PAM-momys pam faillock.

s BraroueHus: MoayJig pam_faillock BBIIOJIHUTE CJIEIYIONLYI0 KOMAHIY:

’$ sudo authselect enable-feature with-faillock

[Tocste aToro cBoiicTBo with-faillock mO/IKHO TOSIBUTHCS B CBOMICTBAX TEKYIIEro MPOMUIst
ayTeHTU(DUKAIINN:
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$ sudo authselect current
Profile ID: minimal
Enabled features:

- with-faillock

Moynb HacTpamBaeTcs depe3 KOHpUrypaluonubiii daiin /etc/security/faillock. conf,
KOTOPBIA 110 yMOJYaAHUIO UMEET CJICAYIONUI BU QHHIpreMeHHMX,yKasaHbI3HaquHH
[0 YMOJTYAHUIO, OINKUCAHWE IIapaMEeTPOB IIePEBEICHO Ha PYCCKHUN $3bIK W JI00ABJIEHBI

KOMMEHTAPUN ):

Katanor, B KOTOpPOM XpaHATCca dannbl Cc 3anucamMu o6 owunbkax ayTeHTudukauumn
nonb3oBaTenen.

BHMMaHWe: B cny4vae W3MeHEeHWUs 3TOro nyTu notpebyeTcs LOMNONHUTENLHO
nepeHactpouTb npasuna SELinux.

dir = /var/run/faillock

PackoMMEHTUpPOBaHME 3TOW ONUWM BKIKYAET JIOrMpOBaHWE WMEH HecylecCTBYWUX
nonb3oBaTesied B CUCTEMHbIA XypHan.
audit

PackoMMeHTMpOBaHWE 3TOW ONUMU OTKIIYAET BbIBOA MHOOPMALMOHHBLIX COOOUWEHUA Ha
KOHCOJb .
silent

PackoMmeHTMpOBaHMe 3TOW OMUMKU OTKIKYAET BbIBOA WMHOOPMALMOHHBIX COOBWEHWI B
CUCTEMHBIA XypHar.
no log info

PacKkoMMEHTMpOBaHME 3TOW OMUMU BKIYAET OTC/IEXMBaHWE HeyAayHblX MOMbITOK
ayTeHTUPUKaLMKU TONbKO [N NOKanbHbIX NOMb30BaTeNeil, yKa3aHHbIX B ¢aiine
/etc/passwd. B TakoMm cnydyae nonb3oBatenu u3 LDAP-kaTtanora 6ypyt

urHopuposatbca PAM-mopynem "faillock". Bknw4yeHuMe paHHOro napaMeTpa no3sonfet
usbexaTb cUTyauun C OBOMHON GIOKMPOBKOW, KOrga nonb3oBaTesb OyneT 3abnokupoBaH
W NOKanbHO, W Ha YPOBHe KaTasora nofib3oBaTenein.

local users only

BnokvpoBaTb AQOCTYN NOJSIb30BATEN0, €C/AW KONMYECTBO MOCHE[oBasibHbIX OWMHOK
ayTeHTUPMKauMM 3a MocnefHu’ NPOMEXYTOK BpeMeHu npesbiwaeT N MonbiToK.
deny = 3

BpeMeHHOW WMHTepBan B CEKYHAax, B TEYEHUUW KOTOPOro OwubKM ayTeHTudukauuu
nonb30BaTeNf CUYATANTCA NOCnefoBaTeflbHbMU U MPUBOAAT K OGIOKMPOBKE ero y4YéTHoW
3anucu. 3HayeHue Mno yMonyaHuw — 15 MUHYT.

fail interval = 900

ABTOMaTM4YeCKM BOCCTAHOBUTb JOCTYyn K 3abnokvpoBaHHOM y4éTHoW 3anucu cnycts N
cekyHp nocne 6n0KMpoBKKU. [nd nepMaHeHTHOW ONOKMPOBKM YYETHOW 3anucu 3apjanTte
3HayeHne O — B TaKOM Criyyae BOCCTaHOBNeHMe focTyna 6yneT BO3MOXHO TOJSbKO
BPyYHYyl 4Yepe3 koMaHpy "faillock". 3HayeHume no ymMon4yaHuw — 10 MUHYT.

unlock time = 600

PackoMMeHTMpPOBaHME 3TOW ONUMU Takxe npuBenéT K 6MOKMPOBKEe NoNb3oBaTens
root B cfiyyae HeypauyHblX MOMLITOK ayTeHTUdMKauuu. Mo ymonyaHuio 610KMpYylOTCS
TONbKO 06bIYHbIE MONIb30BATENM.

even_deny root

ABTOMaTMyeCcKM BOCCTaHaBNMBaTh AOCTYN K 3abJOKMPOBAHHOM YYETHOW 3anucu

nonb3osatens root cnycta N cekyHp nocne 650KuMpoBKu. Ecnu 3HauveHue He

onpepeneHo, Mopgynb "faillock" 6ypeT ucnonb3oBaTb 3HayeHue napametpa "unlock time".
root unlock time = 900

NMA rpynnbl CUCTEMHbIX agMUMHUCTPaAToOpoB. Ecnn 3apaHo, TO ONA yYaCTHUKOB 3TOW
rpynnel OyoyT NpUMEHATbLCA Te Xe npaBwna, YTO M ONs nonb3oBaTtens root

(K HUM OypyT npuMmeHaTbCca napameTpbl "even deny root" u "root unlock time").
admin group = <admin _group name>

HHHFEH HHHHE HHHEH HHHHHE HHHEH O HHH HBHHHEHHEBE OBHEHE BHHE O HEHEH HRHEHBHR

WNcxonst w3 onucaHusl Bbimie, npu Braodenun PAM-momxyns pam faillock

OyJzieT
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ABTOMATHYCCKU IPUMEHEHA CJIe/yiomas KOH(UIrypalus: JOKaJbHbIE MOJIb30BATE/IN U
nosb3oBaresn n3 LDAP-karasora OyiyT OJI0KHPOBATHCS TTOC/IE TPEX HEYAATHBIX TTOTMBITKAX
BXoJa B Teyenuu 15 MuHYT HA cpok B 10 munyT. Ilonbp3oBaTenb root 6/i0KMpoBaThCs HE
Oy/ieT.

[Tocne BHecenmss mpaBokK B Koudwurypamuonnbsiii daitn /etc/security/faillock.conf
mepe3alyCcKk Kakux-aubo cepBucoB He tTpebyercs — PAM npuMeHuT uU3MEHEHUSs
ABTOMATUYECKHU TIPU 00pabOTKE CJIEYIONIEro 3aIpoca Ha ay TeHTU(PUKAIIAIO.

DyuKIMoHAJIbHOCTh MOy st pam_faillock pacmpocTpaHsieTcsi Kak Ha JIOKAJIbHYIO (depe3
rpaduUeCKyi0 WM TEKCTOBYIO KOHCOJIb), TakK W Ha cereByilo (¢ momompio SSH)
ayTeHTU(UKAIIIO TT0JIb30BATEIEH.

Jyig  mpocMOTpa WMCTOPUM HEYJAYHBIX TONBITOK ayTeHTUMUKAIMU TOJIb30BATEId 34
yueérHblii nepuoy, fail interval BBl MOKeTe UCIOJIB30BATh CJIEAYIONIYI0O KOMAHJILY
(zamennre «USERNAMEY» Ha uMsi peajbHOrO MOJIH30BATEJIsI U3 BAIell CUCTEMBI):

$ sudo faillock --user USERNAME

When Type Source Valid
2024-10-08 21:12:20 RHOST 192.168.1.4 v
2024-10-08 21:12:25 RHOST 192.168.1.4 V
2024-10-08 21:12:28 RHOST 192.168.1.4 V

s cuaTusg OJOKUPOBKHM YYETHONM 3aIMCH I0JIb30BATEs BbI MOYXKETe WCIOJIH30BATD
CJIEYI03YI0 KOMAaH/LY:

’$ sudo faillock --user USERNAME --reset

JonoHuTe/IbHYI0 WH(MOPMAIUIO 110 UCIIOJIb30BaHui0 MOy s pam faillock BBl MoxkeTe
HANTHU B COOTBETCTBYIONINX PYKOBOJICTBAX:

e man pam_faillock;
e man faillock;

e man faillock.conf.

Ilony4venue cBegeHuit 0 MoJIb30BaTEJIE

YTtunuta 1id TO3BOJIAET MOIYyYUTH CBeJeHUd 00 YKa3aHHOM IIOJIb30BaTesle WJIH O
TEKYIEM TOJb30BaTe e, 3AILyCTUBIIEM JAHHYIO YTUJIUTY, €CJIM OH He YKa3aJ sIBHO UM
[TOJTb30BATEIA.

[Io ymMom4aHWIO BBIBOJIATCA HYHCJIOBbIE WIAECHTU(MUKATOPHI TOJH30BATENsI W T'PYIIIHI,
JIECTBYIONINE UJIeHTU(PUKATOPHI I0Jb30BATEIS U TPYIIIbI, & TaKXKe HICHTUMUKATOPHI
JAPYTUX T'PYII, B KOTOPBIX COCTOUT IOJIb30BATEb.

Pexxumbr paboThbl yTWIMTBHI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHUiA,
[IEPEYNCIEHHBIX B Ta0IHUIIE:
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Tabuuna 10: Omn yruaurer 1d u ux 3uavenust

Ormyst Buauenne

-g, --group BBIBOAUT TOIBKO IOJIMHHBI YUCIO0BOM HIACHTH(HUKATOD IPYIIIL.

-G, --groups BriBosuT Bce MOAIMHHBIE YNCTIOBBIE HACHTHMOUKATOPBI TPYIII, B KOTOPBIX COCTOUT TI0JIb30BATEb.
-n, --name Brioaur jeiicTByionme nMeHa moJIb30BaTes el Wik IPyYIII.

-r, --real BeIBozuT 10/UIMHHbBIE YMCIIOBbIE MAEHTHMDUKATOPBI MOJIb30BATE/EH UM IPYIIIL.

-u, --user BLIBOAUT TOIBKO MOJTMHHBINA 9UCIOBOI ngchmimKaTop TIOJIL30BATEJIS.

--version Beieoaur nHMOpMAINIO 0 BEpCHH YTHIUTHL U 3aBepIiaeT pabory.

o -help BriojuT cripaBKy 10 3Toii yTuimTe u 3aBepuiaer pabory.

IIpumep: BhIBeseM CBeJieHHS O TEKYIIEM I0oJib3oBaTes e user. Pabora komam ipr id:

$ id
uid=1000(user) gid=1000(user) rpynnei=1000(user),100(users) KOHTeKCT=user u:user r:user t:s0@

Koudurypanmonusrtit daiin /etc/login.defs

Koudwuryparmmonnniit  ¢aiin  /etc/login.defs mo3Bosser 3ajaBaTh apaMeTphl,
OTPEJIETISIONINE UCITOTb30BaHNE TIOTb30BATESIMI CBOUX ITapOJIeil.

nimum number of day
M3 nimum table password 1

Number of days warnin ven before

[TapameTpsl niepevdnceHbl B TaOJIATIE:

Ta6muna 11: Mapamerpsr kouduryparwonsoro daiina /etc/login.defs u ux onucanue

ITapamerp Onucanne

PASS_MAX_DAYS OnpeiessieT MAKCUMAIBHBIH CPOK JefiCcTBUSA MAPOJIs, T.€. MAKCUMAJIbLHOE YUCIIO JIHEl, B TeUeHHe KOTOPBIX JeficTBIe
maposisi coxpangercst. [1o MCTeHeHMM STOTO CPOKa 3aIyCKAeTCs MPOIece MPHMHYUTEIbHON CMEeHbI maposs. Ecim
3HAYEHNe IapaMeTpa He 3a[aH0, TO eCTh IlapaMeTp 3aKOMMEHTHPOBAH CHMBOJIOM # MM eMy NPHCBOCHO 3HAICHHE
-1, To jlaHHOe OrpaHUYeHNe HEe YCTAHOBJIEHO (OTMEHSIeTCst).

PASS _MIN_DAYS onpejie/isleT MUHMMAJIbHBIA CPOK MeKjly WM3MEHEHHsIMH Iapojis, T.e. MHUHHMAJIbHOE YHCJIO JIHeH MexIy
JIBYMsT TIOCJIEIOBATEIbHBIME H3MEHEHHAMH Taposisd. ECiIn 3HadeHme mapamMeTpa He 3aJaHO, TO €CTh HapaMeTp
3aKOMMEHTHDPOBAH CHMBOJIOM # HJIM €My IpPHCBOEHO 3Hadenue -1, TO JaHHOE OrpaHdveHue He yCTAHOBJICHO

(ormensieTcst).
PASS MIN_LEN Onpeessier MUHIMAIBHYO JOIyCTHMYIO JUIMHY 33aBaeMOro HapoJisi.
PASS WARN_AGE Onpejiesisier, 3a CKOJIBKO JiHEil JI0 MCTEYeHMs] CPOKa JeHCTBUsl Mapois HAYHETCS BBIBOJ, IPEIYNPEXKIEHUS O

HeoGXOIMMOCTH €ro cMeHbl. Ecin 3Hauenne mapamerpa He 33J1aH0, TO €CTh IapaMeTP 3aKOMMEHTHPOBAH CHMBOJIOM #
WA eMy IPUCBOEHO 3HaYeHHE - 1, TO JaHHOEe OrpaHUYeHNe He yCTaHOBJICHO (oTMeHsiercst). Eciu 3Hadenne mapameTpa
0, To npeyNpesK/eHHe 0 HEOOXOUMOCTH CMEHbI APOJIst OyJIeT BBIBEJICHO B JICHb €I0 yCTAPeBAHMsL.

IIpumep: BbiBeeM Ha 3KpaH TEKyllee 3a/laHHOE 3HAYEeHUE MAaKCUMAaJIbHOTO KOJIMYECTBA
JHEH efCTBUA NapOJId:

$ cat /etc/login.defs | grep PASS MAX DAYS
# PASS MAX DAYS Maximum number of days a password may be used.
PASS MAX DAYS 30
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MpI BUHIMM, 9TO TEKyIllee MAaKCUMAaJIbHOE KOJIMYECTBO JTHEN JieiicTBus mapoys — 30 jgHeil.

Koundurypanumonusrtit daiin /etc/pam.d/system-auth

Koudwuryparmonnniit daitn /etc/pam.d/system-auth mozBosisger 3ajaBaTh HACTPONKU
MTOJIKJTIOYAEMbIX MOJIYJIeil ay TeHTU(MDUKAIINN.

# Do not modify thi

auth require pam_env.so
auth require pam_faildelay.so delay

sufficient pam_fprintd.so
ignore=ignore s pam_usertype.so isregular
ignore=ignore s . pam_localuser.so
pam_unix.so nullok
ignore=ignore su . ¢ pam_usertype.so isr
.50 forward_pass

requi X.S
sufficie pam_localuse
account sufficie pam_usert
account [default=bad succes: ¢ user_unknown=1ignore]
account regquired

Kazkmass crpoka B HEM IpesicTaBiseT cOOOi MPABUJIO, COCTOSINEE U3 TPEX 00S3aTEeTHHBIX
rnoJieit m omuoro omruoHaj bHoro. llons pazzenenst cumBosiom tipoOesna. [lopsamnok, B
KOTOPOM YKa3aHbI IIPABUJIA, OIPEJIE/ISIeT O9ePETHOCTh UX MTPOBEPKH.

Cunrakcuc IIpaBuJIa:

type control module-path [module-arguments]

[Tone type 3amaér TUI BBI3BIBAEMOTO MOIYJsS U MOXKET NPUHUMATH OJHO W3 YeTbIPEX
JOITyCTAMBIX 3HAYCHUN:

e auth — mpeanazHadeH Jjisd ayTEeHTU(MUKAIMNA IOJb30BaTE/Id IIyTEM 3alpoca u
ITPOBEPKHU €T0 TIapOJIsi;

e account — wWCHOJNB3yeTcs Il KOHTPOJISA JIOCTYyIa K CEPBUCY /TIPUIOKEHUIO.
Hampumep, moxkeT ObITH MPOM3BEEH 3alpOC O TOM, HE UCTEK JIU CPOK JIefCTBULA
AKKayHTa IOJIb30BATEJIA, PAa3peIIeHO JIM TOJIb30BATEII0 padOTATh C OIPEICIEHHBIM
CEPBUCOM B OIIPEJIEIEHHOE BpeMs, XBATAET JII CUCTEMHBIX PECYPCOB JIjisi pabOTHI;

® password — IPUMEHSTCS JIJIsl YyCTAHOBKHU / U3MEHEHUS TTapOJIeil;

® session — ympasJjgeT JAefiCTBUAMUI MOJIH30BATEN B pAMKAaX aKTUBHOI CECCUU TTOCJIe
€r0 yCIIENTHON ayTeHTU(MUKAIINN B CUCTEME.



[Tosie control 3amaér jeiicTBUE, KOTOPOE HYZKHO BBIMOJHHUTH IIOCTE BBI30BA MOJLYJIS.
JocTyITHO HECKOJIBKO JAeiiCTBUIA:

e required — MOIYJIb JOJI?KEH BEPHYTH OJOXKUTEIbHBIN oTBeT. Ecoim oH Bo3Bpalaer
OTPHUIATEIbHBIN OTBET, TO IOJb30BATENb OY/IET yBEIOMJIEH 00 3TOM TOJIHKO IIOCJIE
TOr0, KaK BCE OCTAJbHBIE MOJY/IN JTAHHOIO TUTIA OY/IyT IPOBEPEHbDI;

e requisite — TpebyeT OT MOMIY/isl TOJIOXKHUTEIbHBIN OTBeT. B ciydyae mosyueHus
OTPHUIATETHFHOTO OTBETA IIOCIeI0BaTe/IbHAS TPOBEPKA BBIMOJHEHUsT OCTAJBHBIX
IPABUJI MOMEHTAJIHLHO TPEKPAIAeTCs U IOJb30BATEb IMOJydaeT coobiienne 00
OITuOKe ayTeHTU(MUKAIIIH;

e sufficient — B ciaydae, ecJu HU OAUH U3 MOJyJel ¢ AeiicTBueM required wuam
sufficient, pacnosiokeHHBIX mepen TEKyIIMM, HE BEPHYJ OTPUIATEIBHOTO OTBETA,
TEKYIIUI MOJLYyJIb BEPHET IMOJIOXKUTEJIbHBIN OTBET U BCE IMOCJIELYIONINEe MOy U OyIyT
IIPOUTHOPUPOBAHBI;

e optional — pe3yabTaT IPOBEPKU MOJYJd BayKeH TOJIbKO B TOM CJy4ae, €CJIN
JeficTBUE dBJIIETCHA €IUHCTBEHHBIM /IS JAHHOTO MO/TYJIS;

e include — mpemHasHavaeTcd Jid J00ABJIEHUA CTPOK 3aJaHHOTO THIA U3 JIPYTUX
daitoB KoHduUrypanuu u3 Kkarajora /etc/pam.d/ B daitn kondurypaiuu /etc/pam.
d/system-auth. Hazsanue daiisia ykaspiBaeTcs B Ka4ecTBe apryMeHTa JIefCTBUS.

[Toste module-path 331a€T IyTh K BBI3BIBAEMOMY MO/LYJIIO.

[Toie module-arguments — jgomoyiHUTEIbHBIE HEOOA3aTEbHBIE TapaMeTPbl MOJYJId,
HEOOXO/TUMBbIE JIJIsi OTpEJIeJICHUsT JICHCTBUM HEKOTOPBIX OTIEJbHBIX MOJIyJIeil B CJydae
yCIeIHoi apropu3anuu. Tak, ecju B KOHPUIYypallMOHHOM daiije HalTh CTPOKY,
coziepxKalyto pam pwquality.so, m mob6aBuTh B Hee minlen=8, To OyaeT ycTaHOBJIEHA
MUHUMAaJIbHA JIJIMHA TTapoJid, paBHAd 8-MU CUMBOJIAM.

IIpumep: B kadecTBe mpumepa ciejiaeM OJOKMPOBKY YYETHOM 3alUCH TOJIb30BATEI,
KOTOPBIi COBEPIIHT OIPeIeIeHHOEe KOJTMYECTBO HEYTAYHBIX MOIBITOK BXO/JA B CUCTEMY.

s aToro BHeceM B haitsr /etc/pam.d/system-auth ciemyrompe n3MeHeHUsI:

1. Cuagaja mommimeM B ceKimio auth crpoky auth required pam tally2.so de-
ny=2 onerr=fail, T.e. moak0YuM MOIY/Ib pam_tally2 u yctaHOBUM OJIOKUPOBKY
[OJIb30BaTe sl [IOCIe JIBYX (3HadeHue mapaMerpa deny) HeyJIadHbIX IMOIBITOK BXOJIA.

2. 3areM B cekmuu account mobaBuM CTpPOKy account required pam tally2.so u
3aKOMMEHTHUPYeM CTPOKHU BuUJa auth requisite pam succeed if.so uid >= 1000
quiet m auth required pam_deny.so.

3. Ilorom ctpoky auth sufficient pam unix.so nullok try first pass 3amenum Ha
auth required pam_unix.so nullok try first pass.

[Tocie »Toro rmoJib3oBaTe/ b, JIOIYCTUBIINN TOIPS)] JBE HEBEPHBIX IIONBITKU BXOJa, Ha
TpeTbeil TMOJIyduT COOOINeHre O TOM, YTO €ro ydeTHad 3aluch 3abJioKkupoBaHa. U maxke
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€CJIM 9eTBEPTOI MONBITKONW OH BBEJIET BEPHBII I1apOJb, TO BCE PABHO HE MOJIyYUT JIOCTYII K
CHCTEME.

$ sudo user2
Maponb:
sudo C6boW npu npoBepke MOASIMHHOCTM

$ sudo user2
Maponb:
sudo C6boW npu npoBepke MOASIMHHOCTM

$ sudo user2

Maponb:

YyeTHaa 3anucb 3abnokuMpoBaHa Kak CnefcTBME HeypgayHblX MOMbITOK Bxopga (Bcero 3)
sudo C6boW npu npoBepke MOASIMHHOCTM

$ sudo user2

Maponb:

YyeTHasa 3anucb 3abnokuMpoBaHa KakK CnefcTBME HeydayHblX MOMbITOK Bxofa (Bcero 4)
sudo Cbow npu npoBepke MOASIMHHOCTM

ITpumep: B kadecrtBe Jpyroro nmpumepa HACTPOUM IPOBEPKY IApoOJieil Ha CJIOXKHOCTH
rojoopa depe3 pam_cracklib.

1. g sToro mo0aBUM WM U3MEHHUM CJIEIYIONLYIO CTPOKY:

password requisite pam cracklib.so try first pass retry=3 type= minlen=6 dcredit=-2 ucredit=-3,
—lcredit=-2 ocredit=-1

OTO 3HAYUT CJIELYIOIIee:
® [0CJIe TPeX HEYCIIENIHBIX MOMBITOK (retry=3) MOIy/ib BEPHET ONINOKY;
e MUHMMAJIbHAS JUIMHA JIs 1aposs — 6 cumBosioB (minlen=6);
® MUHUMAJIbHOE KOJNIecTBO mudp — 2 (dcredit=-2);
® MUHUMAJIbHOE KOJIMIECTBO CUMBOJIOB BepXHEro peructpa — 3 (ucredit=-3);
® MUHUMAJbHOE KOJIMYECTBO CUMBOJIOB HUXKHEro perucrpa — 2 (lcredit=-2);
® MUHHMAJBHOE KOJIMIECTBO JAPYTruX cuMBOJOB — 1 (ocredit=-1).

2. YnmamuMm wim 3aKOMMEHTHUDPYEM CJIEAYIONIYI0 CTPOKY:

password requisite pam pwquality.so try first pass local users only retry=3 authtok type=

PesyabTat
e BpinmostHuM KOMaH Iy passwd il CMEHBI 11apoJis OJIb30BaTess user2.

e BajaauM TApOdb W3 TpPEX CHMBOJIOB U yBuamM coobmenne «HEYIAYHBIN
I[TAPOJIb: cimmkoM KOPOTKHIt».

e 3asamuM  IapoJib U3  YeThbIpeX CHMBOJIOB, CHCTEMa  BBIIACT  COODIIEHMe

«HEYJIAUYHBIN ITAPOJIb: KopoTKmii».

e 3ajaUM TapOJIh U3 MIECTH CUMBOJIOB (OYyKB U nudp), B PE3yJIbTATE YETO TIOJLY UM
coobmenne «HEYJIAYHBIV ITAPOJIb: ciaumkoM mpocToits.
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e [locse Tpex HEyCIENHBIX MOMBITOK MOJIYJIb BEPHET OIIMOKY.

$ passwd

N3MeHseTCcA maponb nonb3oBaTens user2.
CMeHa napona pgna user2.

(Tekywuin) naponb Unix:

HoBbIi Maposib:

HEYOAYHbIA MAPOJIb: CAMWKOM KOPOTKU#A
HoBbIi maponb:

HEY[OAYHbI/A MAPOJIb: KOPOTKWIA

HoBbln naponb:

HEYOAYHbIA MAPOJIb: CRMWKOM MPOCTOM
passwd: licnonb30BaHO MaKCKMMasibHOE YMCNO NOMbLITOK, 3adaHHoe Ans CayxObl

e 3a/auM TAPOJIb JIOCTATOYHON JJIMHBI W3 OJHUX IU@P W TOJYIUM COODIIEeHMEe
«HEYJIAYHBII1 ITAPOJIb: He comepxkur mocrarounoe wmciao PASJIMTYHBIX

CHUMBOJIOB».

e 3a/1a/IM TIAPOJIb JIOCTATOYHON JIJIMHBI, COJEPXKAIUi BCe yKa3zaHHbIe TPeDOBAHUS,
KpOoMe BKJIIOYEHWsI B HErO OTJMYHBIX OT ajipaBuTa u 1mudp cumbBosioB. Hamnpuwmep,
2QyfMOb4. TTomyunm coobrerne «HEYIIAYHBIN ITAPOJIb: caumkom mpocToity.

$ passwd

N3MeHseTca maponb Mmonb3oBaTens user2.

CMeHa napons pna user2.

(Tekywmuinn) naponb Unix:

HoBbIi maponb:

HEYLOAYHbIA MAPOJIb: He cofepxut pgoctatoyHoe yucno PA3JINYHBIX cumsonos
HoBbln naponb:

HEY[OAYHbIA MAPOJIb: KOpPOTKUM

HoBbl1 naponb:

HEYOAYHbIA MAPOJIb: CRAMWKOM npocTon

passwd: Wcnonb30BaHO MakCMMasnbHOE YMUCIO MOMbLITOK, 3apaHHoe Ans CAyx6bl

e 3aj1auM MapoJIb, coOJTIOIast BCe yCTaHOBIeHHBIe TpeboBanus. Hanpumep, 2Qy fM*0b4.
[Taposb GymeT ycnenHo 3ajaHn (CM. JIMCTHHT).

$ passwd

3MeHseTCcs naponb nonb3oBaTens user2.

CMeHa napond gns user2.

(Tekywmin) naponb Unix:

HoBbln maponb:

MoBTOopnMTe BBOA HOBOrO Maponf:

passwd: Bce paHHble ayTeHTUPMKALUKM YCMEWHO OOBHOBMEHbI.

Koudurypanumonusrii daiin /etc/issue

Koudwuryparmumonnniit  ¢aiisi  /etc/issue Mo3BoJIIeT 3aJlaTh TEKCTOBOE COJIeprKaHue
YBEJIOMJIEHHUsI TIOJIb30BATENIIO0 II€pe/] HAYaJIOM €ro MACHTU(MUKAIUA U ayTeHTUMOUKAIIAT
Iad BXoga B cuctemy. Hampumep, ¢ mpemynpe:kjaeHneM O TOM, YTO B HEl peasln30BaHbI
MepbI 3aIUThl THPOPMAIUNA U O HEOOXOAUMOCTHU COOJIFOJIEHUsI COOTBETCTBYIOIINX ITPABUI
006paboOTKM JTAHHBIX. TPAaIUINMOHHO B KOH(MUTYPAIMOHHOM (aiijie MPUCYTCTBYIOT OIIIAHN
BBIJIAYU CBEJICHUN 00 OIepaIlMoOHHON cucTeMe U sjape. JLomoJHUTeIbHO MOXKHO JI00aBUTDH
OIIIMK BBIJIAYN TEKYIIUX JTAaThl U BPEMEHH, KOJHMYECTBA PabOTAIONINX IOJb30BaTe el u
HEKOTOPBIX JIPYTUX CBEIEHUI.
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Koudwurypanmonssriii ¢daiii /etc/shadow

Kondurypamnuonnsiit cdaiin /etc/shadow comep:KuT cBejeHns OO0 yUETHBIX 3aIUCAX U
apoJIdx II0JAb30BaTeseil B BUJe CTPOK CO CIeAYIONEeil CTPYKTyPO:

’username:id:salt:hashed:lastchanged:min:max:warn:inactive:expire

CrpykTypa daitra:
e username — WMs TOJIb30BATEJI:
e id — asropurm mmdposanus: 1 (amropurm MD5), 5 (SHA-256), 6 (SHA-512);
e salt — «couby, mobaBiisieMast K aposiio crpoka u3 10-20 cirydaliHbIX CUMBOJIOB;
e hashed — 3amudpoBaHHBII TAPOJIb;
e lastchanged — maTa mocieHETO U3MEHEHU TTapOJId;

e min — MHHHMAJBbHOC YHUCJIO JHEH MEXKJIy IBYMdA IOCICIOBATECIbHBIMUA CMCHAMU
IIapoJIei;
® MaX — CPOK ILefICTBHH 1apoJid, T.€. MaKCUMaJIbHOE YUCJIO ngeﬁ, B T€ICHUE KOTOPbIX

apoJib Oy/IeT aKTUBEH;

® warn — 3a KakKoe KOJWYEeCTBO IHEH [0 CpoKa HWCTEeUYeHUd IeliCTBUHA I1apOJIis
[I0JIL30BATE/b OY/IeT YBEJIOMJIEH O TOM, UTO €ro HeOOXOJIMMO CMEHUTD;

e inactive — KoJIMYeCTBO JIHEl IIOCJIe UCTEYEeHUdA CPOKa JeUCTBHUs IMapojid, CIyCTs
KOTOPOE €ro y4éTHas 3alMCh OJIOKUPYETCH;

e expire — YMCJIO JIHEH, TPOIIEIINNX ¢ MOMEHTa OJIOKMPOBAHUA YIETHON 3aIUCH.

Ecim nocae umenu nosib3zoBaresig username sMmecto id:salt:hashed crour cuMmBoJ * jmbo
TOCJIEIOBATEIHLHOCTD U3 JIBYX CUMBOJIOB ! |, TO 3TO 03HAYAET, YTO MOMBITKYU BXOJa B CUCTEMY
OT IMEHU JaHHOTI'O IIOJIb30BaTeJ A 38,6.HOKI/IpOBa,HI)I.

SaHYCK IIporpamMm OT MM€E€HU APYIoro rmoJjib30BaTeJid

Yruantra smart-launcher

Yruaura smart-launcher («YMHBIH 3amycKy ) IpeIHA3HAYEHA JJIs 3AIlyCKa TTPUIOKEHUI
B rpadUvecKOM WJIM TEPMHUHAJIBHOM PEXUME OT UMEHU AJIMUHUCTPATOPA CUCTEMBI WJIN
JPYTOro TOJTb30BaTeN s, a TaKxKe JJIT 3aIlyCcKa NMPUJIOKEHUN ¢ N3MEHEHHBIM ITPUOPUTETOM
BBIIIOJTHEHU .



BbInonHuTL YMHbI sanycK

KomaHpa [|

BeinonHWTE B TEpMHUHanNe

BbHIJﬂHHTbCﬂ'HMEPWIHP?TDFDIIJHbSDBﬂTEﬂH

MNonk3oBaTenk:

BbINONHWTE C APYrUM NPUOPHUTETOM

BbINOMHWTE C NPMOPUTETOM PEANBHOIO BPEMEHW

YcTraHOBKa U 3allyCK

Jlng ycraHoBKM mporpamMMbl smart-launcher BBLIIOJIHUTE CJEAYIONIYIO KOMAHIY B
«Tepmunasey:

|$ sudo dnf install smart-launcher

JIubo ycranosute nporpammy uepe3 «LleHTp mpuiokeHumity.
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YMHbI# 3anycK

9 LLENESD ~

A

[Tocsie ycranoBku smart-launcher MOXKHO 3aIlyCTUTh, BHIOpAB B IJIABHOM MEHIO CUCTEMBI
IIYHKT «YMHBI 3aITyCK».
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=~ YMHbIit 3anyck

HacTpoiku

* MpMUnoMeHUa No YMOMYaHHIo
LieHTp npunoxeHuin

@ Wrpa "YMmHOMeHue"

[OKyMeHTbI

E M POCMOTP OOKYMEHTOB

B Cranen DoKYMEHTC
LJ KaHep OKYMeHTOB

l gedit

JIubo 3amycTtuB nporpamMmy depes «TepMuHa »:

‘ $ smart-launcher

BaHYCK I‘pa(bI/I‘-IeCKI/IX HpI/I.TIO}KeHI/Iﬁ OT UME€HU APYTOoro ImoJib30BaTeJid

g 3ammycka rpaduyuecKuxX MPUIOKEHUN OT MMEHH JIPYTOoro IMOJIb30BaTe/ s HEeOOXOIMMO
BBECTH UMs ucnojiHgemoro daitina B mone «Komammay (ormedeno mudpoii 1 Ha cHUMKe
9KpaHa).
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BbinonH1TL YMHbIRA 3anycK

Komanpa [ /usr/bin/gedit]

BeinonHWTE B TEpPMWHaNne

BeINoONHUTE OT MMEHHK ApYroro None3osaTend

MNonk3oBaTenk:

BbINONHWTE C APYrMM NPUOPUTETOM

BbINONHWTE C NPMOPUTETOM peanbHOro BpEMEHU

Wnu BeI3BaTh JuaJior BeiOopa daiiyia (KHOIKa «...» OTMedeHa UudPoii 2 Ha CHUMKE IKpaHa
BBIIIIE) U BBIOPATH UCHOJIHSEMBI (aiiir.



Cancel Open File Q Open

B usr

&) HenaBHue

27 [omauH... Wma - Pasmep Tun M3MeHEH

B Pabounii & gdk-pixbuf-query-loaders-64 157 kb Mporpamma 13 wion 2024

O d ; & gdk-pixbuf-thumbnailer 19,8 kb [Mporpamma 13 wion 2024
ocuments

& gdmflexiserver 24,5 kb MNporpamma 8 okt 2024
+ downloads

&) gdm-screenshot 19,9 kb Mporpamma 8 okt 2024
J2 music

& gedit 155 kB Mporpamma 21 Hoa 2023
B0 |pictures & gencat 28,3 kb [Mporpamma 171 mapTa

S« videos & genisoimage 15,7 kb MNporpamma 22 AHBapA

[ smartau... & genl-ctrl-list 158 kb MNporpamma 29 map 2024

PR — - T T T T

Hasee, ycranoBute Giakok «BBIIOJHUTE OT MMEHU JIPYroro ImoJib30Baressy (0TMedeH
mudpoii 1 Ha cieyoneM CHUMKE 9KPaHa) U, B CIydae HeOOXOJAUMOCTH, BhIGEpUTE METOJ
3amycka su, sudo (ucmosb3yercs o ymosadanuio) wim gksudo (cooTBeTCTBYIOMAS IPYIIIA
HepeKJTIYaTes el BblIeIeHa KPACHBIM IPIMOYTOIPHIKOM Ha CHEUMKE 9KDaHa).

ITo ymosganmio Tpuoxkenue OyfeT BBIIOJHEHO OT WMEHHW MOJb30BaTENs root, HO
Bbl MOXKETE BBIOPATH JPYrOro IOJIb30BATENs W3 BBINAJIAIONIETO CIUCKA JIOKAJIHHBIX
nosb3oBaresieil (ormeden udpoii 2 HA CHUMKE SKPAHA).



BeinonHuTe YMHbI sanycK

KomaHpa fusr/bin/gedit

BeinonHuTe B TEepMWHaAnNne

174 BbiNonHWTL OT MMEHK ApYroro Nonb3oBaTens

[None3oBaTENk:

BbINONHWTE C APYrMM NPUOPHUTETOM

BeinonHuTE ¢ NPHOPHUTETOM pealbHOMo BpeMeHK

B CJIy4dae, €CJId I10JIb30BaTeJIb He ABJIdeTCAd JIOKAJIbHBIM (H&HpI/IMep, II0JIB30BaTEJIb JOMEHAa

Active Directory mim FreeIPA), meobxomumo BBectn ero mms B mnose «IlosbzoBaresny
(ormedeno nmdpoii 1 Ha CHUMKE SKpaHa).
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BeinonuuTe o YMHbI sanycK

Komanpa fusr/bin/gedit

BbinonHWTE B TEpMHWHaNe

BeINONHWTE OT MMEHMK ApYroro none3oBaTend su

MNone3soBaTenk: user o

BeINonHWTE C ApYyrMM NpUoOpUTETOM
MNpuopuTeT:

BeinonHuTe © NPUOPHMTETOM PEaNbHOMD BPEMEHH

i — e Bt 7 = i T Lo R S T et —

Jlist 3amycka TPUIOXKEHUsI HAXKMHUTE KHONKY <«BbImosHuThY (0oTMedeHa mudpoi 2 Ha
CHUMKE SKPaHa BBIIE) — [PIJIOKEHIE OYIET 3aIyIEHO B HOBOM OKHE.

3ammycKk NpWIOXKeHUil B TEPMUHAJBHOM peXXMMe OT UMEeHU JpPyroro
MOJIb30BaTEJIs

g 3amycKa NMPWJIOYKEHUST B TEPMUHAJIBLHOM DPEXKMMe OT MMEHH JIPYTOro IOJIb30BaTeJIs
HEeOOXO0IMMO BBIOPATH UCIIOTHAEMbIN (haitsl, Tpu HEOOXOIUMOCTH BBECTU UMS TTOJIb30BATE IS
u BeIOpaTh pexkum 3aiycka. Jlajgee, HEOOXOIMMO yCTAHOBUTH (PJIAKOK «BhITOJHUTE B
TepMUHAJE» M HaXKaTh KHOIKY «BBITOTHUTEY.
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P PING msvsphere-os.ru (51.250.123.77) 56(84) bytes of data.

5 bytes from 51.250.123.77 (51.250.123.77): icmp_seq=1 tt1=52 time=26.6 ms
bytes from 51.250.123.77 (51.250.123.77): icmp_seq=2 tt1=52 time=26.7 ms
bytes from 51.250.123.77 (51.250.123.77): i seq=3 tt1=52 time=26.2 ms
bytes from 51.250.723 JEFNESeHR Yunoth sanyck :
bytes from 51.250.

bytes from 51.250. « o .
bytes from 51.250. omarpa  /ust/bin/ping msvsphere-os.ru

bytes from 51.250.

bytes from 51.250.

bytes from 51.250. ]

bytes from 51.250. l @ Bunonture ot mmenn gpyroro nonsaosatens su
bytes from 51.250.
bytes from 51.250.
bytes from 51.250.
bytes from 51.250.
bytes from 51.250. J BLINONHMTL C ADYTMM MPUOPUTETOM
bytes from 51.250.

bytes from 51.250.

bytes from 51.250. E Mpuopurer.

bytes from 51.250.

bytes from 51.250.

bytes from 51.250.123] BLINONHUTE C NPUOPUTETOM PEaNbHOFO BpeMeHN
bytes from 51.250.

f  Monssosatens: root v

VYkazannasi mporpaMma Oy/IeT 3amyIinena B rpaduaecKOM TEPMUHAJIE.
3anyck npuIoXkKeHuii ¢ U3MEHEHHBIM YPOBHEM HPUOPUTETA

Yrumura smart-launcher mo3BoJiIeT yHOpaBJIATH JIByMs YPOBHAMH —IIPHOPUTETA
BBITIOJTHEHUS TIPOTIECca

® IIPUOPUTET BBIMOJHEHUS B TMOJB30BATEILCKOM ITPOCTPAHCTBE € WCIOJHL30BaAHUEM
yTuiuThl nice (cm. man nice). B TakoMm pexume Bce TPOLECCHI JIETAT PECYPChI
IEHTPAJBHOTO MTPOIECCOPa MPOIOPIIMOHAJIBHO YCTAHOBJIEHHBIM TTPUOPUTETAM;

® [IDUOPUTET BBIIIOJIHEHN B PeaJbHOM BPEMEHU C UCHOJIb30BaHUEM YTUIUTHI chrt (CM.
man ch r‘t). [Iporeccsl, 3amyIeHHbIE B TAKOM PEKUME, IMEIOT IIPUOPUTET B PeaIbHOM
BpeMeHI/I n MOI‘yT BBITECHATH BCE ,upyrne Hpoueccm, B TOM 4YHMCJIE U 3anymeHHbIe C
nice = -20.

B 6osbmunacTBE CJIydaeB HE€ PEKOMECHJ/YETCA HU3MEHATH INPUOPUTETHI PEAaJIbHOI'O BPEMEHU
3a HUCKJ/IIOYCHHEM TEX 3aJaqd, I'le KPUTUYIHO BPEMA BbBIIIOJIHCHUA: 06pa60TKa CUT'HaJIOB B
peaJibHOM BPEMEHHU, IIPOMBIIITJICHHBbIEC KOHTPOJIJIEPBI, BCTpanuBaeMbI€ CUCTEMbI C KECTKUMU
Tpe6OBaHI/IﬂMI/I K IIJTAaHUPOBaHUIO BBLIITOJITHEHUA IIPOIIECCOB.

YT100bI M3MEHUTH NPUOPUTET BBIMOJHEHUSA IIPOIECCa BaM TOTPEOYIOTCS TPUBHUJIETUN
CUCTEMHOT'O a/IMIHUCTPATOPA.

g 3amycKa TPUJIOXKEHUsl C W3MEHEHHBIM MPUOPUTETOM B  MOJIB30BATEIHCKOM
IIPOCTPAHCTBE BaM HEOOXOJMMO BBIOPATb UCIOJHAEMbIN (ailyl, yCTaHOBUTH (JIarKOK
«BBINOJHUTE € JIDYTUM [PHOPUTETOMY» U YCTAHOBUTH TpuopuTer orT 19 (HamMeHbInuii
npuoputet) 10 -20 (Haubosbimit npuopurer) B noje «I[Ipuopurers UCHOIL3YS MOJ3YHOK,
KHOIIKU - U + WA YKa3aB HYKHOE YHCJIO B COOTBETCTBYIOIIEM IIOJIE BBOJA.
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BeinonHuTe YMHbI sanycK

KomaHpa [;"usn"binfcpuburn|

BbinonHWTE B TepMUHane

BeINONHWTE OT MMEHKW ApYroro Nonb3osaTens gksudo

MNonk3oBaTenk:

BbINONHWTE C APYrMM NPUOPHUTETOM

MNpuopuTeT: |
19 (low)

BeinonHuTe © NPHOPHUTETOM pEanbHOMD BPpEMEHK

s 3amycka TpPHUJIOXKEHUs C TPUOPUTETOM PEeAJbHOrO0 BpPEMEHU BaM HeOOXOIUMO
BBIOpATH WUCIIOJIHAEMBIH (ailyi, yCcTaHOBUTH (DJraykoK «BBIMOJHUTE ¢ HOpuOpUTETOM
peasibHOrO BPEMEHW» W YCTAHOBUTH NMPHOPHUTET OT 1 (MUHUMAJBHBIH mpuopureT) 10 99
(MakcuMaIbHBIA mpropuTeT) B moje «IIpuopurery MCHOMB3ys MOJI3YHOK, KHOIKA - U +
WM yKa3aB HyKHOE YUCJIO B COOTBETCTBYIOIIEM II0JI€ BBOJIA.
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BreinonuuTe YMHBIA 3anycK

KomaHpa [ fusr/bin/jack

BeinonxuTe B TepMUHane

BeINoNHWTE OT MMEHK ApYyroro Nnone3osaTeNA

MNonkaoBaTeEnk:

BbINONHWTE © APYrMM NPUOPUTETOM

40
MNpwopuTeT: |

1 (low)

BeinonHWTe C NPUOPHUTETOM pPEANbHOID BPEMEHK

BamyckaTb TPUIOKEHUS ¢ U3MEHEHUEM YPOBHs ITPUOPUTETA MOXKHO KakK B TpaduaecKoM
pexxuMe, TaK U B TEPMUHAJIBLHOM.

AyrenTudukamnus

[Ipu 3amycke nmpuyioKeHusi OT UMEHH JIPYTOrO MOJIb30BATE IS C UCIOJIB30BaHuEM Sudo mim
gksudo mapoJib mOJIL30BaTEeNsA, B CIydae HEOOXOIUMOCTH, Oy/JeT 3aIPOIIeH B OTJ/IEJIHHOM
rpaguiIeckoM OKHe.

Ecnu xe mpuioxkenue 3amyckaeTcd OT UMEHH JIPYTOrO TMOJb30BATEJIA C UCIOJIb30BAHUEM
SU, TO TIAPOJIb OYJIeT 3AITPOIIEH B OTJIETbHOM TEPMUHAJHLHOM OKHE.

Jduarnocruka ormmbok

Omubkuy, BO3HUKAIOINIME BO BPEMs 3AITyCKA IMPUJIOXKEHUs, OTOOPAYKAIOTCS B OTJIEJTHHOM
OKHE.
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OwwnbKa BbINONHEHHA KOMaHAbl

id: «test»; TaKoOro NONL30BaTENA HET

Takxke smart-launcher perucrpupyer BO3HUKaIOIIMe OIMUOKKA B Qailae KypHaia ~/.
cache/smart-launcher/smart-launcher.log.
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yl’IpaB.T_[eHI/Ie AOCTYIIOM

BBeaenue

CpezicTBa yrpaBJieHUsT JJOCTYIIOM IIPEIOCTABISIOT BO3MOXKHOCTHA OTPAHUYIEHUST KOJIUIECTBA,
OJITHOBPEMEHHO TIPEJIOCTABJISIEMBIX MAPAJIEIbHBIX CEAHCOB JIOCTYIIA MOJIb30BaTe/eil K
cucrteme, OJIOKMPOBAHUS CEAHCA JOCTYIA MOJb30BATENI B CHCTEMY IIOCTE WCTEUCHUST
YCTAHOBJIEHHOTO TIEPUO/Ia BpPEMEHW Oe3JefiCTBUsl WM 110 €ro 3alpocy, TOIIEePKKA
U coxpaHeHHs aTpuOyTOB 06e30IIacHOCTH, CBA3aHHBIX ¢ WHOPMalueil B mporecce eé
XpaHeHHs W 00PabOTKH, pa3eeHus IMMOJJHOMOYHUil IOJb30BaTe/ el U aJIMUHUCTPATOPOB,
06eCHe‘II/IBaIOHlI/IX d)yHKI_H/IOHI/IpOBa,HI/Ie CHUCTEMbI, peaJin3alru pPa3/JIM9HbIX METO/I0B
YIpaBJIEHUsA JTOCTYIIOM, THUIIOB JIOCTYIIa W IIPABUAJI PA3TPAHUYEHUdA JOCTYIa, HA3HAYCHUS
IIPpUOPUTETOB [IJid MCIIOJIb30BaHUA CY6'beKTaMI/I JAOCTyIla BBIYUC/IUTE/IIbHBIX PECYypPCOB,
KBOTUPOBAHUsI IPEJIOCTABIAEMBIX BBIUYACJUTEIbHBIX PECYPCOB, & TaKXKe JIpyrue
BO3MOKHOCTH.

YcTaHOBKa 1 U3MEHEHUe IIpaB JOCTYIIa K d)aﬁﬂaM n JUpeKToOpUuAM

YTunura chmod 1O3BOJIIET yCTAHABIWBATHL W U3MEHITH IpaBa JOCTyNa K dailiamMm u
JAUPEKTOPUAM. OHa IIPpUHUMaET OIIMCaHud IIpaB AOCTYyIIa B ABYX HOTAIUAX: YHCJIEHHON 1
OyKBEHHOI, OTIUCHIBAEMON HUZKE.

B coorBercrBum ¢ GyKBEHHON HOTAIWEll MOJIB30BATEIHN, KOTOPBIE MOLYT IIOTEHIUABLHO
paborarh ¢ dailtoM, pasgensioTcs Ha Baageibla (U), TPYIIy BiageibleB (g) U Bcex
OCTaJIbHBIX TI0JIb30BaTe el (0), a daiilyl MoXKeT OBITh YNTAEMBIM (I), 3aIUCHIBACMBIM (W) U
UCIIOJTHAEMBIM (X).

Onncanne npas 10CTyNa HAYMHAETCS C CUMBOJIA, COOTBETCTBYIOIIErO TUILY HOJIH30BaTeIE.
3arTeM HJIeT CUMBOJI + JIJIsl yCTAHOBKY UJIM CUMBOJI - JIJI CHATHS IIPAB JIOCTYIIA, ITOCJIEe Yero
OIMCaHMe 3aKaH4YMBaeTCA II0CIeJ0BATE/IbHOCTBIO CUMBOJIOB, COOTBETCTBYIOIIEH IpaBaM
JIOCTYIIA.

Hampumep, 1j1s omnpejiesieHus: 1IpaB JIOCTYIIA, MO3BOJMIONIUX YUTATh U MOJIUMDUITTPOBATH
daitn file, MOKET MCIOJIB30BATHCA CJIELYIONIast KOMAHIA:

’$ chmod g+rw file

g ynaieHus: BcexX MpaB JOCTyIa Ha JUPEKTOPUIo /directory Jijid rpynnbl U OCTATbHBIX
MOJIb30BATEJIEH MOXKET HUCIOJb30BATHCA CJIEAYIONIAas KOMaH/IA:

’$ sudo chmod go-rwx /directory.

Vrunura moaaepKUBaeT OIIUY, IIepeInCIeHHbIe B TaOIUIE:

Tabouna 12: Ouimn yrumrer chmod u ux suagenust

Onnust Bnauenue

-R, --recursive PekypcusHoe u3MeHeHne npas JOCTYIA JUlst JJMPEKTOPUIA U UX COJEPIKIMOTO.

-C, - -changes Ho,u.po6H0 OIMCBIBATD JIEHCTBHS JIJIsI KazKJI0T0 (bal‘/ma, YbH IIpaBa JAeHCTBUTEIbHO U3MEHAIOTCS.
-f, --silent, - —quiet He BoigaBarh coobmenus 06 ommbke miist (aitios, 9pK npasa He MOTYT ObITH M3MEHEHBL.

-v, --verbose ITonpo6mHo onuchBaTh AEHCTBHE MM OTCYTCTBHE JEHCTBHS IS KazKI0ro daitia.

TIPOJOJIZKEHNE Ha CJIEIYIONell cTpanuile
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Tabmuma 12 — npoJoJzKeHue ¢ Ipe/blayeii CTpaHmIbl

Onmust 3nauenne

--version
--help

CooburuTh nHGOPMAIIIO O BEPCUH.
Brisoaut crpaBky 1o 9Toil yTuinTe u 3aBepuiaeT pabory.

ITpumep: cmenum npasa i daitna filel tak, uToObI Birasesern daitia UMesa IpaBa Ha
YTEHHEC U 3alliCbhb, a I'PYIIIIa 1 OCTaJIbHBIC IIOJIb30BaTe/JIM — TOJIBKO Ha YTCHUE:

’$ chmod u+rw g-wx o-wx filel

Haznauyenuwe m m3amMeHeHWe BJajiesibia daijia u JUPeKToOpun

YTunura chown mo3BoJIIeT HA3HAYUTH UM U3MEHUTH BJIaJIE/IbIa (ailjia Uin TUPEeKTOPUN.

Vrunura moaaepKuBaeT CJaeIyIONue O, ITIePeIrCIeHHbIe B Ta0JInIIe:

Taboma 13: Ounmn yrumrer ChOWN 1 ux suadenust

Onmusa 3uavenne

-R, --recursive PekypcusHoe u3MeHeHne Npas JOCTYIA JUlst JUPEKTOPUIA U UX COIEPIKIUMOTO.
-c, --changes Iloapo6HO onmchIBATH BCE M3MEHEHMSI.

-f, --silent, --quiet He BoimaBaTh coobmienus o6 ommoKe.

-V, --ve rbose BeiBectn mogpobHoe onmcanue JeicTBUs.

--version Coobuurh MHGOPMAIIIIO O BEPCHH.

--help Brioaur crpaBky 1o 9Toii yTuimre u 3aBepuiaer pabory.

IIpumep: HazHaunM MOJIL30BATENsSI USer BiaJjesibiieM (aitia file:

$ sudo chown user file

Ilpumep: BBINOJHUM PEKYPCUBHBIN 00x0m aupekTopuu directory wm HazHAYUM
IIOJIb30BATEIsI USer BJIAJIE/IbIIEM BCEX BJIOYKEHHBIX (DaiiJIOB:

’$ sudo chown -R user directory

N3menenwe rpynmnbl-BJajiesbra daijia nin JupeKTopuu

Vrunura chgrp 1mo3BosisieT U3MEHUTh TPYIITY-BIadesbla (aitjia uin JUPEeKTOPUH.

Vrunura moaIepKUBaET CJAEIYIONINe OIINH, IIePEeINCIeHHbIE B Ta0JINIIE:

Tabania 14: Oy yruiutet Chgrp u ux sHauenust

Onuus Bnauenne

-R, --recursive PekypcuBHoe u3MeHeHne IPYIIb JIJIsi KATAJO0r0B U BCEIO UX COJAEPAKHMOTO.

-C, - -changes TloxpoGuo ormceeiBaTh JeiicTBus Jist Kazkaoro daiiia, Ubsi rpyIa JefCTBUTEIHHO MEHIETCs.
-f, --silent, --quiet He BblaBarh coobiennst 06 omubke st Baitiios, Ubsi TPyIIa HE MOXKET ObITh U3MEHEHA.
-v, --verbose ITonpo6mHo onuchBaTL JEHCTBHE MM OTCYTCTBHE IAEHCTBHUA I KasKI0ro (aitia.
--version CoobuuTh nHGOPMAIIIO O BEPCUH.

--help Brisectn cripaBky 10 9T0i yTHIIATE U 3aBEPIIATH PaboTy.

IIpumep: usmenum rpymiy-Biajesbia gaityia file Ha HOBYIO TPyIILy hew group:
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’$ sudo chgrp new group file

IIpocMoTp M M3MeEHEHME COUCKOB MPAaBUJI KOHTPOJISI JOCTyNa AJist
daitsioB 1 AupekTOopmit

Yrumura setfacl mo3BosiieT NMpocMaTpWBaTh W U3MEHATH CIUCKUA TTPABUJI KOHTPOJIS
Joctyna s GaitjioB U JTUPEKTOPHil.

YTuaura noIepKUBACT CJICIYIONINE OIIINY, TIEPEYNCIEHHbIE B TaOIHIE:

Tabura 15: Onmun yTimmTs setfacl u nux snauenns

Onmus Suavenne

'd y(t’l‘aHOBVI'l'b npaBuJia KOHTPOJIA ,U‘O(’,'l'ylla 1o yl\/lOJI“iaHVHO.
-k ViammTs npaBuIa KOHTPOJIS JOCTYIIA 0 yMOIYAHHUIO.
-S BaMEeHUTD IPABHUIIA KOHTPOJIS JOCTYIIA 33 IaHHBIMIA.

-m Moaudunuposars IpaBuiIa KOHTPOJI JOCTYIIA.

-X VanuTh yKa3aHHOE HPABUIIO KOHTPOJISL JOCTYIIA.

-b VyammaTh Bce NpaBuiia KOHTPOJIS JOCTYIIA.

-V Beisectn Bepcuio u BbriTH.

-h BeiBecTn crpaBky 00 HCIOJIB30BAHUE yTHIUTBI M BHIATH.

Ilpumep: ynaaum Bce mpaBujia KOHTPOJIS JocTyna K dairy file:

’$ sudo setfacl -b file

IIpocMoOTp cnuUCKOB KOHTPOJISA JIOCTya

Yrunura getfacl mo3BossieT TpocMaTPUBATh CITUCKU KOHTPOJIA JIOCTYIIA.

Yruaura IIoAJEp2KUBaET CJIEAYIOoIue OIIuuun, IepeducjIeHHble B Ta6m/1ue:

Tabsmia 16: Ommn yrusarer getfacl u ux snavenns

Ormpst BHauenne

-a, --access BBIBOAUTH CIECOK KOHTPOJIS JOCTYIA K haiian.

-d, --default BoIBOAUTE CITHCOK KOHTPOJIS JIOCTYIIA 110 YMOTIAHHIO.

-c, --omit-header He BbIBOAMTD 3aroI0BOK ¢ KOMMEHTAPHSIMU.

e, - -all-effective BreiBoguTh KOMMeHTApHH C JeHCTBYIOIMME IIPaBaM# JOCTYyHa, JJIs KazKJI0ro I0JIb30BaTe s,

-E, --no-effective He BpIBOAMTH KOMMEHTADHH C JAEHCTBYIONMME IIPABAMHA JOCTYIIA HH JIJISL OJHOTO IIOJIB30BATEIIS.

-R, --recursive JlenaTs pekypcHBHBIH 00XOJ AUPEKTOPHH ¥ BLIBOJHTL CIHCKH KOHTDOJS JOCTyNa I Kaykaoro daima u
JIPEKTOPHH.

-v, --version BrisecTn BepcHio u BBIATH.

-h, --help Beisectn crpaBky 00 HCIOIB30BAHUM yTHIIUTHI ¥ BHIATH.

IIpumMep: IpocMOTPHUM CIIUCOK KOHTPOJIA JAOCTyIa s daiiaa cg.conf:

$ getfacl cg.conf
# file: cg.conf
# owner: user

# group: user
user::rwx
group::r-x
other::r-x
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IIpumep: 3aja/uM JTONOJTHUTEIbHBIE KOMIIOHEHTBI CIIUCKAa KOHTPOJIA JOCTYIA JIJIS
II0JTb30BaTe sl USer 1 IPYIIIbI USer 0o OTHOIIEeHUo K daitiry cg.conf:

setfacl -m g:user:rxw cg.conf
setfacl -m u:user:rxw cg.conf

getfacl cg.conf
file: cg.conf
owner: user
group: user
user:: rwx
user:user:rwx
group::r-x
group:user: rwx
mask: : rwx
other::r-x

HHEHH ©H @B

IIpumep: oT UMeHH aJIMUHUCTPATOPA MOJIUMUITUPYEM CIMCKUA KOHTPOJS JOCTYyIIa JIJIsd
daitoB, BIAAETIbIIEM KOTOPBIX OH SIBJISETCH:

$ sudo setfacl -m u:user:rxw ~/file2

$ sudo getfacl ~/file2

getfacl: Removing leading "/  from absolute path names
# file: root/file2

# owner: root

# group: root

user::rw-

user:user:rwx

group::r--

mask: : rwx

other::r--

IIpumep: oT UMeHH aJIMUHUCTPATOPA MOIUMUIIUPYEM CIMCKUA KOHTPOJIS JOCTYyIa st
daitIoB, BJAAAETbIIEM KOTOPBIX OH HE SIBJSIETCH:

$ sudo setfacl -m u:user:rxw /home/user3/file2
$ sudo setfacl -m u:user:rxw /home/user3/dir2

$ sudo getfacl /home/user3/file2

getfacl: Removing leading "/  from absolute path names
# file: home/user3/file2

# owner: user3

# group: user3

user::rwx

user:user:rwx

group::---

mask: : rwx

other::---

$ sudo getfacl /home/user3/dir2

getfacl: Removing leading "/  from absolute path names
# file: home/user3/dir2/

# owner: user3

# group: user3

user::rwx

user:user:rwx

group::---

mask: : rwx

other::---

IIppnAep:OT UMEHU aJIMHUHUCTPpATOPpa yAaJUM CIIMCKH KOHTPOJIA JOCTYIIa JJId O6%€KTOB,
BJIaJe/JIbIEM KOTOPBIX OH ABJIACTCA:
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$ sudo setfacl -b ~/file2

$ sudo getfacl ~/file2

getfacl: Removing leading “/° from absolute path names
# file: root/file2

# owner: root

# group: root

user::rw-
group::r--
other::r--

IIpumep: oT UMeHU aJMUHUCTPATOPA YAAJIUM CIUCKH KOHTPOJIS JOCTYIIA Jijisd 0ObEKTOB,
BJIQJIEJTBIIEM KOTOPBIX OH HE SBJISETCS:

$ sudo setfacl -b /home/user3/file2

$ sudo getfacl /home/user3/file2

getfacl: Removing leading "/  from absolute path names
# file: home/user3/file2

# owner: user3

# group: user3

user::rwx

group::---

other::---

Bazkuo

[Tosmb30BaTe b, HE OOJIAJAIONINI TTOTHOMOYUAMA 3 IMUHUCTPATOPA, HE MOXKET YIAJIITh
CIIICKHU KOHTPOJIA JIOCTyIIa, KOTOPBIE OH HE CO3/IaBaJl.

PenaktupoBanme moJIb30BaTeJbLCKNX KBOT JjIsd  ¢aijioBou
CUCTEMBI

Yrunaura edquota IMO3BOJIIET PEIAKTUPOBATH MOJb30BATENILCKAE KBOTHI i (hailJIoBOi
CHUCTEMBI.

Vrunura moaaepKuBaeT CJAEIYIONINe OMIINH, ITIePeUNCIeHHbIE B Ta0JIUIIE:

Tabouna 17: Oumn yrummrer edquota u ux snavenns

Ormmyst BuaueHne

-u, --user VI3MeHNTDb MOJIb30BATENIBCKYIO KBOTY.

-g, --group VI3MeHnTD IPYIIOBYIO KBOTY.

-p, --prototype = protoname Jy61mpoBaTh KBOTBI MPOTOTUIIHOTO IIOJIB30BATENA. DTO OOBIYHBIN MEXaHM3M, UCIIOIb3YEMBIil ISl HHUIMAIN3AIIN
KBOT JIJIsl TPYIIII HOJIb30BATECH.

-F, --format = umsa-dopmaTa JI3MeHNTH KBOTY JUIst YKa3aHHOIO (hopMara.

-f, - -filesystem BroinosaaTh  yKasaHHbIE ONEPAIi  TOJNBKO JUlsl 3aJaHHoiil  aitoBoit cucrembl. Ilo  ymMosdanuio onepaiust

BBITIOJIHSIETCs] JIJIsl BCeX (hailIoBBIX CHCTEM C KBOTOIA.
-t, --edit-period PenakTupoBaTh MArkue OrpaHHYeHHs IO BPEMEHH JJIst KaxK10ii (HaiioBoil cucTeMsl.
-T, --edit-times 3mennTs Bpems J1jIs IOIb30BATE IS MM IPYIIIBI, KODJa IPUHYINTEILHOC OIPAHIYEHNE yCTAHOBJICHO.
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Koudwurypanmonnsriii ¢daiin /etc/profile

Kondurypamuonnsiit  daitn  /etc/profile wucnonb3lyercs i 3ajlaHUs  SJIEMEHTOB
OKpY2KeHUs O0O0JIOUKHU IoJib3oBaTead. Hampumep, B HEM omnpeeidioTcd TJIOOATbHBIE
IepeMeHHbIE:

PATH — mepeMeHHas CpeIbl, HUCIOJb3yeMas i yKa3aHUs ODOJIOYKE CITUCKA
KATaJIOI'OB, KOTOPbIe OY/IyT TPOCMATPUBATHCS TIPU TTOUCKE UCIOJTHIEMbBIX (DailjioB;

USER — mms mosb3oBaresisa mpu Bxoge B OC;

LOGNAME — To ke, uro u USER. HekoTopblie mporpaMMbl CIUTBHIBAIOT 3HAYEHUE ITOMN
ri06abHON 1IepeMenHoit BMecTo USER;

MAIL — wuwmsa daiia, B KOTOPBIH 3alMCHIBACTCS JIOKAJIbHAS MOYTA MOJb30BATEIIS, &
TaKzKe ero PaCIIOJI0XKEHUE;

HOSTNAME — mM4a xOCTa;
HISTSIZE — KOJIMYeCTBO MCIOJIHCHHBIX KOMAHJ, COXPaHAEMbIX B UCTOPUU;

HISTCONTROL — IIOIATHUKNA B OTHONIEHWW KOMAaHJ|, COXpPaHAEMBIX B WCTOPUU.
Ilo ymomuanuio 3amaHO 3HadeHue ignoredups, TO eCTh KOMAaHA, IOJHOCTHIO
COBITQIAIOIIA C OJTHOM U3 y2Ke 3alIMCAHHBIX B HICTOPUIO, He coxpaHseTcd. Ecm 3a/1aTh
IIOJIUTHUKY ignorespace, To Oy/lyT UTHOPUPOBATHCHA KaK JIyOJIUPYIONINECs KOMAHJIbI,
TaK U T€, YTO HAYUHAIOTCA C CUMBOJIA ITPODEJIA.

Takxke B KoHbUTYpAIMOHHOM daiie 3a/aéTcsd MacKa, HCIOJIb3yeMas JIJisd OlPeIesICHUs
KOHEYHbIX IIPpaB AOCTYIIa AJifd IIOJIb30BaTEJIAd.



fetc/profile

System wide enwvironment and startup programs, for login setup
Functions and aliases go in fetc/bashrc

It's NOT a good idea to change this file unless you know what you
are doing. It's much better to create a custom.sh shell script in
i fetc/profile.d/ to make custom changes to your environment, as this
# will prevent the need for merging in future updates.

pathmunge () {
case ":S5{PATH}:" 1n
___::lls_lll:__.::l

%)
if [ "s2" = "after" ] ; then
PATH=$PATH: $1
else
PATH=51: $PATH
fi

if [ -x fusrfbin/id ]1; then
if [ -z "SEUID" ]; then
# ksh workaround
EUID="Jfusr/binfid -u’
UID="Jfusr/bin/id -ru’
i
USER=""fusr/bin/id -un""
LOGNAME=SUSER
MAIL="/var/spool/mail/SUSER"
il

# Path manipulation

if [ "SEUID" = "@" ]; then
pathmunge fusr/sbhin
pathmunge Jfusr/local/sbin

else
pathmunge fusr/local/sbin after
pathmunge Jfusr/sbin after

T4

ITpumep: onpenenum Bpems 0e37efCTBUS IPU JIOKAJTHLHON TEPMUHAJIBHOMN CECCUU PABHBIM
neyMm munyTam (120 ¢). s storo B daiise /etc/profile mocse crpok
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JobasuMm cTpoky TMOUT=120. Tam ke, B CTpPOKe

’export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE HISTCONTROL

Heobxomumo mobaputh napamerp TMOUT:

’export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE TMOUT HISTCONTROL

Jlist momTBepK IeHUsT BCTYIUIEHUs W3MEHEHUil B CUJIy HaJI0 OyAeT 3aBEpIIUTh CEeaHC U
3apEruCTPUPOBATLCS B CHCTEMe 3aHOBO. Torja MosgBUTCS COOOINEHHe, UTO IOCJe JIBYX
MUHYT Oe3/IeiCTBUsI BpeMsl OXKUJIAHUs BBOJIA BBIILIO, B PE3YJIbTATE Yer0 MHTEPAKTUBHBIM
ceaHc ObLT 3aKPBIT.

Koudurypamnmonnsriii daiin /etc/security/limits.conf

Koudwuryparmmonnsriit  cdaitn /etc/security/limits.conf moxKeT wuUCIOIB30BATHCA JIJIsd
3aJlaHns MOJIyJII0 pam_limits.so jgomosHUTENbHBIX orpaHuydenuii. JIjig aToro Kaxas ero
CTPOKa BKJIIOYAET YeThbIpe TPYIIIbI TapaMeTPOB, KOTOPbIE TIEPEYNCTIEHbl U ONIUCAHBI HUXKE:

Bazkuo
[To ymosrganuio Bce orpaHudeHnus OTKJIIOYEHBI — BCE CTPOKU 3aKOMMEHTUPOBAHBI.
e <domain>:
nMA HO.HI:BOBaTeJI?I7 nMA I‘pyHHI)I C CHHTAKCHUCOM @g roup, HO,ZLCTa.HOBO‘{HbHU/I 3HaK

* 151 3aIIUCH 110 YMOJTYaHUIO, TI0JICTAHOBOYHBIN 3HAK %, KOTOPBII TaKXKe MOYKET
HCIIOJIB30BAThCA C CUHTAKCUCOM %Qroup Ijid orpanndeHud maxlogin;

o <type>:
— soft /i yCTAaHOBKYM MSITKHX OrDaHUYEHUIA;
— hard gjig ycTaHOBKHU KECTKUX OTPAHUYCHUN.
e <item>:
— core: orpaHuuMBaeT pasmep daiiia siapa B KO;
— data: makcuMaIbHBIN pa3Mep maHHbIX B KO;
— fsize: makcumasbHBI pa3zMep daitia B KO;

— memlock: MakcMMaJIbHOE aJIpeCHOe IIPOCTPAHCTBO, IIPEyCTAHOBJIIEHHOE B
mamaTu, B K6;

— nofile: MakcmMaIbHOE KOJIMYECTBO OTKPBITHIX (PaiiIOB;
— r'ss: MakKCUMAaJIbHBIA pa3Mep pe3naeHTHOro Habopa B KO;

— stack: makcumabHBIN pa3mep creka B KoO;
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cpu: MmakcmMaJsibHoe Bpemd mporeccopa B MIN;

NProc: MakKCUMAaJIbHOE KOJIMIECTBO IIPOIECCOB;

as: orpaHuveHre aJIPpecHOro npocrpancrsa B Ko;

maxlogins: MaKCUMaJIbHOE KOJUYIECTBO JIOTUHOB JIJIsl 9TOTO MOJIb30BATES;
maxsyslogins: MakCUMaJIbHOE KOJTUYIECTBO BXO/OB B CUCTEMY;

priority: nmpuopuTeT IIPOIECCOB ITOJb30BATES;

locks: MakcuMaIbHOE KOJUYIECTBO OJIOKMPOBOK (ailyioB, KOTOPOE MOZKET
ObITH 00ECIIEYEHO 0JIb30BATEIEM;

sigpending: MakCcUMaJIbHOE KOJIMYECTBO OXKUJIAIOIIAX CUTHAJIOB;

msgqueue: MaKCHMAaJbHBIH 00beM TMaMATH, WCIOJIb3YEMbBI OYepessMu
coobmiennit POSIX, B baiiTax;

nice: mpuopuTeT AJId 3aIyCKa IIPOIECCOB yTUINTON nice;

rtprio: MaKCUMaJbHBIA IPUOPUATET B PEAIbHOM BPEMEHHU.
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s.conf

resourc i ! goed in wia PAM.
Fesourc i

#file dn the ain e Same or more

#That means, for : g a limit fnr w11d ard domain here
#can be overridden a wildcard Eetf‘n‘rr in a config file in the
#subdirectory, but setting n be overridden only
fwith a user sped

#Each Line

#<domain: <type> <item> <value>

#Where:
#<domain:
: Ser name
a group name, with Egroup syntax
the wildcard for default entr
the wildcard %, can be also use group syntax,
for max

can have the two
- "goft" for e ing the soft
- "hard" far hard Limi

can be one of

- core - limits the

- data - max data
fsize - maximum
memlock — max
nofile - max

IIpumep: orpaHwYnM dUHCIO MapaJIeIbHBIX CEAHCOB JIOCTyHa I KayKJOH yYeTHO
3amucu  ToJib3oBaTesd. g sToro mobaBuM B KOHMUIYPAIMOHHBIN ailsi cTpoKy
CJIEIYIOIIETO COMEPIKAHUS:

username hard maxlogins 2

Torsa, pu yci0BUM, 9TO TIOJIb30BATEb USername OTKPbLI JIOKAJIbHYIO CeCCHIO (yUuThIBASI,
9TO NPHU BXOJe B rpaduvecKuil ceanc OTKPBIBAIOTCSA CPa3y JiBé CECCHU IIOJIb30BATENsS) U
HOIBITAJICS 3aiiTh B cUcTeMy depe3 ssh-coeuueHue (MOTEHIMAIBHO €6 OJINH AKTUBHBII
ceanc), emy OyJer BbIBeJeHO coobiienue Too many logins for ‘username' u 3710
coesimHeHne OyieT 3a0JI0KUPOBAHO.



Koudwurypamnmonssriii ¢daiin /etc/fstab

Kouduryparmmonnsiit  daitn /etc/fstab wucnosb3yercs s HACTPOUKM TapamMeTpoB
MOHTHUPOBAHUS PA3TUIHBIX OJIOUHBIX YCTPOMCTB, PA3/IEI0B Ha JTUCKE U (DANTOBBIX CUCTEM.
Omn cocrouT 3 Habopa TaK HA3bIBAEMBIX OIIPE/ICIEHUI, KaXKI0€ U3 KOTOPHIX 3aHUMAET CBOIO
CTPOKY M COCTOWT U3 IIECTH IOJIEl, PA3/IeJIEHHBIX TpobelaMy WX CUMBOJIAMU TaOyJIsSIUn:

’fsfspec fs file fs vfstype fs mntops fs freq fs passno

[Tosig mpeHa3HAYEHbI JIJId 38 IAHUS CJAETYIONINX TapaMeTPOB:

e fs_spec
Qusnueckoe pa3mernienne (ailioBoOil CUCTEMBI, O KOTOPOMY OIIPEIEsIsIeTCs
KOHKDETHBIII pa3J/ie/l WM YCTPONCTBO XpaHEHUsd i MOHTHUPOBAHUS.
BMmecTo ykazanus pasmertienusi (HhailsioBOil CHCTEMbI SBHBIM 0OPa30M MOXKHO
BOCIIOJTb30BAaThCs €€ YHUKAJIbHbIM niaeHTudukaropom UUID.

fs_file
Touka MOHTHpPOBaHUS, KyJa MOHTUPYETCS KOPEHb (hallJIOBOIl CUCTEMBI.

fs_vfstype
Tun daitmosoit cucremsbr. [lognepxkuBatorcs ciemyronme tumbn: adfs, affs, autofs,
coda, coherent, cramfs, devpts, efs, ext2, ext3, ext4, hfs, hpfs, is09660, jfs, minix,
msdos, nvpfs, nfs, ntfs, proc, qnx4, reiserfs, romfs, smbfs, sysv, tmpfs, udf, ufs,
umsdos, vfat, xenix, xfs.

fs_mntops
Onmun morTupoBaHust (aitmoBoit cucrembr. OcuoBHbIe onmuu: defaults, noau-
to, user, owner, comment, nofail.

fs_freq
[Ipennaznavyeno [j1s1 UCMOIB30BAHUA YTUJIATON CO3/IAHUS PE3EPBHBIX KON B
daitnosoit cucreme. Boamoxkubie 3navenusd: 0 u 1. Eciu ykazano 1, To yruiura
CO3aCT PE3EPBHYIO KOIIUIO.

fs_passno
[Ipennasnavueno i UCIOJIB30BaHUA TporpamMmoit fsck mpm HeobxoammocTn
ITPOBEPKHU II€JIOCTHOCTHA (PailjIoBOIl CHCTEMBbI; BO3MOXKHbIE 3HadeHus: 0, 1 u 2.
3BHaueHre 1 yKasbIBAETCs TOJBKO JJIsi KOPHEBOH (hailJIoBOil CHCTEMBI (TO €CTh
daitnosoit cucrembr ¢ TOUKON MOHTHpOBaHuUs /). s octanbHbIX BalIoBBIX
cUcTeM JId MpoBepKHM yTuauToil fsck 3amaérca 3unadenue 2. Ilpm 3navenun 0
— MIPOBEPKa BBITOJIHITHCS He OyIeT.

[To ymosrganmnio KOHMUTYpPAIMOHHbBIH (hailyl BKIIIOYAET:

’/dev/mapper/MSVSphere—root / xfs defaults 0 0

QaiiioBas cucrema /dev/mapper/MSVSphere-root mpumMoHTHpOBaHA B KaTajor /, THUII
daitnosoit cucrembl — Xxfs, ncnonb3yembie onmun — defaults, pesepBHas KOIUs JaHHBIX



He cozmaéres (fs freq=0), nmpoBepka 1ej0CTHOCTH (DARIOBOI CHCTEMBI HE BBIOJIHSIETCS
(fs_passno=0).

’UUID=b1bfe9bO—96ea—4876—883C—a9f1b6c74b /boot ext4 defaults 1 2

QaitoBasi  cucrema ¢ ujentudukaropom  blbfe9b0-96ea-4876-883c-a9f1lb6c74b
CMOHTHpOBaHa B /boot, Tum daitmoBoit cucrembl — ext4, HUCIOIb3yeMble OIIUU —
defaults, pesepBHasi Komus JaHHbIX cozgaércs (fs freq=1l), npoBepKa IEJIOCTHOCTH
daitnosoit cucremsbr Boinoasiercst (fs_passno=2).

’/dev/mapper/MSVSphere—swap swap defaults 0 0

QaitioBasi cucreMma /dev/mapper/MSVSphere-swap siBiseTcs pa3jieioM TMOJIKAIKHA Swap,
ucroJib3yemble o — defaults, pesepBHast Komms JaHHBIX He co3maérces (fs_freq=0),
IpoBepKa IesocTHOCTH (hailioBoil cucrembl He BbinosiHsiercs (s passno=0).

maintained under '/dev/disk/'.
and/or blkid(8) for more info.

apper /msvsphere-root / xfs
)=8ed41ci2l-164e-455c-bd65-b60ad5ad7cbd /boot




Perucrpamusa cobbiTuii 6e3omacHocTu

BBeaenue

B onepanmonnyio cucremy MCBCdepa 9 BcTpoena mojicucrema ayaura, OCHOBHOI 3a/1ateit
KOTOPOI 4BJIAETCAd perucTpanusd u o00paboTKa COOBITHil, CBA3AHHBIX C HAPYIIEHUEM
6ezonacHocTu. PuubTparus COOOIIEHUN MPOUCXOAUT Ha OCHOBE IIPEIBAPUTEIHHO
HACTPOEHHBIX TPABWJI, OT(MUILTPOBAHHBIE COOBITHS PETHUCTPUPYIOTCI B CHCTEMHOM
)KypHaJie cobbiTuii Oe3omacHocTr. CUCTEMHOMY aJIMUHUCTPATOPY JOCTYIHBI Pa3JIMYHBIE
MHCTPYMEHTBI, YIIPOIIAIOIINE aHAIN3 3aPETUCTPUPOBAHHDBIX COOBITUIA.

Huxe IIpuBeeHbl HEKOTOPbIE CHCHAPUN MCIIOJIb30BaHUA IIOJCHUCTEMbBI ayIUTa.

Perucrpaiiusi cobbITUil BX0a B CUCTEMY

[TosBossteT oTCaeKUBATH KaK YCIEIIHbIE, TAK U HEYJIATHbIE TIOTTBITKU BXO/Ia B CUCTEMY
C MCIIOJIb30BaHUEM Pa3JINIHbIX MEXaHU3MOB ay TeHTU(MDUKAIINY, TAKAX KaK JIOKAJIbHA
6aza nosab3oBaresneil miam LDAP-karasor, SSH, Kerberos u T.11..

OrcaexxuBaHue Joctyna K daitaam

[TozBoJisieT oTCIIEKUBATD, OCYIIECTBIISAJICS JIU JIOCTYII K TOMY WU WHOMY (pailiry wim
KaTaJIOry, UX MOAuMUKAIs, U3MEeHeHe aTPUOYyTOB WU 3aIlyCK.

MOHI/ITOpI/IHI‘ CHUCTEMHBIX BbI3OBOB

C MOMOIIBIO TOICUCTEMBI ayJINTa MOXKHO OTCJIEKUBATH MCIIOJIb30BAHNIE OTAETbHBIX
CUCTEMHBIX BBI30BOB (man 2 syscalls), Hampumep, OIEpaluu MOHTHUPOBAHUSI
daitIoBBIX CUCTEM, I3MEHEHUE CUCTEMHOIO BPEMEHU, OTKPBITHE CETEBOTI'0 COSIMHEHU
7 T.1I..

OTcaexnBaHue cOOBITHIT BE30IIACHOCTU CPEJ/ICTBA BUPTYAJIN3aI[An

[lozBosisier oTCIIEKMBATH pa3JUYHbIE JEHCTBUS IOJbH30BaTEIEl C pecypcaMy,
yIIpaBJigdeMbIMU Tunepsu3opom Llibvirt.

Perucrpaiiusi cobbiTuii ycranoBku uim ygasjgenus 110

C moMOIIBIO TOJCUCTEMBI  ayJInTa MOXKHO OTCJIEKUBATH YCTAHOBKY, V/IAJIEHHE
nm OOHOBJIEHHE IMAKETOB € WCIOJIb30BAHUEM PA3JIMYHBIX TMAKETHBIX MEHEIKEePOB:
dnf/yum, pip, npm, cpan, gem u T.7..

PaccMoTpuM OCHOBHBIE KOMIIOHEHTHI U APXUTEKTYPY IOJCACTEMBI ayJ/INTA ITOJIPOOHEE.
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Cobaimhe SesanackocTh @

Cofisrve Beaonaciocm ©
Bosepar ympasneika &

Boaspat 123 cheTeMNGTO Bu20sa &

1. Korma mporpamMa BBITIOJTHSET CUCTEMHBINA BBI30B, WHMOPMAIET 00 3TOM TOTAIAeT
B CIleIUaJIbHBINA 00paboTurK B sijipe Linux — Ha 3ToM 3Tane popMupyercs codbiTre
0e3011acHOCTH, KOTOPOE COAEPKUT NHMOPMAIUIO O BHITIOJHIEMOM CHCTEMHOM BBHI3OBE,
BBI3BABIIIEM €I'0 MPOIECCe, NICHTU(MUKATOP MOJIb30BATESd U T.]I..

2. N3 obpaborumka cobbITHE HATIPABIIETCA HA (DUIHTPAIUIO B COOTBETCTBYIONINI OJIOK
MIOJICUCTEMBI ayJuTa, TJie K 3TOMY COOBITUIO NMPUMEHSIOTCS 3apaHee 3arpyrKeHHbIe
GUIBTPHI.

3. B ciayuae cpabarbiBanusi omHOro u3 (UIBTPOB COOBITHE HAIpaBjsgeTcsd B Oydep
cobbITHiI KOMIIOHEHTa kauditd, OTBETCTBEHHOIO 3a PErUCTPAIIAIO HA CTOPOHE Spa.

4. Tlocme 3anucu cobbiTusg B Oydep kauditd ocyiiecTBisieTrcs BO3BpaT yIpaBJIeHUs B
00pabOTINK CHCTEMHOI'O BBHI30BA.

5. I3 obpaboTumka CHCTEMHOIO BBI30BA OCYIIECTBJISETCS BO3BPAT YIIPABJIEHUS B
IporpaMmy.

6. 3 bydepa cobbiTrE MonagaeT Ha 00paboTKy B KOMIOHEHT kauditd.

7. Kommonent kauditd mepemaér muadopmamuioo o coOBITUM U3 TPOCTPAHCTBA SIJIPa
B cepBuc auditd, paboraromuii B MMOJB30BATEILCKOM IIPOCTPAHCTBE, C ITOMOIIBIO
CTaHJIAPTHOIO MeXaHn3Ma KoMMyHuKaimn netlink (man 7 netlink).

8. Cepsuc auditd perucrpupyer coobiTre Ge30macHOCTH B (haiije CHCTEMHOTO Ky pPHAJIA
(mo ymosmganuio B /var/log/audit/audit.log).

[Tocie »toro perucrparusi coOObITHUsST 0€30MACHOCTH CYMTAECTCS BbIMOJHEHHON. [lastee
BO3MOXKHBI CJIEIYIOIIE BapUaHThl 00PabOTKH COOBITHsT O€30IIACHOCTH B ITOJIb30BATEIbCKOM
IIPOCTPAHCTBE.

e CepBuc auditd wMoxker mepemaTh HHMOPMAIMIO O COOBITHH OE30IIaCHOCTH HAa
06paboTKy B JIpyrHe CEePBUCHI/TIPOrpaMMbl € MOMOIIBIO pacimpenuii (IIaruHoB).
[Toygarensamu Takoit nHGOpMAaIU MOTYT OBITh CHCTEMBI IIEHTPATM30BAHHOTO cOOpa
U aHaJInu3a CUCTEMHBIX KYPHAJOB, CHUCTEMbl MOHUTOPUHTA, HAKJIAIHBIE CPEICTBA
samuTel nHGopMmarmn (C3M) u T.11..



o CucremMHBIl aJIMUHUCTPATODP MOXKET BBINOJHAThL aHaau3 u 00pabOTKY COOBITHIA
©e30IMaCHOCTY M3 CUCTEMHOT'O KyPHaJIa C TIOMOIIBIO BCTPOEHHBIX CPEJICTB, TAKUX KaK
ausearch, aureport, aulastlog u JIpyrux WHCTPYMEHTOB.

Hactpoiika cepBuca auditd

Koudwurypanmonnsriit ¢daiii /etc/audit /auditd.conf

Hacrpoiika cepBuca auditd ocyiectBiisiercss 4depe3 kKoHduUryparumoHublit daitn /etc/
audit/auditd.conf, ucnonb3yromuit crangapTHbiit st Unix-1mogo0HbIx cucteM (opmar
KNMY = 3HAYEHUE. Bce k/ioun u 3HAYEHUS ABIAIOTCH PETUCTPOHE3ABUCUMBIMU.

B Tabnumne HuXKe TPUBENEHO OMUCAHWE JIOMyCTUMBIX ITapaMeTPOB M WX 3HAYEHHS II0
YMOJJTYAHUIO.

Tabma 18: Tlapamerper ceppuca auditd u wx 3HaYeHWS 110 YMOTYAHIIO

Iapamemp BHanenue no ymosanuo Onucarue

local_events yes Bxmouaer (yes) nu Beixmodaer (NO) perncTpamuio coobITrii 6e30nacHOCTH JIOKAIbHOM cucremsl. Ecim neobxonumo
TOJIBKO PErUCTPHPOBATEL COOBITHSL, IOy EeHHbIE 110 CETH, yCTAHOBHTE B 3Hadenue NO. OGbIMHO 3TO HCIOL3YeTCs! Iph
paspépreBanny auditd B konTeiinepe s IeHTPaI30BaHHONO cGOpa HHMOPMAIWI C HECKOJIBKUX CHCTEM.

log file /var/log/audit/ Tlonnbtit yTh K dailiny, B KOTOPbI HEOGXOAMMO 3aIMCHIBATH Ky PHAJ COOBITUI HE30MACHOCTH.

audit.log

write logs yes Bxmouaer (ye€S) mm sbikmodaer (NO) 3amHuCh 2KYPHAIOB GE30IACHOCTH Ha JIACK.

log_format ENRICHED Omnpegensier, B kKakoM Qopmare Oyaer coxpaHsaTbCs HHOpPMalHs B KypHaJl. JIOMyCTHMbIC 3HAYCHUS IapaMeTpa
[epevnCIeHbl TI0C/e Tab/InILbL.

log_group root Cucremnasi rpymma, Ha KOTOPYIO DPAaCIPOCTPAHSIOTCs NpaBa Ha dailiibl KypHaja CcoObITHI 6e301acHOCTH.
JlomycKaercs NCIob30BaHIe KaK MACHTU(UKATOPA PYIIIIBL, TAK H €€ HMEHM.

p rio rityfboost 4 Heorpunarensuoe 1ucio, onpeessioniee IPUOPHTET BBINOJIHEHI CIyKObI ayuTa. YTobb! ocraBuTh npuopuTeT 6e3
u3MeHenuil, ucnonb3yiire snavenue 0.

krb5 principal auditd Wmsa Kerberos-npunmumnana cepsepa auditd. Ipu ucnonbsosanuu snauenus no ymoauanuto cepsep auditd Gyzer
nckarb Kimod ¢ nverem auditd/HOSTNAME@REALM e daiine, 3aannom supexrusoit Krb5_key file, rne HOST-
NAME - sto xaHOHM4eCKOe uMsi cepsepa, Bosppamaemoe ciyzxk6o0it DNS no ero IP-agpecy, a REALM — o6nactb
(realm) Kerberos.

freq 50 Heorpunareboe MHCIO, KOTOPOE OIpPEeNsieT CKOIBKO COOBITHII HEOOXOAMMO 3alicaTh IPEXK/e TeM BBIIOIHHTD
HPUHY/IUTEJIBHYIO0 CUHXPOHU3AIUIO JIAHHBIX Ha JIMCK. s'lo'l napaMeTrp HpUMeHAeTCA TOJIBKO eCJIM 3HavYeHue flush
yeranosieno B INCREMENTAL usmn INCREMENTAL_ASYNC.

name_format NONE Onpejensier KaK MMeHa KOMIBIOTEDOB BCTABJSIOTCS B IOTOK coObITHII GesomacHocT. JlomycTumbie 3HaueHHs:

name

He 3anano

HapaMeTpa NEePEedHCICHBI HOC/Ie TaOIMIIbL.
Crpoka, ompejesieMasi CHCTEMHBIM AJIMUHHCTPATOPOM, sl UCIOIb30BAHHUS B KAUECTBE MMEHH CHCTEMbI eCJIH
napaverp name_format ycranosnen B snauenne USER.

max_log_file 8 Makcumanbabli pasmep aiiia »KypHasios B MeraGaittax. [Ipum 10CTHZKeHMHM STOro JUMHTa OYJIeT 3aIlyCKaThCs
JelicTBre, HacTpanBaeMoe ¢ momontpio ommn Max_log_file_action.

maxilogifileiac— ROTATE VKazpIBaeT Kakoe JefiCTBHe HeoOXOAMMO HPEJNPUHSTL KOLJa CHCTeMa OOHADYXKHT, YTO JOCTUTHYT JIMMHT HA

tion MaKCHMAaJIbHBIH pazmep daiina kypHasa. Jlomycriumbie 3HAYCHNs TapAMeTPa HePeIHCICHbI TI0C/Ie TAO/IMIIbL.

verify email yes Ecim ycramosnen B Y€S, TO s JIOMEHHOrO HMMEHM, YKA3aHHOTO B IIOYTOBOM aJIpece B JMpeKTHBe aC-

flush

q_depth

num_logs

space_left_action

INCREMENTAL_ASYNC

2000

SYSLOG

tion_mail_ acct, 6yxer sbmosxena nposepka Ha Hadmume coorsercrytomedt DNS-zammcn. Dror mnapamerp
JIOJKEH OBITH PACIIOJIOZKEH IIepeji OIImeit actionfmailfacct B KoH(Uryparmonnom daiine, nnade Gymuer
HCIIOJIb30BAHO 3HAYECHUE 0 YMOJIIaHUIO Yes.

Ompejiesisier crpaTeruto paboTel ¢ AUCKOBBIM Gydepom. Jlomycrumble 3HAUeHUs! IapaMeTpa IePedrc/IeHbl 10Ce
TabJIIBI.

OnpejiesisieT MakCUMaJbHBI pasMep BHyTpeHHeil odepean jucnerdepa cobpiruit auditd. Ouepenp 6Gosbmrero
pasMepa HO3BOJISIET CJIyzK0e JIydllle CHPABIIATHCH ¢ GOJIBIINM TOTOKOM COOBITHIA, HO IIPU CJIMIIKOM GOJIBIIOIH OYepein
HEKOTOPBIE COOBITHSI MOTYT HE yCIIeTh ObITh 0GpPAGOTAHHBIMU IIPHU 3aBEpPIICHAN PaGOThI cepBuca. ECim B CHCTEMHOM
JKyPHAJIE HOABJISIOTCS COOOLIEHHS] O TOM, YTO HEKOTOPbIE COOBITUS GBUIN y/AJEHbI, TO YBEJIHILTE ITO 3HATCHHE.
Onpezeisier MaKCUMAJIbHOE KOJIMYECTBO (aiiioB »KypHAJIOB, KOTOPBIE HEOOXOIMMO COXPAHHATb, €CJIH HApaMeTp
max_log file action ycranosnen s snasenne ROTATE. Ecim snadenne num_10gs menbme 2, To poranus
aiinos KypHaos ne GyeT NPOM3BOANTLCA. B KauecTse 3Hadenus JOMycTHMO JHoboe 1uciIo B quanasone ot 0 no
999. C yBesmdeHneM KoJM4ecTBa COXpaHseMbIX (ailloB MOKeT IOTPe6OBATHCS MOAHSITh JIMMAT HA MAKCUMAJIBHOE
KOJIMUECTBO OKHJIAIONIMX 3a1pocos K ceppucy auditd — sa sro orseuaer onuust -b B kondurypanmonnom daitre
/etc/audit/audit. rules. Ecim nacrpoena poramus :xyprastos, To auditd 6yzer ciemuts 3a KoamdectsoMm
aiinos KypHaI0B 1 yaaasaTh juiane daiiibl. IIpoBepka n30bITOYHBIX Ky PHAJIOB BBIIOIHAETCS TOJIBKO IIPH 3aITyCKe
cepBHCa U IIPU [IPOBEPKE M3MEHEHHsI KOH(DUIY DAL CePBUCA.

Omnpejiensier Kakoe JeicTBre HEOOXOAUMO NPEANPHHSATH eciu Ha (aililoBoil crucTeMe HAuMHAET 3aKAHIUBATHCS
¢BOGOIHOE TIPOCTPaHCTBO. JIomycTMble 3HAYMEHNs! HapaMeTpa MePeUHCICHBI OCTIe TAbIMIbI.

MIPOJIOJIZKEHUE Ha, CJIeIyIONell CTpaHuIe



Tabmuma 18 — npoo/zKeHue ¢ Ipe/blayieii CTpaHuIbl

Iapamemp

Bnanenue no ymosanuo

Onucanue

action_mail_acct

space_left

use_libwrap

admin_space_left

admin_space-
_left_action

max_restarts

disk full action

disk_error_action

tcp_listen_port

tcp_listen_queue

end_of-
_event_timeout

tcp_max_per_addr

tcp_client_ports

plugin_dir

tep_client-

_max_idle

transport

krb5_key file

distribute network

root

75

yes

50

SUSPEND

10

SUSPEND
SUSPEND

He 3azano

He 3asan0

/etc/audit/
plugins.d
0

TCP

/etc/audit/audit.
key
no

Agpec snexrponnoit noursr nin ncesgonnm (cvm. /etc/aliases), ma xoropsiit GymyT oTmpaBIATLCA COOOMIEHHS
or auditd. Eciu agpec He siBisieTcs JIOKAJBHBIM I JAHHOI CHCTEMbI, TO HEOOXOQUMO 9YTOOLI Ha Heil GbLIa
HACTPOEHA TIOYTOBAsI CUCTEMa JIsl OTIPABKH, B TOM uHcJle, Tpebyercs Hammuue nporpammbt /usr/1ib/sendmail,
npenocrasisemoii postfix, exim, sendmail u apyrumu nourosbvMu cucremamu.

Ecin 06béM cBobozroro Mecra B daitnosoii cucreme, conepxkameit 10g_file, cranosurcst menbire ykaszauzOro
smavennst, To cepuc auditd semommur geiicreue, onpenenénnoe nupexrusoii space left action. Ecim
3HAYECHNE YKA3aHO KaK IeJI0e 9HCI0, TO OHO HHTEPIPETHPYETCs KAaK aGCOMOTHBIN pasmep B MeraGaiirax. Ecimx
3HaueHne ykasaHo B Buje umuciaa or 1 jio 99 co sHakoM npoueHra (Hanpumep, 5%), To auditd camocrosirenbro
BBIYHCIMT COOTBETCTBYIOIIEE 3HAYEHHE KAaK yKA3aHHbBIN IPOLEHT OT 00IIero pasMepa (haiiioBoil cucreMsl.
Omnpezensger, ciexyer i MCIONL30BATD MEXAHH3M tcpfwrappe rs juis GUIbTpanuu MOJKIIOYEHHiT OT JPYIuX
KoMIbIoTepoB. JomycrumMble 3nadenns: €S uan NO.

Ecim 06bém csoGoamoro Mecra B daitiooil cucreme, coxepxkameii L0g_file, cranosurcs menbme ykasanuoro
3nauenns, To ceppuc auditd semommuT geiicreue, onpenenéunoe aupekrusoit admin_ space left action.
Kax u ans gupextusst space_left, smadenne ykaseisaercss 6o B Buze nesnoro wmucia (aBCOMOTHBIH pasMep
B Merabaifrax), 160 B nponenrax or 1% g0 99%. B moGom ciyuae, snauenue admin_space left momxmo 6birs
MeHbIIIe spaceileft — 3TO CJeJlyeT pacCMaTPUBaTh KakK IOCJIEJHUIl IMIaHC YTO-TO TPEANPUHATL MPEXKIe YeM
JICKOBOE HPOCTPAHCTBO GY/IET TOIHOCTHIO 3aI0JIHEHO.

Omnpejiesisier Kakoe JieiicTBrue HEOOXOMMO HPEIIPUHATL ecji Ha (ailjloBoil cucremMe MovTH 3aKOHUYMIIOCH MECTO.
CHHcoK J0IyCTUMBIX 3HAMEHNIT 1 UX HOBeenne cosnanact ¢ qupexrusoii space_left_action: IGNORE, SYSLOG,
ROTATE, EMAIL, EXEC /nyTb-kK-nporpamme, SUSPEND, SINGLE u HALT.

Heorpunaresioe Mucio, KOTOPoe ONPEAENIseT CKOJILKO pa3 ciayzxba auditd moxer monbrrarses nepesamycruts
BBIIIIEJ[IIEe U3 CTPOsi PACHIMpeHue (IIJIAruH).

Omnpejienisier  Kakoe JeficTBue HeOOXOIMMO INPEINPUHATH eciu Ha (DaifloBoil cHCTeMe 3aKOHYHMIIOCh MeCTO.
Honycrumbie snauenns: IGNORE, SYSLOG, ROTATE, EXEC /nyTb-k-nporpamme, SUSPEND, SINGLE, HALT.
IloBenenne st KazKI0r0 U3 3HAYEHUIT PACCMOTPEHO B OIUCAHUU K JUPEKTHBE spaceileftiaction‘
Omnpeiesisier Kakoe AeificTBIe HeOGXOAMMO TIPEIPHHSTE B CJIy4ae BOSHUKHOBEHHS OIIHOKH [PH COXPAHEHIN COOBITHIT
6e301I1aCHOCTH Ha, JUCK M/ IIPH poTaruy (aiiyios xKypHasa. JIomycTiuMple 3HAUCHHS TaPAMETPa [EPEUNCIICHbI IOCIIe
TabJIUIIbL.

Yucnosoe snadenne or 1 10 65535, npu ykasannu xoroporo cepsuc auditd Gyaer npunnmars sanucu o cobbrTusx
6€30IaCHOCTH OT YJAIEHHBIX cucreM Ha coorBercrByomeM TCP-mopry. st paboTsl ¢ yIaJEHHBIM CEPBEPOM
WM KJMEHTaMH PeKOMeHjyercst HacTpouTh cepsuc auditd, urober on zamyckascs mociie akTHBAIMH CETEBBIX
uHTepdeiicos, COOTBETCTBYIOIAs HMHCTPYKIWMs npuseiena B daitte /usr/lib/systemd/system/auditd.
service.

Onpeesser MaKCHMAIBHO PA3PEMEHHOE KOTMIECTBO OXKUIAIONINX (3AIPOMIEHHBIX, HO €IE He IPHHATHIX) CETEBbIX
noxkmodennii k ceppucy auditd. Cimmkom maneHbKOe 3HAMEHHE MOXKET NPHBECTH K TOMY, UTO HEKOTOPBIC
HOJK/IIOYEHHsT GyJyT OTKIOHEHBI B CIydae €CIH MHOXKECTBO KJIMEHTOB OyJIeT IOJK/IIOUATHECS OJHOBPEMEHHO,
JIONYCTUM, T10C/Ie cOO0si UTaHust. DTa ONIUsl NCIIOIB3YeTCsl TONbKO arpernpyionmmu cepsepamn auditd, koropwie
06pabaThIBAIOT COOBITHS OT yAAJCHHBIX CHCTEM.

Heorpunareibaoe KOJIMYECTBO CEKYHJI, MOCIE KOTOPOTrO COObITHE CHYMTAETCS 3aBEPIIEHHBIM IIPH AHAJIM3€ MOTOKA
JKypHaJia COOBITHIl TI0JIb30BATEILCKIME yTUIUTAMI B Oub/inoTeanbiMu DYHKIMAME, TAKEMH Kak aureport (man
aureport), ausearch (man ausearch) u t.1. Ecsm B nponecce o6paGoTKy coGBITHII BpeMsi TEKyIIero cobbITHs
npesbiaer end_of_event_timeout ornocurensro cocennux cobprTuii B mOTOKE, TO Takoe cobbiTue GyjeT
CUHTATHCS 3aBEPIIEHHbIM.

Yucnosoe snauenue or 1 10 1024, xoropoe onpesenser MAKCHMAILHO Pa3pEIISHHOE KOJIIMIECTBO OJHOBPEMEHHBIX
nojkmoueHnit ¢ ogHoro IP-ajpeca. YcTaHOBKa CIAMIIKOM GOJIBIIONO 3HaveHnst Moxker mpusectd K DDoS-arake
na cepsep auditd. Cuenyer umers BBy, uTO B sijipe Linux ecth cBoM cOGCTBEHHBIE JMMUTBI, KOTOPbIE MOLYT
OrpaHMYUTh KOJIMYECTBO NOJKIIOUEHHI JazKe ecim HacTpoiika cepeuca auditd mossossier nenonbsosars Gosbiie
coenuHenuil. 3HaMEHNE O YMOTYAHMIO 1 SBIIETCS JOCTATOYHBIM JUIsi GOJIBIIMHCTBA CJIy9aeB, €CJU TOILKO BbI HE
Peajn30BbIBACTE CAMOCTOATENBHO KAKYIO-TO JIONOJIHUTEILHYIO HAJICTPONKY LIS IIEPECHIKH PaHee HEOTIPABICHHBIX
Cco00IIeHui.

Ollpe)(e.}lﬂe’l' C KakKoro Hucxoadiiero TcP-llOp'l'a WM [IOPTOB pa3pelleHbl BXOJdAIIIAE IO/IK/IIYeHUdA K CepBUCY
auditd. [onycrumpiii jgmanason nopros: or 1 go 65535. Ejunnunblii nopr 3aaércs OJHAM HUCIOBBIM
JByMsl 3HAUCHUAMHU, PA3ZeICHHBIME CHMBOJIOM «-». Hampmmep, urobpr morpeGosarh
OT KJIHEHTA WCIOJIb30BATh IPUBHIICTHPOBAHHBI I[OPT, MOXKHO 3ajarTh 3Hadenme 1-1023 — sto moxer

3HAYCHMUEM, & JUMala3oH

paccMaTpUBaThCs KAk JONOJIHATEIbHAS Mepa 3allliThl, I03BOIAIONAs HCKIIOUNTh ATAKU TUIA <UHbEKIHS JOTOBY
OT HMMEHU HeNPUBUICIMPOBAHHBIX [IOJIb30BaTe el B cllydae HCII0JIb30BaHUA ITOi OIIIMM  TaKzKe ||0'|'pe6ye' Bl
YCTAHOBUTH COOTBETCTBYIOLIee 3Hauenne qupektnse Local_port s xondurypanmonsom daiire /etc/audit/
audisp-remote.conf (cm. man audisp-remote.conf). B kondurypanuum mno yMOIMaHMIO HHKAKIX
OTpAHMYCHHUIL 110 UCXOMAIIIM IIOPTaM HE IPUMEHSICTCS.

Bajaér katasor, B koropom auditd Gyzer ocymecrsisiTh monck KOH(UIYpaIMOHHBIX (ailIOB CBOMX PACIIIPEHUi
(mrarusHoB).

3aaéT BpeMsl B CEKYHIAX B TEUEHHH KOTOPOTO [OIYCKACTCS OTCYTCTBUE KAKUX-JIMO0 JAHHBIX CO CTOPOHBI KJIMCHTA.
DTOT mapaMeTp HCIOJIb3YeTCsl AJIsl 3aKPBITHS HEAKTUBHBIX MOAK/IOUEHH, €Il Ha KIMEHTCKOIl CHCTeMe BO3HUK/IA
npobiieMa U OHa HE MOKET CaMOCTOATE/IBHO 3aBEPIIATH MOAK/IOUEHHe. DT MIobalbHas HACTPOiiKa H e 3HaucHHe
JoKHO ObITh Bbimle uem 3Havenme heartbeat timeout (man audisp-remote.conf) ma xkimenrckux
ManmHax. Pekomenjyercst ycranasinsarh snavenne tCp_client max_idle s asa pasa Gosmbmmm uem heart-
beat timeout. Bnauenue no ymomuanmo 0 orkmouaer 9Ty npoBepKy.

Ecsm ycranosneno B TCP, To ganmbie Mexay ximentoM u cepsepom auditd Gyayr nepenaBarnes B BuIe OTKPBITOro
Tekcra 6e3 mudposanus. Ecim ycranosieno B KRB5, to mporokon Kerberos 5 Gymer HCHOIB30BATBCS st
ayrenTudukanun 1 nmdposanus.

Ilyre k daitny ¢ xmouom s Kerberos-npunnumnana sroro kimenra. D1oT (ailn JI0IKeH NPHHA/IEKATH
nosb3oBarenio root u umers npasa 0400.

Ecsin ycranosieno B Y€S, To coObITH, HOCTYNAIOIHE U3 CeTH, OyyT nepeanst gucnerdepy auditd gua obpaborku
pacumpenuaMy (IJIAPHHAME), 9TO HO3BOJIUT Pean30BaTh UX JAaJbHEfIIyI0 IepechuIKy Ha APYroil cepBep WU B
CHCTeMy MOHMTOPHHTa/aHajm3a cobbrTuii. Ecom snavenne NO, To coGbiThst Gy/1yT TOJIBKO COXPAHSIThCS B JKyPHAJ Ha
JUICKE.

IPOJIOJIZKEHNEe Ha cJlejlytoleil cTpaHuie



Tabmuma 18 — npoo/zKeHue ¢ Ipe/blayieii CTpaHuIbl

Iapamemp Bnanenue no ymoauanuio Onucanue

overflow_action SYSLOG Onpenenser kak ciayx6a auditd nomkma pearmposarh Ha mepenosiHenue BHYTpeHHelt odepenn cobbiruit. Korma

3TO NPOUCXOAHUT, 3TO O3HAMACT, UTO B OUYepe[b HA PECHCTPAIMIO IOCTYIAeT GOJbINE COOBITHIL, eM MOXKET ObITh
obpaborano jrouepunmu nporeccamu auditd. Dra omubka Takke ozHavaer, UTO TeKylee cOObITHE, IIOCTYIUBIICE
Ha 06pabotky, 6yer norepsino. Jomycrumbie snavenus: IGNORE, SYSLOG, SUSPEND, SINGLE u HALT. Ilosenenue

JUTA KazKJIOro W3 3HAUEHHH PaCCMOTPEHO B ONHMCAHUM K JIUPEKTHBE spaceileftiaction,

donycTumbie 3HaYEeHUsI ITapaMeTpPOB

log format:

RAW — 3amumcu O cOObITHSAX 0e30IMacHOCTH OyayT XpaHUTbCA B TOM dopmare, B
KOTOPOM HX OTIPABJIFAET AP0 OIMEPAITMOHHON CUCTEMBI.

ENRICHED — mepen coXpaHeHHMEM Ha JUCK 3aliCH O COOBITHUSIX 0e30IIaCHOCTH
OyayT mpuBeIeHbI K 0oJiee MOHATHOMY YeJOBEKY BHIY IyTEM «pPa3BOPAUUBAHUS»
urdopmarmu 06 uieHTuduKaTope mnosb3oBareas (uid), uaeHTuduUKATOPE TPYIIIHI
(gid), cucremuoM BbI30Be (syscall), apXuUTeKType U ajpece COKeTa. JTO YIPOCTUT
aHAJIN3 COOBITHUl, CO3JJAHHBIX Ha OJIHOW CUCTEME, B JIPYTOil CUCTEME.

flush:

NONE — He BBIIOJIHATH KaKUe-JU0O0 JIOMOJHUTEIbHbIE JTEHCTBUS 10 CHHXPOHU3AIINU
Oydepa ¢ IUCKOM CO CTOPOHBI CJIYKOBbI PErUCTPAIINN COOBITHIA.

INCREMENTAL — BBIIIOJIHATD TPUHYJIUTEHLHYIO CHUHXPOHHU3AINIO Oydepa Ha JUCK C
4aCcTOTOI, onpeieasieMoit napaMmerpom freq.

INCREMENTAL ASYNC — moBenenue noxoxke Ha INCREMENTAL, HO cHHXpOHU3alIUdA
bydepa BBIIIOJIHACTCS B ACHHXPOHHOM pexKnMe U1 YILydIICHUASA
IIPOU3BOINTEILHOCTH.

DATA — He3aMeJINTEe/IbHO CHHXPOHU3UPOBATDH JaHHbIe (baiiaa Ha TUCK.

SYNC — He3aMeIUTEe/TbHO COXPAaHITD JIaHHbIE U MeTaJaHHble (hailia Ha JIUCK.

name format:

NONE — umsi KOMIIbIOTEPA HE OYIeT BCTABIATHCI B 3aIUCH KYPHaJa 0€301aCHOCTH.

HOSTNAME — B KypHaj OyIeT [100aBJIATHCA MMsi KOMIILIOTEpAa, IOJydaeMoe W3
CUCTEMHOTO BbI3OBa gethostname.

FQD — cucreMa ayapTa IOJIyYUT IMs KOMIBIOTEpa U mpeobpasyeT ero B IIOJHOE NMs
kommbiorepa (FQDN) ¢ momomnisio DNS-3ampoca.

NUMERIC — moBenenue noxoxke Ha pexum FQD, HO 1O uUMeHH KOMIBIOTEpPa
oyner omnpenenarbca [P amgpec xkommnbiorepa. Ilepen mcronb3oBanueM 3TOi ONIUH
PEKOMEHyeTCd IIPOBEPUTH YTO KOMaHAblI hostname -1 wmam domainname  -i
BO3BpaIaioT KoppekTHbiii I[P-ampec cucrtembr. Ncrmosbp3oBaHue 3TOW ONIUKA HE
PEKOMEH/TyeTCs, eCJIH /i HacTpoiiku cetn ucnosb3yercss DHCP rak kak cymectByer
BEPOATHOCTL cMeHbI IP-anpeca koMIboTepa.



USER — Oy/ieT MCHOJIb30BATbCA UM$, 3aJaHHOE CHUCTEMHBIM aJIMUHUCTPATOPOM B
mapaMeTpe name.

max_log file action:

IGNORE — He KOHTPOJMPOBATH MAKCUMAJIbHBIN pasmep daiia.
SYSLOG — 3ammcaThb COOTBETCTBYIOIIEE MpeIylipexKaeHue B cucteMubiii xxKypraat OC.

SUSPEND — mpeKpaTUTh 3alUChIBATH KYPHAJI ayJuTa Ha IUCK, cepBUC auditd mpm
9TOM MPOJOJIZKHUT CBOIO PaboTYy.

ROTATE — BBLIIOJHUTH poTanuio daitjia KypHasja CcOObITHII OEe30IACHOCTH, IpU
HEOOXOIUMOCTH YIAJUTHL CcTapble (ailabl KypHaaoB. Bymer co3man HOBbIN daitia
KYpHAJIA, a TEeKyIIuit OyaeT mepeuMeHOBaH — K €ro UMeHU Oy/1eT 100aBJIeH TTOCT(MUKC
1, moctdukc 60Jiee cTapbix (ailjoB KYPHAJIOB Oy/IeT yBeJIUYEH Ha eIuHHILy. Takoro
2Ke TIOBEJIEHUd TpUAepXKUBaeTcd yTuanTa Llogrotate.

KEEP LOGS — moBesenue anajorudno omiuu ROTATE, HO cTapblie (hailibl XKypHAJIOB
He Oy/JyT YIAJasaThCsd, YTO IPEJOTBPATUT THOTEPIO JIAHHBIX U3 KYypHAJIa COOBITUI
6e3omacuoctu. Koryma na JMcke 3aKOHYHUTCS MECTO, OyJIeT BBIIOJHEHHOE JieficTBUE,
ompeseIEHHOe TMPeKTUBO# space left action. DTorT BapumaHT pPEKOMEHIIYETCsI
HCIIOJIb30BATh COBMECTHO C CUCTEMON PE3¢PBHOI'O KOIIMPOBAHUA.

space left action:

IGNORE — HM4Yero He IIpeAIIPUHUMATh.
SYSLOG — 3anucarh COOTBETCTBYIOIIEE IIPEAYIIPEXKACHUE B CUCTEMHBIN »KypPHAJL.

ROTATE — ocymiecTBUTDH poTaruio (haitjioB KypPHAJIOB, YIAJIUTH CAMbIE CTApble U3 HUX
9TOOBI OCBOOOIUTE MECTO.

EMAIL — oTHpaBuUTh COOTBETCTBYIOLEE IIPEAYIPEXKICHUE Ha aJpec 3JICKTPOHHON
IIOYTHI, YKa3aHHBIN B JIUpeKTuBe action mail acct m 3anmcars npemynpexkiaeHue
B CUCTE€MHBIA 2Ky pHaJI.

EXEC /nyTb-K-NporpamMMe — MPUOCTAHOBUTH 3aIIUCHh COOBITHUI B 2KYPHAJI U BBITTOJIHUTH
YKa3aHHYI0 IIpOorpaMMy, Iepejada IapaMeTpOB IIporpaMMe He IIOJIepKUBaeTCH.
BrizBannas mporpamma J0/KHA OCBOOOIUTH MeECTO M IOJaTh curuaj SIGUSR2
cepBucy auditd 9ToOBI OH BO30OHOBUII 3amuch cOObITHII. CaMblil TTPOCTOM CIIOCOD 3TO
c/leJIaTh — BBINOJIHATH KOMaHAy auditctl --signal USR2.

SUSPEND — mIpeKpaTUTh 3aIUCh JAHHBIX Ha JIMNCK, IIPU 9TOM caM cepBuc auditd Oyer
AKTHUBEH.

SINGLE — mepeBecTH KOMIIBIOTED B OJHOIOJIB30BATEJbCKUNA DEXRUM  (TakxKe
U3BECTHBIN KAK PEXKUM BOCCTAHOBJIEHUSI ), KAK €CJIU Obl CUCTEMHBIH aJIMUHUCTPATOD
BbITTOJTHMJI KOMaHay telinit 1 mium systemctl isolate runlevell.target.

HALT — BBIKJIIOYNTH KOMIIbIoTep. Bee aeiicrBusg kpome ROTATE Oy/ayT BBITOJTHATHCS
TOJILKO OIUH pa3s.



disk error action:
e IGNORE — HMYEro He NpeInpUHIMATD.

e SYSLOG — 3ammcarb He 0ojiee AT TOCIEI0BATEIbHBIX IPEIYIPEKICHUN B
CUCTEMHBI Ky pHAaJI.

e EXEC /nyTb-K-NporpaMMe — MPUOCTAHOBUTD 3AITUCH COOBITHI B 2Ky PHAJI U BBIIIOJTHUTH
YKa3aHHYIO IIPpOrpaMMy, Iiepejlada IlapaMeTpoB IIPOrpaMMe He IIOJJIEePKABACTCH.
BeisBannasi mporpamma JIOJ2KHa OCBOOOAWTH MeCTO W IofaTh curaaj SIGUSR2
cepBucy auditd uToObI OH BO30OHOBMII 3anuch cOObITHI. CaMbIil TPOCTOIt CIIOCOO ITO
c/ieJiaTh — BBIOJIHAUTH KOMaHAy auditctl --signal USR2.

e SUSPEND — mpeKpaTHuTh 3alUCh JJAHHBIX Ha JIUCK, ITPU 3TOM caM cepBuc auditd Oymer
aKTUBEH.

e SINGLE — T1epeBeCcTH KOMIIBIOTED B OJIHOIOJBL30BATEIbCKUI DPEXUM  (TaKkkKe
U3BECTHBI KAaK PEKUM BOCCTAHOBJIEHHsI ), KAK €CJIU Obl CUCTEMHBIN aMUHUCTPATOD
BbITTOJTHII KOMaHay telinit 1 maum systemctl isolate runlevell.target.

o HALT — BBIKJIIOYUTH KOMOBIOTEP.

IIpuMmeHeHne n3MeHeHUun

[Tocie m3menenuss HACTPOEK B KOH(MUTYPAIMOHHOM aiisie moTpebyeTrcsds TPUMEHUTh WX,
BBITIOJTHUB CJIEJIYIONILYI0 KOMAaHLY:

’$ sudo auditctl --signal HUP

Cnyxb6a auditd mnepeuuraer kKoHMUrypanuoHHbIl daiti u, ecau He ODHAPYKUT
CUHTAKCHYECKUX OIMMOOK, MONmpoOyeT MPUMEHUTH 3aIlpPOIleHHble U3MeHeHus. B ciydae
YCIIEIITHOTO 3aBEPIIEeHUs ONepaIuu B KypHaJje cobbiTuit 6e3omacuoctu /var/log/audit/
audit.log mosiBuTCH cooTBeTCTBYIOIIEe coodIenne Turira DAEMON CONFIG:

type=DAEMON CONFIG msg=audit(1731317470.852:545): op=reconfigure state=changed \
auid=1000 pid=15069 subj=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023 \
res=success AUID="user"

B ciayvyae BO3HUKHOBEHMSI OMMUOKY, B 3aBUCUMOCTH OT €€ TUIa, Oy/IeT BBIIIOJIHEHO OJIHO U3
JeACTBUM, ONPENIESIEHHBIX AupeKTuBaMu space left action, admin space left action,
disk full action mim disk error_action B KoHdurypamuonanom daiie.

PekomeHngaiuu mo 6e30macHoOil HacTpoiiKe

B koudurypamun, nocrasisgemoii mo ymosrdaauio B MCBCdepa OC, ciaykba perucrpaiun
coObITHIT 6€30ITaCHOCTH UMeeT cOATAHCUPOBAHHYIO C TOYKHU 3PEHUS TPOU3BOIUTEILHOCTH U
6e30TaCHOCTH HACTPOMKY, KOTOPas JOJIKHA, TIOAXOIATE O] OOJIBIITMHCTBO 3a/a4.

Hwke mnpuBenenbl HEKOTOpPble PEKOMEHJAIMU 10 IIOBBIIMIEHUIO 0e30I1acCHOCTU U
OTKa30yCTOMYINBOCTU CJIY2KOBI ay/IATA.



e Ha cepBepe pekomengyercsi macrpouth mouroByto cucremy (MTA, Mail Trans-
fer Agent) s oTmpaBKM yBEJIOMJIEHWH OT CJIy:KOBI ayauTa CHCTEMHOMY
ammuaucrpatopy. B penosuropusx MCBCdepa OC mocrymebl — citeayromime
IIOYTOBBIE cepBepa: postfix, sendmail u esmtp. Ecau Bama cucreMa MOHUTOPUHIA
ucniosibzyer nporokos SNMP  (Simple Network Management Protocol), To B
KaueCcTBe AJILTEPHATHBHOIO CIIOCO0A JIOCTABKU YBEJIOMJICHUN MOXKHO Pean30BAThH
COOTBETCTBYIOIIME CKPUITHI/YTUIATHI Jijisi OTIIPABKU MPEYTPEXKICHUI B CUCTEMY
MOHUTODWHTA, & dYepe3 HeE, B CBOI OdYepeb, OTIPABJIATH IPEIYIPEKITICHUS
CUCTEMHOMY aJMHUHUCTpPATOpPY. B coctaB makera net-snmp-utils BXOQUT yTHINATA
snmptrap, KOTOpYIO MOYXKHO WCHOJIB30BAThL JJjid OTHpaBku curnajgoB SNMP-
trap. Yepes pa3pabOTKy COOCTBEHHBIX YTHJIUT MOXKHO pEaJM30BaTh OTIPABKY
YBEIOMJIEHUIl C MCIOJIL30BAHUEM JIPYTUX IMPOTOKOJIOB.

e Karasor, B KOTOpOM XpaHATCS KyPHAJIbI 6E30MAaCHOCTU (CM. OIUMCAHUE TapaMeTpa
log file), JI0JIZKEH HAXOJAUTHCS HA OTJAEIBLHOM Das3jiesie/TOYKe MOHTUPOBAHUSI. DTO
ITO3BOJIUT M30€XKATh CHUTYAIlUW, KOTJa JJId KyPHAJOB 0OE30ITaCHOCTH HE OCTAJIOCHh
CBODOTHOTO MeCTa MO IPUIUHE TOr0, YTO OHO 3aHSTO (raillaMu APYyrUX MPOIECCOB.
Takzke 3TO TO3BOJUT CIykKOe ayauTa TOYHEE OIPEAEeNITbh W KOHTPOJUPOBATH
OCTaBIIIeeCsT MECTO.

e [lapamerpam max_log file m num logs MO/I?KHBI OBITH ITPUCBOECHBI TAKUE 3HAYCHUS,
4TOOBI CJIy2K0a ay/uTa MOIJa HCIIOJIb30BaTh BCE JIOCTYIIHOE MeCcTO Ha dailioBoit
cucreme. CiieyeT mMeTh B BHIY, 9TO YeM 0OJIbIne (pailioB HeOOXOIMMO POTUPOBATh,
TeM OOJIbIIIE BPEMEHU Ha 3TO MOTPedyeTcs CIyKOe ay/iuTa MpeKJie 9eM IMPUCTYIUTD
K 3amucu coObITHil B HOBBIN paitn kypHasga. COOTBETCTBEHHO, HE PEKOMEHIYETCsI
YCTAHABJIMBATH CJIUIIKOM MAaJIEHBbKUI pa3Mep daiiyia KypHaJa.

o [lapamerpy max log file action pekomenjyercss mpucBouTh 3Hadenue KEEP LOGS,
9TOOBI cTapble (ailjibl XKypPHAJIOB 0€30IIaCHOCTHA HE YJIAJISJIACD.

e [lapamerpy space left pekoMeHyeTCsd YCTAHOBUTH TaKOe 3HAYEHHE, KOTOPOE
OCTaBUT CHCTEMHOMY aJIMUHUCTPATOPY JOCTATOYHO BPEMEHU HYTOOBI CPearupoBaTh
Ha IIPeyIpek/IeHrne U OCBOOOIUTD JTUCKOBOE MTPOCTPAHCTBO. Kak mpaBmiio, B TaKUX
caydasx TpebyeTcs BBIIOJHUTD MPOIEIyPy apXUBUPOBaHUs (DailIoB XKYPHAJIOB.

e Jlna mapamerpa space left action pekomeHniyercsi ycTraHOBUTH 3HadeHue EMAIL,
4TOOBI OTIPABUTH COOTBETCTBYIOIIEE WPEIYIIPEXKICHNE Ha IJIEKTPOHHYIO MOYTY
CHCTEMHOMY aJIMUHHUCTPaTOpy. B KadecTBe aJbTepHATUBBI MOXKHO HCIIOJIB30BATH
3Havenue EXEC 1 BBI3BIBATH COOTBETCTBYIONLYIO YTUINATY JIJId OTIIPABKU YBEIOMJICHUS
C UCHOJIB30BaHUEM JPYIroro MpoTOKOJIa, JOIycTuM, SNMP.

e [lapamerpy admin space left pekomemnjyercd yCTaHOBUTH TaKOe 3HAYECHUE, TPU
KOTOPOM Y CJIY2KOBI ayuTa OCTAHETCd JIOCTATOYHO CBOOOJIHOT'O IMPOCTPAHCTBA JIJId
IIPOTOKOJMPOBAHUA NEHCTBUI CUCTEMHOI'O aAMUHUCTPATOPA.

e 3nauenue napamerpa admin space left action pekomenjyercsi ycranoBuTh B SIN-
GLE, 4yTOOBI II€epEBECTH CHCTEMY B OJIHOIIOJIb30BATEILCKUNA PEXKUM U II03BOJIUTH
aJIMIHUCTPATOPY OCBOOOIUTH MECTO HA JTUCKE.
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o [lapamerpy disk full action pekomengyercss ycranoBuTh 3HadeHue HALT jra
ABTOMATUYICCKOI'O BBIKJ/IIOYCHUA CUCTEMBbI, €CJIM Ha JUCKE KOHYMNJIOCh MECTO —
9TO TO3BOJIUT U30€KATh HE3AIPOTOKOJMPOBAHHBIX JeWCTBUil B cucteme. KEciun
BBIKJIIOUEHWE CHUCTEMbl HEIpUeMJIeMO, TO ycTaHoBuTe 3HadeHue SINGLE, 4uToObI
IIEPEBECTU CUCTEMY B OJHOIOJb30BATEJIbCKUN DPEIKUM.

e [Tapamerp disk error action jiomkeH ObITH ycTaHOBJIEH B 3HadeHue SYSLOG, SIN-
GLE wim HALT, B 3aBUCUMOCTH OT IOJUTUKU OE30MACHOCTH BAIIETO MPEIIPUATAS B
OTHOIIIEHUY AIMIapaTHBIX COOEB.

e FKcim y Bac oTCyTCTBYyeT cucreMa pe3epBHOIO NMUTAHUS W TOTEHIMAJIbHAST yTepsd
HECKOJIbKMX (CM. oOlucaHue JupeKTuBbl freq B KoHUrypamuoHHOM daiise)
MIOCJIETHUX 3aIMCENl O COOBITUAX OE30IMAaCHOCTU HABJLETCH I BAC KPUTUYIHON,
TO ycranoBuTe 3HadeHue gupeKTuBbl flush B SYNC, 4TO 0OOecCmeduT MOCTOAHHYIO
CUHXPOHUBAINIO JAHHBIX W METaIaHHBIX Ha auck. OIHAKO, CIeIyeT OTMETUTh, 9TO
9TO NPUBEAET K CHUXKEHUIO IIPOU3BOUTEILHOCTU JIMCKOBOM MOJACUCTEMBI.

B cnyuae ucnionpzoBanug cepsuca auditd jurg arperanuu XKypHAJIOB C JIPYTUX MAaIlAH 110
CeTU PEKOMEHTyeTCsI:

e llcnonb3zoBath mporokos Kerberos i ayrentudukaruu  u - mmdpoBaHUA
COeJIMHEHUsT MEXKJy KOMITBIOTEpAMHU, 3a 3TO OTBEYaloT JUPEKTHUBBLI transport,
krb5 principal u krb5 key file B koudurypamumonnom daiire.

e PazpemmTh OTHpaBKy KYPHAJOB O€30IACHOCTH TOJBKO C HCHOJb30BAHUEM
IIPUBUJIETUPOBAHHBIX IIOPTOB — JUPEKTUBA tcp client ports B
KoH(uryparmumonHoMm ¢aitme. D10 mOMOXKeT u3bekKaTh arak €O  CTOPOHBI
HEITPUBUJIETMPOBAHHBIX I10JIb30BaTe/ el Ha KJANEHTCKUX MAITHHAX.

YnpaBJjieHUe NpaBuJiaMu ayJauTa

[TpaBuna dpuabTpanuu coobITH 6€30MACHOCTH MOXKHO YCJOBHO PA3/EJIUTDH 110 BDEMEHU WX
JKU3HU HA BPEMEHHbIE W IOCTOsiHHBbIE. BpeMeHHble MpaBujia B OCHOBHOM HCIIOJIB3YIOTCS
JIS OTJIQJIKY, OHU JIOOABJISIOTCS B CHCTEMY BPYYHYIO, C TIOMOIINbIO yTUIUTHI auditctl, u
JIEACTBYIOT JI0 Ilepe3arpy3Ku UM BBIKJIIOYeHUs cucteMbl. [locTossHHbIE TpaBUIa XpaHATCS
B BHjIe aityioB B KaTasore /etc/audit/rules.d u aBroMaTuIeCKu MPUMEHSIOTCS KAk IbIit
pa3 IIpu 3arpy3Ke CUCTEMBL.

Yruaunra auditctl

Komanma auditctl coyxkut i yupabieHuss 0a30BbIMUA  (DYHKIIASMEU  IIOJICUCTEMbI
ayIuTa, a TaKyKe IO3BOJISET 33/1aBaTh IIPABUJIA, ONPEJENIoNnine KaKue COOBITHA OymayT
PETUCTPUPOBATHCA B XKYpPHAJIE COOBITUI OE30IIaCHOCTH.

Kak u mrs 6onpmmacTBa kKomang B cpege GNU/Linux, mis Bei3oBa yrumTsl auditctl
HCIOJIb3YEeTCS CTAHIAPTHBIA CHHTAKCHUC:
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’auditctl [aprymeHTbI]

AprymeHTbI, KOTOpBIE IPUHUMAET KOMaHIa, PA30UThI Ha TPU TPYIIIBI 110 UX HA3HAYEHHUIO.

o Kondwurypamnuonubie ormum —

OTBEYAIOT 34 HACTPOMKY TapaMeTpoB S1Ipa,

CBSI3aHHBIX C MOJICUCTEMON ayINTa.

e Omuu cocTogHuS —

OTO6paHQHOT COCTOdHUE IIOACUCTEMBI ayduTa, TaK>XKe

CyIIECTBYET OIIMHS JJIsi OTIIPABKKM COOOIIEHUsT B IMIOTOK COOBITHIT 6€30I1acHOCTH.

e Omruu 11t yIpaB/ieHnusT TpaBUIaMu (DUIBTPAIIUN COOBITHIM OE30ITaCHOCTH.

Koudwuryparmonubie onmuu mepevncaeHbl B TaOJIATIE.

Tabmuna 19: Kondwurypanmonnsie onmun auditctl

Apaymenm

Onucanue

-b <konunyectBO>

--backlog wait_time
<BpeMs_OXupaHus>

--reset_backlog-
_wait_time_actual
-c

-D

-e [0..2]
-f [0..2]

-h

--loginuidimmutable

-t
- <TOYKa_MOHTUPOBaHUSA,
nogaepeso>

-r <4yacTtoTa>

--reset-lost
-R <nyTb_K_¢anny>

--signal <curHan>

VeranaBiuBaeT JIMMAT HA MAKCHMAJBHOE KOJIMYECTBO OXKHUIAIONMX O0OPabOTKH COOLITHH GE30MACHOCTH Il MOACACTEMbI ayAuTa B spe.
Ecim mumut Gyzer npesbiien, o spoM Oyaer BeictasieH duar ¢bost s gaabreiineii o6paborku. Crelyer UMeTh B BUY, 9TO O¥€peb
He0OPAbOTAHHBIX COOBINEHM XPAHUTCS B OIEPATUBHON MAMSITH, COOTBETCTBEHHO, 00BEM HOTPeO/IAeMOil maMATH OyieT MpOIOPIHOHAICH
KOJIM4ecTBy 3anuceit B ouepesu. Ojpa 3amuch MoxkeT 3aHuMaTh okoso 10 kunobaiir. ITo ymomuanmio pasmep Gydepa B sjpe pasen 64
3anucsiM, HO npasuia, nocrasisiembie ¢ MCBCdepa OC, yeranasiusator ero pasmep B 8192 samucei.

Sa,ﬂ,déT MaKCUMaJIbHOE BpeMs OKM/IaHNU ITOKa pasMep IOJTHOCTBIO 3a0JIHEHHON ogepenn L'OGb]TI/II‘/’L, OZKMTAIONINUX OGI)&GOTKI/L HE YMEHbIIUTCHA.
B cirydae npeBbilenns STOroO JIMMUTA TeKylee coObITHe, OxKuaomiee oOpaboTku, Oymer yrepsauo (yaaneno). IIpu sToM B KypHaI coObITHI
By/1eT 3anucana COOTBeTCTBYyOMas omubKa. 1o ymoranuio taiimayT B saape pasen 60xHZ.

C6pacbiBaer cudTunK (hakTUIECKOro BPEMEeH! O3KUJIAHUsS yMEHbIICHA ouepe/i coObITHIi, oTobpaskaeMblii craryc-komanstoit auditctl -s.

IIpomoimzKaTh 3arpyKaTh HpaBUIa HECMOTPsi Ha BO3HHKaomue ommOku. CoxpaHser pesyibTaTbl 3arpy3KH BCEX IIPABUII M, €CJIH XOTs Obl
OJIHO IIPABHJIO HE 3arPy3UIIOCh, TO KO BO3BpaTa GyJeT He HyJIeBOil.

Viamurte Bee npaBuIa B TOUKH Habumogenus. Moxker GbITh CKOMOHHEPOBAH ¢ apryMeHToM - K.

Y|1pamme'l' COCTOsTHUEM Cle)K6hl ayaura. /:LOH‘\'C'I'VII\’IhIQ 3HaYeHHUs llapamMeTpa nepevanc/ieHbl 1mocje 'l'a6JlVllLbl.

Veranasnusaer crocod o6paboTKi BosHUKaIOMNX cboeB. Duar c6osi ycTaHABIMBACTCS IIPH OMMOKAX [€pPeJatn JAHHBIX U3 HPOCTPAHCTBA
szpa B ciryzk0y auditd, paGoraioniyio B HOIb30BATEILCKOM IPOCTPAHCTEE, IPH IPEBBIICHIH MAKCHMAILHOTO BPEMEHH 00paboTKH Odepein
COOBITHIA, HEXBATKE NAMSITH ¥ T.11. JIOMyCTHMbIe 3HAYCHHS IIapaMeTPa IePeYHCIICHbl OC/Ie Tab/InIIbL.

Beiiars crpaBounyio nHGOpMaIio 06 apryMeHTaX KOMaH/I0# CTPOKH U 3aBepIINTh paGoTy.

Ecim ncnonb3yercsi caMOCTOSITENIBHO, TO BKIIOYAET PEZKUM MTHOPMPOBAHKSA OMMOOK MU YTeHNN MpaBuiI u3 (aiia — B TAKOM ciydae au-
ditctl seerna Gyzer BosspammaTh ycnenHbit Ko Bo3spata. Ecim e ncnoabsyercss B KOMOHHAIIY € ApIyMEHTOM - S, TO, 10 BO3MOKHOCTH,
[EPEBOJUT YUCIIOBbIE NIEHTH(MUKATOPDI B IOHSITHBIE IIOJIL30BATEIIO CJIOBA.

Henaer UID y4éTHbIX 3amuceil HeM3MEHsIEMbIM Cpa3y MOCJE €r0 YCTAHOBKH, YTO IIPEJOTBPAIIACT BO3MOXKHOCTD BBIIABATHL CeOsl 3a JPYTUX
nosb3osareseit. s uamenennsi UID rpebyercst nonsomoune CAP_AUDIT_CONTROL, mosroMy HenpuBH/IErHPOBAHHBI [OJIB30BATENb He
MOZKeT €r0 U3MEHMUTb. MCIIOJIh3ORaHMe ATOro napamMeTrpa MOzKeT BbI3BaTbhb llpoﬁjlekﬂal IPpHU UCIIOJIB30BaAHUKA KOH'I‘Q%HEPWS&I[MW.

«O6pe3aTby HEHCIIOJIb3yeMble BETBU IO/JIEPEBbEB KATAJIOIOB MOCIe MOHTHPOBAHMSL.

IIpu Hajmumu TOUKM HAOJIOAEHNS 3a KATAJOIOM M OObEJUHEHNM MJIM I[EPEMEIIeHHH TOYKH MOHTHPOBAHMSI JPYrOro MOAJIEpeBa B
HabJIoaeMoe, yKa3blBaeT siipy CIeJaTh MOHTUPYEMOE MOJJIEPEBO SKBUBAJICHTHBIM HabIIOfaeMoMy Karajory. Eciam mojjepeBo yxke
CMOHTHPOBAHO BO BpEMs CO3JIAHMS TOUYKHM HAOJIOJEHHs, TO OHO ABTOMATHYECKHM ITOMedaeTcd Kak Habmomaemoe. OGparuTe BHUMaHHe:
3HAYEHMsl PA3JIEISIOTCs 3alATO, € OTCYTCTBIE BBI30OBET OIIMOKY.

VeranaBimBaer JIUMHT cOOOIIeHuii ayauTa B ceKyHy. Ecim 3Hadenne 60sibiine Hy/Ist 1 ObLIO HPEBBIIIEHO, TO SPOM OyJleT BbICTaBjIeH diar
c6os 115 06paboTKu. 3HaueHue mo ymordanmio — 0, 4To 03HAMACT OTCYTCTBHE OTpAHHYCHHIL.

COpacblBaeT CIETIHK NOTEPAHHBIX 3alHceii, 0ToOpazkaeMbIx craTyc-komanmoit auditctl -s.

Cunrarh 1 BHIIOJIHATH IPaBHIIa 13 yKasaHHOro daiiia. [Tpasuia 6y1y T NPHMEHSIThCs IOCTPOYHO, B TOM IIOPsIJKe, B KOTOPOM OHHU OIIPEJIeJIeHbL
B aiise. Dails JO/EKeH IPUHAJIEKATH OJIL30BATENO MO0t u ObITH HEJOCTYIMHBIM sl YTEHNs M 3AIMCH JAPYTHMH IOJb30BATEISIMA, B
MPOTHBHOM CJIydae 3ampoc Ha ero 06paborky Gyaer orkinonén. CTpoku, HMeoIe B Hadase CUMBOJL # canraiorcs KomMenTapusvu. Kazkast
crpoka Gyzier obpabarpiBaThest Kak Habop aprymentos s komanasr auditctl. IMockombky daiin o6pabaTbiBaeTcss UMEHHO KOMAHIOM
auditctl, a ne komanmoit 06omnouxoit bash, e sxkpanupyiite cnennamsusie cumsoist Shell. Ilpumepst Gaiiliios ¢ NpaBuIaME IPUBEICHBL
JIaJIbIlie B 9TOM pasjieie.

Ornpasisier curaai (man 7 signal) JTy2K0€ ayauTa, Jisl 9TOr0 MOTPedyIOTCs COOTBETCTBYIOMIE puBHIerun. [lo/iepKuBaeMble CUIHAJIBI
HepednCcIeHbl TocIe Tab/nIlbL.

donycTumbie 3HaYeHUsI TapaMeTpPOB

-f [0..2]:

o 0 — «TUXUI» pPexKWUM, HUYEro He NPEJIPUHUMATD.

e 1 — 3zamnmcaTh coobiIeHne 00 OIMOKe B 2KypHaJ COOOINEHUN sijipa C ITOMOIIBIO
dyukmuu printk().
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® 2 — OTPAINOPTOBATH O KPUTUYIHON OITUOKE spa M MEPEBECTH €ro B cocTosinme «ker-

nel panic» 3a0JIOKUPOBAB TEM CAMBIM JIAJBHEHIITYI0 PAbOTy CHCTEMBI. JHAYEHHUE 110
YMOJTYaHUIO — 1, HO /I 3aITUIEHHBIX OKPYKEHUN PEKOMEH IyeTCs NCITOIb30BaTh 2.

-e [0..2]:

e 0 — BPEMEHHO OTKJIIOYUTH CIIyKOy ayauTa.
e 1 — BKJIIOYNTH CIIyKOy ayauTa.

e 2 — BKJIIOYUTH CJIY:KOy ayaura U 3a0JIOKMPOBATH IOCJEIYIONNEe H3MEHEHUs €€

koHduryparuu. BiokupoBka kKondburypamum Jo/KHa ObITH MOCIeTHEN KOMaHIO0#
B IIEMIOYKEe TPABUJI JIjIs CJIy2KObI ayauTa, Mocjie €€ MPUMEHEHHs J00asi MOIBITKA
U3MEHUTH KOH(MUTYPAIIAIO CIYKOBI ayIuTa OyIeT 3aIIPOTOKOINPOBAHA U OTKJIOHEHA.
I/I3MeHeHI/I€ IpaBUJI BHOBb CTaHET BO3MO2KHBIM TOJIBKO IIOCJIE IIE€PE3arpy3KU
KOMIIBIOTEPA.

Iloanep>kuBaemMble CUTHAJIbI JJisd —signal <curaas>:

e TERM (stop) — 3aBepiaer paboTy CJIy2KObI ayjuTa.

e HUP (reload) — mpu mosiyueHWH JAHHOTO CHUTHAJa CJy»KOa auditd mepedmrtaer

KOH(UTYPAIMOHHBIN aitjl 1, ecau He OOHAPYKUT CUHTAKCUYIECKHX OIIMHOOK,
IOIIPpOOyeT MPUMEHUTD 3aIPOIIeHHbIE M3MEHEeHHUsI. B ciiydae yCIenHoro 3aBepiineHust
omnepalum B XKypHaJje cobbiTuii 6e3onmacuoctr /var/log/audit/audit.log mosiBuTcs
cooTBeTCTByIOIEee coobmenne tuma DAEMON CONFIG. B cirydae BO3HUKHOBEHUS
OMMOKM, B 3aBUCUMOCTU OT €€ Tura, OyJeT BBINOJHEHO OJHO U3 JIeUCTBUI,
OIpeNleJIEHHBIX ~ aupekTuBaMu  space left action, admin space left action,
disk full action mim disk error action B koudwurypamumonaom daiie.

USR1 (rotate) — ykasbiBaeT ciyxK0Oe ayauTa Ha HEOOXOIUMOCTH IPEKPATUTD 3aIUCh
B TEKyIuii (ailyl KypHaJa, CO3JaTh HOBBIN (hailyi 1 MPOJIOJIZKUTH BECTU KyPHAJI B
HEM. DTOT CUTHAJ MOYKeT OBITh TOJIE3HBIM JIJI OPTaHU3AINHU IIPOIECCa PEe3EePBHOTO
KOIIMPOBAHUSI.

USR2 (resume) — yKa3bIBaeT CJIy2KOe ayiuTa Ha HEOOXOIUMOCTD IIPOJIOJIKUTE BEJICHIE
XKypHaJia cobbiTuit Oezomacuoctu. OOBITHO 3TO TpedyeTcst MOCje TPUOCTAHOBKU
BeJeHUd 2KYPHaJIla WX IIEPEIIOJIHCHU A BHYTpeHHeI';I odepeau 1moaCucCTeMbl ayJduTa.

Omun CoCTOSHUS IEPEYNCIEHbI B TaOJIAIIE.

Ta6mma 20: O cocrosmms auditctl

Apeymenm Onucanue

-1

BrisecTn crmcok Bcex mpaBmII 110 OJHOMY Ha CTPOKY.

B cBsske ¢ 9Toil onmpeit MOKHO HCIOIL30BATD €IIE JBa HapaMeTpa:

-k <KMY> — BBIBeCTH TOIBKO NpPABHIIA, COOTBETCTBYIONIUE 3aIAHHOMY KJIOUY.

-1 — unrepnpernpopars 3HaveHus noseil or @0 10 @3 st KOPPEKTHOTO OIPEIENIeHNs] APIYMEHTOB CHCTEMHBIX BBI30BOB.

-Mm <TeKCT> OTnpaBuTh B I[OACHCTEMY AayJuTa COOOIIEHHE M3 I0JIb30BATEIBLCKOIO IIPOCTPAHCTBA. DTO MOXKHO CIEJIaTh TOJIBKO OT HMEHH

cyneprosb3osarens o0t mmm ecsm y samero nombsosarenst ecrs nosmmomodns CAP_AUDIT WRITE. Ornpasiennoe coobmenme Gyzer
nvers Tan USER.

IPOJIOJIZKEHHE Ha, CIe/LYIOmel cTpanuIe
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Tabmuma 20 — HPOJOJIZKEHNIE ¢ TIPe/blAyIeii CTPaHMIbI

Apeymenm Onucanue

-s TlokasaTh OTYET O COCTOSHHM MOJCUCTEMBI ayuTa B A1pe. B HéM GyIyT yKasaHb! 3HAYeHHs, KOTOPBIE YCTAHABIMBAIOTCS C TIOMOIIBIO OTIIHI
-e, -f, -r u -b xomanger auditctl. Bnavenne pid — sro muenTuduxarop npouecca ciayx6sr ayauTa, ecim oHO pasHO 0, TO ciyx6a
ayjura He 3amymieHa. SHadenne L0St orobpaskaeT KoIMuecTBO 3armceii, KOTOpble GbUIN yjaJeHbl H3-3a MEPEIOJHEHNs OUepe COObITHil,

oxupatomux obpaborku. 3nauenne backlog orobpaxkaer KoimM4YecTBO 3almceif, KOTOPbIE B JAHHBIE MOMEHT HAXOIATCS B OYEPEIH Ha
obpaborky. Taxzke K omnum -S MOXKHO JOOABHTL IapamMerp -1 9ToGbl HOJIYyYHTh MHTEPHPETHPOBAHHOE 3HAYEHHE HEKOTOPBIX HYHCJIOBBIX

ToJIeii.

-V Beisectn sepemio yrummrsr auditctl.

Onmuu 71 yrpaBjeHus: npaBuiaMu GUIBTPAIINI TePEIUCTIEHBI B TaOJIHTIE.

Tabmmia 21: Omimn juist ynpasienns npasuitamu dusrpammu auditctl

Apeymenm

Onucanue

-a  <CMnUCOK,fencTBue
cnucok>
-A <CnUCOK, iencTBne>

nencTeue,

-C <none=none | none!=none>

-d <cnucok, pencTene>

-F <none=3Hayenue | none!=3HayeHue

| none<sHauewue | none>3HauyeHne
none<=3HayeHue | none>=3HaueHue |
none&3HavyeHne | none&=3HauveHune>

-W <nyTe>

-k <knoy>

-p <r|w|x]|a>

-S  <MMSi_Wnu_HOMep_CUCTEMHOrO_Bbi30Ba
| all>

Jlo6aBuTh IPABUIIO C YKA3AHHBIM nel?ICTBMeM B KOHel, CMUCKA. 3HadeHus J0JKHBL ObITh pa3J/iesIeHbl 3alATOi, IPU 3TOM
UX TIOPsJIOK He urpaer pojm. JlomycruMele MMeHa CIMCKOB M JeHCTBHs [UIs IIPABUJI EPEYHCIEHBI TIOCTIe TaO MBI
JlobaBuTh NPaBUIIO C YKa3aHHbIM ﬂeﬁCTBMeM B Hauajao CNUCKa. Mudopmanuio 1o JIOCTYIIHBIM JICHCTBUSAM M CIIUCKAM
CMOTPUTE BBIIIE B ONUCAHUA K UPEKTHBE -a.

Co3zaTh ycaoBHE CpaBHEHHsl IBYX MOJed st mpaBuia. VICHOIb3yeTcss CHHTAKCHC nepsoe_nose onepaTtop
BTOpO€E_MNoJie, mo/iepKUBalOTCs OMepaTopbl: = (paEHo) ul= (He paBHo)A B oxHOM mpaBmiie MOXKET HCIOJIB30BATHCS
HECKOJIBKO ONCPAIii CPABHEHNs!, KazK1asl J0JKHA HAUMHATBCs ¢ apryMentTa - C. YroGbl npaBusio cpaborasio s coobITHs
ayzuTa, BCe ero ycJIoBusd, 3atannbie qupektusamu -C u - F 10/oKHb! GBITH BBIIOIHEHDL.

CpaBHeHIe MOKHO BBIIOJIHATD JIsl CIIE/yIOMUX HOJIeii:

rpymna uid: auid, uid, euid, suid, fsuid u obj uid

rpymna gid: gid, egid, sgid, fsgid u obj_gid.

CpaBHIBaTh MeKJLy OO MOXKHO TOJIBKO 11015t w3 oaHoii rpynmet. Tosst obj _uid u obj_gid sanonnsrorcst nannbivm
u3 00bEKTA, /Il KOTOPOrO BO3HUKJIO cobbiTHe — dbaiina, Karauora u T.11
VianmTh IpaBmIo ¢ YKA3AHHBIM 0edCTBMEM u3 CNUCKA. IIpaBmio 6ymeT yaaaeHo TOJIBKO €CIIM HOIHOCTHIO COBIANN BCE

IOJIst YCJIOBHS] M HA3BAHIE CHCTEMHOIO BBI30BA.
CosjaTh ycioBue cpaBHeHHsi JUis npasuia. Vcnosb3yercs cuarakcuc none onepaTtop 3Ha4YeHue, nojepKuBarTCs
omepaTopsl: = (pasHo), != (e paBHO), < (MeHbme), > (Gosbme), <= (MeHbIIE WM PAaBHO), >= (Gosblie wim paBHO), &
(6urosas macka) n &= (Gurosas nposepka). B ogHoM npasuiie MokeT GBITh 10 64 yCI0BUi, KazKI0€ JOJKHO HAMHHATHCH
¢ aprymenra -F. Yro6bl nmpasuio cpaborano s coObITUS ayjauTa, BCE €rO yCJIOBHH, 3aanuble aupekrusamu -F u -C
JIOJIZKHBI GBITH BBINOJIHEHEL. JIjisi MOJel, cofepsKalux HIeHTH(UKATOP T0JIb30BATENs MOKHO TaKKe UCIOIb30BATh UMsl
HOJIb30BATE sl — IPOrPaMMa CaMOCTOSTeIbHO Tpeobpasyer uMsi B njenTidukarop. To 3Ke caMoe BBIIOIHSETCS W JJist
noseii ¢ npenTnduKaTopoM rpynnsl. JLomycTumpie nMeHa moseil epeancIeHbl I0cIe Tab b

Vnamurs Touky nabmomenns 3a 00beKTOM (ailIoBoil CHCTEMBI 10 yKa3aHHOMY HyTH. Tpebyercs mosmoe cooTBeTCTBHE
HpaBUILy, CMOTPHTE OIUCanue K onnuu -d.

YeranaBimpaer Kiod GUILTPaIi 15 JAHHOTO Ipasuia. KiouoM MozkeT GbiTh IPOM3BO/IbHASE TEKCTOBast CTPOKA JITMHOI
He Goubure 31 Gaiira. Ko mosBosisier 0fHO3HAUHO MAEHTH(MUIMPOBATH 3aIMCH JKypHAJIaA Ge30IIACHOCTH, CO3JAHHBIE C
OMOIIBIO npasuia. OObIMHO HCIOIB3YETCsl KOTA Y BAC €CTh HECKOJIBKO IIPABHIL, KOTOPBIE B COBOKYIIHOCTH YOBJIETBOPSIOT
Tpebosanuio 6ezonacnoctu. [0 KIowy MOKHO OTHILTPOBATE BCE COOTBETCTBYIONIUE 3AIICH € IIOMOIILIO yTUIATHL aUSe -
arch, me 3aBucIMO OT TOrO, KAKOE MPABIIIO cpaboTao. Kiod rakske MOKHO HCIOIB30BATE ISl YIAICHIS ONPE/IEICHHBIX
HPaBUJI C [OMOIIBIO apryMeHTa -D mim juisi mosrydeHus CIMCKA COOTBETCTBYIONMX IIPABUI C IOMOIIBI) apryMeHTa

‘l. K O/IHOMY TIpaBUJIy MOZKeT 6bl'l'b 1IPUBsA3aHO HECKOJIbKO KJIIOYeil eCJIM Bbl XOTUTE BBIOJHATEL ITOUCK 110 00613['1‘14?”\"
HECKOJILKUMHE CIOCOOAMU MJTH €CJIM BBl HCTIOJB3yeTe coberBentnoe pacnmpenne auditd ans anamusa samuceit B xkypHase.
Veranasimsaer GUILTP mpas JocTyIa K 00beKTy (ailinoBoii cucremsr: I — urenne (read), W — sammcn (write), X —
ucnosaenne (execute), @ — u3Menenne arpuGyros (attribute change). He ciieyer myrars 51u npaBa ¢ 0ObIMHBIMUI IIPABAMI
nocryna K ailry, CKopee OHUM ONPEIENIAIOT CHCTEMHbIE BBI30BBI, KOTOPbIE BBIIOJIHSIOT jJaHHble Jeiicteus. O6parure
BHUMaHHUe, cucTeMuble BbI3oBbl read n write ne skinouensl B 9T0T HAGOP, HOCKOJIBKY OHH TEPErpy3MJH Obl YKypPHAJ
ayauTa COOOIIEHNSIMHE.

Hazpanue nim HOMEP CHCTEMHOI'O BBI3OBa, KDTOpLIﬁ 11506)(0/11/11\/]0 OTC/IEKUBATE. Takyke MOXKHO UCIOIL30BATH KJIIOUYEBOE
caoso all, koropoe Bkino1aeT 06paboOTKy BCeX CHCTEMHBIX BBI30BOB. B cilyuae eciim ycTaHoB/IeH (OUIIBTD 110 JAPYTUM MOJISM,
a CUCTEMHBbIIl BBI30B HE VKazaH, TO IIpaBHJIO 6y,"(eT IIPUMEHATBCA KO BCeM CUCTEMHBIM BbI30BaM. I/Icno.ﬂbayﬂ HECKOJIbKO
Oﬂuﬂﬁ ‘S MOKHO yKa3aThb HECKOJbKO CHUCTEMHBIX BbI3OBOB B OJHOM IIpaBuJie —— 3TO INOBBIIIACT ITPOU3BOJUTEIBHOCTD,
TIOCKOJIBKY HOTpeGyeTCﬂ BBIUHUCIATH MEHbIIee KOJIMYeCTBO IIPaBUJI. B kauecrse aJIbTePHATUBbBI, Bbl MOXKeTe yKa3aTb
HECKOJIbKO CHCTEMHBIX BBI3OBOB 1€pe3 3allgATyIO.

Ecsmm Bbl paGoTaere ¢ cHCTeMOil, KOTOpas MOAAECPIKUBACT HECKOJIbKO apXUTeKTyp, Hanpumep X86 64, To BbI J0/DKHBI
3HaTh, uTo aUditctl npocro Gepér HasBaHUe CHCTEMHOrO BBI30BA, HAXOJAUT HOMEP CHCTEMHOTO BBI30BA B TAbJIMIe BBI30BOB
JUIs KPOJIHOIE apxuTeKTypbl» (B jlaHHOM caryuae, s D64) u ormpasisier a1o npasuio spy. COOTBETCTBEHHO, €C/H B
npaBuiIe He onpejieeno noie arch, o mpasumno 6ymer npumeneno u kK 64-GUTHBIM CHCTEMHBIM BBI30BaM, U K 32-GHTHBIM.
STO MOZKET IIPUBECTH K HeXKeJaTeJbHBIM MMOCIEACTBUAM, ITOCKOJIBKY CHCTEMHBIC BbI3OBa /I 32—6HTH])]X n 64—6[/ITHBIX
CHUCTEM MOI'yT UMETh pa3Hble HOMepa. COOTBETCTl?vEHHO7 B TaKOM CJ1y1ae peKOMEH/YeTCs CO3/1aBaTh JIBa OTAC/IbHBIX IIpaBuIa
st b32 u b64-apxurekTyp.

MIPOJIOJIZKEHUE HA, CJIe/LyIOIell CTpaHuIe
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Tabmuma 21 — npoJoJIZKEHe ¢ Ipe/blAyIeii CTPaHMIbI

Apeymenm Onucanue

-W <NyTb> JobaButh TouKy Habmofenna 3a 06beKTOM (DailIoBON CHCTEMBI 110 yKA3aHHOMY IIyTH. BBI He MOKeTe cO3JaTh TOUKY
HaOJII0IEHNs 32 KOPHEBBIM KATaJI0roM (/) MOCKOJIBKY 3TO 3alperieHo sapoM. I'pymmoesie cumpoust (wildcards) sanperenst
— IpU [OUBITKE UX HCHOJIb30BaHUsS Oy/IeT BBIJIAHO COOTBETCTBYIOINIEE INpe/IyIpeKjieHne. BHyTpn TOYKHM HaBIIO/eHus
PEeaJII30BaHbl METOIOM CJICZKEHHs 32 HOMEPAaMH MHICKCHBIX jeckpunrtopos (inodes). Ecau Bbl ycramasiusaere TOUKy
nabuozenus 3a (Haiiom, TO 3TO PABHOCHIBHO HCIOJIL30BAHHUIO OIIIAK -F path=3HaueHMe B npasmie. Ecin ke Bb
ycranaB/aMBaeTe TOYKY HabIIOJACHUS 3a KATAJIOIOM, TO 3TO PABHOCHJILHO MCIOJIBb30BaHMIO ommuu - F dir=3HauyeHue
B npasuze. PopMa 3alliCH IPABUI Yepe3 ONIMI0 -W IpeJHa3HadYeHa Jist OOPATHOIl COBMECTHMOCTH, 3aluch depes -F
ABJIA€TCA 60.}[99 thpaBM'l'ethHOl‘;l. B OTJINIUU OT 60¢lhlI|MHC'l'BB‘ [IpaBuJjI ay/IuTa CUCTEMHBIX BbI3OBOB, TOYKH HaﬁJl}O}LEHMH
3a bailloBoii cHCTEMOIi He OKA3bIBAIOT CYIIECTBEHHOIO BJIMSHUS HA IIPOM3BOJUTENBHOCTD B 3aBUCHMOCTH OT KOJIMYECTBA
TpaBHJI, OTIPABICHHBIX AAPY. EAMHCTBEeHHBIMM JOMYCTUMBIMU ITAPaMeTPAMU IIPU MCIOJIL30BAHUN OIIIMH -W SABIISIOTCH
-p u -k. Ecim Bam TpeGyeTcs BLIIOIHUTL 9YTO-TO HEOOLIMHOE, HAIPHMEP, IPOBECTH AyJUT JOCTYIA ONPEACIEHHOrO
nosb3oBarens K Qailty, To Bocnob3yiitecs omueit - F ¢ aprymentamu path wm dir.

domycTumble wmMeHa  CIHCKOB apryMeHTa -a  <CIHCOK,JefCTBUe
JIeficTBUE,CIINCOK > :
e task — 106aBUTH MPABUJIO K CIHCKY, OTBEYAIONIEMY 3a IMPOIECCHl. JTOT CIUCOK

IpaBWJI UCHOJIB3yeTCs TOJIBKO BO BpeMs CO3JaHUd IPOIlecca — KOTJIa POIUTEIbCKUN
nporiecc Bbi3biBaeT GyHKuu fork() waum clone(). Ilpu ucrnonb3oBaHnml 3TOTO CIIMCKA,
BBl JIOJIZKHBI UCIIOJIb30BATh TOJBKO Te 110JId, KOTOPble U3BECTHBI HA MOMEHT CO3JIaHM s
nporecca: uid, gid u T.1..

e exit — ,HO6aBI/ITb IIpaBUJIO K CIIMCKY, OTBE€YAIOIIEMYy 3a TOYKHN BbIXO/Ja U3 CUCTEMHBIX
BBI30BOB. ODTOT CIIMCOK HCIIOJIb3YyeTCd 4TOOBI onpeae/nTb, cjaeayer Jin COo3JaBaTb
coObITHE ayanuTa IIpUu 3aBEepHI€eHUN CUCTEMHOI'O BbI3OBa.

e user — 100aBUTHb TIPABWJIO B CIOUCOK, OTBEYAIONUA 33  (DUIHTPAIUIO
[TOJIb30BATE/IbCKUX COOOIEHU. DTOT CIIMCOK UCIOJIB3YETCS SIIPOM It (PUIBTPAIIT
COOOITEHNH, UCXOIANNX U3 MOJb30BATEIHCKOTO ITPOCTPAHCTBA, TEpe/T epeadeii nx
ciayxkbe aymura. llpwm ncmosb30BaHWU 3TOTO CIHCKA IOJJIEPXKUBAIOTCS  TOJIBKO
caenyrontue tmosg: uid, auid, gid, pid, subj user, subj role, subj type,
subj sen, subj clr, msgtype u exe. Bce ocrasbHbIE TIOJIA Oy/JAyT CUATATHCA HE
cOOTBeTCTBYOMUMHI yeaoButo. Creayer MOHUMATH, ITO JIF000e COOBITHE, MCXOISIIEe
U3 IPOCTPAHCTBA I[OJIb30BaTEJd, ¥ KOTOPOro ecrb nojinomoume CAP_AUDIT WRITE,
OyIeT 3amucaHo B XKypHaJ coObITuil 6e3omacuoct. COOTBETCTBEHHO, B OOJILIITMTHCTBE
cydaeB 3TOT PUILTP OYIAET UCIOIb30BATHCS C IMPABUIAME, JEHCTBUE JJIsT KOTOPBHIX
— hever, IIOCKOJIbKY IJId 3alluCu CO6I)ITI/I${ HUYEro He Hy2KHO JeJIaTb.

e exclude — 100aBUTH MPABUJIO, MCKJIIOYAIOIIEE OIPEIEJIEHHBI THUI COOBITHUS.
Hampumep, Takum o0Opa3oM MOXKHO OTKJIIOYUTH ITPOTOKOJUPOBAHUE COOBITHUN OT
SELinux AVC. CoObITusI MOXKHO HCKJIIOYaTh II0 CJEAYIOIMM IojasaM: pid, uid,
gid, auid, msgtype, subj user, subj role, subj type, subj sen, subj clr u exe.
SHaveHne mapamMerpa enCTBUE UTHOPUPYETCs U BCET/1a UCIIOIb3yeTC sl 3HATEHUE NeV -
er.

e filesystem — 100aBUTH MPaBUJIO, KOTOPOE OYIET TPUMEHATHCHA KO BCeM (PailsIOBBIM
cucrtemMaM 3aJaHHOrO B 1osie fstype Tuna. OOBIIHO 3TOT DUIBTP UCHOIB3YETCS IS
HNCKJIIOYCHUA BCEX CO6I)ITI/II>.I, CBA3aHHBIX CO CIICIIHaJIbHBIMIN d)aﬁHOBbIMI/I CcrucreMaMu,
"Hanpumep debugfs uam tracefs.



e i0 uring — m06aBUTH MPABUWIO K (PUIBTPY CHUCTEMHBIX BBI30BOB MOJICUCTEMBI SA/IPa
io uring. IIpaBuna gjs 3Toro uibTpa JOJKHBI YKa3bIBATH CUCTEMHBIN BBI3OB C
ITIOMOIIIBIO APTYMEHTa -S <CUCTEMHbIW BbI30B>, OIIMCAHHOI'O HUKE. BbI TaK»Ke MOKeTe
HCIIOJIb30BATh apryMeHT -K <KMo4y> I IpaBUja dYTOOBbI CIPYIIHUPOBATH €ro C
APYTUMHU IOpaBUIaMU, OTCAEKUBAIOIIUMHI TOT K€ CaMbIii CUCTEMHBII BBI3OB.

HomycTumble peficTBusi [Jisi TPABUJ apryMeHTa -a < CIHCOK,JelicTBue |
JIeficTBUE,CIIUCOK > :

e never — He TEHEPUPOBATH 3AIUCU AYIUTA JIJIS TOIXOIAIINX IO/ IPABUIO COOBITHUI.
B obmmem ciiyyae pekoMeHIyeTcs pa3MeliaTh TaKue MpaBUja B HadaJe CIUCKaA, Tak
KakK cpabaThIBaeT IMepBOe MOAXOISINee TTPABUIIO.

e always — co3J1aBaTh 3allUCh ayJINTa, BCET/a HAOJHATH €€ JIJAHHBIMU B TOYKE BXOJIa
B CUCTEMHBIIl BBI30B U BbIJIaBATh Ha 00OpabOTKYy B MOMEHT BBIXOJIa U3 CHCTEMHOI'O
BBI30BA.

HomycTumbie numena moJieit aprymenra -F <mose=3Havenmne | nmosie! =3Hauenne
| mosle<3HaveHue | mosie>3HadeHWe | moJsie<—3HadYeHWE | I[OJie>—3HadYeHUue |
nose&3Havuenne | mose&—=3HaueHme >:

e a0, al, a2, a3 — 1epsble 4YeTbIpe apryMeHTa, [epelaHHble CUCTEMHOMY BBIZOBY.
CTpoKOBBIE apPTyMEHTHI He TOJJIEPKUBAIOTCS MTOCKOJIbKY PO TOJIyUaeT YKa3aTesb
Ha CTPOKY BMeCTO caMoil cTpoku. COOTBETCTBEHHO, IIPU MCIIOJIH30BAHUHI STUX TOJIeH,
BaM CJIE/IyeT UCIIOJIb30BAThH TOJBKO YUCIOBbIEe 3HAUEHUA. OOBITHO 9TO UCIOTB3YEeTC S
Ha maTdopMax, MyJIbTUILIEKCAPYOMKUX COKeThl uau oneparun [PC.

e arch — apxXuTeKTypa IIpOoleccopa, Ha KOTOPOM BBINIOJHACTCA CUCTEMHBIA BBI3OB.
Y3HATb apXUTEKTYPY CUCTEMBI MOXKHO C ITIOMOIIBIO KOMaH/IbI uname -m. Ecym BbI He
3HaeTe apXUTEKTYPy CBOEro KOMMbIOTEPA, HO XOTUTE MCIIOJIb30BaATh J32-pa3psTHble
CUCTEMHBIE BBI30BBI W Balll KOMIIBIOTED TOJJIEPKUBAET 32 OUTa, BbI TaKXKe MOMKETe
HCIIOJIb30BaTh b32 BMECTO apXUTEKTyphbl. Takum Ke 00pa3oM MOXKHO HCIIOJIb30BAaTh
b64 nms 64-paspsaHbIX CHUCTEMHBIX BBI30BOB. TakuMm 0Opa3oM MOXKHO CO3/1aBaTh
B HEKOTOPOM CMBICJIC HE3aBHCUMBIC OT apXUTEKTYpPbl IIPAaBUJd, IIOCKOJIBKY THII
cemelicTBa OyseT ompenensaThcs aBromarudecku. OJHAKO, CJI/lyeT IOMHUTb, 9TO
CUCTEMHBIE BBI30BBI MOTYT OBITH CIEITU(MDUIHBIMUA JIJIsI OIPEJICIEHHON apXUTEKTYPhI U
TO, 9TO JOCTYITHO Jijist X86 64, MOYKeT ObITh HEIOCTYITHO Ha aarch64. ApxurekTypa
JIOJIZKHA YKa3bIBaTbCA Iepej] apryMeHToM -S 4robbl yTwiauTa auditctl wmorsa
OIIPEJIETIUTh B KAKON BHYTPEHHEl TabJinile NCKATh HOMepa CUCTEMHBIX BbI30BOB.

e auid — wWCXOMHBIN UACHTUMUKATOP IMOJb30BATENsI, UCIOJb30BAHHDBIN JIJIs BXO/a B
cucremy. auid — 3TO0 cokpalneHre OT audit uid, Tak>Ke ero MHOrJa Ha3bIBAKOT
loginuid. B kavecTBe 3HadYeHUT MOXKET WCIOJIb30BATH KaK WJICHTU(PUKATOPD
II0JIb30BaTeNId, TAK U €r0 UM4.

e devmajor — crapmmuii Homep ycrpoiictBa (device major number).

e devminor — wmurammmii Homep ycrpoiictBa (device minor number).
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dir — MOJIHBINA MyTh K KATAJIOTY JJIs HAOJIIO/IEHUS. DTO MPUBEJIET K PEKYPCUBHOMY
IIPOCMOTPY 9TOTO KATAJOTa U BCETrO €ro MojjepeBa. DTO MOJie MOYKHO UCIOIb30BATD
TOJILKO B criicke exit. Takrke cMOTpHUTE ONUCaHUE OIIUHU -W.

egid — gelicTBytomuii uaeHTU(MUKATOP TPyHibl. MoXKeT WHCIOoIb30BaThCs Kak
YHUCJI0BON UIAeHTU(MUKATOD, TAK U HA3BAHUE.

euid — meiicTByrOIKil MIeHTUMUKATOP TOJIb30BaTe sd. MOXKeT UCIIOJIb30BAThCS KaK
YHUCJIOBOH MIeHTU(MUKATOP, TaK U UMSI.

exe — abCOJIIOTHBIN MyTh K MPUIOKEHUIO, JIjId KOTOPOTO OyJ/IeT NPUMEHSATHCS ITO
npasuio. IToamep:kuBatoTCs TOJIBKO OIEPaTOPhl = U !'=. ITO 0JI€e MOXKHO ITPOBEPSITH
TOJIBKO OJIUH Pa3 JJIg KaXKJI0ro IPaBUIIA.

exit — KoJI BO3BpaTa W3 CHUCTEMHOI'O BBI30Ba. KCIM B KadecTBe KOJA MCIOJIb3YeTCs
omwubKa errno (man 3 errno), ToO MOYKHO UCIIOJIb30BATH €€ TEKCTOBOE IIPEJICTABJICHIE.

fsgid — umentudukaTop rpymnbl, TpuMeHseMblil K (ailioBoil cucreme.

fstype — Tun ¢aityioBoil cucTemMbl, HCIOJIb3YyeTCs TOJBKO B ciiucke npauii filesys-
tem. lomyctumble 3navenus: debugfs u tracefs.

fsuid — wmaeHTHdUKATOD IOJH30BATEsI, MIPUMEHAEMbIil K QailjloBoil cucTeMe.
MokHO UCIIOJIB30BATh KaK YUCIOBON UICHTU(MUKATOP, TAK U UMS ITOJTH30BATEJIS.

filetype — Tum nenesoro daitna. Jomyctumbre 3navenus: file, dir, socket, link,
character, block uau fifo.

gid — wuueratudukarop rpymubl. MOoXKHO MCHONMB30BATH KAaK  YHCJIOBOM
UJICHTUMUKATOP, TAK U HA3BaHUE I'PYIIIHL.

inode — HOMeEp MHJEKCHOTO Jeckpunropa (inode).

key — aJbTepHATUBHBINA CIIOCOO YCTAHOBKH KJIIOYa Jijid (PUILTPAIUNA ITPABUII.
Cwmotpure onucanue onmnun -kK HIKe.

msgtype — Tun coolienusi, K KOTOPOMY JIOJI?KHO HTPUMEHSATHCA mpaBuio. Moxker
HMCIOJIB30BaTHCS TOJILKO B CIIMCKaX exclude u user.

obj uid — wmaenTHdUKATOP TOIB30BATENs, CBA3AHHBIA ¢ 00beKTOM (dailaom niu
KaTaJIOrOM).
obj gid — wmaenTuduUKATOp TPyIIBl, CBA3AHHBIA ¢ o0bekTOM (daiisom wnau
KaTaJIOrOM ).

obj user — umsa SELinux mosb30oBaTeis, BJIaJICIOMIETO PECYPCOM.
obj role — SELinux posb pecypca.

obj type — SELinux Tun pecypca.

obj lev low — HMKHUIT ypOBeHb pecypca B KoHTekcTe SELinux.

obj lev_high — BepxHmit ypoBeHb pecypca B kKonTekcTe SELinux.
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e path — mosubll myTh K daityty jig TOYKN HAOJIIOACHUS, UCIOJIb3YeTCs TOJHKO B
CHHCKe IpaBui exit.

e perm — GuIbTp mpaB jocTyna s daitnoBeix omeparuit. [logpobHoe omnmcanue
JIOCTYIIHO B CIIPaBKE€ IO OMIUUA -P. DTOT (DPUIHTP HUCIOJIB3YETCs TOJBKO B CIIHCKE
npaBu exit. Ero tak»ke MOXKHO HCIOJIB30BATh 0663 yKa3aHUs CUCTEMHOIO BhI30BA —
AJIPO CAMO TOJIOEPET CUCTEMHBIE BBI3OBBI, KOTOPbIE YIOBJIETBOPSIIOT 3AITPAIITUBAEMbIM
pPa3peIIeHsIM.

® pers — NepCOHAJIbHBI HOMED ONEPAIMOHHON CUCTEMBI.
e pid — maeHTH(MUKATOP TPOIECCA.
e ppid — waeHTU(MUKATODP POAUTETHCKOTO TPOIECCA.

e saddr_fam — HOMep cemeiicTBa IPOTOKOJIOB, KOTOPBI ykKaszaH B daiiae /usr/
include/bits/socket.h. Hanpumep, IPv4 O6yner umers HOMEp 2, a [Pv6 — 10.

e sessionid — wujeHTUMUKATOP CeaHCa MOJTb30BATEIS.

e subj user — mmd TOJIB30BATENISI-BIAJIEIbIA TIpoIecca B KoHTekcTe SELinux.
e subj role — SELinux poJis mporecca.

e subj type — SELinux Tun mporecca.

e subj_sen — SELinux uyscrBuTesbHocTh mporecca (Linux Sensitivity).

e subj_clr — SELinux momyck nporecca (SELinux Clearance).

e sgid — ycraHOBJIeHHBIH ujeHTHdUKATOD IPyIIbl (cM. man getresgid).

® SUCCeSS — ecJIM KOJ BO3BpaTa CUCTEMHOI'O BBI30Ba OOJIbIIE JIMOO PaBeH HYJIIO, TO
JlaHHOE TIoJIe Oyner mMeTh 3Hadenue true/yes, mnade — false/no. Ilpu coznanun
npaBuja ucroab3yire 1 gns true/yes m 0 mira false/no.

e suid — ycraHOBJIEHHBIH UIeHTHMOUKATOD MOJb30BaTes (cM. man getresuid).

e uid — I/I,ZLGHTI/ICI)I/IKaTOp II0JIb30BaTEJId, MO2KHO HMCIIOJIb30BaTb KakK YHCJIOBOM
I/I,ZLeHTI/I(bI/IKaTOp, TaK 1 UMA II0JIb30BaTeJId.

Cozmanme mpaBuUJI ayanuTa

B sToM pa3zmesie mpuBeeHbl TPUMEPBI PEINIeHns] HEKOTOPBIX TUIIOBBIX 3aJ1a4, CBA3aHHBIX
¢ perucrparueiri cobbiTHii Oe3omacHOCTH. B OOJBIIMHCTBE TPUMEPOB MCIOJIb3YIOTCH
BpPEMEHHBIE MTPaBUJIa JIJI TOJICUCTEMbI ayInuTa, IIPOIEIypPa CO3TaHUs MOCTOSHHBIX TPABUJI
OTMCAHA B CJIEYIONEM pa3Jerie.
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KoHTpoJb 3arpy3Ku U BBITPY3KH MOJIYJIEN siapa

Hobayienre u/uin yaajaeHue MOIYJIEH sjipa MOXKET ObITh UCIOIH30BAHO JIJIsi M3MEHEHUsI
MOBEJIEHUS $JIpa U BHEJIPEHUs] BPEJOHOCHOTO KOJIa B MPOCTPAHCTBO dapa. lIpuBenéHubrit
HIKe HAOOP MPaBUJI TTO3BOJIUT OTCJIE2KUBATH TAKHE OIEPAITUN:

peructpupoBaTtb Nob6on 3anyck KoMaHpabl /usr/bin/kmod. B MCBCpepa OC 9 koMaHppl
/usr/sbin/insmod, /usr/sbin/rmmod u /usr/sbin/modprobe aBnfTCA CUMBONNYECKUMU
ccoikamMn Ha /usr/bin/kmod.

sudo auditctl -a always,exit -F path=/usr/bin/kmod -F perm=x \

-F key=kernel modules

R

npepbigylwee npaBuio Tak Xe MOXHO nepenucaTtb C UCMOMb30BaHWMEM ONUUKU ~ -W ,
C TOYKM 3peHus MofcucTemsl ayauTa oba npaBuna 3KBUBANEHTHbI:
sudo auditctl -w /usr/bin/kmod -p x -k kernel modules

OTC/IeXMBaTb CUCTEMHble BbI30BbI, BbIMOJIHALWME 3arpy3Ky W BbIFPYy3Ky MOAynei sgpa
Ha 64-6UTHOW apxuTekType

sudo auditctl -a always,exit -F arch=b64 \

-S init module, finit module,delete module -F key=kernel modules

A HHE HHHB

s Bcex IoJmaIaioniux I0JI ITPABUJIO 3alliceil B XKypHaJe COObITUI 6€30IMacHOCTH OyIeT
ycraHaBguBaThcss Kiaod kernel modules. CooTBETCTBEHHO, MJI UX ITPOCMOTPA MOXKHO
HCITOJIb30BATH CJIEIYIONTYI0 KOMAHIY:

’$ sudo ausearch -k kernel modules

OTcaexxuBaHue n3MeHeHUl B KoHdurypamnum sudo

Sudo — »3TO yTWIUTA, IO3BOJIAIONIAS ITOJb30BATE/NIO BBIMOJHIATH IIPOTPAMMBI  C
MIPUBUJIETUAMHI JAPYroil yIE€THON 3alncH, B TOM YHCJIe U OT UMEHHU CYIEepPIIOIb30BATE IS .
Hacrtpoiika  sudo  BbImosiHAeTCH ~ JIMOO  Yepe3  peJaKTUPOBAHUE  OCHOBHOI'O
KoHUrypanuonaoro daiiia /etc/sudoers, Jsmb0O wepe3 cO37aHUE JIOMOJHUTETbHBIX
KOHMUTYpaIMOHHBIX (paityioB B KaTajore /etc/sudoers.d.

Caenyronuii HabOp MPABUJ MTO3BOJIUT OTCJIECKUBATH U3MEHEHUS B KOHGUryparuun sudo:

# oTcnexuBaTtb Nobble n3MeHeHus ¢anna /etc/sudoers
$ sudo auditctl -a always,exit -F path=/etc/sudoers -F perm=wa \
-F key=sudo config

# oTcnexvBaTb Nobble M3MeHeHus B KaTtanore /etc/sudoers.d
$ sudo auditctl -a always,exit -F dir=/etc/sudoers.d -F perm=wa \
-F key=sudo config

9TMﬁHpaBHﬂﬁdTaKHGBMDXGH)S&HHC&TB(3HCHOHb3OBaHHerOHHHH Wi

# oTcnexuBaTb JNobble U3MeHeHUs ¢ainna /etc/sudoers
$ sudo auditctl -w /etc/sudoers -p wa -k sudo config

# oTcnexvsaTb Jobble M3MeHeHus B kaTanore /etc/sudoers.d
$ sudo auditctl -w /etc/sudoers.d -p wa -k sudo config

s mpocMoTpa 3aIrmuceit MOYKHO OY/IeT UCII0JIb30BATh UCIIOIb30BATD CJIEIYIONLYI0 KOMAaHTY
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’$ sudo ausearch -k sudo config

OTcaexxkuBaHue ycTaHOBKU njn ooHoBJsieHus RPM-makeToB

s orciexkuBaHud ycTaHOBKM uiau oOHOBJieHnss RPM-makeToB mnomgcucreMoit aymaura
ycranouTe u3 penosutopueB MCBCdepa OC maker rpm-plugin-audit, xkoropsbiii
COJIEPKUT HEOOXOIMMOE pacIIupeHne Jjid MakKeTHOTo MeHezkepa RPM:

’$ sudo dnf install -y rpm-plugin-audit

Bosbiie Hukakux JgeidcTBUil 110 HacTpoiike He Tpedyercd — MpU KaxKJIOW yCTaHOBKE
wim obuosysiennun RPM-nakera B KypHasa coObiTuit 6e30macHocTu OyJieT 100aBISaThCS
COOTBETCTBYIOIAas 3annuch ¢ Tuiiom SOFTWARE UPDATE.

[Tpumep coobiienus 06 obHOBIeHNN TTakeTa 0sinfo-db:

type=SOFTWARE UPDATE msg=audit(1731661320.537:3549): \

pid=22903 uid=0 auid=1000 ses=4 subj=unconfined u:unconfined r: \

unconfined t:s0-s0:c0.c1023 msg='op=update sw="osinfo-db-20231215-1.el9.inferit.noarch" \
sw_type=rpm key enforce=0 gpg res=1 root dir="/" comm="dnf" exe="/usr/bin/python3.9" \
hostname=msvsphere-94-arm.msvsphere.test addr=? terminal=pts/2 res=success'

OTrcaexxuBanume ycTaHOBKU wMoiayJtein miaa Lua, NodeJS, Perl,
Python, Ruby

Muorue COBpEMEHHBIE S3BIKM MPOIPAMMUPOBAHUS WMEIOT COOCTBEHHBIN MAKETHBIH
MEHEeJIKeP I YCTAHOBKHY JIONOJTHUTEIbHBIX ONOINOTEK TN Y TUJIAT U3 EHTPAJTU30BAHHBIX
pernosutopues. B nabop npasui nojcucremsl ayaunta MCBCdepa OC BxomdaT npasuia Jiis
OTCJIE?KWBAHUS 3AITyCKA CJIEIYIONINX MAKETHBIX MEHE?KePOB:

e /usr/bin/pip — ycranoBiuk Python-momyneit

e /usr/bin/npm — ycranoBmuk NodeJS-momyiteit

e /usr/bin/cpan — ycranosuuk Perl-momyseit

e /usr/bin/gem — ycranoBmumk Ruby-momymeit

e /usr/bin/luarocks — ycranoBmmk Lua-momyneit
e /usr/bin/dnf-3 — makernsbiii Mmenezkep DNF

e /usr/bin/yum — makeTHBII MeHeIKep Yum (B HACTOLAINEE BPEMd ABJIACTCH CCBLIKON
Ha DNF 4T06b1 06ecriednTh COBMECTUMOCTS )

Jlanuble TpaBuUJIa HaxXoadaTcd B (aiiie /usr/share/audit/sample-rules/44-installers.
rules m He BKJIIOYEHbI MO yMOJTYaHUIO. JIJIs WX AKTUBAIMM BBIIOJHUTE CJIEJIYIOIIIE
JIEHCTBUA.



170

IIpumegyanune

B MCBCdepa 10 daiiinr . rules Jsexkar o mytu /usr/share/audit-rules/.

1. Cxomnupyiite dails1 ¢ mpaBuIaMu B KATAJIOT TOCTOSHHBIX TTPABUJI TIOJCUCTEMBI ay/IATA
/etc/audit/rules.d:

‘$ sudo cp /usr/share/audit/sample-rules/44-installers.rules /etc/audit/rules.d/

2. 3arpys3ute OOHOBJIEHHBIN HAOOD MPABUJI B MOJCUCTEMY AYIUTA:

‘$ sudo augenrules --load

3. Ybemurech, 9TO MpaBUia ObLINA 3aIPy?KEHbI, C TIOMOIIBI0 KOMAH/IbI:

$ sudo auditctl -1 | grep software-installer
-p x-w /usr/bin/dnf-3 -k software-installer
X-w /usr/bin/yum -k software-installer
X-w /usr/bin/pip -k software-installer
X-w /usr/bin/npm -k software-installer
-p x-w /usr/bin/cpan -k software-installer
X-w /usr/bin/gem -k software-installer
X-w /usr/bin/luarocks -k software-installer

Tenepp mpm 3arrycke JOOON0 M3 OTCJAEKUBAEMBIX ITAKETHBIX MEHEI?KEPOB B KYPHAJI
[IOJICUCTEMBI ay/iuTa Oy/eT ;100aBjeHa COOTBETCTBYIOMAs 3amuch. OTduibTpoBaTh Takue
coObITHsT MOXKHO 1O Kiaioay software-installer. Hwuke mpuBenén mpumep coObITHs,
KOTOPOe OBLIO 3aITPOTOKOJIMPOBAHO IPU BBIMOJHEHNN KOMaHIbl pip install markdown2:

$ ausearch -k software-installer

time->Fri Nov 15 13:40:38 2024

type=PROCTITLE msg=audit(1731667238.489:3725): ,
—proctitle=2F7573722F62696E2F707974686F6E33002F62696E2F70\
697000696E7374616C6C006D61726B646F776E32

type=PATH msg=audit(1731667238.489:3725): item=2 name="/1ib64/1d-1inux-x86-64.s50.2" \
inode=1980964 dev=fd:00 mode=0100755 ouid=0 0gid=0 rdev=00:00 obj=system u:object r:1d so t:s0 \
nametype=NORMAL cap fp=0 cap fi=0 cap fe=0 cap fver=0 cap frootid=0

type=PATH msg=audit(1731667238.489:3725): item=1 name="/usr/bin/python3" inode=1993087 \
dev=fd:00 mode=0100755 ouid=0 o0gid=0 rdev=00:00 obj=system u:object r:bin t:s0 \
nametype=NORMAL cap fp=0 cap fi=0 cap fe=0 cap fver=0 cap frootid=0

type=PATH msg=audit(1731667238.489:3725): item=0 name="/bin/pip" inode=1966587 \
dev=fd:00 mode=0100755 ouid=0 o0gid=0 rdev=00:00 obj=system u:object r:bin t:s0 \
nametype=NORMAL cap fp=0 cap fi=0 cap fe=0 cap fver=0 cap frootid=0

type=CWD msg=audit(1731667238.489:3725): cwd="/home/user"

type=EXECVE msg=audit(1731667238.489:3725): argc=4 a0="/usr/bin/python3" \
al="/bin/pip" a2="install" a3="markdown2"

type=SYSCALL msg=audit(1731667238.489:3725): arch=c000003e syscall=59 \

success=yes exit=0 a0=560blacfe030 al=560blaceae30 a2=560blabd46e0 a3=8 \

items=3 ppid=14961 pid=23067 auid=1000 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 \
sgid=0 fsgid=0 tty=pts2 ses=4 comm="pip" exe="/usr/bin/python3.9" \
subj=unconfined u:unconfined r:unconfined t:s0-s0:c0.cl023 key="software-installer"

Boustee monpobrO pabora ¢ MOCTOSHHBIMU TPABUJIAMU IOJCUCTEMBI AYIUTA U yTUIUTOMN
ausearch omnmcaHa B CJIEIYIONUX pa3jieax.
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PekomeHganum mo onTUMU3ANUN ITPABUJI

[IpaBuita, anaIU3UPYyIONIKE CUCTEMHBIE BBI30BBI, ITPOBEPSIOTCA JIJIsi KarKJIOTO CUCTEMHOTO
BBI30Ba, KaXKJI0i BBIMOJIHSIEMO mporpamMbl. COOTBETCTBEHHO, €CJIM Y BAC JIECATh ITPABUII
JJIsi CHUCTEMHBIX BBI30BOB, TO KayKJas NIporpaMMa BO BpeMs BBIIOJHEHUsT JIFOOOTO
CUCTEMHOT'O BBI30Ba OyIeT MPUOCTAHOBJICHA TIOKA IOJCUCTEMA AYIUTa IIPUMEHSIET KaXK10e
n3 stux npaBui. [lo Bo3MOXKHOCTH cTapaiiTecb KOMOMHHUPOBATH KaK MOXKHO OOJIbIIe
CHCTEMHBIX BBI30BOB B OJHOM IpaBUje, €CJU (DUIBTPBI, AEHCTBUS U KJIIOY JJIsi ITUX
CHCTEMHBIX BBI3OBOB COBIIAJIAIOT.

B kauecTBe mpumMepa pacCMOTPHUM CJIEJYIOIINE TPHU IPaBUJIa, KOTOPBIE OTCJIE2KUBAIOT
CHUCTEMHBIE BBI30BbI, BBITIOJIHSIONINE 3aIPY3KY U BBITPY3KY MOJIYJIEN dapa:

$ sudo auditctl -a always,exit -F arch=b64 -S init module -F key=kernel modules
$ sudo auditctl -a always,exit -F arch=b64 -S finit module -F key=kernel modules
$ sudo auditctl -a always,exit -F arch=b64 -S delete module -F key=kernel modules

[TockosibKy BCe OCTAJIBHBIE TIOJIS IPABUJIA COBIIAIAIOT, UX JIETKO MOYKHO OO'bEIMHUTH B OJTHO
MIPABUJIO, KOTOPOE y2Ke MPUBOJINJIOCH B IIPUMEPE paHee:

$ sudo auditctl -a always,exit -F arch=b64 \
-S init module, finit module,delete module -F key=kernel modules

Tak>ke MOXKHO YKa3bIBaTb K&)K,ZLI)IIL/'I CUCTEMHBII BBI3OB C IIOMOIIbIO OTAECJILHOI'O apryMeEHTa
-S — C TOUKH 3pEHUuAd IIOJCUCTEMbBI ayJIUTa 0ba BapuaHTa SKBUBaJICHTHDBI:

$ sudo auditctl -a always,exit -F arch=b64 \
-S init module -S finit module -S delete module -F key=kernel modules

Tak2ke mmocTapaiiTech UCIIOJIB30BaTh TOYKH HAOJIOAeHUS 3a (ailjIoBOil cucTeMoil TaM, TIe
9TO BO3MOYKHO. DTO 3HAYMTEHHO TOBBIIIAET TPOU3BOIUTETHHOCTD, MOCKOJIBKY IMTPABUIIA
Oy/lyT NMPUMEHSTHCS TOJBKO JIJIsi Ollepalliii ¢ yKa3aHHbIMU (baillaMu U KaTaJioraMu, a He
KO BCEM CHUCTEMHBIM BBI30BAM.

B kadecTBe mpuMmepa IpPeAIIONOXKHUM, YTO Bbl ObI XOTeIH (PUKCHUPOBATH BCe HeEyTadHble
omepanuu OTKpbITHS u ycedenust (truncate) daitaos. Torga Bbl Morim Obl HammcaTh
cJIeIytoliee IpaBuiIo:

$ auditctl -a always,exit -F arch=b64 -S openat -S truncate -F success=0

TaKoe IpaBUJIO IIPUMEHAJIOCH 6]31 KO BCe€M CHCTEMHBIM BbISOBaM BCE€X IIPOI'paMM,
HE3aBHCHUMO OT TOI'O, KaKue d)afmm OHU N3MCHAIOT. By,Z[yT OTCJIEZKUBATHCA W M3MCHCHUA
BpeMeHHBbIX QailjioB B KaTtajore /tmp, m m3MeHeHus (ailjioB B JOMAIIHUX KaTaJorax
I10JI30BaTE/ s U JII00ObIE JIPYTHE OllePAIlHu.

Ho, BeposiTHee Bcero, BMecTo JIFOOBIX OIE€palinii BbI XOTEJIN Obl OTCACKUBATH U3MEHEHUS
KOHKPETHBIX (ailjioB, JOIYCTUM, OOIIECUCTEMHBIX (ailjioB KOHPUIrypaluu B KaraJore /
etc. Torma npaBuiio 6yaeT uMeThb CJIETYIONNUI BUT;:

$ auditctl -a always,exit -F dir=/etc -F arch=b64 -S openat,truncate -F success=0
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N 6yner npuMmeHATHCS TOMBKO K haityiaM BHYTPU KaTajora /etc win B ero moJIKaTajorax,
YTO 3HAYATEJIBHO COKPATUT KOJUYIECTBO IMIPOBEPAEMBIX CHCTEMHBIX BBI3OBOB.

COB,Z[aHI/Ie IIOCTOAHHBIX ITPpAaBHUJI

IlocTostHEBIE TTpaBUJIa MIOJCUCTEMBI ayAuTa XpaHATCS B BHJE daitjioB B Karajore /etc/
audit/rules.d/ m aBTOMaTHYECKN TPUMEHAIOTCS BO BpeMd 3aITycKa CIIyzKObI auditd.

Kaxnprit  daitnni ¢ mnpaBmiamMum  JOJKEH HMeTb pacliupeHue .rules, HaIpuMmep,
50-mail-server.rules. ®aiiibl ¢ wnpaBuiamMu 00pPAOATHIBAIOTCS U  3arpyKaroTcs
HOCJIEZIOBATEIBHO, B IOPSAJKE €CTECTBEHHOM copTupoBKy («natural sort ordery).
OOrenpuHaTOM, XOTS W HE O0S3aTEJbHOMN, SBJSETCS CJEIYIONas CXeMa WMEHOBAaHUs
daitnos: npuoputeT-onucanune. rules re NpMopuTeT — IEJI0€ UUCIIO, 3aA0IIee IOPAIOK
3arpysku daiisia, a onucaHne — KpaTKoe ONHMCaHWe Ha3HAYeHUd 3arpyzKaeMbIX IIPaBUIL.

[Tpu pazpaborke npasui 1t MCBCdepa OC npeiaraercs: npuiep:KuBaThCs CJIE Ty IOIIE
CXEMBI:

e 10 — mpaBWJIa AJI HACTPOUKM dAJIpa U IOJICUCTEMBI ayJInuTa;

e 20 — mpaBwWia, Iepeolpelesdione HACTPOUKUA dApa U IIOACUCTEMBbI ayJduTa,
II0CTaBJIAEMbIC C OIIEPAIIMOHHON CUCTEMOM;

e 30 — OCHOBHBIE IPABUJIA;

e 40 — JIONOJIHUTEbHBIE /ONIIMOHAJLHBIE [TPABUIIA;

e 50 — mpaBuJa, crenuduIHbIe /I TPYIIIBI CEPBEPOB;

e 70 — mpaBuia, crenuuIHbie /i JIOKAJIHHON CUCTEMBI;

e 90 — mpaBusI0, OJIOKUPYIOIIee JajbHelllee n3MEeHEeHNe CIIICKa ITPABUIL.

Qaiin ¢ npaBUJIAMHU TIOJCUCTEMbBI ayJIATa ABJIAETCSI OOBIYHBIM TEKCTOBBIM aitsiom, B
KOTOPOM HCIOJIb3YeTCs CJIeaytonuiit (hopmart:

® IIYCTBHIC CTPOKU M BECh TEKCT IIOCJIE CUMBOJIA # UTHOPUPYIOTCH;

® KaxKJafd HEIIyCTad CTPOKa CYUTAETCAd IIpaBUJIOM U O(I)OpMJIHeTCH B BHJIEC CIIICKa
aprymMeHToB Jiyisi KomaHabl auditctl (em. pasnen Cosdarue npasus ayduma), npu
9TOM caMa KoMaH;1a auditctl He ykasbBaeTcss — OHA Oy/IeT aBTOMATHYIECKN BbI3BAHA
CUCTEMOI € 33/ITAHHBIMU apryMeHTaMu pu obpadoTke daitia ¢ npasuiamu. Ha ojroit
CTPOKE JIOJIZKHO OOBABIATHCH TOJTHKO OITHO ITPABUIIO;

o dailyr TOMKEeH OKAHINBATHCS IIYCTONH CTPOKO.

[Ipumep daitna ¢ npaBugamu, OTCIEKUBAIOIINMYU W3MEHEHUs] B KOHMUI'YPAIMOHHBIX
daitstax cucTeMbl BUpTyaJm3alun Ha 0a3e rurepBuzopa Llibvirt:

-w /etc/libvirt/libvirt-admin.conf -p wa -k libvirt-config-changes
-w /etc/libvirt/libvirt.conf -p wa -k libvirt-config-changes
-w /etc/libvirt/libvirtd.conf -p wa -k libvirt-config-changes

(IpoI0IIZKEHNE HA CIIELYIOIIEH CTPAHUIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

-w /etc/libvirt/gemu.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/qemu-lockd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtinterfaced.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtlockd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtlogd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtnetworkd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtnodedevd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtnwfilterd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtproxyd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtgemud.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtsecretd.conf -p wa -k libvirt-config-changes

-w /etc/libvirt/virtstoraged.conf -p wa -k libvirt-config-changes

-w /usr/share/polkit-1/actions/org.libvirt.api.policy -p wa -k libvirt-polkit-changes
-w /usr/share/polkit-1/actions/org.libvirt.unix.policy -p wa -k libvirt-polkit-changes
-w /usr/share/polkit-1/rules.d/50-libvirt.rules -p wa -k libvirt-polkit-changes

C Toukm 3penHmst 06e30ITACHOCTH PEKOMEHIyeTCsl Ha3HAdaTh BJIaJe/bleM QailjioB ¢
IpaBUjIaMU IIOJIL30BaTeJad root, rpymnmy root m pa3pemrarb OOCTYII Ha YTEHUE W 3alNCh
TOJIBKO IIOJIB30BaTEIO root:

$ sudo chown root:root /etc/audit/rules.d/50-mail-server.rules
$ sudo chmod 600 /etc/audit/rules.d/50-mail-server.rules

Kak y:xe ynmommuajioch pamee, TpaBuia u3 (PailjioB 3arpyKaroTcsi aBTOMATUYECKU TPU
zarycke ciyk0br auditd. OpHako, B ciaydae HEOOXOIMMOCTH, MOYKHO 3arpy3UTb HOBBIE
IIpaBUJa C IIOMOIIBIO CJICAYIOMEH KOMAHIbI:

’$ sudo augenrules --load

Pabora c >xypHaJ/sioM coObITHII 6€30MacHOCTH

dopmar daityia XKypHajia cOObITUIT 6€30IIacHOCTH!

B kouduryparmm mo yMmoIdaHuio TOJICUCTEMA ay/INTa XPAHUT TEKYIIUNA XKYPHAJ COOBITUA
6e3onacHoctu B daitie /var/log/audit/audit.log. Ecmu poramus ¢aityioB KypHaJIOB
BKJIIOYEHA, TO TPEAbIIyIue (hailbl XKypHaJIa OYIyT HAXOIUTHCSI B TOM Ke KaTaJlore.

Paccmorpum dopmar 3ammceit KypHajia Ha IpuMepe, JIJId 93TOTO J0O0aBUM B ITOJICUCTEMY
ayauTa CJeayioliee IPaBujo, KOTOpoe Oy/IeT PerucTpupoBaTh OIEpaIlnd UTeHUs Qailaa
/etc/fstab:

’$ sudo auditctl -a always,exit -F path=/etc/fstab -F perm=r -F key=fstab read

Tertepn npounTaem dait Kakoi-HrOY b KOMaH/IOM, JIONycTUM cat:

’$ cat /etc/fstab

B xypnaJjie /var/log/audit/audit.log mogBgaTcs CJIeIyIOIINAE 3aITUCA O COOBITUN:

type=SYSCALL msg=audit(1731576783.677:1528): arch=c000003e syscall=257 \
success=yes exit=3 a0=ffffff9c al=7ffd91e5b610 a2=0 a3=0 items=1 ppid=196085 \
pid=20721 auid=1667 uid=1667 gid=1667 euid=1667 suid=1667 fsuid=1667 \
egid=1667 sgid=1667 fsgid=1667 tty=pts6 ses=7 comm="cat" exe="/usr/bin/cat" \

(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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(IpOIOJIZKEHUE € IPEBIIYIIEH CTPAHUIID )
subj=unconfined u:unconfined r:unconfined t:s0-s0:c0.cl1023 key="fstab read"
type=CWD msg=audit(1731576783.677:1528): cwd="/home/user"
type=PATH msg=audit(1731576783.677:1528): item=0 name="/etc/fstab" \
inode=262528 dev=fd:00 mode=0100644 ouid=0 o0gid=0 rdev=00:00 \
obj=unconfined u:object r:etc t:sO nametype=NORMAL cap fp=0 cap fi=0 \
cap fe=0 cap fver=0 cap frootid=0 OUID="root" OGID="root"

type=PROCTITLE msg=audit(1731576783.677:1528): proctitle=636174002F6574632F6673746162

Bce werhipe 3ammcu WMEOT OJIMHAKOBOE 3HAYEHUE IIOJIA MSQ, UTO OIpeesseT WX
IPUHAJIEXKHOCTh K OTHOMY COOBITHIO. 3allich KypHaJa ay uTa BCErjaa HAYUHAIOTCS C
nojist type, KaxKjasi 3allliChb COCTOUT U3 HECKOJBKUX Tap Nofie=3HayeHue, pa3/ieJIEHHBIX
Ipo0eIOM, B HEKOTOPBIX CJyYasiXx MOYKET UCIOJIb30BATbCs 3allsiTasl.

Terreps paccMOTpPUM KazKIyIo U3 3amuceil mojapoodHee.
i epBoOit 3aIIMCH YCTAHOBJICHBI CJIEJLYIOIIUE TIOJIS.

e type=SYSCALL — 1mosie type ykasblBaeT Ha THUII 3allUCU, B JAHHOM CJIydyae 3HA4YEHUe
SYSCALL oznagaeT, 4TO 3Ta 3alUCh BbI3BaHA CUCTEMHBIM BbI3OBOM A/pa.

e msg=audit(1731576783.677:1528) — moJie MSQ COJEPKUT CJIEAYIONINE JTAHHBIE.

— BpemenHyto OTMETKY M YHUKAJbHBIH UIeHTU(MUKATOD cOObITUA B (popMaTe au-
dit(BpemeHHas oTMeTka:ID). HeckosbKo 3ammceil B KypHaJe ayauTa MOTYT
MMEeTb OJINHAKOBYIO OTMETKY U HJAEHTU(MUKATOD €CJIX OHU ObLIA CreHEePUPOBAHDI
B paMKax o0OpabOTKM OJHOTO coObITHd Oe3omacHocTu. g BpeMeHHOM
OTMETKHU UCIOJIb3yeTcd CTaHAapTHBIN 1j1si Unix-mogobubix cucreMm dopMar —
kosmmaectBo cekyHg1, mporreammx ¢ 00:00:00 mo UTC 1 auaps 1970 rona.
Cy1ecTByeT MHOXKECTBO CIIOCODOOB ITPe0OPA30BaHms TAKOW BPEMEHHON OTMETKU
B IIOHSITHBIN YesI0BeKy (hOpMAaT, CaMblil ITPOCTOI U3 HUX — yTuiuTa date:

$ date -d @1731576783.677
Yt 14 Hosa 2024 12:33:03 MSK

— Pasznuunble crenududnbie jisi COOBITHS Iapbl NOfe=3HayYeHue, IOJIyIeHHbIe
U3 d]Ipa WX U3 TOJb30BATEIHCKOTO IpocTpancTBa. PopMasibHO, BCe JIaHHBIE,
KOTOPBIE HAXOIATCA TTocjie msg=audit (BpeMeHHasa oTMeTKa:ID): ... gBadOTCd
SHAQYCHUEM IIOJIAd MSQ, TaK YTO HE yﬂHB.HHf?ITGCb €CJI1 B HEKOTOPBIX CJAy4YasAX BbI
Jazke YBUJUTE ABA IOJdA MSQ B OJIHOU 3allMCU — TaKHe 3allUCA BCTPEYAIOTCH,
HaIIpUMep, B COOBITUAX OT Tunepsusopa libvirt.

e arch=c000003e — wundopmanus 00 APXUTEKTYPE CHUCTEMbI, 3aKOIUPOBAHHAS B
IecTHaAIaTepuydHoi cucrteme. lIpu moncke 3amnuceit ¢ MoMoIIbI0 yTUIUTHI ausearch
UCIIOJIb3YHTE apryMeHT -1 / --interpret uroObl aBTOMATHYECKN TTPEOOPA30BHIBATH
3aKOIMPOBAHHbIE 3HAYEHWs] B IOHSTHBIA desoBeKy ¢opmar. 3Hadernune c000003e
OyzeT mpeobpa3oBaHO B X86 64.

e syscall=257 — tun (HOMep) CHCTEMHOIO BbI30Ba, KOTOPBIN ObLI OTIPABJIEH SJIPY.
g 64-6UTHOM apXUTEKTYPbl TOHATHOE TOJb30BATEI0 3HAYCHUE MOXKHO Oy YIUTh



u3 caiina /usr/include/asm/unistd 64.h. B mannom ciyvae, 257 — 3TO CHCTEMHBI
BbI30OB openat. [lja mpeoOpa3oBanus HOMEpa CHCTEMHOI'O BBI30BA B €r0 Ha3BaHUE
MOKHO HMCIOJIb30BaTh YTUJIUTY ausyscall:

$ ausyscall 257
openat

C momormbio KoMaH bl ausyscall --dump MOXKHO TOJIY9IUTH CIIUCOK HOMEDPOB BCeX
CUCTEMHBIX BBI3OBOB C UX MMEHAMU.

success=yes — yKa3bIBAET Ha TO, OBLJI JIU CUCTEMHBIN BbI30B 3aBEPIIEH YCIIEITHO TN
BO3HUKJIa KaKasg-TO omubKa. B 3TOM nmpuMepe BBI3OB ObLII YCIEITHBIM.

exit=3 — Koj BO3BpaTa, KOTOPBI BEPHY/I CUCTEMHBIN BBI30B. JTO 3HAYEHUE MOMKET
OTJINYATHCH JIJId PA3HBIX CUCTEMHBIX BBI3OBOB.

a0=ffffff9c al=7ffd91e5b610 a2=0 a3=0 — B wWoaax orT ab® 10 a3
COJZIEpzKaTCs IIEpBbI€ YeThbIpEe apryMeHTa CUCTEMHOI'O BBI30Ba, 3aKOIVMPOBAHHLIE B
HIGCTH&,Z[HaTepI/I‘{HOﬁ cucreMe CUHucCJIEHUudAd. 3Ha‘{eHI/IH 9TUX apryMeHTOB 3aBUCAT OT
CUCTEMHOI'O BbI3OBa U MOI'yT 6bITb AEKOAUPOBaHbI C IIOMOIIbIO YTUJIUTHI ausearch.

items=1 — KOJMYECTBO BCIOMOTaTeJbHBIX 3amuceil Tuma PATH, KOTOpbIe CIeAyIOT B
JKypHaJle 33 JaHHOU 3alUChI0 CUCTEMHOI'O BBI30BA.

ppid=19085 — wmueHTUMUKATOP POAUTEIHCKOrO mporecca (parent PID).
pid=20721 — mnentudukarop anajmusupyemoro mnporecca (PID).

auid=1667 — UCXOMHBIN UACHTU(MUKATOP MOJIb30BATEIS, UCIIOJIb30BAHHBIN /71 BXOIA
B cucremy (audit id). DroT upenTHGUKATOD HACTIELYETCS KAYKIBIM IIPOIIECCOM, JTaXKe
ec/Ii UACHTU(PUKATOP IOJIb30BaTe/Id ObLI M3MEHEH, HAIPUMED, IIPU IMEePEKII0IeHUN
VIETHBIX 3aIUCE C IIOMOIIBIO KOMAHIBI SU -.

uid=1667 — wuAEHTU(UKATOP IMOJb30BATENA, 3AIyCTUBIIETO aHAJIM3UPYEMbIi
mporiecc.

gid=1667 — uaeHTU(MUKATOP I'PYIIIHI TOJTb30BATENS, 3aIIyCTUBIIETO AHAJTU3UPYEMbIi
IIporecc.

euid=1667 — aeiicTBYIOINI HACHTU(MUKATOP M0IH30BATE s, 3AILyCTUBIIIETO TTPOIIECC.
Ompeiesiger TekyIye MOJTHOMOYHS IIPOIECcca.

suid=1667 — yCTAHOBJEHHBI WACHTU(MUKATOD TOJb30BATENA, 3AIyCTUBIIETO
mporiecc. Vcnoab3yercs /1jist XpaHeHus HadaabHOro 3Hadenus: EUID, 3a1aBaeMoro mpu
3amycke paiisia ¢ ycraHOBJIEHHBIM OuToM set-user-1ID.

fsuid=1667 — uaeHTudUKATOP MOJIb30BATENA (PARTOBON CUCTEMBI, 3AIyCTUBIIETO
ITPOIIECC.

egid=1667 — meiicTByIOMNi MIEHTU(MUKATOP IPYIIBI TTOJIb30BATE/IA, 3AIIyCTUBIIIETO
nporiecc. Onpeiesiser TeKyIme MTOJTHOMOYHS TPOIECCA.




176

e sgid=1667 —  yCTAHOBJIEHHBIA  WJAEHTU(PUKATODP  TPYIIbI  HOJb30BATEN,
3aIyCcTUBIEro Tporecc. lVcmosb3yercs i  XpaHEeHWd HAYaJbHOIO 3HAYEHUSA
EGID, 3ajaBaeMoOro mpu 3amycke aiiia ¢ ycraHoBJIeHHBbIM buToM set-group-ID.

e fsgid=1667 — wugeHTH(UKATOP TPYIIbl IOJb30BaTEN A (PAJIOBONl CUCTEMBI,
3aIlyCTUBIIIErO IIPOIECC.

e tty=pts6é — TepMmHAJ, C KOTOPOrO OBLI 3aIyIleH Tporecc. THunoBbie (pOpMATHI
3HAYEHUN 1711 STOTO TIOJIS:

— ttyN — dusnyeckuii TepMUHAL.

— pts/N — TepMuHaJ, KOTOPBII SMYJIUPYETCsH KAKOW-TO MPOrPAMMOIL, JIOIYyCTUM,
cepeepom SSH. Komawnmabie 060/109Kku, 3amyineHHble B rpaduIecKoil cpeje,
Oy/IyT ABIATHCA PtS-TepMUHAIAMH.

— (none) — TepMHHAJ OTCYTCTBYeT, OOBIYHO TAKOe 3HAYEHHE YCTAHABJINBAETCH
JJ1l CUCTEMHBIX BBI30BOB, BBIIIOJIHAEMBIX CUCTEMHBIMU IIPOIECCAMU.

® ses=7 — WIAEHTUPUKATOP CECCUU, U3 KOTOPOil OBLI 3aITYIIEH TPOIECC.
e comm="cat" — Ha3BaHUE KOMAaH/IbI, KOTOPas UCIIOJIb30BAJIACH JIJId 3AITyCKa IIPOIIECCA.

e exe="/usr/bin/cat" — myTh K ucnosHAEMOMY (DailTy, KOTOPBII UCIIOJIH30BAJICS JIJIs
3allyCcKa IIpollecca.

e subj=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023 — SELinux
KOHTEKCT aHAJU3UPYEMOTrO ITPOIECCA.

e key="fstab read" — omnpene/J€HHBIII aIMUHUCTPATOPOM KJOY (DUILTPAIUH,
CBSI3aHHBIN C TPABUJIOM, KOTOPOE CIT€HEPUPOBAJIO COOBITHE OE€30IIACHOCTH.

Jljist BTOpOIi 3alucu yCTAHOBJIEHBI CJIE/LyTOIIUE OIS (OMUCAHME [OJIsi MSY IIPOIYIIEHO, TaK
KaK IOJIHOCTBIO COBIIAJAET C IIEPBOM 3aIUCHIO ):

e type=CWD — Tun CWD mcCHoOJIb3yeTCs JIJId 3aliCh O TEKYyIeM pabodeM KaTaJjore, U3
KOTOPOTr'0 OBL 3amlyIleH aHAJU3UPYEMbId ITPOIECC, BBI3BABIIUN CHUCTEMHbBII BBHI3OB
u3 nepBoit 3amnucu. llenb 3To#t 3ammcu cocTouT B TOM, UTOOBI 3aDUKCUPOBATD
MECTOIOJIOXKEHUE TEeKYIero Iporecca Ha ciydail, ecjii B 3aluchb ¢ TaioM PATH
OyJleT 3amMcaH OTHOCUTEJbHBIN MyTh. TakKuM o0pa30M, MOXKHO Oy/IeT BOCCTAHOBUTH
a0COJIIOTHBIN TTyTh K BBITIOJTHEHHOW KOMaH/IE.

e cwd="/home/user" — myThb K KaTAJIOr'y, U3 KOTOPOI'O ObLI CJieJIaH CUCTEMHBII BBHI3OB.

JlJ1st TpeTheil 3aich yCTAaHOBIIEHBI CJIEIY 0N O (OIUCAHUE MTOJIs MSY IPOITYIIEHO, TaK
KaK IOJIHOCTBIO COBIIAJAET C IEPBOM 3aIUCHIO ):

e type=PATH — Tun PATH ucmosib3yeTcs Jijid 3aluceil 0 KaxKJIOM IIyTH, KOTOPBIA ObLI
repeJiaH CHCTEMHOMY BBI30BY B KadeCcTBe aprymenTa. B HameMm cirydae, B CHCTEMHBIN
BBI30B oOpenat mepesaBajicsi TOJBKO OJMH yTh — /etc/fstab. [lna cucremubix
BbI3OBOB, IIPHMHHUMAIOIUX HECKOJIBKO HyTefI B Ka4deCTBe€ apryMEHTOB, IIOACUCTEMa
ayJ/IuTa co3iasia Obl COOTBETCTBYIOIIEE KOJIUIECTBO 3aIliceil JaAaHHOTO THIIA.
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item=0 — MOPAJIKOBBIII HOMEpP ITOU 3alKUCH CPEIM OOIIEro Yucjaa 3alluceil Tura
PATH ia namHOrOo CcOOBITHS Oe3omacHocTu. Hywmeparnusa HaumHaeTcd ¢ HYJId,
COOTBETCTBEHHO, B 9TOM IIPUMEPE PACCMATPUBAETCS MEPBasl 3AIHCH.

name="/etc/fstab" — myrb K ailsly wam KaTajgory, KOTOPBIi OBbLI IepeaaH
CUCTEMHOMY BBI3OBY B Ka4eCTBE apryMEHTa.

inode=262528 — HOMEp HWHIEKCHOTO JecKpumnTopa (inode), CBS3aHHOTO € ITUM
daiiyioM nIM KaTtajgoroM. 3Hasl TOT HOMED, MOYKHO OIPeIeuTh My Th K (ailyy wiu
KATaJIOT'y C TIOMOIIBIO CJIEYIONENl KOMAaH/IbI:

$ find / -inum 262528 -print
/etc/fstab

dev=fd:00 — muaamuit (minor) u crapmuii (major) HOMepa ycTpOHCTBa, KOTOPOE
comepzkuT (haiiyl UM KaTaJIOr, 3alUCAHHLIA B 9TOM COOBITHH.

mode=0100644 — mpaBa J0CTyHa K ailly WId KaTaJory, 3alliCaHHble B UHCJIOBOI
dbopme, koTopeie Bo3BpamatoTcs yHkimeil stat (man 2 stat) B mose st_mode. B
JaHHoM ciy4dae 0100644 MOXKHO MHTEPIPETUPOBATHL KaK -IwW-r--r--, 94T0 O3Ha4aeT,
9TO OJIb30BATE b r00t nMeeT MpaBo Ha YTEHUE U 3aIIUCh, & OCTAJbHbBIE TT0JIb30BATE N
TOJILKO Ha YTEHUE.

ouid=0 — maeHTH(MUKATOP MOJIB30BATEIA, KOTOPBIN BIAJIEET 33/ ITaHHBIM (DaljIoM HIn
KaTaJIOTOM.

09id=0 — wuaeHTHUKATOP TPYIILI, KOTOpas BJajeeT 3aJaHHbIM (QalaioM wim
KaTaJIOrOM.
rdev=00:00 — wurajmuiit (minor) m crapmmit (major) HOMepa yCTPOWCTBA JIJist

crienuaIbHbIX (paityioB. B manHoM ciiydyae OH He UCHOJb3yeTcsd, moToMy 4To /etc/
fstab aBysgercss oObIIHBIM (DaitIOM.

obj=unconfined u:object r:etc t:s@ — SELinux konrekct daiina min kKaraaora
Ha MOMECHT BBIIIOJTHEHNA CUCTEMHOI'O BBI3OBAa.

nametype=NORMAL — obOo3nadaer Tui @GailjioBoro 0oObEKTa BHYTPH KOHTEKCTA
cobbitud. [logcucremoit ayura UCHIONB3YIOTCH CJICIYIONINE TUITHI:

— UNKNOWN — daityioBblii 00bEKT HE H3BECTEH CHUCTEMe, HaIpUMep, €ero He
CYIIIECTBYET.

— NORMAL — oObranbIil (baityioBbiit 00beKT. Kak mpaBuio, 3T0 UCIOJHIAEMbIH (daiit
win paiiyi, y KOTOPOro MEHAIOTCS aTPUOYTHI.

— PARENT — baiiioBbIil O0BEKT ABJISIETCS POAUTETHCKUM JIJIsi OAHOIO U3 00bEKTOB,
IIPEJICTaBJIEHHOTO B COOBITUN OE30ITaCHOCTH.

— DELETE — aityioBbIil OOBEKT, yIaJIgeMblii BO BpeMsl BBIIIOJIHEHUS CUCTEMHOTO
BbI30BA.
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— CREATE — aitioBbIit 00bEKT, CO3/IaBaeMbIil BO BPEMS BBITIOJTHEHUSA CUCTEMHOTO
BBI30BA.

cap fp=0 — pgaHHbBIE, OTHOCAMIMECS K HACTPOUKE pa3pelEHHBIX BO3MOXKHOCTEN
daitoBoit cucrembr i1 (hait;IoBoro ooObeKTa.

cap_fi=0 — aHHBIE, OTHOCANINECS K HACTPONKE YHACJIEIOBAHHBIX BO3MOXKHOCTEN
daitnoBoit cucreMbl Jiid (paitJIoBOro o0ObEKTA.

cap_fe=0 — ycranoska 3dekTuBHOTO OUTa BOZMOXKHOCTEH (DaitjioBOil CHCTEMBI I
daitsioBoro oobeKTA.

cap_fver=0 — Bepcusi BO3BMOKHOCTEl pailioBoil cucTeMbl g PailioBOro 0ObLEKTA.

Jliist 9eTBEPTOIL 3aIMCH yCTAHOBJIEHBI CJIEYIOMINE M0JIs (OIMCaHUe MOJIst MSY MPOILYIIEHO,
TaK Kak MOJHOCTBIO COBIAAET C MEPBOii 3alUChiO):

e type=PROCTITLE — Tun PROCTITLE yka3blBaeT Ha TO, 4YTO JAaHHAA 3aIlIUCh COAECPXKUT
ITOJTHYIO KOMAH/Iy 3allyCKa IIPOIECCa, BHI3BABIIEr0O JAHHOE COOBITHE 0E€30IIaCHOCTH.

e proctitle=636174002F6574632F6673746162 — 3aKOIUPOBaHHAA B
IIECTHAIIIATEPUIHON CHUCTEME CUYHCJIEHWs] TIOJIHAsI KOMAaHJia 3allyCKa IIPOIEeCcCa.
YTumura ausearch, 3amymieHHas ¢ apryMeHToM -1 / --interpret aBTomMaTmyecku
1peobpa3yeT 3aKOAUPOBAHHBIN TEKCT B IOHATHYIO IOJB30BATEIO CTPOKY, B HAIIEM
npumepe — B cat /etc/fstab.

3ammcu TOCUCTEMBI ayauTa HE OTPAHMIUBAIOTCH MEPEYUCTEHHBIMU BBIIIE YEeThIPbMs
TUTIAMU, TIOJTHBIN CIIMCOK THUIIOB JOCTYIIEH B KOHIIE TOU TJIABHI.

BepositHee Bcero Bam HHKOrJa He moTpedyeTcss paboTaThb ¢ ailjioM KypHaja COObITUM
0e301acHOCTU HAIPSMYIO MOCKOJIBKY TOJICUCTEMA ayIuTa BKJIIOYaeT B ceOs pa3/dndHbIe
YTUJIATHI JIJI IOUCKa U o0paborku cobbiTuii. /IBe ocHoBHBIE, aureport u ausearch, oyayT
PaCCMOTPEHBI B CJIEIYIONINX Pa3/Iesax.

YTuaura aureport

Komanna aureport remepupyeT UTOroBble OTYETHI HAa OCHOBE 3apPErHCTPUPOBAHHBIX
B 2KypHaJie Oe3zomnacHocTu cobbiTuii. Takke aureport MoxkeT HTpPUHUMATH JIAHHBIE,
HOCTyHAIOIMe Ha CTaHJapTHbIH BBOJ (stdin), 70 Tex mop moka Ha BXoJe OyIyT
HeoOpaboTaHHbIE COOBITHS AyJUTA. 34 HMCKJ/IIOYEHWEM OCHOBHOI'O CBOJIHOIO OTYETa, BCE
OCTAJIbHbIE OTYETBHI COJIEP’KAT HOMED COOBITHsSI B KypHAJe ayauTa. 3Hasg ITOT HOMED,
BBl MOYKET€ IMOCMOTPETh BCE JIaHHBIE IO 3TOMY COOBITHIO, MUCIOJIb3yd KOMAaHJy ausearch
-a <HOMEP_COBbITUSA>. Tak>ke cyIiecTByeT BO3MOXKHOCTH 3aJlaTh BPEMEHHON MHTEpPBaJ, 3a
KOTOPBIl HEOOXO/IMMO Cre€HEPUPOBATH OTYET.

Ornmuy KOMaHIHON CTPOKU YTUJIMTHI aureport mepevunc/ienbl B TabJIHIIE.
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Tabuia 22: Omigrs KOMaH/IHOI CTPOKH yru/inTer aureport

Apeymenm Onucanue

-au, --auth CreHepupoBaTh OTYET O IONBITKAX AyTeHTH(DUKAIIN.

-a, --avc CrenepupoBath 0T4éT 0 npejgocrapiaenun paspemennii SELinux AVC (Access Vector Cache).

--comm CreHepupoBaTh OTYET O BBIIOJHEHUH KOMAH/L.

-c, --config CrenepnpoBarh 0TYET 06 U3MEHEHUAX KOH(MUIYPAIIH.

-cr, --crypto CrenepupoBaTh OTYET O COOBITHSX, CBA3AHHBIX C KPUITOrpadueii.

- —debug BriBoauTh ncKarKEHHbIE COOBITHSI, KOTOPBIE OBLIN HPOIYIIEHb], B CTAHIAPTHEII MOTOK OIMMO0K (stderr).

--eoe-timeout <cekyHpp>

-e, --event
--escape <pexum>

-f, --file
--failed

-h, --host
--help

-1, --interpret
-if, --input < ¢aun
KaTanor >
--input-logs
--integrity

-k, --key

-1, --login

-m, --mods

-ma, --mac

-n, --anomaly

--node <uMf-y3na>

-nc, --no-config
-p, --pid

-r, --response
-s, --syscall
--success

-t, --log

--tty

-te, --end [paTa] [Bpems]
-u, --user

-v, --version
--virt

-x, --executable

YcranasiuBaeT BpeMs oxujaHust pasbopa cobbituii. [TogpobHocrn pocrynnbl B onucanuu jupextusst €nd_of event timeout
kondurypampmonnoro daitta auditd.conf. Bnauenue, nepesannoe B 9TOM aprymente, mveer GONBIIMI MPUOPUTET, UeM 3HAUCHHE,
ykasaunoe B auditd.conf.

CrenepupoBarh OTYET O COOBITHSIX.

Dra omuust ompesessier, TpebyeTcs JM SKPAHHPOBAHHE BHIBOJA YTOOBI clenarb ero Gosee Ge30MACHBIM JIsi HEKOTOPBIX CIEHADHEB.
JocTynHbl  cieyomue pexkuMbl 3kpanuposanus: raw, tty, shell u shell quote. Kaxspii pexxum BkouaeT upasuia
SKPAHMPOBAHUsl M3 MNPEJBLIYIIEro PeXuMa M 9KpaHupyer Bcé Gosbine cumsosos. Hampumep, shell skpanupyer Beé To, wuro
skpanupyercsa B tty u nobasisier sKkpanupoBanue JOMOIHATEIHLHBIX CUMBOIOB. Pexkum mo ymomdannio — tty.

CrenepupoBatb 0TYET 06 onepanusix ¢ daitmamu 1 Unix-coKeTamu.

CrpouTh OTYET TOJIBKO HA OCHOBE HEyJAuHBIX cOObITHIL. II0 yMOIMAHUIO OKA3BIBAIOTCH BCE COGBITHSI HE3ABUCHMO OT MX CTATYCA.
CrenepupoBarh 0TYET O CHCTEMe, KOTOPBIii, CPeJM IPOUero, BKIoYaeT codbitis obnosnenns [10, ayrenrudukarmy n T.11.

Brigars cupasousyio uHbopManmio 06 aprymMeHTax KOMaH/[0# CTPOKH U 3aBEPLUIATH PaboTy.

Bkinouaer npeobpasoBanue 4iCJIOBBIX 3HadeHnii B Texcr. Hampumep, nientudukarop nosibssobareds Oyjer nmpeoOpasoBaH B €ro HMsi.
IIpeobpasoBatue BBIIOIHSACTCS ¢ HCIOIB30BAHKEM PECYyPCOB TEKYIIETO KOMIBIOTEPa, Ha KOTOPOM 3allylieHa KoManaa aureport. Eciu
BBl [IEDEHMEHOBBIBAJIN YUETHBIE 3AIUCH NIH AHAJIM3UPYETe JAHHBIE C JAPYTOil CHCTEMBI, TO BBl MOKETE HOJIY INTh OIIMOOHbIE PE3YIBTATHL.

Hcnosnb3oBars yKkasaHHbii (aiis nim Karajior BMECTO CHCTEMHOIO 2Ky PHAJIa, 115 HOCTPOEHMs OTYETA. DTO MOZKET ObITh HOJIE3HO B CILyYae
aHAIM3a YKyPHAJIOB Ha JPYTOM KOMIBIOTEPEe MM €CIIH COXPAHIIACH TOIbBKO TacTh KypHAJIA.

IlomyunTs myTh K 2KypHAILy ayiuTa 1 aHaausa u3 koundurypanuonnoro daiina audit.conf. Ilpumensierca npu asromarmaeckom
dopmupoBanuK 0TYETOB Yepe3 Cron.

CrenepupoBaTh OTYET O COOBITHSIX IETOCTHOCTH.

CrenepupoBaTh OTYET 110 KIIOUEBBIM CJIOBAM B IPABUJIAX AYIUTA.

CrenepupoBaTh OTYET O IONBITKAX BXOAA B CHCTEMY.

CrenepupoBaTh OTIET 06 H3MCHEHHAX yIETHBIX 3AIHCeil.

CreHepupoBaTh OTYET 06 M3MEHEHHsIX B CHCTeMe MaHaaTHoro gocryna SELinux.

CrenepupoBarh 0TYET 06 AHOMAJIBHBIX COOBITUSX, CIOJIA, B TOM YHCJIC, BXOJST COOBITHSI O IIEPEXO0/Ie CeTeBOIl KAPThI B «Hepa300pUMBhLIL»
pezkuM (promiscuous mode) n ommGKu cermenTuposaus (segmentation fault).

Hcnonp30Barh 11 BBIGOPKH TOJIBKO COOBITHSA, MOCTYIUBIINE C ONPEAEIEHHOTO y3ia. 110 yMOIMaHuio OTIET reHepupyeTcs 0 BCeM y3u1aM.
Jomyckaercst yKasaHne IMEH HECKOIBKUX y3JI0B.

He eruouars B or4ér cobbirust ¢ Tunom CONFIG_CHANGE. Dto MozxkeT GbITh MOIE3HBIM /ISt OTYETA O KIIOYEBBIM CJIOBAM, IOCKOIBKY
MHOI'ME [PaBUJIA ayUTa X UCIOJIb3YIOT — YKa3aHHe 3TOl ONIIN IOMOXKET n30eKaTh JIOKHBIX CPAOATHIBAHMUIL.

CrenepupoBaTh OTYET O IIPOLECCAX.

CrenepupoBaTh OTIET O PEArHPOBAHUY HA AHOMAJIBHBIEC COOBITHS.

CrenepupoBaTh OTYET O CHCTEMHBIX BBI30BaX.

CrpouTb OTYET TOJIBKO HA OCHOBE COOBITHIA, 3aBEPIIUBIIMXCS YCIICITHO.

CrenepupoBaTh OTYET O BPEMEHHBIX IIEPHOIAX KAz I0ro (aiiiia »KypHaJia HOJCHCTEMb ay/NTa.

CrenepupoBaTh OTYET O HAZKATHIX KJIABHLI B T€PMUHAJE.

VaurhBaTh TONLKO COOLITHS, KOTOPbIE IPOM3ONLIN PAHBIIE MM BO BpeMs yKa3aHHOil BpeMeHnoil ormerku. GopMar IaTbl 3aBUCAT OT
BAIINX PEFHOHAJIBHBIX HACTPOeK (cM. omucamue nepemennoii okpysxernust LC_TIME). Eciun nara ne ykasana, TO HCIONIb3yeTCs 3HAYCHIE
today. Ecim Bpemst He ykazaHo, TO ncrionb3yercs 3avenne NOW. JIjist yKasaHusl BpeMeHU HCIob3yercst 24-uacopoii popmar. Kiouesbie
CJIOBA 1IEPEUMCIICHBI I0CJIE TaOIHIIBL.

CrenepupoBaTh OTIET O IOJIB30BATEIISAX.

BrIBecTn BepCHIO IIPOrpaMMBL aureport 1 3aBepIInTb paboTy.

CrenepupoBaTh OTIET 0 COGBITHSX CHCTEMbI BUPTYa/IN3AIlHH.

CrenepupoBaTh OTYET 06 MCHOHSIEMBIX (aiiax.

KuroueBsble cioBa arymeHTa -te, —end |[gaTa] [Bpems

® now — cenyac.

e recent — 10 munyT Ha3a:I.

e boot — BpeMd 3a CeKyH/Iy A0 HOCJEIHEN 3arpy3KNA CUCTEMBI.

e today — ceromHs.

e yesterday — 1 cekyn/a 1mocjie OJTyHOYHM BYEPAITHETO JTHH.

e this-week — 1 cekynma mnocie mosrynoum ( (nepBoro) IHA TeKYIIel Heaeaun
(OHpe,ZLe.HHeTCH BaIllIMU PETMOHAJILHBIMU HACTPONKAMMY ).

e week-ago — 1 cekyH/1a TToc/Ie TIOJTYHOYW POBHO 7 JTHEU HA3a/1I.
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e this-month — 1 cekynja mocJie TIOJIyHOYM TIEPBOTO JIHS TEKYIIETO MECSIIA.

e this-year — 1 cekyH/ia TIOCJIe TTOJTYHOYM TIEPBOTO STHBAPs TEKYIIETO TOJIA.

]._.[pI/IMepr HCIIOJIb30BaHNA YTUJINTbBI aureport

OT14yéT 00 M3MEeHEeHUsAX yUYETHBIX 3aluceit

CrenepupoBaTh OTYET O COOBITHAX OE30IMACHOCTH, CBA3aHHBIX C W3MEHEHHEM
[10JIb30BATEIbCKUX YUIETHBIX 3aITUCEll, 3a MOCIeIHIE CYTKU:

$ sudo aureport --mods --start yesterday

Account Modifications Report

# date time auid addr term exe acct success event

12/09/2024 18:11:56 1000 libvirt.msvsphere.test pts/11l /usr/sbin/useradd devuser yes 2199
12/09/2024 18:11:56 1000 libvirt.msvsphere.test pts/11 /usr/sbin/useradd devuser yes 2200
12/09/2024 18:11:56 1000 libvirt.msvsphere.test pts/11l /usr/sbin/useradd devuser yes 2201
12/09/2024 18:11:56 1000 libvirt.msvsphere.test pts/11l /usr/sbin/useradd devuser yes 2202
12/09/2024 18:11:56 1000 libvirt.msvsphere.test pts/11 /usr/sbin/useradd ? yes 2203
12/09/2024 18:12:04 1000 libvirt.msvsphere.test pts/11l /usr/bin/passwd devuser yes 2204
12/09/2024 18:12:53 1000 libvirt.msvsphere.test pts/11l /usr/sbin/groupadd ? yes 2205
12/09/2024 18:12:53 1000 libvirt.msvsphere.test pts/11l /usr/sbin/groupadd ? yes 2206
12/09/2024 18:13:48 1000 libvirt.msvsphere.test pts/11 /usr/sbin/useradd qauser yes 2207
10. 12/09/2024 18:13:48 1000 libvirt.msvsphere.test pts/11 /usr/sbin/useradd qauser yes 2208
11. 12/09/2024 18:13:48 1000 libvirt.msvsphere.test pts/11 /usr/sbin/useradd qauser yes 2209
12. 12/09/2024 18:13:48 1000 libvirt.msvsphere.test pts/11 /usr/sbin/useradd qauser yes 2210
13. 12/09/2024 18:13:48 1000 libvirt.msvsphere.test pts/11 /usr/sbin/useradd ? yes 2211

14. 12/09/2024 18:13:59 1000 libvirt.msvsphere.test pts/11 /usr/bin/passwd gauser yes 2212
15. 12/09/2024 18:14:14 1000 libvirt.msvsphere.test pts/11 /usr/sbin/groupadd ? yes 2213

16. 12/09/2024 18:14:14 1000 libvirt.msvsphere.test pts/11 /usr/sbin/groupadd ? yes 2214

CooONOOUTRWN

Pesyiibrarom paboTbl KOMaHIbI ABJISETCH TabJIMIA, B KOTOPOW Ha KaXKJIOH CTPOKe
npejcTaBjieHa WHMOpPMAIUS O COOBITHH OE30MAaCHOCTH, & B CTOJONAX CJIEIYIOAas
nHPOPMAITHUSL:

® # — TOPSA/IKOBBII HOMED CTPOKU B TAOJIUIIE;
e date — mara coOBITHS;
e time — Bpems cOOBITHUS;

e auid — ucxomHbIN UAEHTUMUKATOD MM0JIH30BaTE s, HHUIIUUPOBABIIETrO coObITHE. BbI
TaK»Ke MOYKeTe HCII0JIb30BaTh apr'yMEHT -1 JIjIsi aBTOMAaTHUYIECKOrO IIpeodpa30BaHUsd
UIEHTH(MUKATOPA B UM IIOJIb30BaTEIs;

e addr — umg yzia wim ero IP aznpec;

e term — TepMHHAJI, C KOTOPOTro ObLIa 3aITyIleHa KOMaH/1a, BbI3BABINasi COOBITHE;
e exe — 3allyllleHHas KOMAaHIA;

e acct — HazBaHWMe yUETHON 3AINCH, JJIs KOTOPO#l MPOBOIMIOCH U3MEHEHUE;

® SUCCeSS — CTaTyC OIepaIlnu;

e event — uAeHTUMUKATOP COOBITHUS.
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SHas uIeHTUPUKATODP COOBITUS, MOYKHO ITOCMOTPETH BCIO JIOCTYIHYIO HH(MOPMAIIUIO O HEM
C IIOMOIIIBIO KOMaHIblI ausearch.

$ sudo ausearch -a 2212

time->Mon Dec 9 18:13:59 2024

type=USER CHAUTHTOK msg=audit(1733757239.466:2212): pid=589141 \

uid=0 auid=1000 ses=4 subj=unconfined u:unconfined r:passwd t:s0-s0:c0.c1023 \
msg="'op=PAM: chauthtok grantors=pam pwquality,pam unix acct="qgauser" \
exe="/usr/bin/passwd" hostname=libvirt.msvsphere.test addr=? terminal=pts/1l res=success'

B mamnoMm mpumepe moJib30BaTEb ¢ WIEHTUGMUKATOPOM 1000 yCIemnrHo u3MeHUI Mapob
IIOJIb30BATEII0 (auser ¢ IOMOIIbIO KOMaHIbl passwd.

NToroserit OTYET O BXO/I€ ITOJIb30BaTEJIEl B CUCTEMY

1t HEKOTOPBIX JIAHHBIX MOJIEPKUBAETCA (DOPMUPOBAHNE UTONOBBIX OTYETOB € TTOMOIIIHIO
aprymMenTa --summary. Hampumep, cieyromas KoOMaHIa T€HEPUPYET UTOTOBBIA OTYIET O
BXO/Ie TOJIb30BaTeJIe B CUCTEMY 3a TOCTIeTHAE 7 JTHE.

$ sudo aureport -u -i --summary --start yesterday

User Summary Report

total auid

1185 unset
36 virtadmin
27 gdm

24 vmuser

21 devuser

9 vmdev

7 qauser

1 root

B niepBom crouibiie yKazano cymMMapHOe KOJMYeCTBO 3aPErUCTPUPOBAHHBIX COOBITHI BXO/IA
B CHUCTEMY, & BO BTOPOM — HCXOJHBIN HICHTU(MUKATOP MOIH30BATEISA, TTPEOOPA30OBAHHBIM
B €0 UMs C IIOMOIIBIO apryMeHTa -1i.

6.4.3. ¥YTuaunra ausearch

YTunmura ausearch — 3TO HHCTPYMEHT JIJIsI [IOUCKA COOBITUI B 2Ky PHAJIE CITyKObI ayuTa Ha
OCHOBE pa3InIHbIX KpuTepuit. OmIun KOMaH/IHON CTPOKY YTUJIUTHI ausearch mepevuncieHbr
B TabJsmIie.

Tabmia 23: Ouimn KOMAaMIHON CTPOKY VTHINTLL ausearch

Apeymenm Onucarue
-C, --Ccomm <Ha3BaHuWe_ KOMaH[Obl> Hckarb conITuﬂ, CBsI3aHHBIE C yKAa3aHHbIM MMEHEM KOMaHJIbl.
--arch <apxXuTektypa> BoInosHnTs monck coObITHIL 11T yKa3aHHOI apXUTEKTYPEI IpoIeccopa. BMecTo sIBHOro yKasaHHst apXUTEKTYPBI BB TAKIKE

MOZKeTe HCIOJIL30BaTh KoHcTanTsl b32 st 32-6urnbx apxurekryp u b64 nma 64-6urnbix. Y3HaTh apXUTeKTypy Bameit
CUCTeMBbl MOXKHO C IIOMOIIBIO KOMaH/Ibl UName -m.

-a, --event <MﬂeHTM¢MKaT0p7C06bITMﬂ> BelosnTs 110MCK cOObITHS € 3aJ@HHBIM HjleHTH(UKATOpOM. Bee coobmeHns OT I0JCHCTeMbI ayJiuTa MMeIOT I10Jie
Buga Msg=audit(1731576783.677:1528): ..., uxenruduxarop cobbrtus 9TO YMCIO TOCTE CAMBOJA &, B
nmannoM npumepe — 1528. Bee 3ammcn, ¢BA3AHHDBIE ¢ OAHEM CHCTEMHBIM BBI30BOM IIPHJIOXKEHHs, MMEIOT OJMHAKOBBIIL

nienruduxarop. Ciieayionmii CUCTEMHBI BbI30B, BBIIOJIHEHHBIA TEM K€ HPHUIOKEHHEM, yxkKe OyJder HMeTb Jpyroi
HAEHTHDUKATOD, TAKUM 00pa3oM 00€CIeuNBACTCs YHUKAIBHOCTD.
- -debug BbiBoauTh HCKaZKEHHBIE COOBITHS, KOTOPbIE ObIIM IPOILYIEHBI, B CTaHIAaPTHLII I0TOK ommGok (stderr).

IPOJIOJIZKeHHe Ha, CJIe/LyIOMielt cTpanuIe
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Tabmnuma 23 — NPOJOJIZKEHNE C TIPe/IblAyIeii CTPaHMIbI

Apeymenm Onucanue

-w, --word <cnoso> BoImoHnTs OUCK COOBITHIA, ¥ KOTOPBIX 3HAYECHHE II0JISI IOJIHOCTHIO COBIAIAET ¢ yKa3aHHbIM CJI0BOM. IlognepxuBaiorcs
cateryonue 1oJisti: uMst aitiia, uMst KomiboTepa, Tepmuaal, SELinux KoHTeKcr.

-x, --executable <nporpamma> BoiosHnTh n0MCK COOBITHIL ¢ 3a/IaHHBIM UMEHEM HCIIOJIHAEMOIl IIPOrpaMMbl.

-vm, --Vvm-name <Ha3BaHue_rocrte- BbimosHuTh 10oMCK COOBITHIT, CBA3AHHBIX C 33 jaHHBIM HA3BAaHWEM FOCTEBOW CUCTEMbI (BUpPTYyaIbHON MAIIMHDI).

BOW_CUCTEMbI>

= —checkpoint <¢al71n7K0HTp0nb— Vcnonp3oBars daiti KOHTPOIBLHON TOYKH IS COXPAHEHUSI COCTOSIHUSA, YTOOBI IPU MOCIEAYIOMNX BbI30Bax ausea rch

HoﬁiTOHKM> BBIBOJIMJIMCH TOJIBKO COOBITHS, KOTOPbIE HE OTOOPasKaIiCh paHee.

--eoe-timeout <cekyHmb>

-e, --exit <kop>

--escape <pexum>

--extra-keys

--extra-labels

--extra-obj2

--extra-time

, --file <uma_daitna>

--format <dopmat>

-ga, --gid-all <upeHTudmKa-
TOpP_rpynnei>
-ge, --gid-effective <upeHTuduKa-
TOp_rpynnsi>
-gi, --gid <upeHTuGMKaTOp_rpynnbi>
--help
-hn, --host <ums_y3na>
-i, --interpret
-if, --input <¢ain | katanor>
--input-logs
--just-one
-k, --key <kinioy>

, --line-buffered
-m, --message <Tun | CMMCOK_TUNOB>
-n, --node <uUMs_y3na |

CMUCOK_WMEH_Yy310B>

. Ilpu ux obpaGorke ausearch
onpejesisier coObITHE KaK 3aBepIIEHHOE WM He3aBepIIEHHOe. 3aBepiiéHHoe 910 JbO COGBITHE C OJIHOI 3AINCHIO,
mbo cobbITHE, KOTOPOE MPOM30ILI0 Ha JBE CEKYHIb (cM. ONHUCAHWE OIIHUKA - —eoe—timeout) paHbIIe 10 CPaBHEHHUIO
¢ TeKymuM 06pabaThIBACMBIM COOBLITHEM (CM OIHCcaHue JTUPEKTUBBL endiofieventitimeout B KOH(HUI'YPAIHOHHOM
aitne auditd. conf).

TIpu ucnonbzosanun ommuu - -checkpoint s ¢ain_KOHTPONBHON_TOYKM 3amuchiBAeTCs TOC/IE/IHEe 3aBePHISHHOe

CoBpITHSI TIOACUCTEMBI ayJuTa MOTYT COCTOATH M3 OJHOW WJIM HECKOJIBKHX 3allNCe!

coObITHE, & TaKyKe HOMEpP YCTPOHCTBA M HOMED MHIEKCHOro jgeckpunropa (inode) daitna xypuamna, u3 KoToporo 6bLI0
nosty4eno 31o cobortre. Ilpu ciaemyromen Ber30Be ausea rch 3arpy3uT 9TH JaHHbIE n3 (aiiyia KOHTPOILHOI TOYKH U Oy1eT
HUTHOPHPOBATH BCE COOBITHA U3 YKyPHAJIOB J0 TeX IIOp, TOKa He OyJeT 06HAPYIKEHO COBIAJCHHE ¢ KOHTPOILHON TOUKOIA.
Tlocste sToro yrumra HAUHET BHIBOJAUTH 3aBEPIICHHBIC COOBITHSL.

Ecsn ykasanublii B KOHTPOJIBHOM TouKe dails nim nocieee cobbiTue He G6y/1yT Haiijensl, To ausearch sasepumr csoo
pabory ¢ ommOKoii (¢cM. Tab/IMILy KOJOB BO3BPATa, HUZKE).

VYeranaBiuBaeT KOJIMYECTBO CEKYHJ, HOCHIE KOTOPOrO CODBITHE CUHTACTCS 3aBEpPUIICHHBIM IIPH aHAJM3e IOTOKa YKypHAIa
cobprtuit. ITogpobHOCTH CMOTPUTE B ONHCAHHE JUPEKTHBBI endiofieventitimeout KOH(UrYpaImonHoro  daiiia
auditd.conf. Ycranoska sroit onmun nepeonpeenT 3Hadenue, ykasannoe B daitte auditd. conf.

BbIosHuTE TOMCK COOBITHII HA OCHOBE YKA3aHHOI'O KO/ BO3BPATa M3 CHCTEMHOIO BBI30BA MJIM KOJA OMKMOKH errno (man
errno).

Sra onnus onpeessier, Tpebyercs Ji SKPAHHPOBAHKE BLIBOIA YTOOBI CEIATh €ro Gosee GE30IACHBIM JIs HEKOTOPBIX
crenapues. JlocTymHBI crefyiomye pexumbl skpamnposanus: raw, tty, shell u shell quote. Kaxpiii pexum
BKJIIOUAET NIPABUJIA SKPAHUPOBAHUS 3 NPEBIIYIIErO PeXKNMa U 9KpaHupyer Bcé Gosbuie cumposios. Hanpumep, shell
SKpaHUpyeT BCE TO, 4TO dKpaHupyercss B tty m nobapisier skpaHmpoBaHue JOIOJHUTEIbHBIX CHMBOJIOB. Pexkum 110
ymommuanmio — tty.

Ecm format ycraHoBJIeH B CSV, 9Ta OmIus J00aBUT mocaeuuii crosber ¢ uadopManueil o KIode, eCIn OH 3aJaH [t
cobbiTus. 1o Gyaer npumenumo Tosbko K 3ammesaM tuna SYSCALL, koropsie Gbuin 3ammcansl B pesysbraTe 06paboTKu
npaBuJjia ay/jura, onpe/esIdAoero K.

Ecim format ycramosnen B CSV, sta onmus nobasur cronbupr ¢ SELinux merkamm cyGbekra u 06beKTa €CJM OHU
OTIPE/Ie/ICHEL.

Ecin format yCTaHOBJICH B CSV, 9Ta ommus o0aBUT HH(MOPMAIMIO O BTOPOM OOBEKTE, €CIM OH YKA3aH B 3aIHCH
0 cobpitin. Bropoit 06beKT HHOIjA SIBJISIETC YACTBIO 3AIMCH, HAIpPUMep, TP IepeMMeHOBbIBaHNM aiiia i
MOHTHUPOBaAHUMN )’C’l'pOﬁC'l'Ba.

Ecim format ycranossien B CSV, 91a ommus 106aBAT JIONOSHATEIBHbBIE CTOIONBI ¢ PA3OOPAHHBIM IO TOJIAM BPEMEHEM 1
maroit: YEAR, MONTH, DAY, WEEKDAY, HOUR, MILLI u GMT_OFFSET.

BeiosiuTh MOUCK COOLITHIT, CBA3AHHBIX ¢ yKa3aHHBIM nMeHeM aitia. Dra ommus Oyler IPUMEHHMA KaK K OObIMHBIM
aiinam, Tak u k Unix-cokeramn (AF_UNIX/AF_LOCAL).

Ompejiensier dopMar BbIBOJIA COODIIEHMIA, COOTBETCTBYIOIMX KpuTepusM moucka. JlomycTuMble 3HaYeHHs InapaMerpa
HePEeYNCIIeHb TI0CIe Tab/nIIbI.

BomomsuTs mouck cobpITHI, ¥ KOTOPBIX JHOO JeiicTByomuii naeHTH(UKATOP IPYIIB, JHO0 HACHTH(DUKATOD IPYIIILI
COBIAJIAET C 3a/IaHHBIM Mp,eHTMd)MKaTOpOM rpynnbl.

BoiostHuTh  mOMCK  COOBITHIA, Yy KOTOPBIX JIEHCTBYIOMMHA MAEHTH(MUKATOP IPYIIBI  COOTBETCTBYET —3aJAHHOMY
naeHTudmMKaTopy rpynnbl. Takzke B KadecTBe MapaMeTpa MOXKHO HCIOJIB30BATh HAZBAHME TPYIIIIBL.

BoiosHuTs 1ouck coObITHIi, Y KOTOPBIX HAEHTH(MHUKATOP TPYIIHIbI COOTBETCTBYET 3aaHHOMY MJJEHTMd)MKaTOpy rpynnol.
Tax>ke B KauecTBe IapaMeTpa MOXKHO HUCIOJIb30BATH HA3BAHUC IPYIIILL.

Brigars crnpaBoumyio nHbOpManimio o6 apryMeHTax KOMaHJI0# CTPOKH U 3aBEPIIATH PaboTy.

BbiosauTh oucK coGbITHIl, CBA3AHHBIX C 3aJaHHBIM MMEHEM Y3na. UMA  y3/a Moxer ObiTh MMEHEM KOMIBIOTEpA,
nosabiM mmeneM Komnborepa (FQDN) nim IP-azapecom. IpeoGpasosanne [P-aapecos B JOMEHHBIE NMEHA HE BBIIOIHSCTCSL.
OGbrano 9TOT KpHTEpHil MOMCKa Koppemmpyer ¢ nousavu 3anuceii addr mm host. Taxxke cmorpure omncanme ommum
--node, KOTOpasl BBIITOJHAET IMOUCK 110 MOJII0 node.

Bkimouaer nmpeobpasosanue 9uC/IOBBIX 3HaUeHnil B TekcT. Hanpumvep, nienrndukarop nonszosaress Oyjier npeobpasosan
B ero umMs. IIpeobpasoBanue BHIIOIHAETCS C MCHOIb30BAHMEM PECYPCOB TEKYIIEr0 KOMIIBIOTEpa, Ha KOTOPOM 3allyIleHa
KoMaHza aureport. Eciu Bbl epernMeHOBBIBAIN yIETHBIE 3AIMCH WM aHAJIM3UPYETe JJAHHbIE C APYIOif CHCTEMBI, TO BbI
MOZKETe IIOJTyUTD OIMHOOUHbIC Pe3yIbTATHL.

Hcnonb3oBaTh yKasaHHLIT (aiil MM KATAIOD BMECTO CHCTEMHOIO JKyPHAJIA JUlsl IIOCTPOCHHS] OTYETA. ITO MOXKET ObITH
TOJIE3HO B CJIyYae aHa/IN3a JKypPHAJIOB Ha JIPYyTOM KOMIbIOTEpE HJIH €C/IM COXPAHUIACH TOJBKO YaCTh JKypPHAaJIa.
TlomyunTs HyTh K KypHAJIY ayjuTta JUls aHain3a u3 KoHdurypanuonsoro daitra audit.conf. Ilpumensiercs npu
ABTOMATHIECKOM (DOPMHUPOBAHUH OTIETOB Yepe3 Cron.

OCTaHOBUTD IOKCK MOCIIE BBIJAYH EPBOIO COOBITHS, COOTBETCTBYIOIIEr0 KPUTEPUAM IIOMCKA.

BBIIOIHUTD IOUCK COBLITUI, CBA3AHHBIX C yKAZAHHLIM KJI0Y0M. [10poGHOCTH JOCTYIHDL B OIHCAHUN ONIuH - K KoMamst
auditctl

CBpacsiBatb Oydep BbIBO/Ia 10CIIe KazK10ii ¢Tpokn. OGBIYHO HCIO/b3yeTcsi KOrja CTaHIaPTHbIN BBIBOJL lIePeHaIIPaBIIsSeTCst
4epes KaHaJl i Oydepusaiius BBIBOJIA SIBIISIETCs HeXKeIaTe bHOil. VICIo/b30BaHne 91Ol O MOXKET HPUBECTU K CHUZKEHUIO
MIPOU3BOAUTEIHLHOCTH.

BrmoHuTh mOMCK 3amuceil 0 COOBITHAX C yKa3aHHBIM THIOM. Ilo/yiepKuBaeTcst yKasaHHE HECKOJIBKHX THIIOB Uepe3
3anTyi0 6e3 PoGeJIoB MIlH C IIOMOIIBIO OT/eIbHBIX MapaMeTpos -M. Bel Takzke MOKeTe HCIIOJIb30BAThH HE CYIIECTBY 0NN
peasbto tun ALL, Koropsrii BKitowaer B cebst cobbITUS BCEX TUIOB.

Bbr MoOkeTe OCMOTPETDH CIIHCOK BCEX MOIIEPKUBAEMBIX THUIIOB, €CJIN 3aIlyCTHTE KOMAaHIy ausea rch -m Ges yKazaHus
THITA.

BBINOIHATE HOUCK COOBITHI, HCXOASAIIIX OT ONPEAETEHHOr0 KoMIbioTepa (y3mna). Jomyckaercs mepedncienne HeCKOIbKIX
Y3JI0B Uepe3 3alsiTylo, JJIsi BbIBOJA COOBITHs JOCTATOYHO COBIAJEHUsI C OJHUM W3 IepedncyeHHbIX nMméH. Ilomck
BbIIOJIHsIeTCa 110 momo 3amucu Node. Taxzke cmorpure ommcanme pupextusbl - -h0St, xoropas Bbmosnser momex
cOoOBbITHIA, CBA3aHHBIX ¢ UMeneM mmm [P-agpecom ysma.

ITPOJIOJIZKEHHE Ha, CJIC/LYIOmeil cTpanuIe
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Tabmnuma 23 — NPOJOJIZKEHNE C TIPe/IblAyIeii CTPaHMIbI

Apeymenm

Onucanue

-0, --object <koHTekcT_SELinux>

-p, --pid <pid>

-pp, --ppid <pid_poputens-
CcKoro_npouecca>

-r, --raw

-sc, --syscall <CUCTeMHbIii_Bbi30B>
-se, --context <koHTekcT_SELinux>

--session <ceccus>

-su, --subject <koHTekcT_SELinux>
-SV, --success <cTartyc>
-ul, --loginuid <mpeHTudukKa-

TOp_nonb3oBatens>
-te, --end [pata] [Bpems]

-ts, --start [paTal] [Bpems]
-tm, --terminal <Tepmunan>
-ua, --uid-all <npeHTuduKa-

TOp_nonb30oBaTens>

-ue, --uid-effective <upenTudukKa-
TOp_nonb3oBaTens>

-ui, --uid <UpeHTUdMKa-
TOp_nonb3oBaTens>

-uu, --uuid <upeHTudukaTop_rocTe-
BOW_CUCTEMbI>

-v, --version

BbIosiHuTh HOMCK COOBITUIA, CBSI3aHHBIX C OOBEKTAMHU, KOTOPBIM IIPUCBOEH yKasaHubii konrekcr SELinux. ITomck
BBIIOJIHAETCS 10 moymo 0bj.

BoliosHnTh NOMCK COOBITHI, CBA3aHHBIX € 33/ JAHHBIM MJIEHTH(DUKATOPOM [IPOIECca (pld)

BbINOIHUTE MOMCK COOBITHIA, CBA3AHHBIX C 3aJaHHBIM HIEHTHMUKATOPOM POMTENhCKOro nporecca (parent pid).

He upumensits Kakoe-mmu60 (opMarupoBanne K BbIBOILY. DTO IOJIE3HO JjIs U3BJICYEHHs HalileHHbIX 3ammceil B daiii, ¢
KOTOPBIM CMOTYT IIPOJIO/IKATE PAOOTATH KOMAHJIBI HOJICHCTEMBI Ay IUTa.

BemmomanTh 110MCK COOBITHIT, CBA3aHHBIX C yKa3aHHBIM CHCTEMHBIM BBI30BOM. BbI Moxkere ykazarh b0 HazsaHue, JuGO
HOMEp CHCTeMHOTO Bbi30Ba. Ecim BbI yKasbiaere HasBanue, To aUS€Arch ompejesmt HOMEp BbI30BA Ha OCHOBAHUM
TabJINIbI CHCTEMHBIX BBI3OBOB ISl ADXUTEKTYPbl KOMIBIOTEPA, Ha KOTOPOM 3allyIleHa KOMAH/A.

BBIIOIHATH IOUCK COOBITHIA, CBSI3aHHBIX ¢ 00bEKTAMI WK CyObEKTaMI, KOTOPBIM IPUCBOCH yKa3aHHbI KonTeker SELinux.
Tlouck Bbmonmsiercs 1o nossim 0bj u subj.

BoiosHuTh IOMCK  COOBITHI, CBA3AHHBIX € 3aJ@AHHBIM WJIECHTH(MOUKATOPOM IOJIL30BATEILCKON ceccnu. DTOT arpubyT
YCTaHABIMBAETCS IIPM BXOJE HOJb30BATENs B CHCTEMY M II03BOJISIET CBA3ATH HPONIECC C ONIPEJIETEHHBIM CeaHCOM
MOJIb30BATEIS.

BeIosiHuTh TTOMCK COOBITHIA, CBSI3AHHBIX € CyObeKTaMH, KOTOPBIM MPHCBOEH yKasaHHbIi konreker SELinux. ITomck
BBIIOJIHZETCA 110 om0 SUbj.

BbliosHuTh 10MCK COOLITHIA, 3aBEPIIMBIINXCA C 3aJ@HHBIM cTarycoM. Jlomycrumple 3navenus: Y€S (ycmemno) u NO
(neyzmaquo).

BbInonHuTS mOMCK COOBITHIL, y KOTOPBIX HCXOAHbIi maenTuduxaTop moassosarens (auid) coorsercrsyer ykasammomy
MaeHTUdMKaTopy nosib3osatens

VUHUTBIBATE TOJIBKO COOBITHSI, KOTOPBIE IIPOU3OIIIN PAHBIIIE WK BO BPEMs YKa3aHHON BpeMeHHO orMeTKi. Popmar gars!
3aBHCHT OT BAIIMX PETHOHAIBHBIX HACTPOEK (M. ommcanue nepemennoii okpyzxenusi LC_TIME). Ecim nara ve ykasana,
TO MCIOJIb3YeTCsA 3HAYEHHE today, Ecam Bpemsi He ykaszaHOo, TO MCIOIB3yeTcs 3HadeHne NOW. st ykasanust BpeMeHH
ucnosb3yercst 24-aacosoii opmar. Kiodessle ciioBa [yist TapaMeTpa MepedncIeHbl I0ce Tab/ImILbL.

YUUTBIBATH TOJIBKO COOBITHS, KOTOPBIE MPOM3OMLIN [HO3Ke MM BO BPeMsl yKa3aHHON BpeMeHHOI ormeTku. Popmar gaTst
3aBUCHT OT BAIMX PErMOHAJBHBIX HACTPOEK (cM. onucanue nepementoit okpyzenust LC_TIME). Ecin nara He ykasana,
TO MCIOJIL3YeTCdA 3HA4YCeHHe today. Ecam Bpemsi He ykaszaHo, TO MCIOJIB3yeTcs 3HadeHne NOW. st ykasanust BpeMeHn
ucnosb3yercs 24-uacopoii opmar. Kiouesble ciioBa [ist TapaMeTpa MepednciIeHbl I0ce Tab/Imibl.

BoimosnnTe mOHCK COOBITHIL, CBA3AHHBIX C 33JaHHBIM TEPMUHANOM. Hekoropbie ciy:k0bl, Takne Kak Cron u atd,
HCIO/IL3YIOT UMsI CIIy2KOBI KaK MMl TEPMUHATIA.

nyeHTHhUKATOP (uid), mbo  JefcTBy O
nnenrudukarop nomb3osareas (euid), smbo wucxommeii maentuduxaTop nosmbsosarens (auid) coorsercrsyior
YKazaHHOMY MﬂeHTMd)MKaTOpy nonb3oBaTens.

BBIIOIHETE TOHCK COOLITHIL, y KOTOPBIX AeficTByiomuil naenTudukarop noaszosarens (€Uid) coorsercreyer ykasammomy
MﬂeHTMd)MKaTOpy nonb3oBaTtens.
BoiosanTs  onck  coGbITHi,
vMpeHTuduKaTopy nosb3oBaTtens
BbINOMHATE TOMCK COOBITHIA, CBA3AHHBIX C 331aHHBIM UAEHTUPUKATOPOM rocTeBon cuctems (UUID).

BoimosmauTs  mouck  cobbITHil, Y KOTOPBIX JHG0O N0JIL30BaTeIs

KoTopbix mjentudukarop mnoapsosarens (Uid) coorser

ByeT yKasaHHOMY

BrisecTn Bepcuio yruimrel ausea rchu 3aBEPIINTL PaboTy.

Homnyctumbie 3HadyeHus napaMmerpa —format <dopmar>:

® aw — CMOTpHUTEC OIIMCaHME K OIIIUU - -Iaw.

e default — ¢dopmar, B KOTOpOM BBI IOJIydaeTe BBIBOJ, ecjiu omrus --format me
3a/laHa: CHaYasIa UJAET CTPOKA-PAa3/Ie/INTeNb, 32aTeEM — BPEMEHHAs OTMETKa COOBITHS,
II0CJIe — BCE 3AINCH, CBA3AHHBIE C ITHUM COOBITHEM.

e interpret — cmoTpuTe onmcanue K onmnuu --interpret.

® CSV — BBIBOJUT PEe3YyJILTATHI IIOUCKA B BUJE HOPMAJU30BAHHBIX COOBITHI B popMaTe
3HaYEHWIt, pa3aeaéHubix 3anaroit (CSV) — sror dhopMar moaxoauT ijisi UMIIOpTa B
aHAJIUTUYIECKHUE TTPOTPAMMBI.

e text — mpeBpamaeT Kaxkjioe COObITHE B TPE/JIOXKEHUE Ha AHTJIMHACKOM s3bIKe,
KOTOpOE JIerde MOHATh, HO IIPU 9TOM TePHAIOTCH Pa3JIndHble j1eTajn. B 60bImmHcTBe
CJIyYaeB 9TO CUUTAETCS HOPMAJIbHBIM, MOCKOJIbKY MCXOIHOE COOBITHE IO MPEXKHEMY
COJIEPKUT TIOJIHBIH 00bEM MHMOPMAIUH.

KuroueBsble cioBa ajist mapamerpa -te, —end [mara] [Bpems]:

® now — cenyac.
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recent — 10 MuHyT Ha3a]I.

boot — Bpem#a 3a cCeKyHAY A0 MOCIIEIHENR 3arpy3KU CUCTEMBI.
today — ceroans.

yesterday — 1 cekyHja mocJje MOJIyHOUU BUEPAITHEro JIHS.

this-week — 1 cekynma mnocsme nosnyHounm (0 (mepBOro) mHs TeKyIneil Hemesu
(ompeesisieTcsi BaTMMU PErMOHAIBHBIMU HACTPONKAMHY ).

week-ago — 1 ceKyH/1a ToCJie TTOJTYHOYW POBHO 7 JTHENH Ha3al.
this-month — 1 cekyHja TIOC/€ TTOJYyHOYU MEPBOTO JTHA TEKYIIETO MECSIIA.

this-year — cekyHJa IOCJe€ ITOJYHOUYM EPBOIO SHBAP TEKYIIETO I'oAa.

KuroueBnble ciioBa fij1st mapaMerpa -ts, —start [gara] [Bpemsi]:

now — ceif4gac.

recent — 10 MuHYT Ha3a]I.

boot — Bpemsa 3a CeKyHAY A0 MOCIIETHER 3arpy3KU CUCTEMBI.
today — ceroans.

yesterday — 1 cekyH/a mocJje MOJIyHOUU BUEPAITHEro JIHS.

this-week — 1 cekynma nocse nosnyHoun (0 (mepBOro) Hs TeKyInei Hemesu
(ompeesisieTcsi BalMMU PErMOHATBLHBIMU HACTPONKAMHY ).

week-ago — 1 ceKyH/1a ITOCJIe TIOJIYHOYU POBHO 7 JTHEN Ha3al.
this-month — 1 cekyHja TIOC/€ TTOJYHOYU MEPBOTO JTHA TEKYIETO MECSIIA.
this-year — 1 cekyHga mocJje MOJIyHOUN MEPBOTO THBAPS TEKYIIEro TO/A.

checkpoint — ausearch Oymer wucHoIb30BATH BPEMEHHYIO OTMETKYy wu3 daiiia
KOHTPOJIbHOW  TOYKH WUTHOPHPYS TPH  ITOM  HJACHTH(MUKATOP  ITOCIETHETO
3aBEPIIEHHOTO COOBITUSI, HOMED YCTPOWCTBA U HOMEDP HHJIEKCHOTO JIECKPUITOPA
(inode) daiina xkyprasa (cMm. omucanme onmmu - -checkpoint). Ilo cyrm sto
JeiicTBue 1 BOCCTAHOBJIEHM, €CJIU BbI30B ausearch --checkpoint 3aBepmmiicsa ¢
KOJIOM BO3Bpara 10, 11 mam 12 (cM. TabJuIly KOJOB BO3BPATA HUKE).

OTy ONIMIO0 MOXKHO KMCIIOJb30BATh B CIEHAPUAX KOMAHIHOW OOOJIOUKU CJIELYIONIAM
obpazom:

ausearch --checkpoint /etc/audit/auditd checkpoint.txt -i
_au_status=$?
if test ${ au status} eq 10 -o ${ au status} eq 11 -o ${ au status} eq 12
then
ausearch --checkpoint /etc/audit/auditd checkpoint.txt --start checkpoint -i
fi

Konpr Bo3BpaTa yTuauTel ausearch mepedunciaeHsbl B TaOJIATIE.
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Tabomia 24: Kojibl Bosspata yrusurer ausearch

Koo eosepama Onucanue

0 Omnepanyst BBIIOJIHEHA YCIIEIIHO.

1 Ecimm ne naitseno cobpITHii, COOTBETCTBYIONNX YCIOBHIO, WM BO3HUKJIA OMIMOKa IPH 06pabOTKe OIMIIN KOMAHIHOI
CTPOKH, WJIM BO3HUKJIM HE3HAYUTEJIbHbIC omwﬁxn ﬂOCTynﬂ,’/‘YTEHHH d)ﬂi/‘l.HOB.

10 B daiisie KOHTPOIIBHOI TOUKM 0OHAPYKEHBI HEBEPHBIE JAHHbIE.

11 Omnbka 06pabOTKH KOHTPOJIBLHOM TOUYKH.

12 CobbITHe U3 KOHTPOJILHOM TOYKH HE HANJIEHO B COOTBETCTBYIONEM aiije KypHaJa.

IIpumepsr ncnosib30BaHUs yTUJIUTHI ausearch

ITouck mo Tumy coobITUs

Otobpasuth coObITHs 0E30MACHOCTH 34 TIOCJIEIHUE CYTKH, CBSI3aHHBIE C BXOJOM
[TOJTb30BATEJISI B CUCTEMY:

$ sudo ausearch -m USER LOGIN,LOGIN --start yesterday

time->Tue Dec 17 14:38:08 2024

type=LOGIN msg=audit(1734435488.883:195): pid=2132 uid=0 \
subj=system u:system r:xdm t:s0-s0:c0.c1023 old-auid=4294967295 \
auid=1004 tty=(none) old-ses=4294967295 ses=4 res=1

time->Tue Dec 17 14:38:08 2024

type=LOGIN msg=audit(1734435488.907:201): pid=2146 uid=0 \
subj=system u:system r:init t:s0 old-auid=4294967295 auid=1004 \
tty=(none) old-ses=4294967295 ses=5 res=1

time->Wed Dec 18 15:49:57 2024

type=LOGIN msg=audit(1734526197.764:621): pid=256120 uid=0 \
subj=system u:system r:sshd t:s0-s0:c0.c1023 old-auid=4294967295 \
auid=1000 tty=(none) old-ses=4294967295 ses=6 res=1

time->Wed Dec 18 15:49:57 2024

type=USER LOGIN msg=audit(1734526197.821:626): pid=256120 uid=0 \
auid=1000 ses=6 subj=system u:system r:sshd t:s0-s0:c0.cl1023 \
msg="'op=login 1d=1000 exe="/usr/sbin/sshd" hostname=? addr=192.168.1.4 terminal=/dev/pts/3,
—sres=success'

C wmomompioo aprymenrta -i / --interpret MOXHO Npeo6pazoBaTh  UUCJIOBBIE
nJIeHTU(UKATOPBI MTOJIb30BaTeeil B MMeHa:

$ sudo ausearch -m USER LOGIN,LOGIN --start yesterday -i

type=LOGIN msg=audit(12/17/2024 14:38:08.883:195) : \

pid=2132 uid=root subj=system u:system r:xdm t:s0-s0:c0.c1023 \

old-auid=unset auid=virtadmin tty=(none) old-ses=4294967295 ses=4 res=yes

type=LOGIN msg=audit(12/17/2024 14:38:08.907:201) : \

pid=2146 uid=root subj=system u:system r:init t:s0@ old-auid=unset \

auid=virtadmin tty=(none) old-ses=4294967295 ses=5 res=yes

type=LOGIN msg=audit(12/18/2024 15:49:57.764:621) : \

pid=256120 uid=root subj=system u:system r:sshd t:s0-s0:c0.c1023 \

old-auid=unset auid=virtuser tty=(none) old-ses=4294967295 ses=6 res=yes
type=USER_LOGIN msg=audit(12/18/2024 15:49:57.821:626) : \

pid=256120 uid=root auid=virtuser ses=6 subj=system u:system r:sshd t:s0-s0:c0.c1023 \
msg="'op=login id=virtuser exe=/usr/sbin/sshd hostname=? addr=192.168.1.4 terminal=/dev/pts/3_,
< res=success'

(upomoJKeHue Ha CJleLyIolIeil CTpaHuIIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)
type=LOGIN msg=audit(12/18/2024 15:50:36.490:657) : pid=256436 \
uid=root subj=system u:system r:init t:sO@ old-auid=unset auid=gdm \
tty=(none) old-ses=4294967295 ses=7 res=yes

ITouck o maeHTN(UKATOPY IMOJIB30BATEJIS

OTobpa3nuTh COOBITHSI OE30TMACHOCTH 3a CETOMHSIIHUN JIeHb, CBSI3aHHbBIE C OIPEIeIEHHBIM
I/I,ZLGHTI/I(bI/IKaTOpOM NJIN UMEHEM I10JIb30BaTeEJId:

$ sudo ausearch --uid-all virtadmin --start today
time->Wed Dec 18 15:50:16 2024
type=USER AUTH msg=audit(1734526216.077:641): pid=256200 uid=0 \
auid=1004 ses=4 subj=system u:system r:xdm t:s0-s0:c0.c1023 \
msg="'op=PAM:authentication grantors=pam usertype,pam localuser, \
pam unix,pam _gnome keyring acct="virtadmin" exe="/usr/libexec/gdm-session-worker" \
hostname=1libvirt.msvsphere.test addr=? terminal=/dev/ttyl res=success'
time->Wed Dec 18 15:50:16 2024
type=USER ACCT msg=audit(1734526216.079:642): pid=256200 \
uid=0 auid=1004 ses=4 subj=system u:system r:xdm t:s0-s0:c0.c1023 \
msg="'op=PAM:accounting grantors=pam unix,pam localuser acct="virtadmin" \
exe="/usr/libexec/gdm-session-worker" hostname=libvirt.msvsphere.test \
addr=? terminal=/dev/ttyl res=success'
time->Wed Dec 18 15:50:16 2024
type=CRED REFR msg=audit(1734526216.080:643): pid=256200 \
uid=0 auid=1004 ses=4 subj=system u:system r:xdm t:s0-s0:c0.cl023 \
msg='op=PAM:setcred grantors=pam localuser,pam unix,pam gnome keyring \
acct="virtadmin" exe="/usr/libexec/gdm-session-worker" hostname=libvirt.msvsphere.test addr=7,
—terminal=/dev/ttyl res=success'
time->Wed Dec 18 15:50:36 2024
type=USER END msg=audit(1734526236.347:648): pid=2132 \
uid=0 auid=1004 ses=4 subj=system u:system r:xdm t:s0-s0:c0.c1023 \
msg="'op=PAM:session close grantors=pam selinux,pam loginuid,pam selinux,pam keyinit,\
pam _namespace,pam keyinit,pam limits,pam systemd,pam unix,pam gnome keyring,pam umask \
acct="virtadmin" exe="/usr/libexec/gdm-session-worker" hostname=libvirt.msvsphere.test \
addr=? terminal=/dev/tty2 res=success'
time->Wed Dec 18 15:50:36 2024
type=CRED DISP msg=audit(1734526236.347:649): pid=2132 uid=0 auid=1004 \
ses=4 subj=system u:system r:xdm t:s0-s0:c0.cl023 msg='op=PAM:setcred \
grantors=pam localuser,pam unix,pam gnome keyring acct="virtadmin" \
exe="/usr/libexec/gdm-session-worker" hostname=libvirt.msvsphere.test \
addr=? terminal=/dev/tty2 res=success'
time->Wed Dec 18 15:50:46 2024
type=LOGIN msg=audit(1734526246.330:677): pid=256830 uid=0 \
subj=system u:system r:xdm t:s0-s0:c0.c1023 old-auid=4294967295 \
auid=1004 tty=(none) old-ses=4294967295 ses=8 res=1
time->Wed Dec 18 15:50:46 2024
type=PROCTITLE msg=audit(1734526246.330:677):,
—proctitle=67646D2D73657373696F6E2D776F726B6572205B70616\
D2F67646D2D70617373776F72645D
type=SYSCALL msg=audit(1734526246.330:677): arch=c0600003e \
syscall=1l success=yes exit=4 a0=9 al=7ffd6aa865a0 a2=4 a3=3ec \
items=0 ppid=1020 pid=256830 auid=1004 uid=0 gid=1004 euid=0 suid=0 \
fsuid=0 egid=1004 sgid=1004 fsgid=1004 tty=(none) ses=8 comm="gdm-session-wor" \
exe="/usr/libexec/gdm-session-worker" subj=system u:system r:xdm t:s0-s0:c0.c1023 key=(null)
time->Wed Dec 18 15:50:46 2024
type=USER ROLE CHANGE msg=audit(1734526246.330:678): pid=256830 \
uid=0 auid=1004 ses=8 subj=system u:system r:xdm t:s0-s0:c0.c1023 \

(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

msg="'op=pam_selinux default-context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023 \
selected-context=unconfined u:unconfined r: \

unconfined_t:s0-s0:c0.c1023 exe="/usr/libexec/gdm-session-worker" \
hostname=libvirt.msvsphere.test addr=? terminal=/dev/tty2 res=success'

time->Wed Dec 18 15:50:46 2024

type=USER START msg=audit(1734526246.352:679): pid=256830 \

uid=0 auid=1004 ses=8 subj=system u:system r:xdm t:s0-s0:c0.c1023 \
msg="'op=PAM:session open grantors=pam selinux,pam loginuid,pam selinux,pam keyinit, \
pam namespace,pam keyinit,pam limits,pam systemd,pam unix,pam gnome keyring, \
pam_umask acct="virtadmin" exe="/usr/libexec/gdm-session-worker" \
hostname=1libvirt.msvsphere.test addr=? terminal=/dev/tty2 res=success'

BI)II‘py3Ka JAaHHBbIX M3 2KYyPpHaJIa

YTuaury ausearch MOXKHO WCIOJIb30BATH /I BBICPY3KH JAHHBIX U3 KypHAJA
0e30MMaCHOCTH JIJI UX IOCIeAyIoIeil 00pabOTKH.

Hampumep, MmoxkHO 9KCOPpTUPOBATH pe3yabraThl B hopmare CSV:

$ sudo ausearch --uid-all virtadmin --start today --format csv

NODE, EVENT, DATE, TIME, SERIAL NUM, EVENT KIND,SESSION,SUBJ PRIME,SUBJ SEC, \

SUBJ KIND,ACTION,RESULT,0BJ PRIME,0BJ SEC,0BJ KIND,HOW

,USER AUTH,12/18/2024,15:50:16,641,user-login,4,virtadmin, root, \
privileged-acct,authenticated, success,virtadmin, ,user-session,/usr/libexec/gdm-session-worker
,USER ACCT,12/18/2024,15:50:16,642,user-login,4,virtadmin, root, \
privileged-acct,was-authorized, success,virtadmin, ,user-session,/usr/libexec/gdm-session-worker
,CRED REFR,12/18/2024,15:50:16,643,user-login,4,virtadmin, root, \
privileged-acct,refreshed-credentials,success,virtadmin, ,user-session,/usr/libexec/gdm-session-
—worker

,USER END,12/18/2024,15:50:36,648,user-1login,4,virtadmin, root, \
privileged-acct,ended-session,success,/dev/tty2, ,user-session,/usr/libexec/gdm-session-worker
,CRED DISP,12/18/2024,15:50:36,649,user-login,4,virtadmin, root, \
privileged-acct,disposed-credentials,success,virtadmin, ,user-session,/usr/libexec/gdm-session-
—worker

,LOGIN,12/18/2024,15:50:46,677,user-1login, 8, system, root, \
privileged-acct,changed-login-id-to,success,virtadmin, ,user-session,
,SYSCALL,12/18/2024,15:50:46,677 ,audit-rule,8,virtadmin, root, \
privileged-acct,triggered-unknown-audit-rule,success,,,admin-defined-rule,/usr/libexec/gdm-
—ssession-worker

,USER ROLE CHANGE,12/18/2024,15:50:46,678,mac,8,virtadmin, root, \

privileged-acct, changed-role-to,success,unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023,\
,user-session, /usr/libexec/gdm-session-worker

,USER START,12/18/2024,15:50:46,679,user-1login,8,virtadmin, root, \
privileged-acct,started-session,success,/dev/tty2,,user-session,/usr/libexec/gdm-session-worker

Takzke MOYXKHO IKCIHOPTHPOBATH (hparMeHThbl KypHaja B «CbIpom» (raw) dopmare s
X Tocjeayiomneii oOpabOTKH ¢ MOMOIIBIO ausearch wiam JApyrux yTUIAT JJjisi PpabOThI C
JKypHaJIaMU COOBITHI O€301TacHOCTH.

Hampuwmep, cienyiomasi KOMaHIa SKCIOPTUPYET BCE COOBITUS BXOJIa MOJIB30BAaTENEN B
CUCTEMY 3a MOCJIeTHIO HeJerio B ¢daitn weekly-logins. log:

‘$ sudo ausearch -m LOGIN,USER LOGIN --start week-ago --raw > weekly-logins.log

C nostyuenabiM (aitiom MOXKHO paboTaTh KaK € OOBIYHBIM 2KYPHAJIOM CJIyKOBbI ay/InTa,
HaIPUMEP BBIMOJHUTH (PUIBTPAIMIO 110 OMPEJIETEHHOMY IOJIb30BATEI0 U TPeodpPa30BaTh
BeIBOs, B CSV hopmar:
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$ ausearch --uid-all 1004 --format csv --input weekly-logins.log

NODE, EVENT, DATE, TIME, SERIAL NUM, EVENT KIND,SESSION,SUBJ PRIME,SUBJ SEC,SUBJ KIND,
ACTION,RESULT,0BJ PRIME,0BJ SEC,0BJ KIND,HOW

,LOGIN, 12/16/2024,12:03:51,1269,user-login, 10,system, root,privileged-acct,
changed-login-id-to, success,virtadmin, ,user-session,
,LOGIN,12/16/2024,12:03:51,1275,user-1login,11,system, root,privileged-acct,
changed-login-id-to, success,virtadmin, ,user-session,
,LOGIN,12/16/2024,21:11:17,173,user-login,2,system, root,privileged-acct,
changed-login-id-to,success,virtadmin, ,user-session,
,LOGIN,12/16/2024,21:11:17,179,user-login,3,system, root,privileged-acct,
changed-login-id-to,success,virtadmin, ,user-session,

,LOGIN, 12/17/2024,14:38:08,195,user-login,4,system, root,privileged-acct,
changed-login-id-to, success,virtadmin, ,user-session,
,LOGIN,12/17/2024,14:38:08,201,user-1login,5,system, root,privileged-acct,
changed-login-id-to, success,virtadmin, ,user-session,
,LOGIN,12/18/2024,15:50:46,677,user-1login,8,system, root,privileged-acct,
changed-login-id-to,success,virtadmin, ,user-session,

Pe3epBHOe KonmmpoBaHME >KYPHAJIOB COOBITHIT D€30MMAaCHOCTH

[TockosbKy KypHaJIbI COOBITHIT 6€30ITACHOCTH XpaHATCA B BUjie dailyloB B KaTaJsore /var/
log/audit, ny1a co3maHMsA MX Pe3EPBHOI KOIIMM MOXKET IPUMEHSATHCH JIIO0OW MHCTPYMEHT
PEe3epPBHOr0 KOIMPOBAHUS, ITOJJIEPKUBAIOIINI paboTy ¢ daitnamu. B cocras oneparmonHoii
CHACTEMbI BKJIIOYEHbI YTUJIUTHL tar, rsync u cucreMa pe3epBHOro Konuposanud bacula.

[Ipocroit mpuMep co3aHus JIOKAJbHONW PE3EePBHONM KOITUU C IIOMOIIbI0 KOMaH/IbI tar:

$ tar -cjpvf "auditd-logs.$(date --is0-8601).tar.bz2" /var/log/audit/audit.log*

B pesysbrare BBINIOHEHUsI KOMAHJbI B TEKYIIeM KaTajore OyieT co3mgaH daiir
auditd-logs.YYYY-MM-DD.tar.bz2 roe YYYY — rom, MM — wMecarm u DD — ceromusimnmee
qucjio. B apxuB OyayT mnomemenbl Bce daitsibl 3  KaraJiora /var/log/audit,
coOoTBeTCTBYOIMe mabyiony audit. log*.

OpHako, IpyM TaKOM IIOJXO/E €CTh HEKOTOPBI PUCK MOJIYyYUTh HEKOHCUCTEHTHYIO KOITHIO
draitsta TEKYIIEro 2Ky pHaJIa MOCKOIbKY, TEOPETUIECKH, B MOMEHT KOIUPOBAHUS B 3TOT (hail
MOXKET ITPOUCXO/IUTH 3alNCh.

Bonee wmanéxkubiM perrenneM OyAeT TOMATH CJIy:KOe ayIuTa CUTHAJ Ha BBIIOJTHEHUE
NPUHYIUTEIbHON poTamuu ¢aitjoB KypHasa. [loayduB Takoit curHaJ, ciay:kba ayaura
BBITIOJTHUAT CJIEJTYIONTNAE JIeNCTBUS:

® [IEpEMMEHYET BCE HMeEoImUecCd KOIIMH 2KYypHaJla YBEJIWYUB 4YHCJIO B pPaCHIMPEHUN
daitsia Ha eaquauIly: audit.log.1 Oyxuer mepenmenoBan B audit.log.2, audit.log.2
— B audit.log.3 u T.1.;

® OCTAHOBHUT 3allUCh B TeKyIuil daiia kypHasa audit. log;
e mepenMeHyer TekyIuil daitn xypuaaa B audit.log.1;
® CO3JIaCT HOBBIH (hails :KypHasa audit.log u TPOJOIKUT 3aITUCH COOBITHI Y2Ke B HETO.

Takum obpazom Oyraer obecriedeHa KOHCUCTEHTHOCTH TEKYIero gaiijia KypHaJja IpUA ero
PE3ePBHOM KOIUPOBAHUM.
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C y49éToM BBIIIEN3JI0KEHHOT0, O0JIee TPaBUIbHBIM OYIET UCIIOIb30BATh CJIELY oMl Habop
KOMaH/1, 0(pbOPMJIEHHBII B BHUE CIIeHAPHUsT KOMAHIHON 0DOJOUKH, [JIsi CO3MAHUs Pe3epPBHOI
KOIITNM:

#!/bin/bash

# 3aBepunTb paboTy nporpamMMsl B cilydae BO3HWKHOBEHWUA OWWOKMK
set -e

# CMEHUTb Tekywun kKaTtanor Ha /srv/backup
cd /srv/backup

# BbLINONHUTbL NPUHYQMTENbHYKW POoTauulw XypHanos cnyxbbl auditd
auditctl --signal rotate

# co3paTb apxuB CO BCeMM (aiiaMu, COOTBETCTBYOWMMU WabnoHy
tar -cjpvf "auditd-logs.$(date --is0-8601).tar.bz2" /var/log/audit/audit.log.*

ABTOoMaTH3MpPOBATH CO3/IaHWE PE3EPBHBIX KOMHUI MOXKHO C TIOMOIIBIO  CJIyZKObI
IIePUOINYECKOrO BBINIOJHEHUsT 3aJaHuii cron wmm TaiimepoB systemd. Hampumep,
JJId CO3AaHUA €2KEIHEBHBIX apXWBOB Bbl MOXKETE€ COXPaHUTb YKaBaHHbIﬁ BBIIIIE CHeHapI/IfI
B aii B Karasiore /etc/cron.daily (mampumep, audit-logs-backup.sh) u caenars ero
NCIIO/THAEMbIM::

’$ sudo chmod +x /etc/cron.daily/audit-logs-backup.sh

[Tocsie sToro cayxkba cron Oy/leT aBTOMATUYECKU BBIOJHATH CIIEHAPU €KeTHEBHO.

Ijist  BOCCTAHOBJIEHWMSI MOYKHO — WCIIOJIb30BATh  CJIEMYIONIYI0 KOMaHJy  (3aMeHuTe
auditd-1lo0gs.2024-12-28.tar.bz2 Ha peasbHOe MM daiia):

’$ tar -C / -xjpvf auditd-logs.2024-12-28.tar.bz2

KoHTpOJIb I1€JIOCTHOCTH CBEJIEHUN O COOBITUSX 0e30MacHOCTH

[MesocTHOCTD CBEIEHMIT O COOBITUSAX 0€30IIACHOCTH 0OECTICYNBACTCS HA YPOBHE OrPAHUYCHUS
IpaB JIOCTyIla B OIEPAIMOHHONW CHUCTEME: KaTaJol C KypHaJaMu Oe3ormacHocTd /
var/log/audit u rexymuii daitn xKypHasa /var/log/audit/audit.log mocTynubl st
YTEHUsl W 3alMCH TOJILKO IPUBUJIETUPOBAHHOMY II0JIb30BATEII0 root u ciayxbe au-
ditd. B cBowo ouepennb, npenbiayiye (gpailyibl XKYPHAJIOB JOCTYIHBI TOJIBKO JIJIS UTEHUS
IPUBUJIETHPOBAHHOMY ITOJIB30BATEIO root.

JL71s1 TOBBITIIEHUS 3AIMUATIIEHHOCTH CUCTEMbI PEKOMEHTyEeTCs UCII0JIB30BaTh JIOTOJTHUTETHHBIE
CpeJICTBA KOHTPOJIS IE€JIOCTHOCTH, HAIPUMED, YTUJIUTY aide, KoTropas BXOJUT B COCTaB
nuctpudytua MCBCdepa OC. [lokymenTarus Mo yCTaAaHOBKE U HACTPOiike aide gocTymHa
B pazaeine «KouTposs 1emocTHoCTIY.

[Tpu u3menenun Mpas JIOCTyIA, BIAaJICIbIA U APYTUX aTpuOyTOB KaTaJjora /var/log/audit
nin daiiia KypHaaa coobiTuii 6e3omacuoctu /var/log/audit/audit.log komanma aide
BBIJJACT COOTBETCTBYIOIIEE MTPEyITPEXKICHNE O HAPYIIIEHUH TIEJJOCTHOCTH B OTYETE:
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aide --check
Start timestamp: 2025-01-20 06:48:56 +0000 (AIDE 0.16)
AIDE found differences between database and filesystem!!

Summary:
Total number of entries: 37822
Added entries: 0
Removed entries: 0
Changed entries: 2

d p.. A.. : /var/log/audit
f ..g ... : /var/log/audit/audit.log

Directory: /var/log/audit

Perm :odrwx------ | drwxr-xr-x

ACL 1 A: user::rwx | A: user::rwx
A: group::--- | A: group::r-x
A: other::--- | A: other::r-x

File: /var/log/audit/audit.log
Gid : 0 | 1000

/var/lib/aide/aide.db.gz

MD5 : AABMsSEbRMfWShAvA8Y18kg==

SHA1 : FssoJmeKJvo7VMc79ZuV1bGgNwI=

RMD160 1 OXPu+xyPaeV6I2c8A0rxwZx8EKA=

TIGER : CezlvalIx/3koN5MbQOwktp/D247C0pTa

SHA256 : B8eWuozZeZ/9PsRrFJIV71mrXBHo5DPbD
gaBEO4iealE=

SHA512 : xmClvT9hx9jXmX8NZDbzwUpsaldBbUP]

FO5IEPWxaJln8I3PQnR4G2TZZHnz6mG9G
0W222CS6V3s52u25055qiTQ==

End timestamp: 2025-01-20 06:48:58 +0000 (run time: Om 2s)

OmnoBenieHne o COOLITUSX 0€30IIacCHOCTHU

OcHOBHOI 3a/1a4€eil TTOJICUCTEMBI ay/INTa SABJISIETCS PErUCTPAIlisi COOBITHI 6€30TaCHOCTA —
aBTOMATUYECKOE OTCJICXKUBAHUNE TAKUX COOBITHI U 3aHECEHUE WX B CHCTEMHBIN Ky pPHaJI.

OrmoBerienre O  BO3HWKHOBEHUU COOBITHI 0O€30MACHOCTA W, MPU HEOOXOIMMOCTH,
aBTOMAaTU3UPOBAHHOE pearupoBaHUe HA TaKHe COOBITUS Peau3yeTcss C IIOMOIIBIO
JIOTIOJTHUTEIbHBIX MHCTPYMEHTOB. B TaHHOM pa3jesie pacCMOTPEHbI HECKOJIBKO BAPUAHTOB
pelieHnd JaHHON 3a1a4u.
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Pazpaborka pacmmpeHuil s CIIy>KObI ayauTa

Curyx06a auditd umeeT BCTPOEHHBI MeXaHU3M paciiupeHuil (IJIarMHOB), 38 CYET KOTOPOTO
MOKHO 3HAYUTEJIHbHO PACHIUPUTH (DYHKIIMOHAJIHLHOCTH CUCTEMBI.

/-——’ pacwupenue, —e-mail
T~

Aapo Linux —» auditd AAMUHUCTPATOP

\D pacwupenne, —— SEIM J/

Hampumep, ¢ moMOIIbIO paciiupeHuii MOXKHO B peajibHOM BpeMeHU (pUIbTPOBATH
ompe/ieI€HHbIEe COOBITHSA, OIOBENATh aJIMUHUCTPATOPOB, 3arpyKaThb HWHQMOPMAIUIO O
cOOBITHSIX 0Ee30IMaCHOCTU B JIPYTHEe CHCTEMbl U IPEJIPUHUMATEL JIIOOble JIpyrue
3alporpaMMUPOBAHHBIE JIEHICTBUS.

Pacmmupenne ciry2k0b1 ayuTa npeacTaBIsgeT co0Oil MporpaMmy, peaJu30BaHHYIO Ha JTI0O0M
A3BIKE ITPOrPAMMUPOBAHUS, KOTOPasi COOTBETCTBYET CJIEIYIONIMM TPEOOBAHUSIM:

® HEIPEPBLIBHO MOJIy9aeT MOTOK COOBITMH Ha CTaHJIAPTHBIH TOTOK BBOoma (stdin),
dopMaT MosydaeMbIX JTAHHBIX UJIEHTUYEH TOMY, B KOTOPOM COOBITUS 3AITUCHIBAIOTCS
B CHCTEMHBII XKYPHaJI COOBITHI OE30TaCHOCTH;

e OOpabaTbiBaeT  CHCTeMHBIe  CuUrHaJbl  HUP (OOHOBUTH ~ HACTPOWKH U3
kouduryparmontoro daiiia) u TERM (3aBepmuTh paboTy);

e 0oOpabaTbIBaeT COOBITHS MAaKCUMAJbHO OBICTPO, HE JIONycKasdg OJIOKHPOBOK U
[IEPEIIOJIHEHUST OUepPe I COOBITH, OXKUAIOIIUX OTIIPABKU CO CTOPOHBI CJIYKOBI au-
ditd;

® IIpeIOCTaBJIAET KOH(MPUTYPAIMOHHBIN (aiiyi, KOTOPBIil HHMOPMUPYET CIIYKOY ayauTa
0 crocobe 3aIycka IMPOrpaMMbl-PACITAPEHUS.

B cocras onepamnmonnoit cucrembr MCBCdepa 9 ceprucdunmpoBantast pegaKkius BXOIAT
6ubamoTekn Jyisi g3bIKOB mporpammupoBanust Cu (nmaker audit-libs-devel) u Python
(maker python3-audit), KOTOpbIe TPEJIOCTABISIOT HAOOP TOTOBLIX (MYHKIWIi J1jisi pa3bopa
[IOCTYIAIONIUX JIAHHBIX. B cilygae ¢ OCTaJbHBIMU SA3BIKAMHU I[IPOrPAMMHPOBAHMS BaM
noTpedyeTcst pa3paboTaTh COOTBETCTBYIOIIUI Tapcep CAMOCTOSATEIBHO.

Paccmorpum 1moaxo/r K CO3/IaHUI0 PACITUPEHU JIJTs CTyKObI ay/IuTa Ha [IPUMePe CO3IaHUd
IIPOCTOTO TIJIATMHA Ha g3bIKe IMporpamMMupoBanug Python, oTmpasiigrormiero yBeoMaeHus
0 BXO/I€ TIOJIb30BAaTE/ sl B CUCTEMY TI0 3JIEKTPOHHOI IOYTeE.

MCXO,ILHI)IfI KO/ paCIIupeHud C IMOACHECHUAMM:

#!/usr/bin/python3 -I

# aprymeHt -I yka3biBaeT Ha HeobxoguMOCTb 3arnycka B W30/IMPOBaHHOM PEXUME: He
# BbLIMONIHAETCA MOUCK MOAY/Nen B KaTasore C fnporpaMMod M B [0/1b30BaTE/bCKOM

# pgoMawHeM KaTtasiore, TakK Xe WUICHOPUPYKTCs BCe rnepeMeHHble oKpyxeHuss PYTHON*.

# umnopt Heobxoaumbslx Mopmynen u3 cTaHgapTHou bubnmotekm Python
(HpOﬂOIDKeHHe Ha CJIEJYIONIEH CTPaHHUIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

import datetime
import email.message
import pprint

import signal

import smtplib
import sys

# mopynb auparse noctasnsetca B RPM nakete python3-audit u npepgoctaBnisetr ¢yHKuuu
# nns pa3bopa cobbiTui, MOCTynawwmx OT C/YyXObl ayauTa
import auparse

# ucxopawmin MoYTOBLIA agpec [/1S OTNPaBseMbIX yBeAOMIEHUN

FROM EMAIL = 'audit-plugin-notify@localhost'

# CMMCOK MOYTOBLIX afpecoB, Ha KOTopsie HeobXxoaumo OTMPaBJsTh YBEOAOMIEHUS
ADMIN EMAILS = ['secadmin@localhost']

def reload config():
Wi
OYHKUMSA -3arylika, BHYTPU KOTOPOM MOXET bObiTb peanu3oBaHa sioruka obpaboTku
curHana HUP - ob6HOBIEeHWe HacTPOEK M3 KOHPUIYypauMoHHOro gawnna.

pass

def notify user login(event: dict):
OyHKUMSA, KOTopas OTNpPaB/sieT 3J1EKTPOHHOE MUCbMO C YBEJOM/IEHUEM O BXOAE
nosib30BaTesis B CUCTEMY.
# none "subj" copepxut uHpopmaumw oT nogcuctemsi SELinux, 6narogaps Tumny
# MOXHO onpepennTb Kakum 0b6pa3oM osib30BaTesib BOWET B CUCTEMY
se subj = event['fields'].get('subj"', '').split(':")
if len(se subj) < 3:
return
se type = se subj[2]
if se type == 'sshd t':
# ypanéHHbii BXog B CUMCTEMY MO npoTokosy SSH
login type = 'SSH'

elif se _type == 'local login t':
# JIOKasbHbIi BXO4 B CUCTEMY 4Yepe3 TEeKCTOBbI TEepMUHas
login type = 'terminal’
elif se type == 'xdm t':
# BXoO B CUCTEMY B rpaguyeckoM pexume
login type = 'graphical console'
else:

# urHopupoBaTb COOLITMS OCTalbHOrO TWUMNa, KakK MpPaBusio 3TO CUCTEMHbIE

# cobeiTus Tuna "init t", KoTopble 0TOBpPaxawT aKTUMBHOCTb BHYTPEHHUX

# KOMIMOHEHTOB CHUCTEMbI.

return
# cpopmmuposaTb Mo4YToBOe CoobUWEeHNe u OTNPaBUTb €ro 4Yepes JIOKaslbHbA cepBep
# 2/716KTPOHHOM MOYTh. B gaHHOM cry4Yae JI0KaslbHblli CEPBUC MPUHMMAET MOYTY OT
# 5l0KanbHbIX Mosib3oBaTesier 6€3 [OMONHUTENbHON ayTeHTupukaummn. bubnmnoteka
# smptlib Takxe nogoepxvBaeT ayTEeHTUPUKALMUI M MOJK/TOYEHUE M0 3aWULEHHOMY
# npotokony SMTPs, Tak 4TO npu HEobxoguMMOCTM KOO MOXHO MOOMPUUMPOBATbL ON1d
# ucnonb3oBaHnsa smwboro gpyroro SMTP cepsuca Ana OTMPaBKu.
msg_subj = f'User {event["fields"]["auid"]} logged in via {login_ type}'
with smtplib.SMTP('localhost') as smtp:

msg = email.message.EmailMessage()

msg['Subject'] = msg_subj

msg['To"'] = ', '.join(ADMIN EMAILS)

msg['From'] = FROM EMAIL

msg.set content(pprint.pformat(event))

smtp.send message(msg)

def parse record(parser: auparse.AuParser):

(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)
OyHKUMsA, KoTopas pa3bupaeT OTAesbHYl 3anuchb CobbiTMs 6e30MacHOCTH.

# meton parser.get timestamp Bo3BpawaeT 0O0LEKT, KOTOPbI COAEPXUT BPEMEHHYIO
# METKy 3anucu, uMS y371a U MOEHTUPMKATOp COobbITUA

event = parser.get timestamp()

# npeobpa3oBaTb fAaHHble M3 3anucu B C/10Bapb (xew-Tabauyy) 4Tobbl 0671€rYnThH

# ux nocnenpywuynw obpaboTKy

data = {
"type': parser.get type name(),
'event': {

'host': event.host,
'ts': datetime.datetime.fromtimestamp(event.sec),
'serial': event.serial
}I
"fields': {}
}
# BbINONHUTL 00X04 BCEX MONIEA 3anucu W 3anucatb MHPopMauumw B C0Bapb
# data["fields"]. Meton parser.first field "nepegBuraet Kypcop" Ha nepsoe
# none 3anucu
parser.first field()
while True:
data['fields'][parser.get field name()] = parser.interpret field()
# mMeton parser.next field "nepegsuraetr Kypcop" Ha crepywuwee rnosie 3anucu,
# ecnn noneun bonbwe Het, bypeT Bo3BpaleHO 3HavyeHue False
if not parser.next field():
break
# Bbi3BaTh QyHKumi notify user login ecnn Tun 3anucu - LOGIN (Bxop
# nonb3oBatena B CUCTEMY)
if data['type'] == 'LOGIN':
notify user login(data)

def parse input line(parser: auparse.AuParser):
o
OyHKUMSA, KOoTopas pa3bupaeT 3arpyKeHHyw B napcep CTPOKY Ha OTAEJSIbHble CObbITUA
M 3anucu, a 3aTeM Bbi3biIBaeT 00paboTYMK A/ Kaxgou 3anucu
W
if not parser.first record():
# Ha Bxog Obiia nosiy4yeHa nyctas CTpoka WauM CTPokKa, He copepxawas
# uHPopMaumio 0 CobbiITusX 6€30MacHOCTU - BbIMTU U3 QYHKLMU
return
while True:
while True:
# BbI3bIBATHL (QYHKUMIO parse record 0718 Kaxgou OTHesIbHOW 3anucu
parse record(parser)
# meTon parser.next record "“nepegsuraet Kypcop" Ha crepywuyw 3anucb
# cobbiTus, ecnm 3anucen Het, bypetr Bo3BpaweHo 3HavyeHue False - B
# Takom cnyyae Heobxogumo nepexoanTb K 0bpaboTke crepgywwero cobbTus
if not parser.next record():
break
# MeTon parser.parse next event “nepepgsuraetr Kypcop" Ha crepympuee
# cobeiTne, ecnu cobeiTui HeT, byaeT BO3BpaleHO 3HayeHne False - B TakoMm
# cnydyae Heobxogummo 3aBepunTb 00pabOTKy TEKylwen CTPOKU
if not parser.parse next event():
break

def main():

OyHKUMS, KOTopas SIBASETCS TOYKOM BXoAa B MPOrpamMmy.

# HacTpovika 0bpaboTynkoB curHanoB HUP (nepeuntatb KOHQUIYypaLUWUOHHLIA ¢anni) u
# TERM (3aBepunTb paboTy nporpammsi)

hup flag = False

term flag = False

def sighup handler(signal, frame):
nonlocal hup flag

(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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(HpoAOHZKeHHe(:npegbugnueﬁ CTPAHUIIBI )
hup_flag = True

def sigterm handler(signal, frame):
nonlocal term flag
term _flag = True

signal.signal(signal.SIGHUP, sighup handler)
signal.signal(signal.SIGTERM, sigterm handler)

# BoNTM B BECKOHEYHbIN LMK 06paboTku COObITUM
while True:
if hup_flag:
# BbiI3BaTb QYHKUMIO A1 OBHOBIEHNS HACTPOEK MPOrpamMmbl €C/in Moy veH
# curHan HUP
reload config()
hup_flag = False
elif term flag:
# 3aBepunTb paboTy nporpammel ecau noayqeH curHaa TERM
sys.exit(0)
else:
# cuutaTb CTPOKY, copepxauyw uHPopmauuw 06 0OHOM WM HECKOJbKUX
# cobeiTuSX ayguta, M3 MNOTOKa CTaHgapTHOro Beoga stdin
for line in sys.stdin:
# WHUUManu3upoBaTb Mapcep 3anucen xypHana ayauta AuParser,
# noctasnsaemsii ¢ bubnnotekon auparse.
parser = auparse.AuParser(auparse.AUSOURCE BUFFER, line)
# Bbi3BATb QYHKUMI0 AN pa3bopa CTPOKU C MHPopMaumen o CobbITUn
parse input line(parser)

if name == "' main ':
sys.exit(main())

Yrobnl cirykba aymauTa MOTJIa 3allyCTUTH pacIIupenue, (ailyi ¢ UCHOJTHIEMBIM KOJIOM
HEOOXO/IMMO Pa3MeCTHTh B KaTaJore, JOCTYIHOM JJIs YTEHUsl CIyKOO# M C/IeaTh ITOT
daitst ucomuseMbiM. OOBITHO IS 9TUX IeJIel UCIIOJIb3yeTcs Karasaor /usr/local/bin.

B namem npumepe Koj Ha a3bIKe IporpamMupoBanus Python me Tpebyer kommwmraruu,
TaK YTO JIOCTATOYHO OyJIeT TMPOCTO COXpaHUThL ero B ¢aits  /usr/local/bin/
audit-plugin-notify, cienarh €ro UCIOTHIAEMBIM U YCTAHOBUTH O€30IacCHbIE TIPABAa:

$ sudo chown root:root /usr/local/bin/audit-plugin-notify
$ sudo chmod 755 /usr/local/bin/audit-plugin-notify

Jlutst TecTUpOBaHMS ¥ /WK OTJIAJIKU PACIINPEHUsT HET HEOOXOAMMOCTH CPa3y MOJKJIIOYATH
ero K ciy:xkoe ayaurta. [lockosibKy paciupenue padboTaeT ¢ JaHHBIMU B TOM Ke dopMmare,
B KOTOPOM OHH 3aITUCHIBAIOTCS B CUCTEMHBIN »KypHAaJI COObITHI 06€30IIaCHOCTH, BBl MOXKETE
HCIIOJIBb30BAaTh IJjId OTJIaJKW BBIBOJ KOMaH/JIBI dauSea rch --raw:

$ sudo ausearch -m LOGIN --raw | /usr/local/bin/audit-plugin-notify

JIubo mnepeHANPaBIATH TOCJEIHUE 3alUCh U3 KypHAJa HENOCPEJICTBEHHO HA BBOJ
paciupeHus ¢ TOMOIIbI0 KOMaHAbl tail -F:

’$ sudo tail -F /var/log/audit/audit.log | /usr/local/bin/audit-plugin-notify

ILHH OTIIPaBKMU JJIEKTPOHHLIX ITHMCEM U3 IIJIar'MHa BaM HOH&,[[O6I/ITCH JIOKAJIbHAad ITOYTOBaAA
cayk0ba, Hanpumep, postfix:
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$ sudo dnf install -y postfix
$ sudo systemctl enable --now postfix

g 1eseit  TeCTUPOBAHUSA JIOTIOJTHUTEIbHAS KOHMUIYpAIlUs IOYTOBOIO CEPBUCA HE
TpedyeTcsd — JOCTATOYHO YTOOBI OH OB 3AITYIIEH U MTOJIb30BATEb, Ha UM KOTOPOTO OyI1eT
OTIIPABJIATHCS JJIEKTPOHHAS MOYTA, CYIIECTBOBAJ (He 3a0y/[bTe BHECTU COOTBETCTBYIOIIUE
U3MEHEeHUsI B 3HadeHuWe ImepemeHHOi ADMIN EMAILS B WCXOJHOM KOJ€ PACIIUPEHUSI).
[Tony4uennas mouta OyJ/ieT COXPaHSTbHCA B TEKCTOBBIN daitn odepemau /var/spool/mail/
MA_NOJIb30BATENA, ¢ KOTOPBIM MOXKET paboTaTh Kak MOYTOBBIA KimeHT Evolution (Twm
cepeepa «Cranmapraas g Unix odepesb Tuna mbox»), Tak u Jirobas MporpaMMa
JUIS TIPOCMOTPa TeKCTOBbIX aitios (less, cat u r..). g mosydenus: undOpMAIUu
0 0e3omacHOil HACTPOIKE IMOYTOBON CJIY2KObI JIJIsi peabHBbIX YCJIOBUN BaM HEOOXOIMMO
0OpaTUTHCA K CIEMUATU3NPOBAHHOMY PYKOBOJCTBY .

[Tocste Toro Kax paspaboTKa pacIIupeHusl 3aBepIleHa, ero MOKHO TOJIK/TIOUATh K CIIyKOe
aymurta. [Ijst 9TOro HEOOXOAUMO CO3JaTh COOTBETCTBYIONIUI KOHMUIYpPAIIMOHHBIN daii
miarnHa B Karajore /etc/audit/plugins.d, ums daiisa MOXKeT OBITH JIOOBIM, HO (aii
JIOJIKeH uMeTh pacimiupenne .conf. B mamem mnpumepe cozmamum daitn /etc/audit/
plugins.d/audit-plugin-notify.conf ciemyrormiero comepKanus:

# BKwYaeT (yes) wnu BbIKIWYaET pacwupeHue (no)
active = yes

# HanpassieHne, B KOTOPOM paboTaeT pacuwupeHue. B HacToAwmi MOMEHT 3HavyeHue Bcerpa
# p[osixHO ObITb out.
direction = out

# nyTb K uCronHseMoMy ¢ainy pacumpeHus .
path = /usr/local/bin/audit-plugin-notify

# [/15 N0/Ib30BaTE/IbCKMX PaCWUPEHUI, HEe BXOASWMX B MNOCTaBKy CAyxbObl ayguTa,
# 3HayeHme type Bcerpga HONXHO ObITb always.
type = always

# onumoHasibHO, Bbl MOXETe nepepatb 4Yepe3 ciyxby ayauta [O ABYX apryMeHTOB
# KOMaHOHOW CTPOKM Ons 3anycka pacumpenus. Hanpumep, nyTb K Qawuny uam

# upeHTupukatTop nosb3oBatens. B Hawem npuMepe [OMNOSIHUTESIbHbIE apryMEHTbl HE
# TpebywTcs.

# args = 1004
#
#
#
f

cnyxba ayouta MoxeT nopaBaTb [AaHHele Ha BBOL pacwupeHus B [AByX ¢opmaTax:

B CBOEM BHYTpPeHHeM buHapHoM (binary) u B TekctoBoM (String). Mcrnosnb3yemsii
Hamu Moaynb auparse MnoanepXvuBaeT TOJbKO TEKCTOBbIM ¢opmar.
ormat = string

[Tonnas nadopMmarst 0 BceM ONIusiM KOHMUTYPAITMOHHOTO (haiiia pacimpeHus J0CTYITHA
Ha cTpaHWIle PyKoBojcTBa man auditd-plugins.

[Tocsie coznmanus daiina ycraHOBUTE Jijisi HETO KOPPEKTHBIE TTpaBa;

$ sudo chown root:root /etc/audit/plugins.d/audit-plugin-notify.conf
$ sudo chmod 644 /etc/audit/plugins.d/audit-plugin-notify.conf

i Toro 9Tobbl paciiupeHune, 3alryIieHHoe CJIy2KO0i ayuTa, MOTJIO OTIPABJIATDH MOYTY,
norpedyercs J100aBUTH COOTBETCTBYyIOIee pasperienue B nojauTuku SELinux. Cozmaiite
daitsr audit-plugin-notify.te ciemyromiero comepKanus:
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module audit-plugin-notify 1.0;

require {
type smtp port t;
type sysctl net t;
type auditd t;
class tcp_socket name connect;
class dir search;
class file getattr;
class file read;
class file open;

G R NG =

allow auditd t smtp port t:tcp socket name connect;
allow auditd t sysctl net t:dir search;

allow auditd t sysctl net t:file { getattr open read };

BareM ckoMmuanpyiire ero u cosgaire SELinux Momysab ¢ mMOJIUTHKOIL:

$ checkmodule -M -m -o audit-plugin-notify.mod audit-plugin-notify.te
$ semodule package -o audit-plugin-notify.pp -m audit-plugin-notify.mod

[Tocste aTOTO, MCTIOB3YHiTE CIIEAYIONIYIO KOMAHTY /st 3arpy3ku SELinux momys:

$ sudo semodule -i audit-plugin-notify.pp

[ToaroroBka K 3allyCKy paACIHIUPEHUS CJIy»KObI ayauTa 3aBepiieHa. Temnepb I0CTATOYHO
nojaTh cayxkoe curuas HUP 4ToObI OHA IepednTaia CBOU KOH(MUTYPAIMOHHbIE (hallJIb:

$ sudo auditctl --signal reload

B ciryugae ycrenmnoro 3airycka Bbl YBUIUTE, 9TO CJIy2K0a ayauTa 3aIlyCTUJIa IJIarvH B JIepeBe
IIPOIECCOB:

$ ps axf | grep audit

45 ? S 0:00 \_ [kauditd]
826 ? S<sl 0:00 /sbin/auditd
10342 ? S< 0:00 \_/usr/bin/python3 -I /usr/local/bin/audit-plugin-notify

Ecnun mporiecc me 3amycTusics, TO Jjisd JIUATHOCTUKH BaM HEOOXOIMMO OYIeT TMPOCMOTPETH
HocJIeTHUE 3allUCU B YKypHaJie cepBuca auditd:

$ sudo journalctl -u auditd

Terepn, Korja pacimmpenue 3allylieHo, Bbl MOXKeT€ BOWTHU B CUCTEMY OT UMEHU KAKOI'O-
JIMOO TIOJIL30BATENA U yOEIUTHCs, YTO BbI MOJIYYUIU YBEJIOMJICHHE Ha MOYTOBBINA aJipec,
yKa3aHHbIA B niepeMenHoOil ADMIN EMATILS.

Ncnonb3yst MexaHU3M paCIIPEeHnii, BbI MOXKETEe Peau30BaTh JO0YI0 JIOTUKY 00pabOTKM
cOOBITHIT DE30TIACHOCTH B PEAJTbHOM BPEMEHU: aBTOMATU3UPOBATH JAEHCTBUSA, ABISIONINECS
peakieil Ha OIpeIeJEHHbIE COOBITHS 0€30TMACHOCTH, OTHPABJIATH YBEJIOMJICHUA Yepe3
KOPIIOPATUBHBIE KaHAaJIbl CBSI3W, pEAJU30BaTh WHTETPAIIAI0 C CHCTEMaMH, KOTOpbIe
M3HAYAJILHO HE TOJIJIEPXKUBAIOT JIAHHBIE B popMmaTe CJIy»KObr auditd u T.1.
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SIEM-cucreMb!

SIEM (Security information and event management) cucremMa — 39TO KOMILIEKCHAS
cucTeMa  ympaBJieHuss UWHMOPMAIMOHHON 0Oe3omacHocThbio. Kak mpaBmiio, Takoe
IIpOrpaMMHOe ODecCIieYeHre UMeET KJIMEHT-CEPBEPHYIO apXUTEKTYPY U MpeTHA3HAYEHO JIJId
IEHTPAJIN30BAHHOIO PEIIeHUA MHUPOKOTO KPy3a 3a/1ad:

e cOOp JMAHHBIX O 0OE30MACHOCTU U3 PAJIMIHBIX UCTOUYHUKOB B KOMIIHIOTEPHOUW CETH:
CepBEPOB M PabOYMX CTAHIUM, CETEBBIX YCTPOMCTB U PA3JUIHOIO ITPOrPAMMHOTO
obecrieyenus;

e opranuzanus 3P@EKTUBHONO XpPaHEHUs IMOJYIEeHHBIX JAHHBIX JIJIsi TIOCJIE Iy OIIei
06paboTKu;

® aHAJIU3 COOBLITHUIA 6630HaCHOCTI/I, BbIdBJIEHUE ITOTEHIINAJIbHBIX YI'DO3 U cBdA3ei MExKY
Pa3/InIHbIMA CO6I)ITI/I${MI/I;

e aBTOMATHYECKad JIMOO aBTOMATU3MPOBAHHAS PEaKIlUsl HAa WHIIMIEHTHI, CBsI3aHHBIE C
0e30I1MaCHOCTBIO: OTIPABKa yBEJIOMJICHU, OJIOKUPOBKA JTOCTYIIA U T.II.;

® ayJIuT U OTYETHOCTL HA, OCHOBE CO6paHHbIX JaHHDbIX.

C moukmu 3penus: ciy:k0Ob1 auditd maTerpamus ¢ SIEM-cucremamu OOBIMHO peaim3yeTcst
OJTHUM U3 CJIEAYIONIUX CIIOCOOOB:

e HacrTpoiika mojcucteMbl auditd Ha oTmpaBKy KypHaJoB Oe3ormacHoctu B SIEM-
CHUCTEMY;

e SIEM-cucrema mpeaocTaBisieT pacIImpeHne st CIyxKObl auditd, peasm3yroiiee
rnepenady JaHHBIX;

® HAa KJMEHTCKYIO MAIWHY yCTaHABIUBaeTCd creruajbHbliii areHT SIEM-cucremsr,
KOTOPBIIl OTCJIE2KMBAET TOsSBJIEHHE COOBITHI 0€30IMacHOCTH B CHCTEMHOM KypHAJE
u orupasiisger ux B SIEM-cucremy camocTosiTeibHO.

Omneparmuonnast cucrema MCBCdepa MoxkeT BBIIOJIHATE JeACTBUSI, SIBJISIONINECT PeaKIrueit
Ha COObITUS 0Ee30IaCHOCTH C IIPUMEHEHHEM CePTUQMUIMPOBAHHBIX CPEICTB 3allUThI
nadopmaruu kiacca SIEM u cucrem oOHapyzKeHUs BTOPXKEHU.

Tunbl 3anucei MOJACUCTEMbBI ayIUTAa

B Tabuuie nipeicTaBiieHbl HEKOTOPbIE THIIBI 3AIUCEH, TeHEPUPYEMbIE TIOJICHCTEMOM ayInTa

B MCBCdepa OC.

Tabsmia 25: Tuner 3anuceii. resepupyembie mnojcucremoii ayra 8 MCBCdepa OC

Tun sanucu Hemownur Onucanue

ACCT_LOCK user Tlonb3oBarenbckas yIéTHAs 3alUCh ObLIa 3a6J0KHPOBAHA aJMUHHCTPATOPOM.
ADD_GROUP user JobGasyiena HOBasi OJIb30BATEbCKAs PYIIIA.

ADD_USER user Jo6aBiiena HOBasi IIOJIb30BATEIbCKAA YIETHAS 3AIUCH.

ANOM_ABEND kernel IIponece 3aBepimiicst asapuitno (segmentation fault u r.i.).

AVC kernel Orxkas mm npenocrasienne paspemennii SELinux AVC (Access Vector Cache).
BPF kernel Barpyska uin eirpyska BPF (Berkeley Packet Filter).

CONFIG_CHANGE user Kondurypanus nojcucreMsl ayauta OblIa H3MEHEHA.

MIPOJOJKEHIE Ha CJIeAyIomeil cTpaHuIe
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Tabmnuma 25 — NPOJOJIZKEHNE ¢ TIPe/IblAyIeii CTPaHMIbI

Tun sanucu Hemowrur Onucanue

CRED_ACQ user Ilonb30oBaTeIbCKUE yIETHBIC JAHHBIC 3arpy’KCHbl B HOJIB30BATEILCKOE HpocTpancTso. CM.
onncanne gpynxuun pam_setcred momyas PAM.

CRED_DISP user TTosnb30BaTeIbCKIE YIETHBIE JIAHHBIE BBITPYZKEHBI U3 T10JIb30BATEILCKOr0 IpocTpancTBa. CMm.
omucanue ynxkiun pam_setcred momyas PAM.

CRED_REFR user Tlosb30BaTebckue yuéTHbIE JaHHbIE ObLIN OGHOBJIEHBI B TOJI30BATEIHCKOM MTPOCTPAHCTEE.
Cwm. onmcanne ¢ynxiun pam_setcred momyas PAM.

CRYPTO_KEY_USER user Kpunrorpadutecknii K04 ObUT HCIOTH30BaH B KPUITOIPAMUICCKIX HE/IAX.

CRYPTO_SESSION user CoJlep:KuT mapamMerpbl, UCIOJIb30BaHHbIE BO BpeMsi ycraHossienust TLS-ceccun.

CWD kernel Bamuch 0 Tekymem paboueM KaTajore, U3 KOTOPOro ObLI 3AIlyIeH HPOIECC, BBIIOIHUBIINIL
CHCTEMHDLI1 BLI30B.

DAEMON_CONFIG user Kondurypanus ciryx6b! (cepsuca) ayauTa Gbula H3MCHCHA.

DAEMON_START user Cuyx6a (cepuc) ayaura Gblia 3alyleHa.

DEL_GROUP user TTonb3oBaTesbekast rpymma OblIa yiasieHa.

DEL_USER user Tlosb30BaTesbekas yuéTHas 3allUCh YIAJeHA.

EXECVE kernel CozepsKuT KOMAIJLy 3allyCKa IMpPOIECca, HPHCYTCTBYET TOJBKO B COOBITHSX, CBA3AHHBIX C
CHCTeMHBIM BBI30BOM eXecve(2).

GRP_MGMT user II3meHenb! aTpuOyTHI MOJIB30BATEIBCKOI TPYIIIIEL.

KERN_MODULE kernel Moytyiib siipa Gbll 3arpyKEeH HJIM BbIIDYKEH.

LOGIN user Cozepzxut nHGOPMAIIIO O BXOJIE HOJIb30BATEs] B CUCTEMY .

MAC_CONFIG_CHANGE user Brur uamenén mormaecknit nepexmodareas SELinux (SELinux boolean).

PATH kernel Undopmanus o myTH, KOTOPLIil ObLT IepeJaH CHCTEMHOMY BbI30BY B KAUCCTBE apryMCHTA.

PROCTITLE kernel CoiepzKuT TOJIHYI0 KOMaH/Ly 3allyCKa [POIEeCca, BI3BABIIETO JJAHHOE COObITHE GE30MACHOCTH.

SERVICE_START user Bamnymena ciayx6a (cepBuc).

SERVICE_STOP user Ocranossena ciyzx06a (cepsuc).

SOCKADDR kernel Cozepzxur nndOpMaIMIO O COKETe, IPHCYTCTBYCT TOILKO B COOLITUAX, CBASAHIBIX C STHM
COKETOM.

SOFTWARE_UPDATE user MMudopmaims 06 0GHOBIEHIN TIPOIPAMMHOIO 0GECIICYEHHSI.

SYSCALL kernel b opmanust 0 BBIIOJIHEHHOM CHCTEMHOM BbI30BE.

SYSTEM_BOOT user Cucrema GblIa 3arpysKeHa.

SYSTEM RUNLEVEL user Vsmenenue ypoBHsl BbIIOJIHEHHUsT cucreMbl (nanpumep, 1epes telinit).

SYSTEM_SHUTDOWN user Cucrema Gbl1a OCTAHOBJICHA.

USER_ACCT user OGHapy»KeHa MONbITKA ABTOPH3AIMH MOJIb30BATEIIs].

USER_AUTH user O6Hapy»KeHa MONbITKA ayTeHTHMUKAIMN T10JIb30BATENs.

USER _CHAUTHTOK user ITaposb nob30BaTe s GHUT H3MEHEH.

USER_CMD user Komanza Obuta 3amylieHa H3 IOJIB30BATEILCKOTO IPOCTPAHCTBA. B KoHGHrypanum mo
YMOJTYAHNIO TIPOTOKOIMPYET TOJIBKO 3armyck Sudo.

USER_END user Tlosb30Baresbekast ceccusi ObLIa 3aBepIIeHa.

USER_ERR user OmmbKa COCTOAHMSA YIETHON 3AIUCH [OIB30BATEILS.

USER_LOGIN user Tlonb30BaTensb BOWEN B CUCTEMY.

USER_LOGOUT user Tlob30BaTeIb BBILIEN U3 CHCTEMBL.

USER_MGMT user I3menenne aTpubyTOB II0Ib30BATEIBCKON YIETHOI 3aIUCH.

USER _ROLE_CHANGE user SELinux-poJib 10J1b30BaTesl U3MEHUIIACh.

USER_START user BamyIena noIb30BATENbCKAL CECCHL.

VIRT_CONTROL user VI3MeHeHO COCTOSHME BUPTYAIBHOM MAIIMHBI (3AIyIICHA, OCTAHOBIICHA H T.1I.).

VIRT_MACHINE_ID user BupryanbHoii MammHe Ha3HaUeH KOHTEKCT Gesomacnocra SELinux.

VIRT_RESOURCE user BupryasbHoil MamiHe 6bi1 Ha3HAUEH (BblEJIEH) KaKOX-1100 pecypc.

B cronbue «/cTouHUK» TPUMEHSIIOTCA CJIEIYIONINEe COKPAIeHUsI:

® USer — HCTOYHUKOM COOBLITHS SABJIAECTCS IIOJIH30BATEIHLCKOE IIPOCTPAaHCTBO;

e kernel — HCTOYHUKOM COOBITUS SIBJISIETCS IIPOCTPAHCTBO SIIPA.

ITapamerp Onucanne

log_file Tlosoe ums daiia, B KOTOPOM Gy/lyT XPAHATHCSA JTAHHBIE PEPHCTPAIMM COOBITHIT GE30NACHOCTH.

logig roup T'pynma, siBisiomasicst BiajesbieM (aiia perucrpamun.

logffo rmat DopmaT XpaHeHUs JAHHLIX PErHCTpaniy. Bo3aMoKHble 3Hadenus: raw (,:Lannue 3alUCHIBAIOTCA B TOM BUJIE, B KAKOM

priority boost
flush

freq

num_logs

OHU ObLIH [OJLyHeHbl OT Apa OHepalHoHHoil cucreMbl) 1 NOL0Q (3amuch JaHHBIX OTKIIIOYAETCH).

TIpuopurer BbioO/MHEHHST CI1y?KOBI PETHCTPATIIIH.

Pexxum paborbl ciryzk6b1 perucrpanuu. BosmoxkHble 3HaueHusi: NONE (HE MCHOIB30BATH KAKME-An60 IONUTHKA
3aImCH, T.€. JOMOJTHUTETbHBIE neﬁCTBm{L incremental (3armcb C IEePHOANTIHOCTDHIO, ONPEIEIeHHOI TapaMeTPOM
freq), data (3armcb JIAHHBIX B CHHXPOHHOM pe)KnMe), sync (3anncb B CHHXPOHHOM pEXKHUME W JaHHBIX, W
MeTajlaHHbIX (daiiia).

MakcuMaIbHOE 9UHCIIO  PErMCTPAIMOHHBIX 3alliceil, KOTOPble MOIYT XpPaHUThCs B Oydepe Imepej 3amucbio
6ydepu30BaHHBIX JAHHBIX HA JUCK. VICIONb3yeTcs, TOIBKO KOIia HapaMerp flush umeer snauenne incremental.
Maxkcumasibaoe  uuciao  (aifiioB  permerpamuu  Ha  JucKe.  VICIOib3yercs, TOIBKO  KOLJ@A  IapaMerp
max_log_file_ action mmeer snauenne rotate. 3nadenne mapamerpa He JOMKHO npeBbimars 99.

IPOJIOJKEHUE Ha CJIe/yIoNeil cTpanuIe
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Tabmuma 26 — NPOJOJIZKEHNIE ¢ TIPe/blAyIeii CTPaHMIbI

ITapamerp

Omnmcanne

disp_gos

dispatcher
name_format

max_log_file

space_left

admin_space_left

disk full action
disk error_action

PexxuM mepesadn  JaHHBIX MEXKIy CIyzK00f perucrpanuum u aucuerdepoM. Bosmoxunble smadenns: LOSSY
(6/10KMpOBaHKE 3aNPEIIEHO, T.e. CIy’K0a PerucTpalii MOXKeT He lepeJaBaTh JUCIEeTHepy HEKOTOPbIE JAHHBIE O
CO6hl'l'MHX, ec/n ovepe/b JIaHHBIX O CO6hl'l'VIHX IOJIHA. le/l 9TOM JIaHHBbIC pErucTpalnuu 6}'}["[ 3alMcanbl Ha JIMCK,
ecin TONbKO 3Hauenne napamerpa L0g_format me pasno nolog), lossless (6iokuposanue paspeimeno, T.e.
3AIMCh JAHHBIX PECHCTPALUH O COOBITHAX HA IUCK OyZEeT OCTAHOBJIECHA, HOKA HE OCBOOOJUTCS MECTO B OMEPE.).
MecTo pacnooyKeHust HCHOMHSIEMOT0 (haiiia IPOrpaMMBI JUCIETYCPA.

Tlopsimok paspernenust uMeH XocToB. Bo3aMoKHbIe 3HadeHus: None (I/IMS[ HE choﬂbxycTcsl), hostname (mm‘,
Bo3BpaleHHoe vepes sanpoc gethostname), fqd (mosmoe ums xocra, Bosspamennoe uepes DNS sanpoc) nu-
meric (IP-agpec), user (crpoka, oupeiesnennas B napaverpe Name).

MaxkcumasbHbli pasMep daiia perncrpanuy B Merabaiitax, mo JOCTHKEHIH KOTOPOro OyjieT BHIIIOIHEHO JeficTBure,
onpenenennoe napaverpom Max_log file action. Bosmoxubie neiicreus: ignore (mmwero me menats), SYS -
log (OTﬂpaBI/ITb TpeaynpexKJaeHne B syslog)7 suspend (ocTaHanTb 3aINCh JAHHBIX PEMHCTPAIN COOBITHIT HA ;u/IcK),
rotate (mpoussectn porammio ailsiop perucrpanun B cooTsercTBum ¢ napamerpom hum_logs), keep_logs
(ocyIIecTBATH POTALMIO, HE yIaJIsis IIPH 9TOM CTapble (ailibt).

Bemmuuna B Merabaiitax, onpeesisionias pasMep OCTaBIIerocs JUCKOBOTO IIPOCTPAHCTBA, HO JOCTUXKEHIH KOTOPOTO
OyeT BBINOIHEHO JCHCTBHUE, ONPEIEICHHOE MapaMeTPOM spaceileftiaction. Bosmoxkuble geiicTBust: ignore
(Hn‘lero He ﬂenan’), syslog (oTnpaBuTh npeynpex/jeHue B syslog)., email (OT]‘I])BBY/ITB TUCBMO AKKayHTY,
onpesenennomy B action_mail_acct), exec (sbmonnuts CKpuIT), suspend (ocraHOBUTH 3AIMCh HA JMCK W
nepesectn cucreMy B single mode), halt (Bbxmounts cucrenmy).

Bemmunna B Merabaiitax ocraBmierocsi CBOG0IHOTO IPOCTPAHCTBA Ha JUCKE JIJIA IPEIYIPEKICHI aJMIHICTPATOPA
0 TOM, ITO HaJI0 A06ABATH/OIUCTHTH CBOGOAHOE IIPOCTPAHCTBO. Besmuuna nosmkna 6e1ts Menbie uem space_left.
eiicTBus, KoTOpble MOKHO onpeesuts B admin_space left action, ananornuns: space_left action.
JleiicTBust, BBIOJIHSIEMbIE [IPU 3aII0JIHEHUH BCErO JMCKOBOTO MPOCTPAHCTBA. AHAIOTMYHBI spaceileftfaction.
JleiicTBus, BBIOHSAEMBIE IPH BOSHUKHOBEHUM JCKOBOit onmmbkn. Anasornuner space_left_action.
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OrpanndyeHnne NporpaMMHON Cpeabl

BBeaenue

CpencTBa orpaHuvenust MPOrPAMMHON CPEbl MPEJIOCTABISIOT BO3MOXKHOCTU YCTAHOBKU
IIPOrPaMMHOTI0O  ODOecCIleYeHnsl JIOBEPEHHBIM 00pPa30M; IPUMEHEHUsl TUIIOBBIX HaOOpPOB
Pa3/IMYHBIX TPOrPAMMHBIX KOH(UTYpAIUii; YIIPABJICHUsS 3aIlyCKOM IIPOrPAMMHOIO
obecrieveHns, B TOM YHCJIe OIPeIesIeHNs 3aIlyCKaeMbIX ITPOIPaMM, HACTPOUKH MTapaMeTpPOB
3aIyCKa M KOHTPOJIS 33 UX 3aIyCKOM; PearnpoOBaHUs HA MOMBITKH 3aIlyCKa, TPOU3BE/IEHHBIE
B HapyIlIeHEe yCTAHOBJIEHHBIX MTPABUJI, & TAKKe JIPyrrie BO3MOXKHOCTH.

Bxarogyenue IIporpamMmMm B aBTO3arpy3Ky

Yrunura chkconfig mosBosisgeT BKJIIOYATh MPOrPAMMBI B aBTO3arpy3Ky C IIEJIbI0 HX
aBTOMATHUYECKOI'O 3aIlyCKa IIPUA CTapTe ONEePAIMOHHON CUCTEMBI.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMblE QOYHKIUA 33JaI0TCd HAOOPOM  OIIHiA,
IIePEYNCIEHHBIX B Ta0JIHIIE:

Tabauia 27: Onuun yrunrer chkconfig u ux snauenust

Onuusa Buavenne

--level levels Omnpeieisier ypoBHU, Ha KOTOPBIX COOTBETCTBYIONIAs HPOIPAMMA JIOJIZKHA BBIIIOJIHATECSA. YPOBHU YKA3bIBAIOTCS HA
Mecte napamerpa LevelsS B kavecTBe CTPOKH IeJIOYHC/ICHHBIX 3HaveHuil B quanasone or 0 1o 6. Tak, Hanpumep,
npu nepejate onnuu - - Level 35 yrusmre GyjeT nepejaHo yKasaHue Ha yPOBHH 3 1 5 COOTBETCTBEHHO.

--no-redirect Ecm yrunmTa 3amymena B cucreme, HCHOJIB3YIONMIEH yTHIATY systemd B Ka4eCTBE CUCTEMbl MHUIMAJIA3AIUN, TO
chkconfig OyIeT mepeHaIpaBIATh KOMAH/IBL B systemd‘, €CJIN Y JAHHOI CIy2KOBI CYIIECTBYeT COOTBETCTBYIOMMIT
daiin, npeaHasHAveHHBIT JIs Takux obpamenuii. JlaHHas ONIUs OTKJIIOYAET IIPOIECC HEePeHAIIPABJICHHS yTUINTE
systemd u obecrieunsaer paGoTy TOJIBKO ¢ CHMBOJIBHBIMH CChlIKaMu B jupexTopusx /etc/rc[0-6].d.

--add name Jobasusier HOBY10 cityk6y [yis1 yupasienust yruiuroiit chkconfig. Vmst ciiykGbl yKasblBaeTcst Ha MecTe apaMerpa
name.
--del name Vaanser ciyk0y, UMs KOTOPOHl yKa3bIBAeTCA Ha MecTe Iapamerpa NamMe, M3-1oj yIpPaBICHHs yTHIHTON chk-

config. Taxxke u3 aupekropuit /etc/rc[0-6].d ynansmorcs mobsle CHMBOIBHbIC CCBUIKH, yKa3blBAIOIIHE Ha
VAAIAEMYIO CIIyZKOY.

--override name IIpoussoauT nepeonpejesieHne HACTPOEK (‘le)l(ﬁbl, MM# KOTOPOii yKa3blBaeTCsA Ha MecTe napameTrpa Name, sMecro
6a30BBIX HACTPOEK.

--list name BeiBoaut Bee cityKObL, TOCTYIIHBIE /IS chkconfigA a TaK2Ke IIOKa3bIBaeT UX CTATyC Ha KazKJIOM yPOBHE (BKH,/’BLIK.T{)A
Ecimm onmun nepeiaTh apryMeHTOM MMsi HEKOTOPOIi Ciiy2KObI, KOTOPOE yKa3bIBAeTCsl Ha MecTe mapameTpa Name, o
Oyzer BbiBeeHa nHMOPMAIUs TOIBKO 00 YKa3aHHOM CiryxK0e.

praBJ'IeHI/Ie CuCcreMHbIMN C.TIy}K6aMI/I

VYrunura systemctl mo3BosisieT yrnpaBidTh CHCTEMHBIMU CJIyKOAMU.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMble (OYHKIUK 33JAI0TCI HAOOPOM  OIIIHiA,
[IEPEYNCIIEHHBIX B Ta0JIATIE:

Tabuuia 28: Oy yrusmrs: Systemctl u nx snavenus

Ormmpst Buauenne

-t, --type Vka3blBaeT Ha THII TAK HA3bIBAEMOrO IOHWTa (CIy:KObI, COKeTa, ycTpoiicTBa u T.11.). Moxer GbITh B BHZE CIHCKa
HANMEHOBAHMIT TUIIOB, Pa3JIe/IEHHBIX 3allsATOM, eciii TpebyeTcs yKazarh Gosiee, YeM Ha OJMH THIL

-a, --all ITpu BbIBeJeHMH CINCKA IOHUTOB BBIBECTH abCOIIOTHO BCE 3arpDy’KeHHbIE IOHUTHI BHE 3aBHCHMOCTH OT X CTaTyCa,
BKJIIOYAsl T€ U3 HUX, KOTOPDIE SBJIAIOTCH HEAKTHBHBIMH.

start [uma Cepcha] Baiyckaer paboTy cepBUCa € YKASAHHBIM HMEHEM.

stop [ums cepswca] OcranaBiuBaeT pabOTy CEPBHCA C YKA3AHHBIM UMEHEM.

reload [uMmsa cepsucal ITlepesarpyaer KOH(MDUIYPAIHMIO CePBUCA C yKA3aHHBIM UMEHEM.

restart [uma cepsucal TlepesaryckaeT cepBuC ¢ yKa3aHHBIM HMEHEM.

try-restart [vms cepcha] IlepesamyckaeT cepBuc ¢ yKa3aHHBIM HMEHEM, €CJII JAHHBIH CEPBHUC yzKe paboTaeT Ha MOMEHT 3aIlyCKa yTHIATHL.

MIPOJIOJIZKEHUE Ha CJIejlyloleit cTpanuie
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Tabmuma 28 — NPOJOJIZKEHNE ¢ TIPe/IblIyIeii CTPaHMIbI

Onmust 3nauenne

reload-or-restart [umsa cepBMca] Ilepesarpy3urs KOHGMUIYPAIMIO CepBUCA ¢ YKA3AHHBIM HMEHEM, €CJIH CEPBHC MOLIEPIKHBACT TAKYIO KOMAHJLY, HIIH
BBIIOJIHATD [IePe3aIlyCK CIy2KObl. EC/Ii Ha MOMEHT 3allycKa yTHINTBI yKa3aHHAs CJIy2k0a He Oblia 3alyIieHa, TO OHa
BRllyC'l‘M'l'CH nocJjie yClle”lHOl'O BBIIIOJIHEHU ST KOMaH/IbI.

reload-or-try-restart [umsa cepsucal Ilepesarpysuth KOHGbUTYDPAIMIO CEPBUCA C YKA3AHHBIM MMEHEM, €CJIM CEepBHC MOJIEPIKMBACT TAKYI0 KOMAHJLY, M
BBIIOJIHATD NIEPE3aIlyCK CIyzKObl. Ecim Ha MOMEHT 3allycka yTHIMTBI yKasaHHAas CIyzk0a He Oblia 3allylieHa, TO
yKasaHHas KOMaHjia He IPOU3BEIeT HUKAKHUX JCHCTBHIL.

kill [uMsa cepsucal OcyIecTBUTh IPUHYAUTEIBHYIO OCTAHOBKY PAOOThI CIIyZKObI ¢ YKA3AHHBIM HMEHEM.

is-active [uMms cepsucal OcyecTBiisieT NPOBEPKY, aKTUBHA JI Ha MOMEHT 3allyCKa YTHIMTHI ClIyk0a ¢ yKazaHHBIM nmeneM. Ecim ciyx6a
AKTUBHA, WM XOTs Obl OJHA U3 CJy2KO, [EPEJAHHBIX B KAUCCTBE apryMEHTa JAHHOI KOMAam/e, akTHuBHA (B Ciydae,
ecm GbUIM Tepeanbl HAMMEHOBaHHA 0Gosee, [9eM OfHON CilyzKObl), BBIBEIETCS HyJIeBOe 3HadeHue. B mporusnoM
Clydae — HEHyJIeBoe.

is-failed [uMmsa cepBuca] TIpoeepster, Gbiin i npoGJIeMbl [PH 3allyCKe yKazaHHOH ciyKObl min ciyzk6. Ecim xorst 661 y ofHOl n3 ciyx6
BO3HUKAaJIN “p06J|el\/H~:|‘ 6yjle'|' BbIBEJICHO HyJIEBOE 3Ha4YeHue.

enable [uMmsa cepBucal JlobapiisieT yKasaHHbI CepBUC (MM UX MHOXKECTBO) B aBTO3AILyCK.

disable [uMs cepsucal VY6upaer yxazannolii cepsuc (MM UX MHOXKECTBO) H3 aBTO3AILyCKa.

is-enabled [uMa cepsucal IIpoBepsier, HAXOAUTCA JIM yKa3aHHas CIy>KOa (MM cory>KObl, B Cllydae, eC/Ii B KauecTBe apryMEHTa ObLI IepeaH

CIIMCOK HAMMEHOBAHMIL) B aBro3anycke. Eciu Xors Gbl 0/jHA U3 yKa3aHHBIX CJIy2K0 HAXOJIUTCA B ABTO3AIyCKe, Oy1er
BBIBE/ICHO HyJIEBOE 3HAYECHHE.

--version Brisectn nndopManmio o Bepcuu yTHIATEL.

-h, --help Beisectn cripasounyio uadopManuio 06 yTuinTe.

IIpumep: npoBepuM cTaTyc cepBepa IedYaTu.

U1t 3TOTO BBITIOJTHUM CJIEJTYIONIYI0 KOMAHJTY':

$ sudo systemctl status cups

cups.service - CUPS Printing Service
Loaded: loaded (/usr/lib/systemd/system/cups.service; disabled; vendor preset: enabled)
Active: inactive (dead)

IIpumep: pazpemuMm aBromaTuydecKuit 3aiyck cepsepa medatu CUPS mpm 3arpyske
CUCTEMBI.

U1t 9TOTO BBITIOJTHUM CJIETYIONIYIO0 KOMAHJTY:

$ sudo systemctl enable cups

Created symlink from /etc/systemd/system/multi-user.target.wants/cups.service to /usr/lib/
—systemd/system/cups.service.

Created symlink from /etc/systemd/system/printer.target.wants/cups.service to /usr/lib/systemd/
—system/cups.service.

Created symlink from /etc/systemd/system/sockets.target.wants/cups.service to /usr/lib/systemd/
—system/cups.socket.

Created symlink from /etc/systemd/system/multi-user.target.wants/cups.path to /usr/lib/systemd/
—system/cups.path.

Hactpoiika 3amycka nmporpaMM Mo pacinuCaHUuio

Yrumura crontab mossBosasger HaCTpanBaThb 3allyCK IIpOrpaMM II0 PaCIIMCaHUIO.

Pexxumbr paboThbl yTWJIMTBHI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIePEYUCICHHBIX B TaOJIATIE:

Tabmuna 29: O yrumure: crontab u ux snavenns

Onmus 3uavenne

-u VKa3sbIBaeT MOJb30BATEIIs!, Ybe PACIHCAHIE JOJIKHO PEAAKTHPOBATHCS.
-1 Bboisoz rexymero duaiina pactucanms.

-r Vnanenne rexymero daiina pacnucanus.

-e Penakruposanue aiina pacuucanus.

IPOJI0JIZKEHNE Ha Clejlytoleil cTpanuie
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Tabmuma 29 — NPOJOJIZKEHNe ¢ TIPe/blAyIeii CTPaHMIbI

Onmust 3nauenne

Tabsumna pacnucanuss COCTOUT U3 IIECTH KOJIOHOK, PAa3/essieMbIX IpodeiaMu  WJIn
cumBosiamMu Talyssanun. [lepBble maTh KOJOHOK 3aJaf0T BPEMsl BBINOJIHEHWs (MHUHYTA,
9ac, JIeHb, MeCdll, JIeHb Hejenu). B HUX MOXKeT HAXOIUThCs YUCJO, CIIUCOK YHUCE,
Pa3JeNEHHBIX 3alAThIMU, JUATA30H YUCEs, PAa3JIeJIEHHBIX JTedUCOM, CUMBOJBI * wian /.
[Tocsie miosteit BpeMeHU yKa3bIBAETCS TOJIb30BATEb, OT KOTOPOT'0 3aIlyCKAeTCs ITPOTPaMMa.
Bce ocrasbable CHMBOJIBI B CTPOKE HHTEPIPETUPYIOTCH KAK BBITIOJTHAEMAas IIPOrpaMMa ¢ e€
napaMeTpaMu.

IIpumep: ycTaHOBUM C TIOMOIIBIO YTUJIUTHI Crontab orpaHuydeHusi Ha JOCTYI K CHCTEME
o Bpemenu, ¢ 10:28 mo 10:30. Komanga passwd -1 user2 OJOKHpPYeT BO3MOKHOCTD
aBTOPU3AINN, JOIMUCHIBas CHMBOJI BOCKJ/IUIIATEILHOTO 3HAKa K CTPOKe IapoJjs B aiire
/etc/shadow. Komamna passwd -u user2 mpousBOauT OOpATHYIO ONEpPAINIO, CHUMAasl TeM
caMbIM OJIOKMPOBKY. 3arojHuM (ailji pacuucaHus U BBIIOJHUM KOMaHIy service crond
restart:

$ sudo crontab -e
crontab: Installing new crontab

$ sudo service crond restart
Redirecting to /bin/systemctl restart crond.service

$ sudo crontab -1
28 10 * * * /usr/bin/passwd -1 user2
30 10 * * * /usr/bin/passwd -u user2

YnpaBiieHrne MporpaMMHBIMHU TaKeTaAMU

YTuaura rpm mO3BOJSET yHPABJISATH TAK HA3BIBAEMBIMU ITPOTPAMMHBIMEA TAKETAMU, T.€.
YIPaBJIATh UX YCTAHOBKOI, OOHOBJIEHHEM, IIPOBEPKON U Y/IaJIEHUEM.

Pexxumbr paboTbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHUiA,
IIepevYnCcJIeHHbIX B TabJIATIE:

Tabsumna 30: Onumu yTuuTel FPM U UX 3HAYCHUS

Onmupst 3nauenne

-i, --install VeTanoBKa HOBOTO TAKETA.

-u, --upgrade YeranoBka uim 0OHOBJICHHE yrKe yCTAHOBJICHHOTO IMaKeTa 10 HOBOM Bepcuu. IIpu 9TOM moc/Ie yCTAHOBKE HAKETa BCE
JIPYTHEe BEPCHH yJAJISIOTCS.

-f y - -freshen OOGHOBJIEHNE TIAKETA, HO TOJBKO €CJIH [PeJIbLIyINasi BEPCUs y2Ke yCTaHOBJIEHA.

- —nodeps He BbIONIHATL NPOBEPKY 3aBHCHMOCTE II€pe/| yCTAHOBKOI 1y OOHOBJICHHEM IIAKeTa.

--nosuggest He npemnarars H&KCT(L}) JUI paspenieHus OTCYTCTBYIOMUX 3aBUCUMOCTEN.

--noorder He BBINOJIHSTE IEpeyHOpsiI0MNBAHIE IIAKETOB JIst yeTaHOBKH. CINCOK MAKETOB OOBIMHO HEpPeyIops IO HBACTCS] JIIst
YJ/IOBJIETBOPEHMS 3aBUCUMOCTEI.

- -oldpackage Paspeniaer 06HOBUTH MM 3aMEHHTh HakKeT 6ojiee cTapoii Bepcueil.

--replacefiles VeTaHOBUTD NAKeTDI, Jaze ecii OHU 3aMeHsIOT (dafijibl OT IPYTHX YCTAHOBJIEHHBIX MAKETOB.

oo replacepkgs VCTaHOBUTL MAKETHI, JazKe €CJIH OHU YK€ YCTAHOBJICHBL B CHCTEMY.

--includedocs Veranamuparh Gailiibl ¢ JOKYMeHTaIHeil.

- -excludedocs He ycranasimsars daiiisl ¢ JOKyMeHTAINEI.

-e, --erase ViaauThb 3a/laHHbII TAKeT.

--allmatches ViamuTh Bce BEpCHE MaKeTa.

= —nodeps He nposepsiTh 3aBHCHMOCTH HEpe] yIAICHEEM ITAKETOB.

--test BLIIOIHATE TOTBKO MPOBEPKY YCTAHOBKH MAKETA.

IIPOJIOJIZKEHHUE Ha CJIe/ylIomeil cTpanuIe
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Tabmuma 30 — nPoJOJIZKEHNe ¢ IPe/blAyIeii CTPaHMIbI

Onmust 3nauenne

-q, --query Boisectn nndopmanmo o makere.

-a, --all BrimosasieT 3a1poc Ko BCeM yCTAHOBJICHHBIM HAKETaM.

- -changelog Brisectn nndopmaniio 06 H3MEHEHHSIX B IAKETe.

-1, --list Boisectn cnmcok aitios B makere.

-P, -- P rovides BeiBecTn (byHKIMOHAIBHOCTD, IPEIOCTABIIAEMYIO IIAKETOM.

-R, -- requi res BeiBecTn makeTs!, 0T KOTOPBIX 3aBUCHT 3TOT MAKET.

-v, --ve rify BoImotHITE TPOBEPKY METAIAHHBIX AKETA U €r0 KOHTPOJIBHOM CYyMMBI.
--version BeisecTn HOMEP BEpCHU yTHIIATHI.

--help Beisectn cripaBky 00 HCHOIB30BAHUE Y THIIHTHI.

YcTaHOBKA IIOCJIE/IHEH BEepCUU MAaKeTa/TPYyNIibl ITaKETOB

Yrumura dnf UCIIOJIB3YyeTCA AJId YCTaHOBKU HOCJIG,ZLHGﬁ Bepcuu 1makKeTa UK I'PYyIIIbI IIaKETOB
C y49€TOM CYHIECTBYIOIIUX 3aBHUCUMOCTEM.

Pexxumbr paboTbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
[IEPEYNCICHHBIX B TaOJIATIE:

Tabura 31: Omiun yTiImTs dnf u ux smavenus

Omnnust BuaueHue

install Hcnonb3yercs [jisi yCTAHOBKMU TOCJIE/IHEl BEPCHH [TAKeTa C YY9eTOM CYIIECTBYIOIIMX 3aBUCUMOCTEI.

reinstall Vcnonb3ayerest JU1st IepeyCTAHOBKH MAKETa ¢ MEHTHIHON Bepcueit.

update Vlcnonp3yeTcst 1y1st OGHOBIICHUS BCEX ITAKETOB B CHCTEME.

download Hcnonbayercs: 1yist 3arpy3Ku MaKeTa U3 PEIO3UTOPHSL.

downgrade Vcnonb3yercst Jyist IOHUKEHNs BEPCHH [TAKETa ¢ BEPCHHU, YCTAHOBJICHHON Ha JAHHBIH MOMEHT, JIO PebLyIIeil caMoit
BBICOKOI BEpCHM MM yKa3aHHONH BEPCHU.

remove Hcnompsyercss st yaaienns yKasaHHBIX ITAKETOB M3 CHCTEMBI, a TaKyKe sl Y/IAJICHHs ITAKETOB, 3aBHCSIINX OT
YIAJISIEMBIX TAKETOB.

info Hcnonp3yercst /yist BeIBOJA ONUCaHuil 1 06mieil mHGpOPMAIME O JIOCTYIHBIX ITAKeTaxX.

search Vcnonp3yercst Jyist HOMCKa AKETOB.

list Hcnomnb3yercs: [yist BHIBOJA PA3IMYHOM HH(MOPMAIMH O JOCTYIHBIX ITAKeTax.

repolist all VcnonbayeTest U1st BBIBOJIA CIIMCKA BCEX PEMO3UTOPHE.

clean Hcnompayercs: 1uist yaaaeHns Pa3IuIHBIX JAHHBIX, HAKAIIBAIOIIUXCS CO BDEMEHEM B KOIIIE YTH/IUTEL.

history Hcnonb3ayercst Jyist BBIBOJIA HCTOPUY UCIIOIB30BAHNS Y THIIHTEI.

groupinstall Hcnonb3yercst jijist yCTaHOBKM MOCJIE/IHEll BEPCUH BCEX IIAKETOB U3 T'PYIIIbI C yYeTOM CyIIECTBYIONIUX 3aBUCUMOCTEI.

groupupdate Hcnonpayercs yis OGHOBIIECHNUS BCEX NAKETOB U3 TPYIIIIBL.

groupremove Vlcnonp3yeTcst st yaaeHus: BCEX MAKETOB U3 PYIIIIbL.

groupinfo Vlcnonp3yeTcest st BBIBOJA CIIHCKA [AKETOB, OTHOCSIIUXCS K TPYIIIE.

grouplist Hcnonp3ayercs [yist BHIBOJA HMEH BCEX CYIIECTBYIOIIHX IPYIIT TAKETOB.

provides Hcnonbayercs, 4robbl BHISICHUTD, KAKOI TIAKET HPEJOCTABIISIET TOT WM UHOM haiiir.

repoquery -- requi res BriBecTn 3aBHCHMOCTH HEYCTAHOBJICHHOTO NAKETA.

repoquery -- requi res --resolve BoiBecTn cImcoK makeToB, KOTOPbIE HEOOXOAMMBI JIJIsI YOBICTBOPEHIUS 3aBHCHMOCTEIH.

-v, --verbose BaiycTuTh ¢ GONIBIINM KOJIMYECTBOM OTJIaJ0YHON HHMOPMAIIH.

-d, --debuglevel VeTaHABINBACT YPOBEHD OTIIAJKH.

-h, --help Beisectn cripaBky n BBIATH.
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CTI/IpaHI/Ie AaHHDBIX

BBeaenue

Cpe,ZLCTBa CTUPpaHUA JaHHBbIX IIPEJOCTABJIAIOT BO3MO2KHOCTHU 663B03BpaTHOI‘O yYaaJieHmeAa
CTaBIINX HEHY2KHBIMU JaHHbIX N obeciieyeHns HEeJOCTYITHOCTHU OCTaTOYHON I/IHCbOpMaILI/II/I
IyTeM MHOFOKpaTHOﬁ nepesanrcu  HMCIIOJIb30BaHHBIX MECT IITaMATU ClleruaJIbHBIMA

II0CJICIOBATCJILHOCTAM.

3aroJsiHeHruEe CIIy4YalHBIMU YHUCJIAMU MeCcTa, 3aHATOoro (aijgamm

Yrumura shred mo3BogeT 3alI0IHATD Cﬂy‘{aﬁHbIMI/I quCJIaMKU MECTO, 3aHATOeE d)aﬁﬂaMI/I.

Pexxumbr paboThbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,

IIepevYucC/ICHHbIX B Ta6,HI/IH‘el

Tabunia 32: Onuun yruiutet Shred u ux snauenust

Omnnust Buauenue

-f, --force VamennTs npasa JUisi pa3perienns 3aiucu, ecjiu 3T0 HeOOX0UMO.

-n, --iterations=N Tlepesanncars daitn N pas BMeCTo 3-X 110 yMOTYAHHIO.

--random-source=FILE Ilepesanmcars daiin caydaiinbiMu JanubiME, B3aTbiME 13 daitia ¢ uvenem FILE.

-s, --size=N TTepesanncars Tosbko N Gaiir. MoxkHo ucnosbssoBars cyddukest K, M, G mst ykazanusi pasmepHocTH: Kuiobaiir,
Merabaiit, rurabaiir.

-u, --remove O6pesars n ypamurs daiin nocse nepesarmen. [1o ymomuanmio dhaitiibl He yIassiorcs.

-v, --ve rbose ITokasbIBATL X0/ BBIIOJIHEHUSI.

-X, --exact He okpyrusars pasmep daiira 10 CIeayIomero nejoro 6Joka.

-z, --zero Ha nocnepeit nreparun nepesanucars haiia HyIsME.

--version TlokazaTh BEPCUIO yTHIIUTEI U BBIATH.

- -help ITokazaTh crpaBky U BLIATH.

IIpumep: 3amonnum mecto, 3aHdaToe daitom filename, ¢ mocjeayOmMuUM yIaJIeHUEM

daiia.

,ZLTIH 9TOI'0 BBIIIOJITHUM CJICAYIOIYIO KOMaHJLYy:

’$ sudo shred -u -z filename

Crupanme JaHHBIX B CBOOOJHOM MPOCTPAHCTBE pasjieja, B
KOTOPOM HaXOJUTCH JUPEKTOPUSd

VYrunura sfill mosBoJiger cTuparTh JaHHBIE B CBOOOIHOM IIPOCTPAHCTBE pasjiesa, B
KOTOPOM HaXOIUTCs 3aJiaHHast gupekTopus. CTupaHue MPOU3BOINUTCA B YeThIpe Imara;

1. OnnokparHas nepesamnuch dnciaamu 255 (0xFF).

2. Ilarukparnasg nepe3anuch CaydailHbIMU YUCTAMHU.

3. BaamarnceMukpaTHas IIepe3allich CIEIUAIbHBIMUA TUCIAMU.

4. U eme onuH pa3 NATHKpPATHAS [I€PE3AUCh CIYyYailHBIMU YNCJIAMU.

Pexxumbr paboThbl yTWIMTBHI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIUiA,

IIepevducC/ICHHbIX B T&6.HHH£:



Ta6smra 33: Ommn yrumarer STill n ux smauenus

Onuust 3nauenne

-f Bomonuenne 6omee 6u1cTpbIM 00pa30M 3a CHET IIPOIYCKa BTOPOIO M YETBEPTOrO IIATOB [EPE3AINCH CILydailHbIMU
HHCTIAMHE.

-1 Ouucrka cBOGOHOTO IPOCTPAHCTBA TOJIBKO MHJEKCHOTO JIECKPHIITOPA, HO He CBODOJHOIO MPOCTPAHCTBA JKECTKOTO
JUACKA.

-I Ouncrka cBOGOAHOTO IPOCTPAHCTBA TOJLKO 2KECTKOIO [MCKA 0€3 3aTpardBaHus CBOOOZHOIO NPOCTPAHCTBA
HILIEKCHOTO JECKPUIITOPA.

-1 Bermonserne Gosee GbICTPBIM 06pa3oM 3a CHeT HPOIYCKA TPETHEro M YeTBEPTOrO IIATOB MM IIyTeM BBIIOJHEHHs!
TOJIBKO O/IHOI'O Iara nepesalucu JIAaHHBIX HYJEeBbIMH 3HAYEHUAMH, €CJIM 3TY OIIHIO 3a/laTh JIBazK/lbl (Hallp”l\’le]).
sdmem -1 -1).

-V Pabora Gyer conmpoBOXKIATHCS BEIBOAOM IUHAMIYECKON CTPOKH, IOKA3BIBAIOMICH IIPOrPECC €€ BBIOIHEHMSL.

-z Ha werBepToM IIare BMECTO IIEPE3AIUCH CJLyailHbIMU YHCIAMHA BBIIOJIHATD IEPE3alNCh HyIIMHU.

ITpumep: BBIIOJIHUM OYUCTKY CBOOOIHOTO ITPOCTPAHCTBA.

U1t 3TOTO BBIIOJTHUM CJIETYIONIYIO0 KOMAHJTY:

$ sudo sfill -vz /mnt/

Using /dev/urandom for random input.

Wipe mode is secure (38 special passes)

Wiping now ...

Creating /mnt/00000000.000 ... *Fxkfxdkiiokidkfktioktkktirtx Wiping inodes
Done ... Finished

CTI/IpaHI/Ie AaHHbIX B pa3JdeJjiaX INIOAKAYKHU

YVTuaura sswap MO3BOJISIET CTUPATH JIAHHBIE B pasjesax MOAKAYKA. AJITOPUTM CTUDAHUS
JIAHHBIX aDCOJIIOTHO TAKOH ke, KakK u y yTuauTsl sTill.

Pexxumbr paboTbl yTWJIMTBI W BBIIOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Tabumia 34: Onuuy yruanTel SSWaP u uX 3HAYCHUst

Omnnust BuaueHue

-f Bemmossenne Gosiee GpIcTPbIM 06pa3oM 3a CYeT IPOIYCKa BTOPOrO M YeTBEPTOrO IIArOB MEePEe3alluCH CIIyaiiHbIMI
YHCIIAMH.

-1 Bermonenne Gosee GhICTPBHIM 06pa3soM 3a CHET HPOIYCKa TPETHErO M YeTBEPTOrO IIATOB MIIHM IIyTeM BBIIOIHEHHS
TOJIBKO OJIHOTO IIAra MEePe3alliCy JAHHBIX HyJeBBIMI 3HAYMEHHAMI, €CJIH 9Ty OIIMIO 3a/aTh JIBAK/IBI.

-V PaGora Gyjer conpoBoKIaThCsI BBIBOJIOM JMHAMAYECKON CTPOKH, HOKA3BIBAIOIIEH [IPOIPECC €€ BbIIOJIHEHHSL.

o7 Ha yerBeproM mmare BMeCTO Hepe3aIicu CIIy9aifHbIMI YUCIIAMH BBIIOIHSATH E€PE3aINCh HyJISIMM.

CTI/IpaHI/Ie AJAAaHHBbIX B OHepaTHBHOﬁ IIaMATn

Yruiura sdmem o3BoOJISIET CTUPATH JAHHBIE B ONEPATUBHON HaMATH. AJITOPUTM CTUPAHUS
JIAHHBIX TIOYTH TAKOH Ke, Kak U y yruauThl sTill, HO ¢ Te€M OTJMYUEM, YTO HA MEPBOM
nrare OJIHOKpaTHas mepesanuck npoussoaurcs duciaamu 0 (0x00).

Pexxkumbr paboThbl yTWJIMTBI U BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIHUiA,
[IEPEYNCIEHHBIX B TaOIUIIE:
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Tabumia 35: Onuwn yrumTer SSWaP u uX 3HAYEHMs

Buauenne

Brmosnenne 6osee GpICTPBIM 06pa30M 3a CHYET MPOIyCKa BTOPOrO M YETBEPTOrO IIATOB MEPE3AINCH CIIyIaifHBIMI
THCJTAMHE.

Brinostaenue 6osiee GbICTPBIM 00pPAa30M 3a CUYET NPOIYCKA TPETHEro M YeTBEPTOrO IIATOB MM IIyTEeM BBIIOJHEHHSI
TOJIBKO OJIHOrO HIara Nnepe3anycu JAHHLIX HyJIeBbIMM 3HAYEHUAMH, €CJIM ITY OIIUIO 3a/1aTh JIBAXK/IbI.

Pabora GymeT compoBOKIATHCS BHIBOIOM AUHAMIYECKON CTPOKH, MOKA3bIBAIOIIEH IIPOIPECC €€ BBIIOIHEHHS.
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KOHTpO.TH:) oeJioCTHOCTI

BBeaenue

CpezicTBa KOHTPOJISI EJTOCTHOCTHU IIPEIOCTABIISIIOT BO3MOXKHOCTHA KOHTPOJISI TEJIOCTHOCTHU
06pabaThIBAEMbIX JAHHBIX U UCIOJb3yEeMOI'0 IIPOrPAMMHOIO ODECIIeYUeHUsI.

KonaTpoJb mnesoctHocTu ycranoBjieHHbIx RPM-nakeToB

B 1upormecce ycranoBku RPM-mnakeTroB makeTHBII MeHEKED COXPaHSET B CBOIO
BHYTPEHHIOIO 0a3y JaHHBIX Pa3/JIUYHy0 WHMOpMaluio o daillax u Karajgorax, KOTOpbIe
BXOJSIT B COCTaB MaKeTa: IpaBa JIOCTYIa, CBEJIEHHS O BJIAJIE/IbIE, pa3Mep, KOHTPOJIbHYIO
CYMMY ¥ T.JI.

UNcnonb3yss T jnambble, KOMaHa rpm --verify mo3BOJIsseT TPOBEPUTH IEJIOCTHOCTH
ycranoBieHHbIXx RPM-nakeros. /[lna BbI30Ba KOMAaHIBI HCHOJIB3YETCH  CIIEYIONINIA
CHHTAKCHUC:

rpm {--verify|-V} <makeT | napameTpbl BbibOpku> [napameTpbl_npoBepku]

[ne:

e omnuda --verify mwnm eé kpatkas dopma -V IepeBOIUT MaKETHBIN MEHEKep rpm B
PEKUM TIPOBEPKU TIEJIOCTHOCTMH;

e naket — naszBanme RPM-makera, Takke MOXKHO UCIIOJIB30BATH MOAPOOHBIN hopmaT
Ha3BaHue[-Bepcus[-penus]][.apxutektypal (mpumepsr:: bash-5.1.8, bash-5.1.
8-9.e19, bash-5.1.8-9.e19.x86_64).

B kadecTtBe asbpTepHaTHUBBI yKA3aHWIO WMEHU ITAKeTa MOXKHO WCIIOJIb30BaTh
GOJIBIIUHCTBO OIIUI rpm, IPEeJIHA3HAYEHHBIX JIJIsI [OUCKA/(DUIBTPAIMKA [TAKETOB.
IlonubIit  cOMCOK  TOIEPXKUBAEMBIX — OIIUHA  JOCTYIEH B  COOTBETCTBYIOIIEH
JOKyMeHTauu (man 8 rpm), a B JIAHHOM PYKOBOJCTBE PACCMOTDHM JBE OIIIWH,
KOTOpPBIE TIPEICTABISIOT HAMOOJIBINNI MHTEPEC B KOHTEKCTE BePU(MPUKAIIUN TTaKETOB.

— -a, --all [ycnoBue] — BBINOJHUTH HTPOBEPKY BceX ycTraHOBJeHHbIX RPM-
[TaKEeTOB, JINOO BCEX ITAKETOB, COOTBETCTBYIOIINX YCI0BUI, €CJIH OHO OIIPEIEJIEHO.
Ycnoeue onpesiesnisiercd B (popmaTe Ter=wabnoH, HapuMep MOZKHO UCIIOJIb30BATh
KoMaHy rpm -V -a name=krb5* mjga mpoBepKH BCEX MAKETOB, UM KOTOPBIX
naunnaercad ¢ krb5. CyrmecTByeT BO3MOXKHOCTH 3aJ1aTh HECKOJIBKO YCJIOBHIA,
HCIIOJIb3Ysl HECKOJIbKO apryMEHTOB -a — B TAKOM CJydae Oy/yT oOpabOTaHbI
TOJIBKO T€ MTaKeThl, KOTOPbIE COOTBETCTBYIOT BCEM 3aJaHHBIM KPUTEPUSIM.

— -f, --file <dain> — BBIIOJHUTH NPOBEPKY IaKeTa, KOTOPOMY IIPUHAIJIEIKUT
YKa3aHHBIN (haii.

® 10 yMOJYAHUIO KOMaH/a rpm --verify BBINOJHAET BCe NPOBEPKU IIaKeTa, HO C
IIOMOIIIBIO CJIEIYIOIINX NapaMeTpPoB MPOBEPKU MOYKHO OTKJIIOUYUTH T€ WU UHbIE TECThI:

— --nodeps — HE BBIIOJHATH IPOBEPKY 3aBUCUMOCTEHN NTAKETOB;
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— --nodigest — He BBINOJHATH IPOBEPKY KOHTPOJIBHBIX CYMM ITAKETa U /MU €ro
3ar0JI0BKOB;

— --nofiles — OTKJIIOYUTH MPOBEPKY aTpUOYTOB (Pailios;

— --noscripts — He BBIIOIHATHL ceknuio sverifyscript RPM-nakera ecau ona
olIpeiesIeHa;

— --nosignature — He MpPOBEPATDH MOJIUCH ITAKETa U €ro 3aroj0BKOB;

--nolinkto — He MPOBEPATH aTPUOYTHI CCHLIOK;

--nofiledigest — He TPOBEPATH KOHTPOJILHBIE CYMMbI (DailJIOB MAKeTa;

--nosize — He MpoBepPsSTH pasmep daiiia;

--nouser — He BBINOJHATH TPOBEPKY HA M3MEHEHWE ITOJIb30BATENs BIIeIIbIA
daitia;

— --nogroup — He BBINOJHATH IPOBEPKY HA H3MEHEHHEe TI'PYIIbl BJIAJE/IbIA
daita;

— --nomtime — He MPOBEPATH BpeMs MOCJEIHErO U3MEHEeHUs (hailia;
— --nomode — He TPOBEPATH IIPaBa JIOCTyIa K (ailry;

— --nordev — He mpoBepsaTh arpubyT rdev (Tm ycTpoicTBa) s (ailioB
YCTPOMCTB;

— --nocaps — He mpoBepsTh pasperienus (capabilities) daiiia.

[To ymouanuio komanga rpm --verify BBIBOAUT HA KOHCOJIb IOCTPOYHBIN CIIUCOK (Dailios,
JIJIsT KOTOPBIX KaK MUHUMYM OJIHA W3 IPOBEPOK 3aBepIiimiach Heylaadno. Vcmomab3yercs
caeryronuii hopMaT BBIBOJIA!

......... [Tun] nyTb K danny

Crpoka HadyuHaeTCd C JIEBATH s49eeK, KaxKJas U3 KOTOPBIX OTOOpakaeT CTaTyc
OIIPEJIEJIEHHON MPOBEPKH. flueitka MOXKET MPUHUMATH 3HAYEHUE OJTHOTO W3 CJIETYIONIUX
THTIORB:

® . — O3HAYaeT, YTO MPOBEPKA IMPOIJIeHA YCIIEITHO;

e ? — O3Ha4YaeT, 4YTO IIPOBEPKY HE YJIAJOCh BBIIOJHUTHh O KAKUM-TO IPUYUMHAM
(HampuMmep, OTCYTCTBYIOT IIpaBa Ha dTeHue (aiiia);

® OJMH W3 YKa3aHHbIX HH2KE CHMBOJIOB, B TaKOM CJIy49a€ 39TO O3Ha4dYaeT, dYTO
COOTBETCTBYIOIIIasd ITPOBEPKa 3aBEPIINIACH Heyﬂaqeﬁ:

— S — pasmMmep daiira OTIIMIaeTCs;
— M — mpaBa J0ocTyna Wik TUI (ailia OTINIa0TC;

— 5 — KOHTpOJIbHasi cymMMa pailjia He COOTBETCTBYET 3TAJIOHHOI;
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— D — crapmuit (major) wiu MaaImuil (minor) HOMEp yCTPOHCTBA OTJIUIAETCS;
— L — myTh, HA KOTOPBIH CCHLIAETCS CCHLIKA, HE COOTBETCTBYET OKHUIAEMOMY;
— U — ormmmyaercsd MMoJIb30BaTesib — Biajeser daiiia;

— G — ommyaercs rpyiia — Biajeser dgaiiia,;

— T — ommyaercs BpeMs IOCJIeIHero u3Menenus gaiina;

— P — paspermenus (capabilities) daiiia He COOTBETCTBYIOT OXKUIAEMBIM.

B ciydae ecsim nipoBepsieMbrit haila ABJISI€TCH CHEIUATBHBIM C TOYKH 3PEHUS MAKETHOTO
menekepa RPM, nocse neBsatu staeek co crarycom OyreT ykazan Tuil gaitia.

¢ — koHburyparmonnblii daita (mepeuncien B 6soke %Sconfig spec-daiima RPM-
naKera);

d — daiisn ¢ mokymenrtanueil (mepednciier B 6J10ke %doc spec-daiina);

g — TaK Ha3bIBAEMBINl «IpU3padHblity daila (nepeuncien B 6sioke %ghost spec-
daiisia), 970 03HAUAET UTO CoJepKUMOe (haiiyia He ABJISIETCS YaCThIO JIAHHOTO MAKeTa;

1 — daiisl ¢ JIUIEeH3NOHHbIM coralenueM (mepednciern B 60ke %license spec-
daiina);

r — daitn README (nepeuucsien B 6j10ke %readme spec-daiiia).

st 0ObIYHBIX (hailjIoB MM KaTaJIOTOB THUII HE YKa3bIBAETCSI.

B koHIle cTpOKM BBIBOJIa HAXOAUTCH IYTh K (pailyly, KOTOPBIA HE MPOIIET IPOBEPKY.

Ecnu Bce mmakeTnbl u BKIIIOYEHHDBIE B HUX (hallJIbl ITPOILIM ITPOBEPKY, KOMAHIAA rpm --verify

BEPHET KOJI BO3BpaTa 0, B MPOTUBHOM CJIy4ae KOJ BO3BpaTa Oy/IeT HEHYJIEBBIM.
Haee, pacCMOTPUM HECKOJIBKO PEAJTbHBIX MTPUMEPOB PaOOTHI C YTUIUTOMN.

e YcriernmHas TpoBepka makeTta bash:

$ sudo rpm -V bash

$ echo $7?
0

U3menennii He 06HAPYXKEHO, KOJT Bo3BpaTa — 0.

e [IpoBepka Bcex IakeToB, MMeHa KOTOPBLIX HaduHaOTcd ¢ Krb5, oOHapy:KuBaeT

u3Menenus B (aitse /etc/krb5. conf:

$ sudo rpm -V -a krb5*
S.5...... c /etc/krb5.conf
S.5...... c /etc/krb5.conf

$ echo $7?
1
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Craryc S B 11epBOil sideifke O3HAYAET, 9TO (PAKTUIECKUN paszMep daiiaa OTIHIAETCs
OT OXKHUJAEMOI'o, & CTaryC 5 B TpeTbeil d4elike — YTO KOHTPOJIbHAA CYyMMa
daitna oruydaercsd OoT dTajoHHOM. JlaHHBIN daitn aBasgeTcd KOHMUTYPAITMOHHBIM
(craryc ¢ mnepen umeneMm aiiia) U OOHAPYKEHHOE HECOOTBETCTBUE CUYUTAETCSH
HOPMAaJIbHBIM, €CJIU Bbl H3MEHAIU (DAl B IIporecce HACTPOMKU crucTeMbl. [lockobKYy
onuH u3 aityioB ObLT U3MEHEH, KOJI BO3BpaTa HeHyJeBoit. [IpoBepka BbIOHSIETCS
MTOCJIE/IOBATEHHO JIJIsI KaXKJIO0TO OTJEJIbHOIO IMaKeTa, MOJAXOISIEro moji ycjaosue. B
sroMm tipumepe daitn /etc/krb5.conf mpunajyiexkut kak 32-6mtHOMy, Tak u 64-
ouTHOMYy BapuwaHTy Mmakera krb5-libs u, cooTBercTBeHHO, MHMOpPMAaIUs 00 3TOM
daiise BBIBOIUTCS JIBa pas3a:

$ rpm -qf /etc/krb5.conf
krb5-1ibs-1.21.1-4.e19 5.x86 64
krb5-1ibs-1.21.1-4.e19 5.i686

IIporpamma aJia KoHTpoJsd HejgoctHoctTu AIDE

aide (Advanced Intrusion Detection Environment) — 310 mporpamma st IpoBepKu
IIeJIOCTHOCTH (hailyioB.

[Tpunmun paboThl JIAHHONO WHCTPYMEHTa 3aKJI0YaeTCsd B CJEIYIONEM: 110 TPeOOBAHUIO
aJIMUHUACTPATOPA aide cO3AET a3y JTAHHDBIX, KOTOPAas COAEPXKUT PABIUIHYIO NHMOOPMAIIIIO
o daitylax B cUCTeMe W IIPU TOCJEYIONINX 3aIlyCKaX yTHUJIUTHI BBIIOJHAETCSA MPOBEPKA
TEKYIIEro COCTOSAHUS OTCJICKUBAEMBIX (DailjIoB Ha MPEIMET COOTBETCTBUS dTAJOHHOMY. B
cJIydae BbISIBJIEHUS OTKJIOHEHUU T€HEPUPYeTCsi COOTBETCTBYIOIIUN OTYET.

Yrunura aide obyamaer caeayOMUMI BO3MOXKHOCTSIMU:

e rojep:KuBaeT xpanenve B b/l u orciekuBaHne m3MeHeHUsT PA3JIMIHBIX aTPUOYTOB
daitnos: Tun daiina, mpasa mocTyma, HOMEp WHJIEKCHOro meckpunropa (inode),
BJIaJIeJIbIA U TPy dailia, pa3Mep, BpeMsl IOCIeIHero n3Menenus daiiaa (mtime),
BpeMsl TIOCJIEJIHETO M3MEHEHUsI ero MeTaJIaHHBIX /COoepKuMoro (ctime), Bpems
nocJjieIHero JocTyna K dairy (atime), KoJm4ecTBO CChLIOK Ha (ailyl u T.II.

o CO3,ZLaéT u IIpoBepdeT KOHTPOJIbHBIE CYMMBI C HMCIIOJIB3OBaHUEM PA3JIMYHBIX XEIIl-

dbyukmumit: SHA256, SHA512, SHA1, MD5 u T.1.

® OTCJIEKUBAET M3MEHEHNEe PacIinpeHHbIX aTpubyToB ¢aitior: Posix ACL, SELinux,
xattr, e2fsattrs.

® aBTOMATHYECKHMIl 3aIlyCK 4epe3 systemd Taiimeppl uaM Cron ¢ OTIPABKOIit
YBEIOMJICHUA 110 9JIEKTPOHHOMN II0YTeE.
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YcraHoBKa U mepBUYHAdA HacTpoiiKa aide

g ycranoBKM aide BBITIOJTHUTE CJIELYIONTYI0 KOMaHIY:

’$ sudo dnf install -y aide

B koudwuryparmuu 1mo ymosdaHuio aide MMpoBepsieT JIUIIbL HEKOTOPBI Habop ¢ailion
U KaTajoroB, OIPEJeJICHHbIH B KoHuUrypamnuonnom ¢aiie /etc/aide.conf. s
OTCJIEZKUBAHUS WU3MEHEHUs B JpPyrux Qailylax W Karajorax BaM OTPeOyeTCss BHECTH
COOTBETCTBYIOIINE TIPABKU B KOH(PUTYPAIMOHHBIN ailyi Tepes; WHUIMAIU3AIUECH
6a3pl jmanabix aide. Ilommas wadopmalusa O HACTPOUWKE NTPOrpaMMbl HaXOJIUTCA HA
COOTBETCTBYIOIIEH CTpaHUIle JOKyMeHTanuu man aide.conf.

Jta nHUTIMAIM3AIIN 0a3bl JIAHHBIX BBITIOJHUTE CJIELYIONIYI0 KOMAaH/LY:

$ sudo aide --init
Start timestamp: 2025-01-16 12:54:34 +0300 (AIDE 0.16)
AIDE initialized database at /var/lib/aide/aide.db.new.gz

Number of entries: 204419

/var/lib/aide/aide.db.new.gz

MD5 : bJRtOP9rQ31R7Wq4SZIlsw==

SHA1 1 /nMlabzKvpoUSt22HiuKAsx7zE4=

RMD160 1 Fw7M305xqg55CKfXXuJgeQ9bn8aE=

TIGER : ¢JIxmyGjwuecrEIUNhJgs rRApgQmHNV6

SHA256 : 1UpCg8pVKy6a34FdCNurMULO4BtV65sD
8k9pgX1mSro=

SHA512 : /+DHSwBp2kcMHVO5HXk3FQvLbvZUO1X

6+YDcT4kXyUcAekf46zoEKADVA89AX8S
H3Xh7CRxF2uQ4wFTrFv8Gg==

End timestamp: 2025-01-16 12:55:16 +0300 (run time: Om 42s)

[Tpu 3amycke ¢ Kao4doM --init yrunura aide co3maér HoByO 6a3y qaHHBIX B daitae /var/
lib/aide/aide.db.new.gz, 3ajjannom jmpekTuBoii database out B KoHdurypammoHHOM
daitne. Ho 11 poBepKH MEJIOCTHOCTU CUCTEMbI UCIIOJIb3yeTcst 6a3a u3 daiina /var/lib/
aide/aide.db.gz, myTh K KOTOpOMY 3ajaH aupekTuBoil database. CooTBeTcTBEHHO, st
WCIIOJIb30BAHUS CO3/IAHHON 0a3bl JJAHHBIX HEOOXOIMMO ITePENMEHOBATH (haii:

’$ sudo mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz

HpOBepKa ODeJIOCTHOCTN CUCTeMblI C ITOMOIIIBIO aide

Komanna aide --check BbIIOIHSET TPOBEPKY IEJOCTHOCTH CHCTEMBI W TE€HEPUPYET
COOTBETCTBYIONINI OTYET:

$ aide --check
Start timestamp: 2025-01-17 00:16:58 +0300 (AIDE 0.16)
AIDE found differences between database and filesystem!!

(IpOTOITIKEHNE HA CIIELYIOIEeH CTPAHWIE)
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Summary:
Total number of entries: 204420
Added entries: 1
Removed entries: 0
Changed entries: 2

f . .C... : /etc/cups/subscriptions.conf
f .C... : /etc/cups/subscriptions.conf.0

File: /etc/cups/subscriptions.conf

SHA512 1 1Y//ZXGFIOCw5Sw+dsglTI5uanAubycGo | gw@CO7RN6YjIbRHVTVjthdZyfI/igk7K
SU5HoonBNSbGDb2sNVZLX/0olLvPHyPDo | ZGoICuAK4CEZHcoTQTMPoORSNRUgqWXz0
qGGLZHHx35ce7yFxVxmjdQ== | eledW9hvpSltkjIxywX3RQ==

File: /etc/cups/subscriptions.conf.0

SHA512 : HwYU5Ddhxs+MTd+7h67ToWOclnjts3eu | MZ0iOFpYIbRYnZECCA+Dq9UZCoB1TO/n
Lro+IZrhTR+yVAOW85Ji0cKP/77ZdqFS | OELsf8rnHmL/pp6uz2GgJHURNrHcloOh
7FRt4bCEB1L1T8SNe8Nonw== | 14JpCwIjfXhWANs3mkkzzg==

/var/lib/aide/aide.db.gz

MD5 : bJRtOP9rQ31R7Wq4SZIlsw==

SHA1 1 /nMlabzKvpoUSt22HiuKAsx7zE4=

RMD160 1 Fw7M305xq55CKfXXuJgeQ9bn8aE=

TIGER : ¢JIxmyGjwuecrEIUNhJgsrRApgQmHNV6

SHA256  : iUpCg8pVKy6a34FdCNurMULO4BtV65sD
8k9pgX1mSro=

SHA512 : /+DHSwBp2kcMHvO5HXk3FQvLbvZUO1xj

6+YDcT4kXyUcAekf46z0EKdDVA89AX8S
H3Xh7CRxF2uQ4wFTrFv8Gg==

End timestamp: 2025-01-17 00:17:18 +0300 (run time: Om 20s)

B nannom npumepe, B cucreme ObLIM OOHAPYKEHBI CJIEIYIONINE U3MEHEHUSI OTHOCUTEIBHO
9TAJIOHHOT'O COCTOsTHUSA U3 6a3bl JAHHBIX:

e ObLT co37aH KartaJior /root/.config/procps;
e ObLT u3MeHéH daitan /etc/cups/subscriptions. conf;

e ObLT M3MeHEH daitn /etc/cups/subscriptions.conf.O.
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Oo6HoBJIeHUE Da3bl JaHHBIX aide

it obHOBJIeHUsT Oa3bl JAHHBIX aide mocjie BHECEHUsI U3MEHEHUI B CHCTEMY HUCIIOJIb3yiTe
KOMaHJy aide --update:

$ sudo aide --update

Start timestamp: 2025-01-17 00:27:30 +0300 (AIDE 0.16)
AIDE found differences between database and filesystem!!
New AIDE database written to /var/lib/aide/aide.db.new.gz

Summary:
Total number of entries: 204420
Added entries: 1
Removed entries: 0
Changed entries: 2

f e .C... : /etc/cups/subscriptions.conf
f . .C... : /etc/cups/subscriptions.conf.0

File: /etc/cups/subscriptions.conf

SHA512 1 1Y//ZXGFIOCwSw+dsglTI5uanAubycGo | gw@CO7RN6YjIbRHVTVjthdZyfI/igk7K
SU5HoonBNSbGDb2sNVZLX/olLvPHyPDo | ZGoICuAK4CEZHcoTQTMPoORSNRUgQWXz0
gGGLZHHx35ce7yFxVxmjdQ== | el6dW9hvpSTltkjIxywX3RQ==

File: /etc/cups/subscriptions.conf.0

SHA512 : HwYU5Ddhxs+MTd+7h67ToWOclnjts3eu | MZOiOFpYIbRYnZECCA+Dq9UZCoB1lTO/n
Lro+IZrhTR+yVAOW85Ji0cKP/77ZdqFS | OELsf8rnHmL/pp6uz2GgIJHURNrHcloOh
7FRt4bCEB1L1T8SNe8Nonw== | 14J3pCwIjfXhWANs3mkkzzg==

/var/lib/aide/aide.db.gz

MD5 : bJRtOP9rQ31R7Wq4SZIlsw==

SHA1 1 /nMlabzKvpoUSt22HiuKAsx7zE4=

RMD160 1 Fw7M305xqg55CKfXXuJgeQ9bn8aE=

TIGER : ¢JIxmyGjwuecrEIUNhJgsrRApgQmHNV6

SHA256 : 1UpCg8pVKy6a34FdCNurMULO4BtV65sD
8k9pgX1mSro=

SHA512 1 /+DHSwBp2kcMHVO5HXk3FQvLbvZUO1X

6+YDcT4kXyUcAekf46zoEKADVA89AX8S
H3Xh7CRxF2uQ4wFTrFv8Gg==

/var/lib/aide/aide.db.new.gz

MD5 1 9XQcGyeUGCo4jQFgKNWCSw==

SHA1 : JT98QJxegb+XsjzCHB5sbaFpsoQ=

RMD160 : t8pAZIn/4MsB+YiYi7wrluiediY=

TIGER : 0ddP+JHtsDFFr+9GeCymlZ7meJVOK5uI

SHA256 : SB9BYNa0zq8f5QYMbkNzTZ78yMWypO1lF
UUbNH8Q04Ig=

SHA512 : WeutFJZKQQydQkBSGvsuyC/ASE54v0cP
NnrJ1j7Pj jMXINFpQVIhgQVE+LwtDFjq
Kj9/MeYhjHQchYHNwhmotw==
(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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End timestamp: 2025-01-17 00:27:53 +0300 (run time: Om 23s)

Kak u B ciydae c aide --init, namHas KOMaH]ia CO3/acT HOBBIN (aitj 0a3bl JaHHBIX
/var/lib/aide/aide.db.new.gz, a Tak»Xke creHepupyer OTIET 00 M3MEHEHUSIX B CHUCTEME
OTHOCHUTEJILHO ITPEJIBIYIIEr0 COCTOAHUSA 0a3bl JIAHHBIX.

[TockonbKy Ha JIAHHOM 3Talle y BaCc €CTh W HOBOE, M CTapoe COCTOgHmEe Oa3bl JAHHBIX,
BBl BCE eI MoOxKeTe 3amycTuTh aide --check g crapoit 6a3bl JTaHHBIX U HPOBECTH
CPaBHUTEJIbHBIN aHAJIU3 OTYETOB B C/Iydae BOSHUKHOBEHUS TAKON HEOOXOIMMOCTH.

Tak:ke yrunura aide momjepKuBaeT CpaBHEHWE HOBOI BepcuM 0Oa3bl JTAHHBIX CO CTApOU
— 3a 9TO OTBEYAET apryMeHT KOMAaHJIHOW CTPOKU --compare. [ljag aToro Bam HEOOXOIMMO
b0 106aBUTH B KOHMUTYpAIMOHHBIN daitn /etc/aide.conf mupexkTuBy database new,
YKa3bIBAIOIIYIO HaA MYTh K (pailly ¢ HOBOI 0a30ii JIAHHBIX:

’databasefnew=file:@@{DBDIR}/aide.db.new.gz

JII/I6O BbI MO2KETE€ OIIPpEAC/INThL 3HAYCHUE TUPEKTUBLI C IIOMOIIBIO apryMEHTOB KOMaH,ILHOfI
CTpPOKHU --before mymm --after npu BbI30Be aide --compare:

$ aide --compare --after='database new=file:@@{DBDIR}/aide.db.new.gz'
Start timestamp: 2025-01-17 11:19:47 +0300 (AIDE 0.16)
AIDE found differences between the two databases!!

Summary:
Total number of entries: 204420
Added entries: 1
Removed entries: 0
Changed entries: 2

f e .C... : /etc/cups/subscriptions.conf
f .C... : /etc/cups/subscriptions.conf.0

File: /etc/cups/subscriptions.conf

SHA512 1 1Y//ZXGFIOCw5Sw+dsglTI5uanAubycGo | gwOCO7RN6YjIbRHVTVjthdZyfI/igk7K
SU5HoonBNSbGDb2sNVZLX/olLvPHyPDo | ZGoICuAK4CEZHcoTQTMPoORSNRUQWXz0
qGGLZHHx35ce7yFxVxmjdQ== | el6dW9hvpS1tkjIxywX3RQ==

File: /etc/cups/subscriptions.conf.0

SHA512 ! HwYU5Ddhxs+MTd+7h67ToWOclnjts3eu | MZ0iOFpYIbRYnZECCA+Dq9UZCoB1TO/n
Lro+IZrhTR+yVAOW85Ji0cKP/77ZdqFS | OELsf8rnHmL/pp6uz2GgIJHURNrHcloOh
7FRt4bCEB1L1T8SNe8Nonw== | 143pCwIj fXhWANs3mkkzzg==

(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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/var/lib/aide/aide.db.gz

MD5 : bJRtOP9rQ31R7Wq4SZIlsw==

SHA1 1 /nMlabzKvpoUSt22HiuKAsx7zE4=

RMD160 1 Fw7M305xq55CKfXXuJgeQ9bn8aE=

TIGER : ¢JIxmyGjwuecrEIUNhJgs rRApgQmHNv6

SHA256 : 1UpCg8pVKy6a34FdCNurMULO4BtV65sD
8k9pgX1mSro=

SHA512 : /+DHSwBp2kcMHVO5HXk3FQvLbvZUO1xj

6+YDcT4kXyUcAekf46zoEKADVA89AX8S
H3Xh7CRxF2uQ4wFTrFv8Gg==

/var/lib/aide/aide.db.new.gz

MD5 1 9XQcGyeUGCo4jQFgKNWCSw==

SHA1 : JT98QJIxegb+XsjzCHB5sbaFpsoQ=

RMD160 : t8pAZIn/4MsB+YiYi7wrluiediY=

TIGER : 0ddP+JHtsDFFr+9GeCymlZ7meJVOK5ul

SHA256 : SB9BYNa0zq8f5QYMbkNzTZ78yMWypO1F
UUbNH8QO4Ig=

SHA512 : WeutFJZKQQydQkBSGvsuyC/ASE54vOcP

NnrJ1j7PjjMXINFpQvIhgQvE+LwtDFjq
Kj9/MeYhjHQchYHNwhmotw==

End timestamp: 2025-01-17 11:19:57 +0300 (run time: Om 10s)

[Tocsie obHOBIEHNS Oa3bl TAHHBIX U 3aBepIleHus paboThl ¢ oTYéTamMu repenMenyiire daii,
4TOOBI yTH/INTA aide Havya/Ia MCIIOJIb30BATH HOBYIO 0a3y IS MOCJIEYIONUX ITPOBEPOK:

’$ sudo mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz

OHOBeIHeHI/Ie O HapymieHnm nejJIOoCTHOCTHA 00'BbEKTOB KOHTPOJIA

i aBTOMATUYECKON TPOBEPKH IEJIOCTHOCTU CHUCTEMBI YTUJIUTOW aide ¢ 3aJaHHOMN
MIEPUOJIMIHOCTHIO MOXKHO WCIIOJIb30BaTh CJIyKOy Cron wiam Taiimepbl systemd, a i
OTIIPABKM yBEJIOMJIEHUII — JIOKAJIBHBIA TIOYTOBBIN CepBEP WM JIIO0OE JPYToe peIleHue,
KOTOPO€ MOKHO BBI3BaTh U3 CIleHApUd KOMAaHJIHONI CTPOKM.

CrieHapuii aJid aBTOMAaTH4YeCKOro 3amycka aide

Hwuxxe mpuBesién mpumep crieHapusd KOMaH/THOW CTPOKU, KOTOPBIN 3aIlycKaeT yTUJINTY aide
U OTIIPABJIAET €€ OTUET JEKTPOHHBIM ITUCHMOM, €CJIM KO BO3BpaTa ObLIT HEHYIeBhIM. Takoit
KO/ BO3BpATa 03HAYAET, YTO BO BPEMsI IIPOBEPKU ObLIN OOHAPYKEHbI PACXOXKICHUS ¢ 6a30ii
JIAHHBIX UJIA BO3HUKJIU OIIHOKH.

#!/bin/bash

# e-mail agpec, Ha KOTOpbIKi HeobxogmMo OTNpaBuUTb OTYET aide
ADMIN EMAIL='admin@localhost'

# ucxopawmn e-mail agpec
FROM EMAIL='aide@localhost'

# nyTb K Qanny ot4yéra yTunuTel aide, 3apaétca pupektuBoun report url B

(upomoJKeHNE Ha CJIeLyIOIIeil CTPAHUIIE)
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# KOH@UIrypaunmoHHoM pawnie
AIDE LOG='/var/log/aide/aide.log'

# Tema nucbMa
SUBJECT='AIDE: integrity check failed'

# 3anyctutb aide u oTnpaBuThb Qaun oT4ETa eciu Kog Bo3BpaTta He paBeH 0O
/sbin/aide --check &>/dev/null || /sbin/sendmail -i -t <<EOF

To: ${ADMIN EMAIL}

From: ${FROM EMAIL}

Subject: ${SUBJECT}

$(cat ${AIDE LOG})
EOF

Coxpanute crieHapuit B (aiis /usr/local/bin/aide-report.sh, yctaHoBuTe KOppPEKTHBIE
IIpaBa JOCTYIIa U C,HeﬂaﬁTe €I'0 UCIIOJIHAECMBbIM .

$ sudo chown root:root /usr/local/bin/aide-report.sh
$ sudo chmod 755 /usr/local/bin/aide-report.sh

HaCTPOf/,IKa JIOKQJIBHOTI'O ITOYTOBOI'O cepBepa

B namHOM PyKOBOJCTBE B KA4eCTBE MOYTOBOU CJIY2KObI IIpejjiaraeTcs UCIOIb30BaTh post -
fix, JJIT ero yCTAaHOBKU W BKJIIOYEHUS BBIIIOJTHUATE CJIEAYIONINE KOMAaH/IbI:

$ sudo dnf install -y postfix
$ sudo systemctl enable --now postfix

s meseit  TecTUpOBaHUS JIONOJHUTEJIbHAS KOHMUIYPAIUs IIOYTOBOIO CepBHUCA HE
TpebyeTcsd — JA0CTATOYHO YTOOBI OH OBbLII 3AITYIIEH U MTOJIb30BaTe/b, HA UMs KOTOPOI'O OyIeT
OTIPABJIATHCA JIEKTPOHHAA IOYTA, CYIIECTBOBaJ B cucreme. llosiydennaa modra Oyier
COXPAaHATHCA B TEKCTOBBIN (haita ouepesu /var/spool/mail/UMA_NOJIb30BATEJIA, ¢ KOTOPBHIM
MOXKeT paborarh Kak mouroBblii Kiment Evolution (tum cepepa «Cranmapraas st Unix
ouepesib TUIIa Mbox» ), Tak U Jiobasi IporpaMMa Jjisi IPOCMOTPa TEKCTOBBIX daiiyios (less,
cat u r.11.). Jlyist mosryuenust uadopmarmu o 6e301acHON HACTPORKE TTIOUTOBOM CITyKObI 1151
peaIbHBIX yCJIOBHUI BaM HEOOXOIMMO OOPATUTHCH K CIEIUATUIUPOBAHHOMY PYKOBOJCTBY.

Ilepuoanyeckmuii 3ammyck aide

Ilepuoanyeckmnii 3anyck aide ¢ MoMoIb0 cron

Jig  mepuomdecKoro 3alyckKa yTWJIATHI aide ¢ IMOMOIIBI0 CJIyKObI Cron 100aBbTe
COOTBETCTBYIOIILYIO 3anuch B daity crontab mosb3oBarensa root. Hanmpumep, s mposepku
1IeJIOCTHOCTH CUCTEMBbI KazKJble TP daca, 3allyCTUTe peJlakTop crontab komanioit crontab
-e, nobaBbTe B KOHEIl (ailjia CJIeIYIONIYI0 3aliCh U COXPAHUTE U3MEHEHUSI:

0 */3 * * * /Jusr/local/bin/aide-report.sh
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Ilepuomuyeckuii 3amyck aide c momoribio Taiimepa systemd

B kadecTBe aibTepHATHBBI CIYy?KOE Cron BbI TAKXKEe MOXKETe MCIOJIb30BATh TaiiMephl SYS -
temd j1s 3allycKa IEePUOIUYECKUX 3a/1a4.

B mnepByioo odepenb cozmaiite cepBucHbiii daitn /etc/systemd/system/aide-report.
service cieayomniero comepKaHusd:

[Unit]
Description=AIDE periodic scan

[Service]

Type=simple

# KomaHpga Ana 3anycka
ExecStart=/usr/local/bin/aide-report.sh

# 3anyckatb KOMaHAy OT WUMEHW rosib3oBatens root
User=root

3areMm cozmaiite (aiis /etc/systemd/system/aide-report.timer ¢ onucanuem Taiimepa:

[Unit]
Description=Run AIDE scan every 3 hours

[Timer]

# 3anyckaTtb TaKnMep Kaxpgble 3 4aca

OnUnitActiveSec=3h

# 3anyctutb TauMep 4Yepe3 5 MuHyT nocne 3arpy3Ku CUCTEMbI
OnBootSec=5min

[Install]
WantedBy=timers.target

YcranoBuTe IpaBUJIbHBIE TIPpABa JOCTYIA U BIAJEIbIA JJIsi CO3TAHHbBIX (PailIoB:

$ sudo chown root:root /etc/systemd/system/aide-report.{service,timer}
$ sudo chmod 644 /etc/systemd/system/aide-report.{service,timer}

Ob6noBute KOoHUryparuo systemd u 3amycrure Taimep:

$ sudo systemctl daemon-reload

$ sudo systemctl enable --now aide-report.timer

Created symlink /etc/systemd/system/timers.target.wants/aide-report.timer - \
/etc/systemd/system/aide-report.timer.

[Tocsie aTOrO TajfiMep AKTUBUPYETCS U MIPOBEPKA CUCTEMBI OYJ/IET BBITIOJTHATHCA KaXKJIble TPU
Jaca.

Craryc TaiiMepa MOKHO ITOCMOTPETH C ITOMOIIBIO CJIELYIOIIEl KOMAHIbI:

$ sudo systemctl status aide-report.timer
® aide-report.timer - Run AIDE scan every 3 hours
Loaded: loaded (/etc/systemd/system/aide-report.timer; \
enabled; preset: disabled)
Active: active (waiting) since Tue 2025-01-28 18:52:27 MSK; \
4min 41s ago
Until: Tue 2025-01-28 18:52:27 MSK; 4min 41s ago
Trigger: Tue 2025-01-28 21:52:27 MSK; 2h 55min left
Triggers: e aide-report.service

Jan 28 18:52:27 msvsphere.localdomain systemd[1]: \
Started Run AIDE scan every 3 hours.
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Onnuu KoMaHIHOW CTPOKU yTUJIUTHI aide

Tabsunia 36: Ouinun KOMAaHJIHON CTPOKK YTUIUTHL aide

Apryment Onucanne

--check, -C Belmosasier mpoBepKy CHCTeMbI Ha HPEIMET HAPYIIEHNs IeJIOCTHOCTH OTHOCHTEILHO COCTOSIHNS, 3a(hHKCHPOBAHHOTO
B Gase mannbix aide. Basa gaHHBIX jo/DKHA ObITH MHMIMAJIM3HPOBAHA M HAXOMUTHCS IO IyTH, OIPEEIEHHOM
JIUPEKTHBOM database B KoHpurypanuonHoM daitiie. DTor pexkuM paboThl UCIOJIB3YeTCs 10 YMOIYAHHIO eCJIH
yTHIIMTa 3aIyliesa 6e3 KaKux-J1ub0 apryMeHTOB.

--ipit, -i Wannpanusupyer 6asy JaHHBIX JJIsi XPaHEHMs! COCTOsiHMsI cucrembl. Ilocie mauumanmsamum BaM norpebyercs
nepenmenosarsb aiin uTobpl Komanaa - - Check morna ¢ num paGorars.

-- update , -u O6HoBIIsIeT 6a3y JAHHBIX aide urober ona coorBercTBOBATA TEKYIIeMy COCTOSHHUIO CHCTEeMbL. Bxoauas (database
B KoHuryparmonHoM daiine) u Boixoxnas (database out s kondurypamuonnom daiine) Gasbl JaHHBIX JOIKHbI
OTJIMIATHCS.

--compare, -E Cpasrubaer jpe 6aspl nannbix aide. Ilytu k HuM J0JKHBI ObITH ompesenenst qupektusamu database u
database_new B xondurypaunonnom daiine.

- —config-check, -D OcranasimBaer pabory aide mocie urenus KoH(MUryparuontoro ¢aiiia, moib30BaTelb OyJIeT yBeJIOMIEH O BCEX
O0OHAPYKEHHBIX B HEM OIIMOKaX.

--config=<nyTb>, -C <nyTb> Bajaér nyTh K Kondurypanuonnomy baitry aide. 3navenne no ymomuanuio — /etc/aide. conf. Ucnomsayiire
- s aTennsa kondurypanuonnoro daitia co crangapraoro ssona (stdin).

- —limit=<per73blp> , -1 <per_BbIp> OrpanuauTh 1poBepKy u obHOBiIeHMe BJI TombKO ailiaMun ¥ KaTajaoraMu, COOTBETCTBYIOUUMHU 3aJaAHHOMY

peryisipHoMy BbIpazkeHnio. Obparure BEUMAHME, YTO PEryJISiPHOE BEIPAXKEHHE COBIIAIAET TOJIBKO C HAYAJIOM CTPOKH.
Ilpumep sanycka aide jyuist mposepku TOIBKO 06HEKTOB, IyTh KOTOphIX HaunHaercs ¢ /etc: aide --update
--limit /etc. Bee ocrasibhbie 06beKThI Gy/1yT IPOUTHOPHPOBAHBL.

--befo re=<napameTpbl>, -B <napaMmeTpbl> IlosBomsier  3azaTh  KOH(UIYPALMOHHBIE —[ADAMETPHI, KOTOpPble OyAyT NpPUMEHEHbl IepeJ  YTeHHeM
koudurypauonaoro daiina. C MOJHBIM CIUCKOM JOCTYIHBIX IAPAMETPOB BBl MOXKETE O3HAKOMHUTBCH HA CTPAHHIIE
nokymentaiu man aide.conf.

--after=<napameTpb>, -A <napameTpbi> Tlozosisier 3a1aTh KOHMUIY PAIMOHHBIE TAPAMETPBI, KOTOPbIe OyJLyT NPUMEHEHBI IOCIIe YTeH s KOHMDUTY DAIIOHHOTO
aiina. C HOJHBIM CIICKOM JOCTYIIHBIX APAMETPOB BBl MOXKETe O3HAKOMHUTHCH Ha CTPAaHMIE JOKyMeHTarmu man
aide.conf.

--ve rbose=<yposeHb>, -V<ypoBeHb> Onpezesigier crenelb AeTalbHOCTUH BBIBOJA aide, JIONYyCTUMBIE 3HAUEHUSA HAXOAATCA B Ipeiesiax OT 0 mo 255.

3HavueHne [0 yMOIMAHUIO — 5, IpH yKa3aHuu apryMenTa 6e3 ypoBHsi OyjeT ncnoib3osaHo 3nadenne 20. YkasanHoe

Yepe3 KOMaHJIHYI0 CTPOKY 3HaYeHne uMeeT GOIbIIHIT IPHOPUTET YeM 3HAaYCHHe, ONPEIEIEHHOE B KOHMDUIYPAIOHHOM

daite.

--report=<URI>, -r <URI> Vkaspisaer aide kyma ornpasists oruérsl. CMCOK MOEPKUBAEMbIX 3HAYEHHT BbI MOXKETE IIOCMOTPETb B CEKIIHI
URLS crpanuupr qokymenranuu man aide.conf.

--version, -v Brisectn Bepcuio u mapamerpbl cOopKn aide na 9KpaH I 3aBEPIIHTL paboTy.

--help, -h Boigars cipaBounyio nidopMaiumio 06 apryMeHTax KOMaH/0ii CTPOKH 1 3aBEpIIHTL PaGoTy.

Broraucienue u cBepka KOHTPOJIBHOU CcyMMBbI daiijia

Yrumura sha256sum 103BOJIAET BBIYHUCIATH KOHTPOJIbHBIE CyMMbI (DailJIOB 110 aJITOPUTMY
SHA-256 1 oCyIecTBIISITh UX CBEPKY C JAPYTMMU KOHTPOJBHBIMEU CyMMaMU, XPaHSIITAMUACS
B daitse.

Pexxumbr paboThbl yTWJIMTBHI U BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIUiA,
[IEPEYNCIEHHBIX B TaOIUIIE:

Tabmuna 37: Ouuun yrumure: $ha256Sum u ux smadenus

Onupst Buavenne

-b, --binary Ilo3BosIAIET CUNTBIBATD JIAHHbIE U3 (DAIOB B BONTHOM PEXKUME.

-c, --check ITosBosisieT OCYIIECTBATH CBEPKY PACCYNTAHHOTO 3HAYEHNs KOHTPOJIBHOI CYyMMBI ¢ HEKOTOPBIM APYIUM 3HAYEHHEM
KOHTPOJIBHOM CYMMBI, XPAHSIIUMCsI B pailiie, MMst KOTOPOTO JIOJIZKHO GBITH EPEIaHO yTHIINTE B KAYECTBE apryMEeHTa.

--tag BBIBOANTE PACCUYNTAHHYIO KOHTPOJIBHYIO cymMMmy B (popmare BSD.

-t, --text Yurarh B TEKCTOBOM pezKIMe (110 yMOIYAHMIIO).

-z, --zero BasepuraTh Kax1yio BeiBoauMyio crpoky NUL, a He cHMBOJIOM HOBOIi CTPOKH ¥ BBIKJIIOYUTH SKPAHUPOBAHIE HMEHH
daiina.

oo igno re -missing He coobmars uitx npepsBaThCs IPH OTCYTCTBHH (DailIoB.

--quiet TIpu cBepKe KOHTPOJIBHBIX CYMM II03BOJISIET He BBIBOAUTH coobierne 0K st Kazkaoro ycremHoro ciydast CBepKI

KOHTPOJIbHBIX CYMM.

--status IIpu cBepke KOHTPOJBHBIX CyMM IHO3BOJISIET B KOHIIE Pa0OTBI yTUIMTHI HE BBIBOJMTH HUYErO, KPOME KOJIA CBEPKH
KOHTPOJILHBIX CYMM.

--strict IIpu cBepKe KOHTPOJILHBIX CyMM IIO3BOJILAET BBIBOJUTE HEHYJIEBOE 3HAUECHHE JIJIsl HEPABHIBHO OT(OPMATHPOBAHHBIX
CTPOK KOHTPOJILHOM CYMMBI.

-w,warn TIpu cBepke KOHTPOJIBHBIX CyMM I03BOJISIET BBIBOAMTEH HPEYIPEXKIEHHS] O HENPABUILHO OTHOPMATHPOBAHHBIX
CTPOKaX KOHTPOJIbHON CyMMBI.

IPOJIOJIZKEHNE Ha Cllejlytoleil cTpanunie
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Tabmuma 37 — NPOJOJIZKEHNE ¢ TIPe/blAyIeii CTPaHMIbI

Onmust 3nauenne
--version ITokasaTh BEpCHIO yTUINTHI U BHIATH.
--help TlokazaTh CIpaBKy U BHIATH.

ITpumep: mojcuauTaeM KOHTPOJBHYIO CyMMY daitjia ¢ KypHAJIOM ayJIuTa 10 AJTOPUTMY

SHA-256.

JL7151 3TOTO BBIMOJHUM CJIEAYIONTYI0 KOMaH/TY:

$ sudo sha256sum /var/log/audit/audit.log
655h8467h74j8kf36mf76356r853k25748864ud7k835hr2kwuv9l4q73m74x7a49 /var/log/audit/audit.log

Taxxke OC MCBCdepa mpemocTaBisieT BO3MOXKHOCTDb BBIYUCIATH KOHTPOJIBHBIE CYMMBI
daitnos o asropurmy I'OCT. g 9Tor0 HEOOXOIMMO YCTAHOBUTH ITaKeT gostsum.

ITpumep: nogcuauTaeM KOHTPOJBHYIO CyMMY dailjia ¢ KypHAJIOM ayJIuTa 10 AJTOPUTMY

I'OCT.

JL71s1 9TOTO BBIMOJHUM CJIEAYIONTYI0 KOMaHTY:

$ sudo gostsum /var/log/audit/audit.log
054h7j3a8afbkf2h91k257r67k2974rfh47a5hg34n3h7s25ak3674wrmc4751s5 /var/log/audit/audit.log
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3amura naMaTn

3amuTta onepatuBHoit mamsaTu B OC MCBCdepa

Omnepanmonnasi cucrema MCBCdepa OC ocmoBana Hua 6a3e sgpa GNU/Linux,
COOTBETCTBEHHO, 3AIMUTA ONEPATUBHON MAMSATH U OTPAHUYEHUE TIPAB JTOCTYIA K CTPAHUIIAM
MaMsTH PEeAaJM30BaHO Ha 0a3e CTaHJAPTHBIX MeXaHm3MOB sjapa, KommuiasgTopa GCC u
dyHKIMI armapaTHOro 00ecreueHus.

AnmapaTHas 3a1uTa OT HepernoJiHeHusa oydepa

Hauwnas ¢ Bepcun simpa GNU /Linux 2.6.8, Boirymiennoit 8 2004 roay, Ha IEeHTPaJbHBIX
IIPOIIeCCOpaxX apXUTEKTYPhl X86 IOJJIEp2KUBAETCS allllapaTHAs 3allATa OT ITePEerOTHEHU
Oydepa myTEM BBITOJIHEHHS KOJIa B CTPAHUIAX TAMATHU, MOMEYEHHBIX KaK JaHHbIE —
NX-Bit (No Execute Bit) B rmepmuuonsorun AMD wmnu XD-Bit (Execute Disable Bit)
B TepmuHojiornu Intel. Dra TexHoJIOrMs Tak Ke peajnn3oBaHa B coBpemeHHbBIXx ARM-
IIPOIECCOPAX.

[IpoBepuTh, 3aj€CTBOBAH JIU STOT MEXaHU3M MOXKHO C TOMOIIBIO OJTHOW M3 CJIEJLYIOIINX
KOMAaHJI:

$ dmesg | grep 'Execute Disable'
[ 0.000000] NX (Execute Disable) protection: active

N

$ sudo journalctl | grep "protection: active"
Oct 08 10:10:25 localhost kernel: NX (Execute Disable) protection: active

Ecnu 3amura He akTuBHA, TO, BO3MOXKHO, B HacTpoiikax BIOS /UEFI Bamero obopyosanust
€CTb HACTPOMKA Jjisd €€ BKIIIOYCHUSI.

IIporpamMmHas 3amuTa OT IepenoJiHeHusi oydepa

Ucnonib3oBanne cOBpeMEHHBIX KOMIUWIATOPOB mo3Bosisier npumensat B MCBCdepa OC
paz3/IMYHble METO/bI 3aIUTHI OT IepenoHeHns Oydepa.

ViKe KIaCCHYeCKUM METOJIOM 3alllUThl CTeKa OT IEePENOJIHEHUS SBJISIeTCS <KaHapeikay
(canary stack protection), Ha3BaHHBI TaK B 9YeCTb NTHUI], KOTOPBIX KOIJA-TO MIAXTEPHI
WCIIOJIb30BAJIM B IIaXTaX B KadeCTBe NPUMHUTHUBHBIX Ta30aHAJIM3ATOPOB: €CJIH TITHUIA
yMupaJia, 3HAYUT HAXOJUThCH B maxTte ObL10 Hebe3zonacHo. CyTh METOMA 3aKJII0YACTCA B
TOM, 9TO IIPHU KAXKJIOM 3aIyCKe TTPOTPAMMBI TEHEPUPYETCS HEKOe CEKPETHOE YUCTIO0, KOTOPOE
3aTeM 3AIUCHIBAETCS B MAMSTh Iepe] aJipecoM BO3BpaTa U3 (DYHKIINHA U IIPOBEPSIETCS MPH
BBIXOJIe U3 (pyHKIMK. Ec/i OHO HE COOTBETCTBYET OKHMIAEMOMY, TO IIPOrPaMMa HEME/IJICHHO
3aBepiraeT cBoro pabory. IIpu nepenosnennu O6ydepa manHOE 3HAUEHHE, COOTBETCTBEHHO,
3aTUpAETCs, YTO U UPUBOAUT K cpabarpiBanuio 3amuTbl. B maketst MCBCdepa OC
JIaHHAs 3aIATa JT00ABJISETCS ABTOMATHYECKU U€Pe3 UCIIOJb30BAHUE OMIINA KOMITHISITOPA
-fstack-protector-strong.
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Emé omaoit BO3MOXKHOCTBIO KOMIWJIATOPA, TPUMEHSIEMON /1151 COOPKU TTAKETOB, SIBJISIETCH
FORTIFY SOURCE, koTopas j06aBjsieT IPOBEPKY Ha TeperojiHneHne Oydepa Jid Pa3aInaHbIx
GYHKIM, BBITOJTHSAIONIUX OIEPAIIUN C TTAMATHIO U CO CTPOKAMMU.

Takzxxe npu cbopke ITaKeTOB UCIIOJIB3YeTCs OTIIIHS KOMITHJISITOPA
-fstack-clash-protection, koropas peanmsyer 3amuTy OT arak Tuna <«stack clashy.
CoorBercrBytomiasa 3amura peajun3oBana B sape OC um B 6mbimoreke glibc. Cwmbica
TAKON aTaKW 3aK/II09aeTCd B TOM, YTOOBI BBI3BATL BBIMOJHEHUE BPEIOHOCHOTO KOJA WJIU
MTOBBICUTDH NTPUBUJIETUH OTHUM U3 CJIEIYIONIUX CIIOCOOOB:

e nepecevenue (clashing) — BbI3BaTH NEpecevyenne creka ¢ APYroi 06JACTHIO TTAMSITH
IyTEM BBIJIEJIEHUS TTAMATHU, MTOKa CTEK He JOCTUTHET JIPYTroil O0JIACTH TMAMSITH WU
IIOKa, JIpyTrasi 00J1acTh IMaMsTH He JOCTUTHET CTEKA.

e IPBDKOK (jumping) — MO3BOJISIET EPEMECTUTH yKa3aTeslb CTeKa B IPYIyIo 00IacTh
IIaMsATH, He 3aTparuBasd CTOPOXKEBYIO CTPAHUILY ITaMATH.

e pasbuenue (smashing) — BBIIOJIHUTH MEPE3ANNUCH CTEKA COJEPIKUMBIM JIPYTOi
00JIaCTU MAMSATH WM BBIIIOJHUATD MIEPE3AINCH JIPYToil 006JIaCTU MaMATH CONEPKUMBIM
CTeKa.

ASLR (address space layout randomization) uiu panaoMusaius pasMerieHus aapecHoro
IIPOCTPAHCTBA — €IME OJHA TEXHOJIOT U 3aIuThl namsaTh, npuMensiemas B MCBCdepa OC.
Cytb 3amurbl ASLR cBOIUTCS K UCIHOJB30BAHUIO CIIYYAWHBIX aJIPECOB JJIsi Pa3MeIleHUsT
CErMEHTOB KOJa U JAHHBIX B aJPECHOM IIPOCTPAHCTBE IMPOIECCA, UTO YCIOXKHSET
SKCILIYaTaIlUI0 PA3JIMYHbIX YA3BUMOCTEH, CBA3AHHBIX C IepernojHeHneM Oydepa, Tak Kak
aTakyIoIIeMy CHadaJa MoTpedyeTcss «yraJaTb» 10 KAKUM aJpecaM PACIOJIOKEHBI T€ WJIN
UHBIE CTPYKTYPbI JJAHHBIX [Iporecca (CTeK, Kyda u T.IL.).

Bamura ASLR BKIIHOYEHA 10 YMOJIYAHUIO ¥ KAKUE-JIMOO0 JIOMOJIHUTEIbHBIE JIeACTBUS 10 €&
HacTpoiike He TpedytoTcsd. IIpoBepuTh cTaTyCc MOXKHO € TTIOMOIIBIO CJIETYIONIell KOMaHIbI:

$ sudo sysctl -a | grep kernel.randomize va space
kernel.randomize va space = 2

Ommus kernel.randomize va space MoOXKeT HIPUHUMATDH CJIEAYIONINE SHAYUCHMS:

e 0 — 3zammra ASLR oTk/O9eHa, paHJIOMHU3AINASA aJPECHOTO TPOCTPAHCTBA HE
ITPOUCXOJTHT;

e 1 — zammura ASLR BritoueHa, ciydaiiHble ajpeca UCIOIB3YIOTCS JIJIsl PA3IEISeMbIX
oubsmorek, creka, VDSO u cucremuoro BbrzoBa mmap();

e 2 — (o ymomaanuio B MCBCdepa OC) zammra ASLR BrIIOUena, B JomoHenne K
IPEeBIIYIIM ITyHKTaM CJIydaiiHble ajpeca TaKzKe Oy/LyT MCIIOJIb30BAThCH JJIA KydH
1 CUCTEMHOT0 BbI3oBa brk().

Takxke B JaHHOM paszjene crout yrnoMsiHyTh rTexuosornto KASLR (Kernel Address
Space Layout Randomization), KoTopast 3aTpyIHSIeT PEATH3AINI0 HEKOTOPBIX ATaK IIyTeM
pasMernenusi CTPYKTYDP JaHHBIX spa IO CJIyYailHOMY aJpecy IpH KaxKJ0il 3arpyske
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OIIEPAIIMOHHON CHCTEMBI. DTa 3alUTa BKJIIOYEHA 0 YMOJYIAHUIO U He TpedyeT KaKoi-11bo
JOIIOJHUTEJIbHONM HACTPOMKMU.

]._.[pI/IHy;[I/ITeJILHaH O4INCTKa OHepaTHBHOﬁ IIaMATN

B ampe MCBCdepa OC mocrynna QyHKIUS TPUHYIUTEIBHON OYHUCTKU (II€PE3ANNCH
HYJISIMU) OTIEPATUBHOI IIAMSTH BO BPeMsi €€ BbIJICJICHUS ¥/ UJIK OCBOOOYKIEHUSI, ITO MOYKET
3HAYUTE/ILHO OCJIOKHUTH ATAKW, CBI3aHHBIE C yTEUYKONH WHGMOpPMAIUA TPUA MTOBTOPHOM
NCIIOJIb3OBAHUUN ITaMATU.

Orta QYHKIUA OTKIOYEHa [0 YMOJYAHUIO, ITOCKOJBKY TPUBOIUT K HEKOTOPOMY
3aMeJIJIEHUIO OIEPAIUil, CBI3aHHBIX C YIPABJEHWIO CTPAHUIAMHU IIAMATH, OJIHAKO €€
BKJIIOYEHUE MOXKET MMETh CMBICJI JIJIS TTOBBIIIEHUsT O€30TIaCHOCTU MHOT'OTIOJIH30BATE/IHCKUX
WM KPUTUYIECKU BaXKHBIX CHCTEM.

Jlig BKJIIOYEHUs] NMPUHYAUTEIbHON OYUCTKU IMAMSATH HUCHOJIL3YIOTCH CJIEIYIOIUE OIIIAN
Apa:

e init on alloc=1 — 3amnoOJIHATH BbIJEJ/IIEMble CTPAHUIIBI MAMSITH U OOBEKTHI Kyd4n
HYJISMU.

e init on free=1 — 3amo/THATH OCBOOOXKIA€MbIE CTPAHUIIBI TAMATH U OOBEKTHI KyUn
HYJIAMU.

B cBoux pekomenmanusx mo 6e3omacHoit HacTpoiike onepannonabix cucreM Linux @CTIK
PEKOMEHIyeT UCHOJIb30BATh TOJBKO omiuio init on alloc=1, HO TeXHUYECKU BO3MOIKHO
HCIIOJIb30BaHUEe 00enX OMIIMI OJHOBPEMEHHO WJIU 10 OT/EJIbHOCTH.

g Britouenus omrumu init on alloc=1 ;g BCeX YCTAHOBJEHHBIX B CHUCTEME sJIEP
BBITIOJTHUTE CJIEIYIONIYIO KOMAHJLY:

’$ sudo grubby --update-kernel=ALL --args="init on alloc=1"

N nepezarpysure KOMIbIOTED.

[Tocyie mepe3arpy3ku BbI MOXKETE ITPOBEPUTH cojiep:kuMoe (aita /proc/cmdline, 4Tobbr
yOeIUThbCs B TOM, 9TO (DYHKIIAS OUYUCTKU MMAMSITH aKTHUBHA:

$ grep -oP 'init on alloc\S+' /proc/cmdline
init _on_alloc=1

Y1o0bl OTKIOUATH (DYHKIUIO MTPUHYIUTEJTHLHON OYUCTKU MAMATH JJIs BCEX sJiep
HUCHOJIb3yHTE CJIEIYIONIYI0 KOMaH/IY:

$ sudo grubby --update-kernel=ALL --remove-args="init on alloc=1"

[Tocie koTOpoit TakzKe TOTPEOyeTCca Iepe3arpy3uTh KOMIBIOTED JIJIA ITPUMEHEHU
U3MEHEHU.


https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-25-dekabrya-2022-g
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ObGecneueHue HAJAEXKHOI0o PYHKINMOHNPOBaAHUS

BBeaenue

Cpe,ZLCTBa obecrieueHn st Ha,ZLé}KHOI‘O d)YHKHI/IOHI/IpOBaHI/IH IIpeaOoCTaBJIAIOT BO3MOXKHOCTU
PE3€PBHOI0 KOIIMPOBaHUA W BOCCTaHOBJIEHUA MTAaHHBIX W IIPOrPaMMHOI'O obecrieueHns apu
cOOsIX U OTKa3aX, a TaK2Ke BO3MO2KHOCTHU (byHKLLI/IOHI/IPOBaHI/IH OTAECJ/JIbHBIX 3IK3EMILJIAPOB
CHUCTEMbl Ha HECKOJbBKHX TEeXHUYIEeCKUX CpeacTBax B OTK&3OYCTOI71LII/IBOM pexKume,
O6€CH€“II/IBaIOH_LeM JOCTYIIHOCTBb CEPBUCOB W JaHHBIX IIpU BBLIXOJE M3 CTPOA OJHOI'O U3
TEXHUYICCKHUX CPEACTB MJIN IIPpU UCHEPIIaHUWKM BBIYUCIUTEJIbHBIX PECYPCOB.

ApxuBanus ¢daitjioB U JUpeKTOPUil

YTunura tar TNO3BOJSET AapXUBUPOBATb (Qailsibl U JIMPEKTOPUU CO BCEMH HX
MOJIUPEKTOPUAME U pailjlaMu, a 3aTeM BOCCTAHABIMBATH MX U3 apXWBa, T.€. SABJIAETCS
YIOOHBIM CPEJCTBOM IS CO3JAHUS PE3EPBHBIX KOIUA.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMble (OYHKIUA 33JaI0TCd HAOOPOM  OIIHiA,
IIepEeYnCIEHHBIM B TabJIuIE:

Tabmura 38: Oy yrumarer tar u nx snadenns

Ormyst Buauenne

-c, --Create CozyiaTh HOBBI apXuB.

-r, --append TIpucoemunTs (aiiibl K KOHIYY apXuBa.

--delete Vaamats daitn u3 apxusa.

-t, --list BeIBecTn CIICOK COEPKUMOrO apXuBa.

-A, --catenate, --concatenate IIpucoeuHUTD CyIEeCTBYIONMIl ADXUB K JIPyTOMY apXuBy.

-x, --extract, -get 3Bneus daitner n3 apxusa.

-u, --update JlobaBuTh B apxus Gosiee HOBbIE Bepcuu (ailjios.

-C, --directory=DIR CMeHUTD JMPEKTOPHIO TepeJt BbiroaHenneM onepaiyu Ha DIR.

--f, --file=ARCHIVE Beisectn pesymbrar B apxuBHbiit daitn uim B yerpoitcrso ARCHIVE.
-d, --diff OcyecTBUTh MPOBEPKY Ha HAIMYHE PA3IMYUil MKy apXUBOM M HEKOTOPOil (ail/ioBoil cucreMoil.
-V, --ve rbose BeiBoauTs moapo6Hy0 HHMOPMAINIO O IIPOIECCe BHIMOTHEHUS KOMAHIbL.

IIpumep: B npuMepe gupekTopus mydir m Bce e€ MOMIUPEKTOPUN CHAYAJA COXPAHAIOTCH
B (aitsie myarch.tar:

’$ tar cf myarch.tar mydir ‘

a 3aTeM M3BJICKAaIOTCA U3 apXuUBa.:

’$ tar xf myarch.tar

A 3TOT cKpuUNIT OpraHu3yeT XpaHeHNe YeThIPEX MOCIeTHUX PE3ePBHBIX KOIMUM JTUPEKTOPUN
/var/www B jnupektopun /opt/backup/www-backup. IlepBas Bepcus Oymer Bcernia MMeTb
nomep 0, rociegasisi — HoMmep 3. [Ipu coznmanum HOBBIX Bepcuil crapbie OyIyT yIAJIATHCS.
Camu pe3epBHBIE KOIIMHM XPAHSATCS B C3KATOM BUJIE.

#! /bin/bash

cd /opt/backup/www-backup

rm www-dump-3.tar.gz

cp www-dump-2.tar.gz www-dump-3.tar.gz

cp www-dump-1.tar.gz www-dump-2.tar.gz

cp www-dump-0.tar.gz www-dump-1.tar.gz

tar --selinux --acls --xattrs --czf www-dump-o.tar.gz /var/www
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CozgaHne apxuBOB M M3BJIiedeHne pailjioB U3 HUX

Vruaura Cpio UCIOIB3yeTCs [JjIsi CO3MAHMsSI apXHBOB W HM3BJedeHns (PailjioB U3 HUX, a
TaK2Ke JIjId KOMMpoBaHus (pailJioB B IEJIAX UX MIEPEHOCA U3 TEKYIIEH TUPEKTOPUA B JIPYTYIO.
[Tommep:kuBaeT MHOXKECTBO Pa3JINIHbIX apXUBHBIX (popMmaToB. IIpu uzBaedennn daitios u3
apXuBa YTUJIATA aBTOMATUYECKU PACIIO3HAET, KAKUM THUIIOM O0JIaJaeT apXUB, C KOTOPHIM
OHa B3aUMOJEHCTBYeT.

Pexxumbr paboThbl yTWJIMTBHI W BBINOJHAEMble (DYHKIIMU 33JaI0TCd  HAOOPOM  OIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Tabuna 39: Omu yruanTel CPi0 u ux 3navenus
Onmus Suavenne
-0, --Create Kommposars aiiibl B apxus.
-A, --append Jobasuth daitibr B apxus. MokeT ObITh HCIOIb30BAHA TOJIBKO B CBA3KE ¢ ONIuei - 0.
-1, --extract Komupyer aitiel u3 apXxuBa WIIH BEIBOJUT CIIHCOK COAEPXKHUMOIO HEKOTOPOTO apXUBa.
-p, --pass -th rough Komupyer daitner n3 oxHoil  ailyioBoit CTPyKTYpbl B JPYrylo, KOMOMHHUDYsI IPH 9TOM PEXKHMBI PabOTHI,
HCIIO/Ib3YIOIIMECs] TIPY Tlepejiate onuuil -1 1 -0, HO He MCIONIBb3Ys TIPH STOM APXHBBL
-a, --reset-access-time C6pachiBaer BpeMeHa 00palleHusi K BXOAHBIM (haifiaM 1ocjie uX KOMMPOBAHUSI, TAK ITO [IPU MCIIOJIb30BAHUN JTAHHOM

omrun OyJIeT Hellb3sl PACIO3HATE, YTO (aiiiibl ObLIM CKOIMPOBAHbL.

IIpumep: B npumepe cHadasa GJen-HOCUTEIb MOHTHPYETCs KaK yCTPOHCTBO /mnt:

’$ mount /dev/sdb4 /mnt

3aTeM cO3/1aeTCs U 3alUChIBACTCA Ha (DJIEI-HOCUTE b Pe3epBHast Komus gupekropun /lib:

’$ find /lib/ | cpio -0 > /mnt/2/backup.cpi

s Toro 4Tobbl BoccTaHOBUTH Bce (aitibl B aupektopuio /lib wu3 co3mannoit panee
APXWBHOW KOIUH, HEOOXOIUMO BBITIOJIHUTH CJIEIYIONIYIO0 KOMAHJTY:

’$ cpio -ivmd /lib/\* < /mnt/2/backup.cpio

Pe3epBHOE KOonmpoBaHUE JaHHBIX

Yrunura amanda 06J1a/1a€T BO3MOXKHOCTBHIO PE3EPBHOIO KOITMPOBAHUS JIAHHDBIX, XPAHAIAXCS
Ha MHOYKECTBE KOMIIBIOTEPOB B BBIYHUC/IUTE/HHOM ceTr. OHA pean3yeT KJINEeHT-CEPBEPHYIO
MOJIEJTb M UCIOJIb3YET CJIETYIONINEe YTUIUTDIL:

e KJIMEHTCKasd yTujuTa amandad, B3amMoJeiCTBYyOIIasd C CEPBEPOM CUCTEMBI.

Bo BpeMsdA CBO€ro BBIINIO/THEHUA BbI3bIBAE€T Apyrume yTUJINTbI:

selfcheck (mpoBepka KOHMUTypaIy KIMEHTA);

— sendsize (omeHKa 0ObEMa PE3EPBHON KOIWN);

sendbackup (BbIIIOJIHEHVE OlEpPAIMU PE3EPBHOTO KOIUPOBAHWA );

— amcheck (mpoBepKa KOH(MUrYpAIMHA CUCTEMBI).



e cepBepHad yTUjauTa amdump, THUIIMNPYIOIIAsd BCe oHepanuu pe3epBHOIO
KOIIMPOBAaHUA.

Bo BpeMsdA CBOE€ro BBIIMOJITHEHUA MCIIOJNBb3YyET APpyIrue yTUJINTbI 1
KOHTPOJIMPpYET UX BbIIIOJIHEHUE:

— planner (OHpe,ZLe.HeHI/Ie TOI'0, YTO HAaJO KOHI/IpOBaTb);

— driver (uHTepdeiic K BHEITHEMY YCTPOICTBY);

— dumper (cBs3BIBAETCH C KJIMEHTCKUM IMporieccoMm amandad);

— taper (3ammch JaHHBIX Ha BHEIIHEE YCTPOICTBO);

— amreport (HO,ZLFOTOBKa COOOIIEHNS O BBIIIOJHEHHOM KOHI/IpOBaHHI/I).

® A/IMMHHUCTPpATUBHDbIEC yTUJINTDI:

amcheck (mpoBepKa rOTOBHOCTH CHCTEMBI K paboTe);

— amlabel (3ammcarb METKY Ha CMEHHBIl HOCUTEJIb [Iepe]] UCIIOJIb30BAHUEM B
cucreme);

— amcleanup (OYMCTUTHL CHCTEMY IOCJe HEIJIAHOBOM Iepe3arpy3Ku cepBepa
WJIM TIOCJIE HEILJIAHOBOT'O 3aBEPIIeHNUs] OlEPAIMY PE3EPBHOIO KOMMPOBAHUSI );

— amflush (mepernmcars JaHHBIE U3 AUCKOBOIO K3IIIa HA BHEIIHW HOCUTEJIb);

— amadmin (BBITIOJTHEHTE 607BIIIOr0 KOJINYEeCTBa Pa3IMIHbIX
AJMUHUCTPATUBHBIX OIEpAaIuii).

® YTUJIMTbI BOCCTAHOBJIEHUA JaHHBIX:

— amrestore (BOCCTAHOBJIEHWE JIAHHBIX C HOCHUTEJIEl, Ha KOTOPBIX 3allUCAHbBI
pe3epBHBIE KOIWHY, BBIIOJTHEHHbBIE CUCTEMO );

— amrecover (mporpamma Jjisi HHTEDAKTUBHOTO BOCCTAHOBJIEHUS JAHHBIX C
PE3epBHBIX KOIHif).

Cosznanne nuckoBbix RAID-maccuBoB

Yrunura mdadm mo3BoJIIeT C€O3JaBaTh TAaK Ha3biBaeMble JIUCKOBbIe RAID-maccubbl
C UCIOJb30BAaHUEM TEXHOJIOTHH pacIpeieieHus] JaHHBIX 110 HECKOJIbKUM JIUCKaM C
[EJIbIO JIOCTUZKEeHUsT U30bITOYHOCTH, OTKA30yCTONYNBOCTH, COKPAIIEHUs 3aJePXKEeK U /UiIu
YBEJIMUEHUs CKOPOCTH 4YTE€HWsI W 3allUCH, & TaKKe JIIsd YJAYYIIeHus BO3MOXKHOCTEM
BOCCTAHOBJIEHUS JIAHHBIX B CJIydae OTKa3a.

Pexxkumbr paboThbl yTWIMTBI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIUiA,
[IEPEYNCIEHHBIX B TaOIUIIE:
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Ta6omna 40: Ouin yrumurer Mdadm i ux suauenust

Onrus Bnadenne

-A, - -assemble PexxuMm cO0pKE paHee CO3JAHHOIO MACCHBA U €O AKTHBAIUM.

-B, --build Pexkum c60pku MaccuBa 6e3 cynepO/IoKoB.

-C, --creat Pexkum c60pK1 HOBOro Maccusa.

-F, --follow, --monitor PexxuM ci1eskeHnst 3a COCTOSTHUEM yCTPOTICTE.

-G, - -grow PexxuM pacrmpennst mim yMeHBIICHAST pa3Mepa MacCHBA.

-N, --name YcraHaBIHBaeT MMsI MACCHBA.

-n, --raid-devices VKa3bIBaeT KOJIMYECTBO AKTUBHBIX YCTPONHCTB B MACCHBE.

-X, --space-device VKa3bIBAET KOJIMYECTBO 3alACHBIX YCTPOHCTB B MACCHBE.

-z, --size VkaspiBaer 06bem IPOCTPAHCTBA, UCIOJIb3YEMOTO JIJIsi KaXKJI0ro JUCKa.
-1, --level VeranaBimBaeT ypoBEeHb MACCHBA.

-c, --config VxasbiBaer daitn kouduryparun. ITo ymoranmo /etc/mdadm. conf.
-f, --fail TTomeuaeT nepevncieHHble yCTPOACTBA KaK HEUCIIPABHBIE.

-S, --stop JleakTHBUPYET MacCUB M OCBOOOZKIAET BCE PECYPCHIL.

-V --version Brisogur nndopManuio o Bepcun yTHIIATDL.

-h, --help BeiBoauT crpasky 06 yTHIMTE.
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(I)I/I.T_[praHI/IH ceTeBOI'o IIOTOKa

BBeaenue

CpencrBa GUIbTpAIMU CETEBOTO IOTOKA IPEIOCTABIAIOT BO3MOXKHOCTHA (DUIHBTPAIIN
BXOJIAIINX W MCXOJMAIIUX CETEBBbIX IIOTOKOB HA OCHOBE YCTAaHOBJIEHHOTO Habopa
MPaBWJI C YyYeTOM aTpuOyTOB OE30IMAaCHOCTH U WCIIOJIB3YEMBIX CETEBBIX ITPOTOKOJIOB, &
TaK»Ke YIpaBJIeHUusl TpaBUIaMu (DUIBTPAIIUA CETEBBIX ITIOTOKOB; PETUCTPAIUM U yUeTa
BBITIOJIHEHUSI TIPOBEPOK MPU (PUJIBTPAIIMU CETEBBIX ITOTOKOB.

Hacrpoiika ¢aiipBosia (bpangmayapa)

Yrumura firewall-cmd mosBosisier HacTpamBarh pabory daiipsoia (OpanmMayspa),
OCYINECTBIAIONMEro (PUILTPALAIO0 CETEBBIX IOTOKOB IIPH IIOMOINM OIPEJE/JICHAS TaK
HA3bIBAEMBIX 30H, MHBIMHU CJIOBAMM, HAOOPOB IPABMJI, KOTOPBIE YIIPABJISIOT TPpapUKOM Ha,
OCHOBE YPOBHA J0BE€pUA K TOH MU UHOM CETH.

Cy11ecTBYIOT CJIeIyIOIINe 30HbI:

e drop — camblii HHU3KUIl YPOBEHb J0Bepusd K ceTu. Bech Bxomadmmii Tpaduk
copacbiBaercst 6e3 orsera. [lommepKuBarOTCs TOJIBKO UCXOISIINE COeINHEHMSI;

e block — »3Ta 30Ha MOXO0XKAa HAa MNPEIBIAYILYIO, HO MPU ITOM BXOAMAIINAE 3aIIPOCHI
copacwIBaoTCs ¢ coobmernneM icmp-host-prohibited wiau icmp6-adm-prohibited;

e public — »3Ta 30HA IIpeJCTABJISET IIYOJIUIHYIO CEeThb, KOTOPO HEIb3s JIOBEPATH,
OJTHAKO TO/JIEP2KUBAET BXOJLAIINE COEINHEHNS B WHINBUIYAJTHbHOM TOPSIJIKE;

e external — 3omna BHemHux cereit. [lommep:xkuBaer mackupoBky NAT, Guaromaps
4yeMy BHYTPEHHsIA CeTh OCTAETCs 3aKPBITOM, HO C BO3MOYKHOCTBIO MOy YeHU JIOCTYIIA;

e internal — oOparnas cropona 3oubI external. KommbiorepaM B 9TOI 30HE MOXKHO
JOBEPSTh.

,HOCTYHHBI JOITIOJTHUTEJIbHBIEC CEPBUCHI:

e dmz — wcmosib3yercs i KOMIIBIOTEPOB, pACHOJOXKeHHBIXx B DMZ  (30Hax
M30JIMPOBAHHBIX KOMITBIOTEPOB, KOTOPBIE HE OYJIyT UMETh JIOCTYTIa K OCTAJbHON YacTu
cern). IloamepRuBaeT TOJIBKO HEKOTOPBIE BXOJISIIIE COEIUHEHNUS;

e work — 30Ha pabodeil ceTw. BOJIBIIUMHCTBY MAIIUH B CETU MOXKHO JIOBEPSTh,
JOCTYIIHBI JIOTIOJTHUTEJIbHBIE CEPBUCHL;

e home — 3ona jgomarraeit cetu. OKPYKEHUIO MOYXKHO JIOBEPSATH, HO MOIEPKUBAIOTCS
TOJIBKO OIPEJIeIEHHBIE TTOJIH30BATEIEM BXOJIAIINE COETNHEHN,

e trusted — BceM MallIMHAM B CETU MOXKHO JOBEPATh.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMble (OYHKIUA 33JaI0TCd HAOOPOM  OIIIHiA,
IIEPEYNCIEHHBIX B Ta0JIATIE:
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Tabsmia 41: Omun yrusmrer firewall-cmd u ux snauenus

Ormyst Buauenne

--state Brisectn cocrosinue daiipsosa.

--reload Tlepesarpysurs npaBuia u3 MOCTOSHHON KOH(DHUIYPAIIH.
--complete-reload YKécrkas nepesarpyska IpaBuil ¢ paspbIBOM BCEX COEMHEHMIL.
--runtime-to-permanent Ilepenecrn nacrpoiiku runtime s nocrosunyio xondurypammo.
--permanent Jlcnonp30BaTh MOCTOSHHYIO KOH(PUTYPAIAIO.
--get-default-zone OT06pasuTh 30HY, UCHOIL3YEMYIO 110 yMOIIAHUIO.
--set-default-zone YCTaHOBATH 30HY [0 yMOJIYAHUIO.
--get-active-zones OT06pa3uTh aKTHBHBIE 30HbL.

--get-zones OT06pasuTh Bee JOCTYIHbIE 30HDL.

--get-se rvices BeiBecTn mpeionpeieieHube CepBUCHL.
--list-all-zones BeiBecTn KOH(DHUIYPALIIO BCEX 30H.

--new-zone Co3zjiaTh HOBYIO 30HY.

--delete-zone ViamaTs 30Hy.

--list-all Beisectn Beé, uTo 106aBIEHO, 13 BHIOPAHHOL 30HDI.
--list-services BeiBecTu BCe CepBHCHI, 106ABJICHHBIE K 30HE.
--add-service JlobaBuTh CepBUC K 30HE.

--remove-service ViaanuTh cepBUC U3 30H.

--list-ports Oro6pasuTh OPTHI, JOGABJIEHHBIE K 30HE.
--add-port Jl06aBuTh MOPT K 30HE.

--remove-port VaaauTh IopT U3 30HbL.

--query-port TlokazaTh, J06aBIIEH M TOPT K 30HE.
--list-protocols BoisecTn 1poTOKOJIbI, JJ06aBIeHHbIE K 30HE.
--add-protocol J106aBUTh TPOTOKOJ K 30HE.

--remove-p rotocol VanmTh IPOTOKOJ U3 30HBL.

--list-source- ports BeiBecTr MOPTHI HCTOYHNKA, JOOABICHHBIE K 30HE.
--add-source-port Jlo6aBuTh MOPT-UCTOYHUK K 30HE.
--remove-source-port ViaaguTh HOPT-UCTOYHUK U3 30HBIL.
--list-icmp-blocks BeisecTn crmcok 610KMpOBOK icmp.
--add-icmp-block Jo6aBuTh 6JIOKHPOBKY icmp.
--remove-icmp-block Vaammars 6II0KHPOBKY icmp.
--add-forward-port Jobasurk nopt Jyist nepenanpasiaenns B NAT.
--remove-forward-port VaasuTs nopr juis nepenanpasienns B NAT.
--add-masquerade Bxumounts NAT.

--remove-masquerade Vnamuts NAT.

IIpumep: nHacTpoiika mnpaBuia OJOKHPOBKH aJipeca TOJJydaTesis MOXKET BbITISIETh
CJIETYIOIUM 00pa30M:

$ sudo firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT O -d 192.168.10.20 -j DROP
success

IIpumep: nHacTpoiika mpaBuia OTOPACHIBAHUS BCEX BXOJIANINX COEJIMHEHUN TI0 ITPOTOKOJIY
IPv4 mokeT BBITIAIETH CJAEYIONIM 00pa3oM:

$ sudo firewall-cmd --permanent --direct --add-rule ipv4 filter INPUT O -j DROP
success

IIpumep: macTpoiika mpaBuja OoTOpachiBaHud Bcex wucxomdnmx nakeroB UDP moxker
BBITJISJIETh CJIELYIONIM 00pa30M:

$ sudo firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT O -p upd -j DROP
success

Koudurypanumonusrtit daiia /etc/firewalld /firewalld.conf

Koudwuryparmmonnsiit  ¢aitn  /etc/firewalld/firewalld.conf comep:KuT OCHOBHBIE
rmapaMeTpbl Koudurypanuu s ¢aipsosia firewalld.

e DefaultZone — ycTanaB/iMBaeT 30HY 1O YMOJYAHUIO JJid COEIWHEHUUN WJIN
nHTePdECOB;
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e MinimalMark — c 3Toi#t ommumeit OJJOK METOK MOXKET ObITh 3ape3epBUPOBAH JIJIS
JaCTHOI'O HMCIIOJIB30BaHNMA. I/ICHOJII)3yIOTCH TOJIBKO OTMETKH HaJ, 93THM 3HaAYCHHEM.
SHaveHne 0 yMOTIaHUIO paBHO 100;

e CleanupOnExit — ecsmm firewalld ocTaHaBaWBa€TCd, OH OYMIIAECT BCE ITPABUJIA.
Ecnu npna sToro napamerpa ycraHoBJIeHO 3HadeHue no win false, Tekyiue mpaBuiia
OCTAHYTCSl HETPOHYTBIMU. 3HAYEHUEM 110 YMOJTIAHUIO SIBJISETCS yes uian true;

e Lockdown — ecsu 3Ta omius BKJIOUeHa, udMeHenusa firewalld c maTepdeiicom D-
Bus OynyT orpanumveHbl TPUIOKEHUSAMU, KOTODBIE TEPEYUCEHBl B OEJIOM CIIUCKE
OJIOKMPOBKU. 3HAYUEHUEM I10 YMOJIYAHUIO sBJIsieTcs no uiau false;

e IPv6 rpfilter — ecim 3Ta oOnIUs BKJIFOUEHA, BBIMOJHSIETCS TPOBEPKA (DUIBTPA
obparnoro myrtu Ajis makera Jiid [Pv6. Ecim orBer Ha maker Oymer oTIpaBiieH
Jepe3 TOT 2Ke uHTepdeiic, Ha KOTOPbIM MOCTYIHUJI MaKeT, TaKeT COBHAJET U OyaeT
npuHaT. B mporuBHoM ciydae on Oyaer oroporen. s IPv4 rp filter ynpasisgercs
C TIOMOIIbIO sysctl;

e IndividualCalls ecqim  ITOT  TapaMeTp  OTKJIIOYEH,  HUCIOJb3YIOTCH
KOM6I/IHI/IpOBaHHbIe BBbI3OBbI restore, a He OTJAeJIbHbI€ BbI3OBDI, tITO6I>I IIPUMEHUTD
n3MeHenus K aiipposy. Mcronb3oBanue OTAeIbHBIX BBI30BOB yBEJIUUNBACT BPEMs,
HEOOXOIMMOe JIJTsi IPUMEHEHUsT N3MEHEHMIH;

e LogDenied — mobGaBijienne NpaBU BeJEHUS KYpPHAJIa HEIOCPEJICTBEHHO IIE€pe]]
OTKJIOHEHVEM U yhaJjieHneM npasu B renodkax INPUT, FORWARD 1 OUTPUT mia mmpaBut
[0 YMOJTYAHUIO, & TaKXKe OKOHYATEJbHBIX MPABUJI OTKJIOHEHUA U OTOpACHIBAHUA
B 30HaX JJIs HACTPOEHHOTO THUIA TaKeTa KaHaJbHOro ypoBHd. [lo ymosrganuro
ycTaHOBJIeHO Off — OTKJIIOYeHNe BeeHUd KypHaJla.

e AutomaticHelpers — i 6e30IMacHOrO WCIIOJIB30BaHUSA IpoToKosia IPv4 ipta-
bles 1 HOMOITHUKOB 110 OTCJIE?KUBAHUIO COEIMHEHUN 3TOT MapaMeTpP PEKOMEHIyeTCs
OTKJIIOYUThL. Bo3MoxKHbIe 3HAaYeHUsA: yes, no, system. [lo ymosrganuio ycTaHoBJIEHO
system;

e FirewallBackend — BbiOupaer peajm3anuio OpanaMaysdpa. BoaMoxkHble 3HAYUEHUS:
nftables (mo ymomganuio) miau iptables. DTo OTHOCHTCS KO BCEM MPUMUTHBAM
firewalld. EquHCTBEHHBIM UCKJIIOYEHUEM $BJIAIOTCA IMPAMbIE M CKBO3HbBIE TTPABUJIA,
KOTOpBIE BCETJa UCIOJb3YIOT TpaaulmoHHble iptables, ip6tables u ebtables.

Ilpenynpexkaenue

Buumanue! He cienyer BbimaBarh npasa sudo Ha yruiauTy iptables-save. Yrusmra
iptables-save npu momoru KJto4da -f mo3BoOJIIET 3alMCHIBATH JaMII IPaBUI B (haiil.
CooTrBeTcTBEHHO, MMes mpaBa sudo, MOJIb30BaTEIb CMOXKET Iepenncarh JIrboi dailr B
CHCTEME.
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MouauTopuHr PYHKINOHUPOBAHUS

BBeaenue

CpencrBa MOHUTOPUHTA (DYHKIIMOHUPOBAHUS IPEIOCTABJIAIOT BO3MOXKHOCTH CJIEXKEHUS U
cbopa mHMOPMAIMU O BBIIIOJHEHUU TOJb30BATE/IHCKUX ITPOIECCOB U COCTOSTHUU CETEBOTO
Tpaduka.

AHain3 cucTeMHBIX 2KypHaJIOB

Yrunura logwatch mo3BoJsigeT TPOBOJUTL aHAJM3 CUCTEMHBIX KYPHAJIOB MO Pa3JIUIHBIM
KPUTEPUSIM C BO3MOXKHOCTBHIO COCTABJIEHUS OTUYETOB.

Pexxumbr paboThbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Tabmia 42: Ommn yrusmrser Llogwatch u nx snadenns

Omnnust Buauenue

--detail level Vposenb jierajuzanuu oryera. Moxker ObITh NOJOKHUTEJbHBIM [EJbIM THCJIOM HJIK high, med, low, KOTOpbIe
COOTBETCTBYIOT mesbiM guciaam 10, 5 u 0 cooTBeTCTBEHHO.

--debug level Vposens otnaaku. Moxer sBapbuposatbes ot 0 g0 100.

--logfile log-file-group O6pabarbiBaTh TOJIBKO HAGOP yKA3aHHBIX (DAIIOB JKyPHAJIOB.

--service service-name OGpabarTbiBaTh TOJBKO yKa3aHHYO CJIy7KOy.

--print BrisecTn pesysnbrarsl Ha 9KPaH.

--mailto address OTHpaBUTH PE3yJIBTATHI [0 yKASAHHOMY a/J(PECy 3JEKTPOHHOI MOUTHI.

--save file-name CoxpaHHUTh BBIBOJL B yKa3aHHbI (ails BMecTO 0ToOparkenust Ha SKPaHe MM OTIIPABKH 110 3JIeKTPOHHOI moyTe.

--range range Junanazon gat Jyuis 06paboTKm.

--archives Vckarb B apxXMBHBIX XKypPHAJAX.

- -logdir directo ry O6pabarbiBarh (Hailiibl XKyPHAJIOB U3 YKA3aHHOIO KATAJIOra, a HE U3 KATAJIOra M0 yMOIIAHHIO.

--hostname hostname O6pabarbiBaTh (HailiIbl KyPHAIOB TOILKO YKA3AHHOTO XOCTA.

Ilony4venue madpopmMalimu o0 BBIIIOJHSIEMbBIX ITPOIIECCAX

Yruaura tOp npeaHa3HavdeHa JdJid IOy YCHUA I/IH(i)OpMaU‘I/II/I O BBIIIOJIHAEMDBIX IIPOIIECCaX.

Pexxumbr paboThbl yTWJIMTBI W BBIIOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Tabauna 43: Onmun yrusmtel 0P u ux 3navenus

Omnnust BuaueHue

-u OT106pazkaTh TOJIBKO HPOIECCH C 3aJIaHHBIM HICHTU(DUKATOPOM MM MMEHEM HOJIb30BaTels.

-S OTobpazkarh CHCTEMHBIE [POLECCHI.

=) 3MeHnTsb 9neio 0rofpazkaeMbIX MPOILECCOB Ha 3a[AHHOE YHCIIO.

-1 Pa6ora B MHTEpaKTHBHOM pexKuMe. 3a/JaeTCsl [0 yMOTIAHHIO.

-1 He oroGpazkars GesjeiicTsyiomnme nporecchl. ITo ymomdanunio oro6pazkaioTcst Kak aKTHBHBIE, TaK W 0e3/1efiCTBYOIIe
IPOIECCHI.

=@ ITepek/mouenne oTobpazkeHns KOMAHIHBIX CTPOK Ha 0TOOpazkeHne MMEH IIPOrpaMM u HaoGopoT.

-s BajaeT BpeMeHHOII HHTepPBAJ 33ePKKI MexK 1y 0OHOBJICHsIME SKpaHa. 110 yMordaHuio 5 ceKyHI.

-b Pabora B nakeTHoM pezknme. MozKeT NCIO/Ib30BATLCS I OTHPABKI PE3YJIBTATOB B JIPYIHe IIPOrPaMMbl Wil B (aitir.

-0 Bajaer UMl 10/, TI0 KOTOPOMY OyJeT OCYIIeCTBIAATHCA COPTUPOBKA. VICIO/NB3yeTcs B OCHOBHOM JIJIsl IIAKETHOTO
pexRuMax.

-w Bazaer dopMaTHpoBaHme BHIBOJA 110 MUpUHE. KOIM4ecTBO CTPOK CUUTAETCSI HEOIDAHUYEHHBIM.

-V ITokazaTh BEpCUIO yTUIATHL U BHIATH.

-h TTokazaTh crpaBKy ¥ BBIATH.
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ITony4venue mHdpopMaIiu O COCTOSTHUU TEKYHNIUX ITPOIECCOB

Yrumura PS UCIIOJIB3YyeTCAd AJId IIOJIydeHUA HH(bOpM&HHH O COCTOAHUU TEKYIIUX ITPOIECCOB.

Pexxkumbr paboThbl yTWJIMTBI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHUiA,
[IePEYNCIEHHBIX B TaOJIHUIIE:

Tabnia 44: Onuuu yTHINTEL PS U UX 3HAYCHUS

Onnust Buauenue

-u Beisogurs mH(pOpPMAIMIO TOJBKO O HPOIECCAX € 3aJaHHBIMU CIHCKOM 3(MD(MEKTUBHBIMU HIECHTU(DUKAIIMOHHBIMI
HOMEpPAMH H/IN HACHTH(DUKATOPAMHE II0JIb30BATE .

-Y BeiBoauTb HHGOPMAIHMIO TOJIBKO O IPOLECCAX € 3aJAHHBIMU CIIMCKOM PeaIbHbIMI HACHTU(DUKAIIMOHHBIMI HOMEPAMI
i W/‘LQH'I'IA(bVlKa'I'OP'(]I\JM 110J1b30BaTeeil.

-9 Beisozurh nHMOPMAIMIO TOJIBKO O HPOIECCax ¢ 3aJaHHBIME CIMCKOM HJEHTH(DUKAIMOHHBIME HOMEPAMMU TPYIIIL.

-G BeiBoauTh HHGOPMAIHMIO TOJIBKO O IPOLECCAX C 33 JAHHBIMU CIIMCKOM PEAIbHBIMA HACHTU(MUKAIMOHHBIMI HOMEPAMI
IPYIIIL

-a BeiBoaurh nHMGOPMALMIO 0 COCTOSIHIE HAUGOJIee YaCTO 3alPAITHBACMBIX [IPOLECCOB.

-e Brisoauts nudOpMAINIO JIsi BCEX TIPOIECCOB.

-d Beisogurh nHbOpMaImo 0 Beex Nporeccax, KPOMe JIHJIePOB CeaHCOB.

-p BeiBoauth nHMGOPMAIIIO TOIBKO IS 3aIlyIIEHHBIX IIPOLECCOB.

-G BerBoaurh nHMGOPMAILTIO 0 HPOLECCcaX, YbU PeaJbHbIe HOMEpa TPYII yKA3aHbI B 3aJaHHOM CIIHCKE.

-0 Beisoauts nHdOpManuio B 3aaHHOM opmare.

MOHUTOPUHT U aHAJIN3 CeTeBOro Tpaduka

YTunura tcpdump npegHazHavdeHa Jijis MOHUTOPUHTA U aHAJIM3a CETEBOrO TpaduKa.

CocrouT u3 AByX dacTeil: 3aXBaT MAKETOB C KOMMMPOBAHUEM MX B TaK Ha3biBaeMbIil Oydep
1 OTOOparkeHne 3aXBaYeHHBIX ITAKeTOB u3 Oydepa.

Pexxumbr paboThl yTWJIMTBI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIUiA,
[IEPEYNCICHHBIX B TaOJIAIIE:

Tabuuna 45: Onuun yruurer tepdump u ux snauenus

Onmusa Snavenne

-i Bajaer unrepdeiic, ¢ KOTOPOro HEOOXOAMUMO AHAIUZUPOBATH TPAPUK.

-y YceraHaB/IMBaeT TUII KaHAJIA HepPeadn JAHHBIX JIJIsl UCIIOJIb30BaHMsl BO BPEMS 3aXBATa IAKETOB.

=@ Bkinodaer BBIBOJL JJAHHBIX KAHAJIBHOIO yPOBHSI.

-V BeiBoz H0n0IHATEbHOIT HHBOPMAIIHL.

-w Bagaer umsa daiina, B KOTOPOM Oy/eT COXPaHAThCH cOOpaHHas HH(MOPMAIIHsL.

-p BaxBaTbIBATh TOJIBKO TPadUK, NPEHAZHAUCHHBI JJAHHOMY Y3IIy.

-q ITepeBomur pabory B «GeCIIyMHBIA PeKHUM», B KOTOPOM IAKET aHAIM3MPYeTC: Ha TPAHCIOPTHOM YPOBHE, a HE Ha
CETEBOM.

-t OTKIII09aeT BBIBOJ METOK BPEMEHH.

-A Beisoz nakeros B hopmare ASCII Ge3 3aro/loBKOB KAHAJILHOTO YPOBHSL.

-B VeranoButh pasmep Oydepa 3axsara.

-D BeiBecTn CIICOK JIOCTYIIHBIX CETEBBIX MHTEP(MENHCOB, Ha KOTOPBIX MOKET OCYIIECTBIISThCS 3aXBAT AKETOB.

Ilony4yenue madopmalinu o ceaHcax MOJb30BaTeJei

YTuaura ac npeaHa3Ha4dYeHa OJId IIOJIyYeHud I/IH(bOpMaHI/II/I 0 ceaHcCax IIOJIL30BaTeJIEH.

Pexxumbr paboThbl yTWJIMTBI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIePEYNCICHHBIX B TaOJIATIIE:
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Tabmuia 46: Oy yTHanTHL aC ¥ UX 3HAYCHHUS

Ormyst Buauenne

-p BBIBOANTL HTOrOBOE BPEMSsI CEAHCOB KAZK/IOTO II0JIb30BATEIS.

-d Kpome 061miux HToroB, BHIBOJUTE UTOTH 38 KazKIblil JIeHb.

-a IIpu BBIBOJE €2KEJIHEBHBIX HTOIOB He IIPOIYCKATH [(HU, KOIJa BXOLOB B CHCTEMY He ObLIO.
-y BbisoauTs roj; mpu 0To0pazKeHnH JATHL.

-z Ecs urorosoe snauenne paBHO HyIIO, TO BHIBOAUTH €ro. 1[0 yMOIIaHHIO HE BLIBOAUTCA.
-V BeisecTn HOMEp Bepcuu.

-h BeiBecTn KpaTKyio CIPaBKy.

HonyquI/Ie I/IH(I)OpMaIJ;I/II/I O IIOCJIEHMNX BbBIIIOJIHEHHBIX KOMaHdaX

Yruaura lastcomm IO3BOJISIET IIOJIy4YUTDb I/IH(i)OpMaLII/IIO O IIOCJICAHUX BbIIIOJTHEHHDbIX

KOMaHIaX.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMbIE (OYHKIUA 33JAI0TCI HAOOPOM  OIIIHiA,

IIepe4ducC/ICHHbIX B T&6HHH€'Z

Tabuuna 47: Omay yruinter Lastcomm u ux snadenus

Onuus Bnadenne

-E BeiBoauTh BpeMsi HauaJia MPOLECCca BBIOIHEHHsT KOMAH/IBL.

'S BhIHO,‘lVI'I'h BpeMs 3aBeplieHus 1Ipolecca BbIIOJIHEHUA KOMaH/IbI.

-C BbIBOAUTD KOJIIMYECTBO UCIOIB30BAHHOTO IPOLECCOPHOTO BPEMEHH.

-e BBIBOAUTD KOJIMYECTBO UCIOIB30BAHHOTO MPOLIEANIET0 BPEMEHH.

-S BBIBOANTD KOJIMYECTBO UCIOIB30BAHHOTO CHCTEMHOIO BPEMEHH.

-u BBIBOANTE KOJIMYECTBO UCIOIB30BAHHOTO MOJIBb30BATEIECKOTO BPEMEHH.

-f Hcnonb3oBars 3a1auHbI daiiil B KadecTBe HCTOYHHKA YIeTHBIX JaHHBIX. OH MOkKeT ObITh J100 CTaHAAPTHBIM, JTHO0
pacumpeHHbM dailiiom yuéTa mpomecca.

-X Hcnonbsosarh TeKymuil pacmupennsii ¢aiin yuéra mponecca.




233

Co31anne BUPTYaJIbHOI MaIIWHbBI

CozgaHne BUPTYaAJIbHOU MAIITMHBI C IIOMOIIIBIO YTHJINTHI virt-install

OpauM ©3 caMbIX MPOCTBIX CIIOCOOOB CO3/IaHUS BUPTYAJbHBIX MAIIMWH C IOMOIIBIO
KOMaH/JJHOU CTPOKM siBJseTCs yTuiauTa virt-install.

g BeI3OBa KOMaHbI Virt-install ncrnonb3yercs cTaHIapTHBI CHHTAKCHUC:

’$ virt-install [aprymeHThi]

virt-install mojggepkuBaeT Kak rpaduIecKuii PpeKUM YCTAHOBKH OIEPAIMOHHON
cuctembl ¢ uctoab3oBanueM mpoTokoioB VNC mwim SPICE, tak u ycTaHOBKY B TEKCTOBOM
peXKuMe C TIOMOIIBIO IIOCJIeIOBATEIbHONW KOHCOM. Bo Bpems co3janusg BUPTYAJIbHOMN
MaIlTMHbI OHA MOYKET OBITh HACTPOEHA Ha WMCIIOJH30BAHME OJTHOIO WJIM HECKOJIbKHUX JINCKOB,
ceTeBbIX MHTEp(dEcoB, ayauo ycrpoiicTs, anmnapatubix USB unu PCI ycrpoiicts u T.1.

B xadecTBe ycTaHOBOYHOTO HOCUTE ST MOYKET UCIOIB30BaThCs [SO-00pas3 uin BUpTyaibHbIIT
CD-ROM mnakomnuresb, yCTAHOBOYHOE JIEPEBO JUCTPUOYTUBA, JTOCTYIIHOE IO TPOTOKOJIAM
HTTP, HTTPS, FTP nub6o pasmeménnoe jokaabHO. Takke MOIIEPKUBAETCS CeTeBast
3arpy3ka C UCIOJIb30BaHueM IMpoTokosia PXE, uMIOPT TrOTOBBIX 00pa3oB JIMCKOB,
IIOJTHOCTHIO ABTOMATHUYECKAsl YCTAHOBKA OIEPAIMOHHON cHCTeMbI ¢ TomoIbio kickstart-
daitoB mim onmuu - -unattended.

AprymMeHTBbI KOMaHAHOU cTpoku Vvirt-install

Y MHOrmX apryMeHTOB KomaH bl virt-install ecTh JIONOJHUTENBHBIE TapaMeTphl,
KOTOpBbIE  YVKa3bIBAIOTCS  CJEAYIONIMM  00pa3oM: - -apryMeHT onuusal=3HayeHune
onuua2=3HayeHue. lcmoab3yiiTe CHUHTAKCUC --apryMeHT=? ¢YTOOBI yBUJETH IIOJIHBIHI
CIIUCOK TAaKUX IapaMeTpOB, HAIIpUMED:

$ virt-install --disk=?

BoabmuacTBO apryMeHToB virt-install gBasitoTcd oniuoHaJbHbBIMU. B ciiydae 3agaHus
3HAYEHUS ONIUM --0S-variant jmbO yCIenrHOrO aBTOMATUYECKOTO ONPEJIeICHUS THUIIA
FOCTEBON CHUCTEMBI, JJIsi TAaKUX apryMEHTOB OyJIyT WCIOJB30BAHbI COOTBETCTBYIOIINE
3HAYEHUSA 110 YMOJIYAHUIO, OIPEJIeJICHHbIE TPOMUIEM YCTaHABIUBAEMON OIepaIMOHHOMN
cuctembl. Ilpodbunu npenocrasisiiorcs mnakerom osinfo-db. B cioyuae orcyrcrBus
npoduns s ycranasauBaemoit OC nmorpebyercst onpeeuTh KaK MUHUMYM CJIE/LYOIIHe
OIIMHU: - -Memory, HacTPOiKK xpanuauiia (--disk uan - -filesystem) u MeTox ycTaHOBKH
(--cdrom, --location).

[Tpu ycranoske OC MCBCdepa depe3 npodu/iv HCHOJIb3YIOTCA CJIEIYIONINe 3HAUYCHUS:

e jeos — wmuHUMaJibHAs cepBepHas kKoHdpuryparus MCBC®epa Ceppep HyKHOI
BEpCHH.

e desktop — kouduryparus mia pabouunx crannuit MCBCdepa APM ny:xHoit Bepcun.

AprymenTsl, nepemaBaemMble yruauTe Virt-install, MOXKHO yCJIOBHO CIPYIIIMPOBATDH II0
X Ha3HAYEHUIO:
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e ITapaMeTpbl HOIKIIIOUYEHNs] — OIUPEEIAIOT TUII UCIIOJIB3YEMOr0 TUIIEPBU30PA U IIYTh
(CCBITIKY) JI7Is TIOJIKJTIOYEHUST K HEMY.

e O6mume apameTpbl — 00IIUE MapaMeTphbl, MPUMEHUMbIE KO BCEM THUIIAM T'OCTEBBIX
CUCTEM.
o [lapameTpbl yCTAHOBKM — ONIPEIENAIOT KAKUM 00pa30M OyJIeT BBIIOJTHATHC

YCTAHOBKA I'OCTEBOM OIIEPAIVOHHON CUCTEMBI.

e [lapamerpbl rocTeBoil cucTeMbl — 3aJIal0T TUIl YCTAHABJIUBAEMON OIEPAIMOHHON
CHUCTEMBI JTHOO yIPABJSIOT HACTPOMKAMU aBTOMATUIECKOTO OIPEJIE/ICHUS THUIIA.

o [lapamerpbl XpaHWIUINA — OIINMHM, CBA3aHHbIE C HACTPOUKON XPaHWUJIUIIA
BUPTYaJbHOU MAaIlTUHBIL.

e [lapamerpnl ceTr — OIIUHU, CBA3aHHBIE C HACTPONKON CETH BUPTYAJIbHON MAIITUHBL;

e Ilapamerps! rpachukyu — oMK, CBI3aHHBIE C HACTPOIKOII rpadn4ecKOoi IIOICUCTEMbI
BUPTYAJIbHONA MAIIIAHBI.

e [lapamerpbl BuUpTya/Ju3aluu — ONIUAHU JJIA TIE€PEOIPEIeJIEHU HUCIIOJIH3yeMOTO
MeXaHU3Ma BUPTYAJTU3AITAN.

e [lapamerpnl yCcTpOWCTB — ONIUU I MOJAKJIIOYEHUS (PU3NIECKUX W BUPTYAJIbHBIX
YCTPONCTB K BUPTYaJIbHON MallllHe.

pyrue onmuu — onmuu, HE BOIIEINNE HU B OJHY U3 MPEJIBIIYIIUX T'PYIIIL.

IIpuMmeps! ncnoJjbp3oBaHuda virt-install

Carenyrommast KOMaH/1a CO3/1aCT B ToJib3oBaTe bcKoi ceccun QEMU BuptyanbHyto Marmny
msvsphere-10-server c AByMs ruradaiiTaMu ONepaTuBHON MaMATH, IBYMsI BUPTYaJTbHBIMU
IIPOIECCOPAMHT U BUPTYAJIBHBIM (JCOW2- TUCKOM 00BEMOM JBaIIIaTh TurabaiiT. BupryanbHas
Mmarmuna Oyzer 3amyinena B pexkume BIOS, B kadecTBe ycTaHOBOYHOTrO HOCHUTESS OyJeT
ucnonb3oBan [SO-06pa3 /srv/iso/MSVSphere-10.0-x86 64-server.iso:

$ virt-install --name msvsphere-10-server \
--cdrom /srv/iso/MSVSphere-10.0-x86 64-server.iso \
--memory 2048 --vcpus 2 --disk size=20 --os-variant msvspherel0®

VceranoBka onepanuonnoit cucremMbl MCBCdepa 10 B pexxume UEFI ¢ orkmouénnoit
moJiiepkkoit Secure Boot, B KadecTBe NCTOYHNKA YCTAHOBKHU HMCIIOJIB3yEeTCs yCTAHOBOYHOE
JIEPEBO TUCTPUOYTUBA, PA3MENIEHHOEe HA OMDUINATHLHOM 3€pPKaJIe:

$ virt-install --name msvsphere-10-server \

--memory 2048 --vcpus 2 --disk size=20 --os-variant msvspherel0® \

--location https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/0s/ \

--boot uefi,loader=/usr/share/edk2/ovmf/0OVMF CODE.fd, \

loader ro=yes,loader type=pflash,nvram template=/usr/share/edk2/ovmf/0OVMF VARS.fd, loader
<—»secure=no

Crenyrormass KOMaHIa CO3/IaCT BUPTyaJbHYIO MammuHy B cucreMuoi ceccun QEMU u
BBITIOJITHUT aBTOMATUIECKYIO ycTaHOBKY oreparnonuoii cuctrembl MCBCdepa 10 B pexxume
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UEFI c Bkmaouénnoit mnojep:kkoit Secure Boot, crenapuit ycTaHOBKEU OIpEIEEH B
kickstart-daiiie msvsphere-10.ks:

$ virt-install --name msvsphere-10-server --connect gemu:///system \
--memory 2048 --vcpus 2 --disk size=20 --os-variant msvspherel0® \
--location https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/0s/ \
--boot uefi,loader=/usr/share/edk2/ovmf/OVMF_CODE.secboot.fd, loader ro=yes, \
loader type=pflash,nvram template=/usr/share/edk2/ovmf/0VMF VARS.secboot.fd, loader
—secure=yes \
--initrd-inject msvsphere-10.ks --extra-args "inst.ks=file:/msvsphere-10.ks"

IIpumep kickstart-cpaitna (msvsphere-10.ks B mupumepe BbIlle) I aBTOMATHIECKOI
YCTAHOBKM CUCTEMbI B MUHHMAJILHON KOoH(puUrypamun 6e3 rpacdudeckoro nurepdeiica:

# nyTb K yCTaHOBOYHOMY [epeBy ANCTpubyTuBa
url --url https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/kickstart/

# CnUCOK perno3uTopueB, KOTOpble HeobXoauMmo MOAK/IOYUTL BO BPEMS YyCTaHOBKU
repo --name=Base0S --baseurl=https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/0s/
repo --name=AppStream --baseurl=https://repol.msvsphere-os.ru/msvsphere/10/AppStream/x86 64/0s/

# BbINOMIHATL YCTAHOBKY B TEKCTOBOM pexume

text

# He BbINOMIHATL HAacTPoOMKYy rpagudeckoro cepsepa Xorg/Wayland
skipx

# aBTOMaTU4YECKU MPUHMMATL YCJI0BUS JTULEH3UN

eula --agreed

# He 3anyckaTb accucTeHTa M0 HacTPOMWKE BO BPEMS NepBOro 3amnycka
firstboot --disabled

# ucrnonb30BaTb AHrJIMUCKUA A3bIK KaKk BO BPEMS YCTAHOBKM, TakK M Ha YCTaHOBIEHHOM
# cucteme. [OnoONIHUTENILHO BKIIWYUTL MOOOEPXKY PYyCCKOro fA3blKa

lang en US --addsupport=ru RU

# HacTpauBaeT packKnapgKy KhaBuaTypsl, B OaHHOM ciy4ae OyneT ucnosb30BaTbCHA TOJIbKO
# aHrnickass B aMEPUKaHCKOM BapuaHTe

keyboard us

# yCcTaHOBUTb 4acoBOM MOSIC B MOCKOBCKoe BpeMmsi (GMT+3), ¢nar --utc yka3biBaeT Ha
# TO, 4YTO annapaTHele 4ackl XpaHAT BpeMs B 4acoBoM rosice UTC

timezone Europe/Moscow --utc

# aBToOMaTM4YeCKM HaCTPOUTb CETb UCMOJb3YysA MPoToKos DHCP

network --bootproto=dhcp

# BKIWYNTL GpaHOoMaysp M OTPbITb [OCTYyn M0 nPoToKoay SSH

firewall --enabled --service=ssh

# oTkmounTb cnyxby kdump u BKmoYnTb Cayxbel chronyd, rsyslog n sshd
services --disabled="kdump" --enabled="chronyd,rsyslog,sshd"

# Bkaw4YnTb SELinux

selinux --enforcing

# HacTpouTb BbIBOA Ha MOC/AeA0BaTE/bHbIA MOPT, YTOOb MOXHO ObIIO MOAKANYATHLCA K

# KOHCO/IM BUPTyasnbHOM MalimHel 6€3 rpaguyeckon ceccum

bootloader --timeout=1 --append="console=tty0 console=ttyS0,115200n8 no timer check,
—crashkernel=auto net.ifnames=0"

# ucnosb308atb TO/NIbKO AMCK /dev/vda BO BpeMsi yCTaHOBKMU

ignoredisk --only-use=vda

# co3pgaTb HOBYyw Tabnuyy pa3pgenoB Ha agucke /dev/vda

clearpart --initlabel --drives=vda

# ncrnonb3oBaTtb aBToMaTu4Yeckyw pa3busky Aucka 6e3 orpenbHoro paspgena /home

autopart --nohome

# 3abs0kupoBaThb BX0A M0/Ib30BaTteseMm root

rootpw --lock

# co3pgaTb nonb3oBaTtens msvsphere c naponem msvsphere, cpenatb ero
# agMuHucTpatopoM nyTém pgobasnenna B rpynny wheel

user --groups="wheel" --name msvsphere --password="msvsphere"

# aBTOMATUYECKM nepe3arpy3nNTb CUCTeMy MoC/ie 3aBepuieHus YCTaHOBKW W W3Breyb
(upomoJKeHue Ha Cyle/lyTolneil CTpaHuIIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

# yCTaHOBOYHbIM HOCUTESb
reboot --eject

# 6710k %packages onpepenseT Kakue nakeTsl, rpymnns U Mogysm HEobXoAMMO yCTaHOBUTH.
# onuymsa --inst-langs onpepenset CAMCOK SiI3bIKOB, [AJ1S KOTOPbIX Heobxoaumo [obaBaThb
# nogoepxky

%packages --inst-langs=en,ru

# yCTaHOBUTb MNakeThl U3 rpynns core

@core

# ycTaHOBUTbL MakeThl M3 rpynmns guest-agents

@gquest-agents

# yCTaHOBUTb MNaKeTbl CaMOMOEHTUPMKaLMM cepBepHoro BapuaHTa 0C MCBCpepa
sphere-release-identity-server

sphere-release-server

sphere-release

%send

# oTKIWYNTHL pacumpeHne kdump
%saddon com redhat kdump --disable
%send

Ha cucremax c rpadudeckum wunaTepdeiicoMm mocsie 3alrycka KOMauIbl virt-install
aBTOMATUYCCKH 3allyCTUTCA IIporpaMMma Virt-viewer, ¢ IOMOIIbIO KOTOPOH BbI CMOXKETE
B3aMMOJEICTBOBATL C BUPTYAJbHOM MAIIMHOM U BBIIOJHUTL YCTAHOBKY OII€PallMOHHONI
CHCTEMBL.

Ha cucremax 6e3 rpaduyeckoro unrepdeiica Bbl MOXKETE UCIIOJIb30BATH MTOCJIEI0BATEIHHY IO
KOHCOJIb, €CJIM yCTAHABJIMBaeMas OIEPAIlMOHHAs CHCTEeMa IOJIEP:KUBACT TAKON PEXKUM.
st GonbmmacTBa OC Ha 6aze GNU/Linux Oymer J0CTATOYHO IMEPEIATH CJIEIYIOIIAE
apryMeHThl KOMaH/Jle virt-install:

$ virt-install ... -console pty,target type=virtio --graphics none \
--serial pty --extra-args 'console=ttyS0,115200n8"

Ber MoxkeTe mcmosib30BaTh PACCMOTPEHHYIO CXeMy JJIsi yCTaHOBKH Ji0Obx Bepcmit OC

MCBCdepa.




237

KOHTeﬁHepHBaHHﬂ
Trivy

Trivy — 9TO KOMIUIEKCHBII U YHHBEDPCAJbHBIN CKaHEep ysSI3BUMOCTell B obOpa3ax
KOHTeHepOB, (aitoBbix cucreMax u penosutopusx Git. Trivy mmeer ckaHepbl, KOTOpbIE
UIILYT TPOOIEMbI O€30TIACHOCTHU, U LENU, TJIe OH MOYXKET WX HAWTHU.

[Tesin (koTOpBIE MOKET CKAaHUPOBAThH Trivy):
e lIzoOpakeHnune KOHTEHEPA
o (DaiijioBasg cucrema
e Penozuropuit Git (ymasiénnbrii)
e OOpa3 BUPTyaJIbHOW MAITHHbI
e Kubernetes
Ckanepsl (To, uro Trivy mMoxer Tam HaliTH):
e Ucnonbsyemslie makerst OC u nporpammusie 3asucumoctu (SBOM)
e UzBecrubre yazsumoctu (CVE)
e [Ipobaembr u HenpaBuibHbIe KOHDUryparuu laC
o Kondwunenmuaabuas nadopMaIus U CEKPEThI
e Jlunensum Ha TTPOrpaMMHOE ODecIiedeHme

Trivy mnomgep:kuBaeT OOJIBITUHCTBO  TOIMYJISPHBIX  S3BIKOB  ITPOTPAMMHUPOBAHUS,
omepanuoHHbix cucreM u 1ardgopm. llogHbIl cnmcok cMm. Ha cTpaHuie Scanning
Coverage.

YcTraHoBKa

’$ sudo dnf install -y trivy

Ncnonb3o0Banue

trivy [rnobanbHble ¢pnaru] KomaHpa [¢naru] uenb
trivy komaHpa

docTymHble KOMaHIbI

KOMaH,[[bI CKaHUPpOBaHMUA

config CKaHMpoBaTb (ainibl KOHOUTypaLum

filesystem (fs) CKaHMpoBaTb JlOKaNbHYyW (annoByld CUCTeEMY

image (1) ckaHupoBaTb 00pa3 KOHTeWHepa

kubernetes (k8s) [3kcnepuMeHTanbHO] ckaHuMpoBaTb Knactep KybepHeTtec

(npomoJKeHne Ha CJIe/LyoNIeil CTpaHuLE)


https://trivy.dev/latest/docs/coverage//
https://trivy.dev/latest/docs/coverage//
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(HpoAOH>KeHHe(:Hpegbugnueﬁ CTpaHHHbO
repository (repo) ckaHupoBaTb git-peno3uTopuin (ypanéHHo)

rootfs CkaHupoBaTb rootfs
sbom CKaHMpoBaTb ucnosnb3yemMsle nakeTtsl 0C u nporpammHele 3aBucuMocTu (SBOM)
vm [9kcnepumeHTanbHO] cKaHuMpoBaTb 06pa3 BUPTYyasbHOW MalWWHbI

Komanapl ynpaBjieHUst

module YnpaBneHvne Mopynsamu
plugin YnpasneHue nnaruHamu
vex [3kcnepumeHTanbHo] VEX yTunnTtsl

BcnomoraresbHbie KOMaH/JAbI

clean Ynanutb K3WMPOBaHHble dawsbl

completion T[eHepupoBaTb CLeEHapui aBTO3aBeplieHWs AN yKa3aHHOW 060104KM
convert MpeobpasoBatb trivy JSON oTyeT B Apyrov ¢opmat

help CnpaBka o nwbon KoMaHpe

server Pexum cepsepa

version lloka3zaTb Bepcuio

CkaHepbl

vuln — u3BecTHble ya3sumocTn (CVE) (no ymonyauwmio)

config — npobnemsl ¢ IAC M HemnpaBWsbHbIE HACTPONKHU

secret — KoHpupeHunanbHas MHOOpPMaLMA M CeKpeTbl (N0 yMonYaHui)
license — nMuUEeH3WM Ha nporpammHoe obecnevyeHue

ITonydyenue moapobHOIT nHpOpPpMAIUM 0 KOMaH/Ie

’$ trivy komaHpa --help

IIpuMmepsl

CkanupoBaThb 00pa3 KOHTeliHepa

’$ trivy image inferit/msvsphere:10

CkanupoBaHue oopasa koHTeliHepa Ha Haguuue ysa3Bumocteii HIGH u CRITI-
CAL c coxpanenueMm pesysabrata ¢popmare JSON B daiin

’$ trivy image --severity HIGH,CRITICAL -f json -o test.json inferit/msvsphere:10
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BriBecTu l'IpO6.T[eMI)I C JINIIEH3nAMN

$ trivy image --scanners license inferit/msvsphere:10

IIpoBepka KoHdurypaimm oopasa KOHTeliHepa

$ trivy image --image-config-scanners misconfig inferit/msvsphere:10

IIpoBepka cekpeToB obpa3a KOHTeHepa

’$ trivy image --image-config-scanners secret inferit/msvsphere:10

CkanupoBaTh 00pa3 KOHTeliHepa U3 apxuBa tar

’$ trivy image --input msvsphere.tar

CkaHUpOBaTh JIOKAJIbHYIO (hailJIOBYyIO0 cCUCTEMY

’$ trivy fs .

3amyck B pexXume cepBepa

’$ trivy server

Caymars Ha 0.0.0.0:10000

’$ trivy server --listen 0.0.0.0:10000

Caymiars Ha 0.0.0.0:10000, ncrmosib30BaTh JIOKAJIBHYIO 6a3y u3 /opt /trivy-local-

db/

’trivy --cache-dir /opt/trivy-local-db/ --listen 0.0.0.0:10000 server --skip-db-update

CkaHupoBaTh 00pa3 KOHTelHepa C yJaJEHHON MallluHbI

trivy image --server http://192.68.10.10:10000 inferit/msvsphere:10

riae 192.168.10.10 — [P-ajgpec MmammHbl, HA KOTOPOI 3amyIneH cepsep trivy.
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CkanupoBaTh (pailJIOByI0 CUCTEMY C UCIIOJIb30BAaHUEM JIOKAJIBHOI 0a3bl JJAHHBIX
(c mammHBI, HA KOTOPOIi 3amyIieH cepBep trivy)

’$ trivy fs --server http://localhost:4954 ./

CkaHupoBaHue JIOKAJIbHOTO oOopa3a koHTeitHepa B Podman

$ podman images
REPOSITORY TAG IMAGE ID CREATED SIZE
docker.io/inferit/msvsphere latest 3a82917c452a 18 months ago 157 MB

’$ trivy image 3a82917c452a

Jlyist BOBMOXKHOCTH CKAHUPOBAHUS JIOKAJBHBIX O00Opa30B JIOJIXKEH OBITH 3aIyIieH podman.
socket:

’$ systemctl --user start podman.socket

Penosuropuii Git

CkanupoBanue penosutopuss Git Ha ya3BUMOCTM U KOH(PUIEHIINAIBHYIO
nH@POPMAIUIO

’$ trivy repo https://github.com/msvsphere/rpmqc

CKaHI/IpOBaHI/Ie BE€TKHN B PEIIO3NTOPpHUUN Ha l'IpO6JIeMI:>I C JIMIIE€EH3nAMN

$ trivy repo --scanners license --branch master https://github.com/msvsphere/rpmqgc

Tak>ke MOXKHO UCHOJIL30BATL --commit u - -tag.

Kubernetes

IIpockanupoBaTh KJjiacTep U CO3JaTh IIPOCTOI CBOAHBIN OTYET

$ trivy k8s --report=summary cluster

HpOCKaHI/IpOBaTI) KJiacTep M1 BbIBeCTH BCIO I/IH(i)OpMaI_[I/IIO O KpHUTHYEeCKHX
YA3BUMOCTAX

$ trivy k8s --report=all --severity=CRITICAL cluster
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ITanens ynpaBiaenusi Cockpit

Omnmucanme nanesu ymnpaBjeHuss Cockpit

BBeaenue

Cockpit — 370 anesb ypaBjeHus Jjisd a IMAHACTPUPOBAHUS CEPBEPOB 1 PAOOYNX CTAHITUN
oy, yupasjieauem OC MCBCdepa. Biaarogapst ncnonb3zoBanuio Bedb-untepdeiica Cockpit
IIO3BOJIAET aIMUHUCTPUPOBATH KaK JIOKaJbHYIO, TaK U yﬂaHéHHbIe CHUCTEMBbI — OJIA pa6OTI)I
¢ TIAHEJIbI0 TpedbyeTcsa TOJIBKO BeO-Opay3ep.

cockpit.msvsphere.test sunonmserca MCBCdepa 9.5 APM

3p0poBbe Vicnonb3oBaHue

¢ foctynhsi ver

un - 55%us 8 npoueccopos

& Nocnepsnh yaaswsih o 14 amp, 12:46 . — 92/2168
Bl Gt

CBepieHus o cucteme HacTpoiika

s ysna

OcHoBHBbIE DYHKITUU
Huzke mepeuanciienbl OCHOBHBIE BO3MOXKHOCTH HaHean yupasiaennss Cockpit.
[} MOHI/ITOPI/IHF 1 JUardHOCTHUKaA:
— IIPOCMOTP CBEJIEHHI O cucTeMe W KOH(MUTYPAIMU 000PY/I0BAHUSI;

— MOHUTOPHMHI'  MCIOJb30BaHUS  PECYPCOB: IIEHTPAJIBHOIO  IIPOIleccopa,
OIIEPATUBHOM MaMSTH, JUCKOBOI'O TPOCTPAHCTBA U CETEBBIX MHTEPQEHCOB;

— TIPOCMOTP ¥ MOUCK II0 CUCTEMHBIM KYDHAaJIaM;
— JIMarHoCTHKa OommnboK moacucreMbl SELinux.

e A MuHMCTpUpPOBaHUE:

HACTPOMKA CUCTEMHOI'O BPEMEHHU;
— BBOJ, KOoMIbioTepa B jomeH Active Directory miau FreelPA;

— YIIpaBJICHHUE y‘{éTHbIMI/I 3alUCsIMU  [OJIL30BaTesIeit u rpyiinaMm, a TaK2Ke
HOJIUTUKAMU IIapOJICH;

— yIpaBJIeHWE CHCTEMHbIME CJIy:k6aMu: (mepe)3amycKk ¥ OCTAHOBKA, HACTPONKA
aBTOMAaTHUYECKOTO 3aIlycKa, MPOCMOTD 2KYPHAJIOB;

— yIpaBJieHre OOHOBJICHUSIMU ITPOrPAMMHOIO OOECIIeUeHNUsT;

— yIpaBJIEHUE CETeBbIMU MHTEepdeiicaMu 1 HacTpoiKaMu OpaHIMayspa;
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— yopasienne JokaiabHbiMu  (LVM, RAID) wu cereseimu (NFS, iSCSI)
XPaHUIUIIAMUY;

— ymupasJyierne BupTyajdbHbiMu Mammuaamu (Libvirt) u konreitnepamu (Podman);
— HacTpoiika aBapuitHoro gamma siapa (kdump).

Taxxke ciemyer ormeruthb, uro Cockpit saBisiercs MOIy/IbHON CHCTEMOI, YTO J€aeT
BO3MOKHO# pa3paboOTKy COOCTBEHHBIX PACIIMPEHUiT — 3TOT IPOIECC MOIPOOHO OIUCAH B
opuIMATBHON JTOKYMEHTAIINN TPOEKTA.

¥YcranoBka u HacTpoiika Cockpit

YcraHoBKa

s ycranosku nanesnu ynpasienus Cockpit BbIIOTHUTE CII€IYIONIYIO KOMAHITY

’$ sudo dnf install cockpit

BareMm, 3amycrure ciayk0y cockpit.socket:

’$ sudo systemctl enable --now cockpit.socket

[Tocse 3ammycka unTepdeiic cucTeMbl yipaBjeHus: OyIeT JOCTYIEH 0 JIOKAJIHLHOMY aJIpecy
https://localhost:9090/. B caydae obpariennss K yIaJEHHOMY KOMITBIOTEPY YKaKUTE
BMecTo localhost ero IP-azapec nim momeHHOE MM,

B 3aBucuMocTu oT HacTpOEK Balero OpaHIMayIpa, TaKzKe MOXKeT OTPeOOBATHCS OTKPBITh
JIOCTYTI K TIOPTY, HA KOTOPOM 3aIyIieHa nanesb ynpasienns Cockpit:

$ sudo firewall-cmd --add-service=cockpit --permanent
success

$ sudo firewall-cmd --reload
success

Co31aHne JUarHOCTUYECKNX OTYETOB

BBenenue

B cocrap mamenu ympasimenusi Cockpit BxommT Momyss s hopMUpPOBaHUS
JIMATHOCTUIECKUX OTYETOB, KOTOPBIE 3aTE€M MOTYT OBITH TEepeIaHbl JIJI WCCJIEIOBAHUS B
CIIy2KOy TEeXHUYIECKOHN TO/IEPIKKH.

,HHH AKTUBallUX 3TOI'O MOAYJId IIpeIBapuUTEJIbHO HGO6XO,ILI/IMO yCTaHOBUTH ITaKET SOS:

’$ sudo dnf install sos



https://cockpit-project.org/documentation.html
https://localhost:9090/
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Co3ganmne ordyéra

s co3nanust TUArHOCTUYIECKOro OT4éTa BouauTe B cuctemy ynpasienus Cockpit u B
JIEBOM HABUTAIIMOHHOM MEHIO BbiOepuTe MyHKT «/ImarHocruyeckme oT4éThI» (OTMEUEH
mdpoii 1 Ha CHIUMKe 9KpaHa).

R — % @O &2

(3)
@ Opanenmgoes @ nowows ~ 48 Ceanc +

cockpitmsvspherat...

JAvarHoctuka cuctembl

TPeGyeTCH aAMMHICTpATHBHbI AOCTYN

TpeGyercs apuuHuCTpaTH

AvarhocTuseciue

(1}
oruerel

ECJH/I BbI BOIIIJIN B ITaHEJIb YIpaBJICHUAD, HCIIOJIb3y< y‘-IéTHyIO 3aIlluCh
HEIIPpUBUJICTUPOBAHHOI'O II0JIb30BaTeJid, TO IIOJIYyYUTE IIPUBUJICTHUNU aJIMHHUCTPATOPA
b0 HaykaB KHOIKY «BKIOYNTH JOCTYH C IIpaBamM¥l aJMHHHCTPAToOpay (OTMedeHa
mudpoii 2 Ha CHUMKe SKpaHa Bbie), Jubo KHONKY <«OrpaHUYeHHBIA JOCTYII»
(ormeuena nudpoii 3 HA CHUMKe 9KPaHA BBIIIE).

B orkpeiBiieiicsa popme HEOOXOIMMO BBECTHU CBO# mMaposb n HaxkarTh KHONKY «IIpoBepka
MOAJIMHHOCTU .

@ rowous

MepeknioynTLCS Ha AOCTYN C NpaBaM1 aAMUHUCTpaTopa

Avartocreckre
orugrel

Mposepka nogmkHoCTA Ommera

Tpwowesns

ITocsie 9TOTO HA SKpaHe MOABUTCS CIUCOK PAHee CO3JAHHBIX OTYETOB (B JAHHOM IIPUMEpe
oH mycroit) u kaonka «Co3aarb OTIET.

€ 5 O AHesmummeno cokot mavspheretest o090 sosepor v QO A& i

JlnarHoctuka cucTembl

Avarnocrniecke

e OTuéTh!

CHCTEMHLIE OT4ETH OTCYTCTRYIOT,

oBecriedenn

Npunoxesus

[Toce HaXkaTUst HA KHOIKY MOSIBUTCSI COOTBETCTBYIOIAs (DOPMa, B KOTOPOIl BbI MOYKETE
HACTPOUTH MTapaMeTPhl CO3/IaHNS OTYETA.



244

Co3/jaTh HOBBIN OTUET

B -ouer: nowoum npu
BLAErEHAM NpOGTEN.
318 MHGOPMALA XPHATCH TONLKO B CHCTENE.

Tl 471 MponyCxa LpposaHU

Do
[ Vicnonb308aTs BEOA N10APOGHbIX CBEAEHHI! B XypHAN

Coapars oruer Omena

Ha manubBIil MOMEHT /I KOH(UTYPAIMH JOCTYITHBI CJAEIYIOIINE OIIIIN:

e B none «MeTka OoT4YETA» BBl MOXKETE€ BBECTHU WJICHTU(PUKATOP 3aIIpPoca B CIIyxKOe
TEeXHUYIECKON TOJIep:KKU. KEicim BbI He 3HaeTe ero, OCTaBbTE I10JIE€ ITYCTHIM.

e B mnone «IlaponbHasi ¢dpa3a mumudpoBaHUSA» BBl MOXKETE€ yKa3aTb IapoJb,
KOTOPBIH 3aTeM MOTpedyeTcss BBECTHU it OTKPBITUA (paitna ordéra. 3ammura daiiaa
OTYETA MAPOJIEM He sBJIeTCH 00A3aTe/bHBIM TPeOOBaHUEM, OJHAKO, PEKOMEHIYeTC s
B ciIydae repesiadu paiiia 1mo HEe3AITUIIEHHBIM KaHAJJIAM.

e Onaxok «CKpbIBAaTh ceTeBble aJipeca, MMEHA Yy3JI0B U II0JIb30BaTeJieil»
BKJIIOYAET PEKUM 00e3/TMIUBAHUS ITUX JAHHBIX B oT4uére. Crie/yeT OTMETUTH, UTO
IapoJIin, KJIIOYN U APyrue IpUBaTHbIE JaHHBIE B JIIOOOM Cjydae He OyIyT BKJIIOUEHBI
B OTYET.

e Dyaxok «Vcmosb30oBaTh BBOJ MOAPOOHBIX CBEAEHUU B XKYPHAJI» BKJIIOYACT
JIOTIOJTHUTEIbHYIO OTJIa09HY 0 nHMOpMaIuio B 0T4ET. Vcoab3yiiTe ero 1mo 3ampocy
WHYKEHEePa TEXHUIECKON TOJJIEPKKH.

[Tocme naxkatumsi Ha KHONKY <«CoO34aTh OTYET» 3aIlyCTUTCS IPOIEIypa TeHEPAIUH,
KOTOpasi MOXKET 3aHATh HECKOJIbKO MUHYT B 3aBUCUMOCTHU OT paszMepa (pailjioB KypPHAJIOB.

Co3pjaTh HOBbIii OTUET

BLIABNEHA NpOGREN
372 MH(OPMALHA XPAHITEA TONEKD B CHCTEME.

Naponsas dpasa
wnipposaA

‘OcrassTe NYCTeiN 419 MponycKa WippoBasH
Mapaerpet =) uviena y3nos u
[) MenonkaosaTs 5307 NOAPOSHAIX Cae/CHMM B KypHan

- COBaTH OTET | | OCTaHOBATL CO3gaHIE OTHETA | XOf BbIONHEHWS: 24%

[Tocie 3aBeprienus wporeaypbl ¢opMa Co3/aHusd OT4YeéTa OyJIeT aBTOMATHYECKU
3aKpbITa, & B CINUCKE OTYETOB IIOABUTCA HOBas 3aliCb, B JAHHOM IIPUMeEpe —
cockpit-2025-04-23-kwgltpf.



Apwwcrpamnigocyn (D Mowows ~ &8 Ceane ~

[AvarHocTuka cuctembl

Damn sgpa

AvarkocTuseciue Cooture Baracospanun ATpHSYTHI
omuEThl

cockpt-2025-04-23-knglof lessthan a minte ago [(samyom | 3
p— o it o arpyanrs

euers

Mpwoxers

i renepaluu uieHTUGUKATOPA OTIYETA UCTIONIB3yeTcs 1mabson HOSTNAME-YYYY -MM-DD-ID,
rae:

HOSTNAME — nMs KOMIBIOTEPA;

o YYYY — Tekyiui rox;

e MM — TeKymui MecCdll;

e DD — TeKyIuii JIeHb;

e ID — yHHUKAJbHBIN UIEHTUMUKATOD.

Takum oOpasom, oruér ¢ wumeneM cockpit-2025-04-23-kwgltpf ObL1 co3man Ha
KoMmmbioTepe cockpit 23 anpess 2025 rona. Eciu B hopme HACTPOIKHN TapaMeTpPOB OTYETA
obL1a 3a7ana «MeTka oTyé€ray, To 3Ta MHMOPMAIUS TAKXKE MOMAJIET B UICHTU(DUKATOD
CO3IAHHOT'O OTYETA.

CozmaHHbIil OTYET MOXKHO CKadaTh Ha)KaB HA KHOMKY «3arpy3uTb», IOCJIE 3TOTO ero
HEOOXO/TUMO MTPUKPENUTD K 3asdBKe, CO3/IAHHON Ha 110PTAJIe TeXHUICCKON TI0JIJICPKKN, JTTOO
repesaTh B CIYyXKOY MOAIEP:KKU UHBIM COTIACOBAHHBIM CIIOCOOOM.

Ckauannbrii daitn Oymer nmers npedukc sosreport-, eciu daityi He 3aMUIIEH TapOIeM
n mupedurc secured-sosreport-, ecam maposb ObLT  ycTaHoBJeH. (COOTBETCTBEHHO,
B HaIIeM IpuMepe s oTdéra cockpit-2025-04-23-kwgltpf Oyaer ckauan ddaiia
sosreport-cockpit-2025-04-23-kwgltpf.tar.xz.

YajieHue oT4yéra

VnaauTs daiiysi oTdéTa U3 CUCTEMbI MOYKHO HaXKaB Ha KHOIKY MEHIO «TPU TOYKH» CIIPaBa
OT KHOIIKU «3arpy3uTh» U BbIOpAB TaM IIyHKT MEHIO « ¥YIAJIUThY.


https://support.msvsphere-os.ru/msvsphere-os/
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[Anardoctuka cuctembl

Viicrpyweris

Aamn sgpa

Avarvoctwieckne Coobups. Baracospanua ATPHEYTH

cockpit-2025-04-23-kwgltpf less than a minute ago [ sarmyam.

Yaanus

IIpocmoTp gaHHBIX OTYETA

Qaitm oTuéTa MNpejcTaBiadeT CcOo0OU tar-apxuB, CXKATBIH apXUBATOPOM XZ, KOTOPBIH
COJIEPKUT CJIEAYIONLYI0 MHMOPMAIIHIO:

® HACTPOIKHU 3arpy3vnKa U KOH(MUIYPAIUMOHHBIN (ailsl s/ipa CUCTEMBI;
e koH(DUTYpAIUOHHBIE (DANTIBI PA3IUIHBIX KOMIIOHEHTOB U3 KaraJjora /etc;

® CIIHCOK 3arpyKEeHHBIX MOJIYJIeH d/1pa, 3aIlyIIeHHbIX TPOIECCOB, OTKPBITHIX (DalIOBBIX
JECKPUIITOPOB ! T.1.;

e KOHMUTYpPAIIUIO CETEBBIX aJIAIITEPOB M MHAPOPMAIINIO 00 000PYI0BAHNH;
® CUCTEeMHbIE€ 2KYPHaJIbl PA3JIMYHBIX KOMIIOHEHTOB CUCTEMDI.

g pacriakoBKE (DailjioB OTYETA B TEKYIIUI KATAJIOT BBITOJHUTE CJIEYIONIYIO0 KOMAHTY
(3amenuTe uMs dailia Ha peasbHOe):

’$ tar -xJvf sosreport-cockpit-2025-04-23-kwgltpf.tar.xz

Ecnu npu cozpannm oT4uéra OB yCTAHOBJIEH TAPOJIb, TO Iepe PACIaKOBKON HEOOXOIMMO
pacumndpoBaTh (aili MCIOIb3ysl CJIEAYIONYI0 KOMaHILy (3aMeHuTe mMeHa dailioB Ha
peaJibHbIe):

$ gpg -d -0 secured-sosreport-cockpit-2025-04-24-azytuxv.tar.xz \
secured-sosreport-cockpit-2025-04-24-azytuxv.tar.xz.gpg

gpg: AES256.CFB encrypted data

gpg: encrypted with 1 passphrase

IToce BBOmA MmMapoJsist B TEKyIleM KaTajore OyaeT co3aH apxXuB .tar.Xz ¢ yKasaHHBIM
MMEHEM, KOTOPBIil 3aTeM MOXKHO OyJ/IeT paclakoBaTh MPUBEICHHON BbIIIEe KOMaHIOMN.

HacTpoiika MyJIbTUTEpPMUHAJIIBHOTO PEeXKNMa

BBeaenue

MysnbTUTEpMUHAJILHBI — peKUM — 3TO ocobasg KoHMUrypalus KOMIIBLIOTEPA U
OIIEPAITMOHHON CHCTEMBbI, KOTOpPasl II03BOJISIET OOECIeYUTh OJIHOBPEMEHHYIO DPaboTy
HECKOJIbKUX TOJIb30BaTesel 3a OJHUM KOMIIBIOTEPOM.
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B cocraB omneparmonnoit cucrembr MCBCdepa BxomuT pacmmpenue s OaHETN
yupasiaennss Cockpit, koTopoe mpemocrasisier rpadudeckuii nHTepdEnc Ijisd HACTPORKHI
paboOThl B MyJIBTUTEPMUHAJIHLHOM PEXKUME.

Anmnaparublie TpeboOBaHUA

g paboThl B MyJIbTUTEPMUHAJILHOM PEXKUME HEOOXOMMa CJIeAyIonas KOH(MUTYPAIIs
KOMIIBIOTEpA!

e OT/eJbHAsT BHUJIEOKApTa JJIsd KaxKJI0oro pabodero mecrta. OnruMasbHBI BapuaHT
— YCTAHOBUTDL JIOIOJHUTEJbHYIO BHJACOKAPTY B KOMIIBIOTED CO BCTPOCHHON
BUJICOKAPTOI;

® OT/Ie/TbHAS KJIABUATYPA JIJTsd KAXKJIOr0 pabodero Mecta. PeKoMeH 1yeTcst UCIIoJIb30BaTh
pa3Hble MOJEIN KJABHATYP YTOOBI WX OBLIO TPOINE OTJIMYATH JIPYT OT JApyra B
nHTEpeiice yIpaB/IeHNSI;

e OT/esbHAS MBIIIKa (TPEKOOJI, Tadma 1 T.11.) JJId KaxKaoro pabodero mecra. Kak u B
cllydae ¢ KJIaBUATypaMu, He PEKOMEH/IYeTCs MCIOJIb30BAHUE YCTPOUCTB OJIMHAKOBOM
MOJIEJIN;

® eciu TpedyeTcss ODECHeYnuTh BBIBOJI 3BYKa I KaXKJIOro paboduero mMecra, TO Bam
TaKKe MOTpedyeTcs OT/e/IbHAs 3ByKOBas Kapra. B kKadecTBe aibTepHATUBBI MOYKHO
BBIBOJIUTDH 3BYK Ha MOHUTOD 4yepe3 HDMI.

¥YcranoBka pacmupenus ajda Cockpit

g HACTPOWKM  MYJIBTUTEDMUHAJILHOW  CUCTEMBI  YCTAHOBUTE  COOTBETCTBYIOIIEE
pacrmpenne 1y1s naneu yrupasierus Cockpit:

’$ sudo dnf install cockpit-msvsphere-multi-seat

I{aCTpOﬁKBWHOHOHHHTeHLHOFO:pa60quOﬁMeCTa

st HACTPONKN MYJIBTHTEPMUHATHEHOTO pexxnMa  TpedyroTcs [IPUBUJIET AN
aJIMUHUCTpATOpa: BoiauTe B mnaHeab yrpasienus Cockpit, ma crpanuie «O630p»
Ha;KMUTE KHOIKY «BKIIOYUTH JOCTYyIl ¢ IpaBaMyd aJIMUHACTPATOPa» WX KHOIKY
«OrpaHrYeHHbIN JOCTYI», KOTOpas TaKXKe JOCTYIHA Ha JPYTUX CTPAHUIAX CUCTEMbI
yrpapjenusd. Ha npuBeIcHHOM HUXKe CHUMKE KpPaHa 3TU KHOIKHU ODO3HAYEHBI KPACHBIM
IPAMOYT'OJIbBHUKOM.
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& OrpanwyenmbIi ocTyn

cockpit.msvspheretest aunomserca MCBCGepa 9.5 APM

3p0posse Ucnons3soBaive
St focryn venpasnens ounsox " - L mpnpseopon
& MocnepHuit yaaunsit exop; 15 anp., 11:01 Mawsts — 82/21GiB
R——
Cuo .
CsefieHns o cucteme HachoFﬂ(a

turerSystern Product Name s ysna

B orkpsoiBieiicss (¢popme HEOOXOIUMO BBECTH CBOH MApOJb U HAXKATH KHOIKY

«IIpoBepka
MTOJIJTMHHOCTI Y.

[Tocie aToro B J1eBoit nanesm oTkpoiite crpanuily «Pacmupennbie HacTpoiikuy (0603HAUYEHA

mudpoit 1 Ha cHUMKe 3KpaHa), Tam mnepeiimure mo ccbuike «Multi-seaty (obosmauena
udpoii 2 HA CHUMKE 9KDaHa).

Awcrpamssigonn @ oo v | g Ceane

[To ymosruanuio B cuCTeMe HACTPOEHO TOJIKO OJHO pabodee mecTo (seat®), 3a KOTOPBIM

3aKpeIieHbl Bce JIOCTYIHbIe ycTpoiicTBa. g mobaBienus emié ojiHOro pabodero Mecra
HasKMuUTe KHONKY «J/[06aBUTH».
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Apwwcpanssigooyn (@ Mowows &8 Ceane -

Pasouue mecta, Yerporiersa

1030] (revat)
PI0B [GeForce GT 1030] (rev ) (fb 0000:0100.0)

VGA cor ontroller: NVIDI

n
Inc. [AMD/ATI] Renoir [Radeon Vega Series / Radson Vega

0
) (c
I

ler: Advanced Micro Devices, Inc. [AMD/ATI] Renor [Radean Vega Series

> 0000:09:00.0)
Devi

enoir Radeon High

1 (PNPOCOC/br
(LNXPWRENbuttor
ey OTP+FIDO*CCID (usb-0000:09:00.4-1/input0 )
us (LNXVIDEO) video/input0 )

B pesyubrare Gyer co3aHo IOMOTHATEIbHOEe pabodee MecTo (seatl) u Bam morpebyercs
Ha3HAYUTh €My COOTBETCTBYIOIINE YCTPOWCTBA BBOJA-BBIBOJIA, WCIIOJb3ys (DJlakku B
cricke yctpoiictB. MuHUMaIbHO paboToCIocoOHasi KOHGPUTYpAIUs JOJKHA BKJIIOYATH B
cebsi BUJIEOKAPTY, KJIABUATYPY ¥ MBIIIKY (TPEKOOJI, Tadnaj] u T.1L.).

Takxke obOpaTuTe BHHUMaHHE, YTO IS BUJACOKAPTHI B CIHUCKE OTOOpaXKalTCd JIBa
ycrpoiicrBa: Tun card (BbIIEJEHO 3€JIEHBIM MApKepOM Ha CHUMKe JKpaHa) u Tui fb
(BBIZIEJIEHO CHHUM MAapKEPOM Ha CHUMKE KpaHa) — BaM HEOOXOIMMO 3aKpeluTb 00a
YCTPOMCTBA OIHON BUICOKAPTHI 38 PADOYUM MECTOM.

Ammcrpasigooyn | (@ nowous v % Ceare +
PacumpeLie HaCTPOKA
@ Mutiseat
Pasoume Mecra Serpoicrea
sest0 2 1030] (rev )
2 1030) reval)
a [AMD/ATI Renoir
o [AMD/ATI Ren:
000:09:00.4-Vinput0 )
08:00.3-131/input0 )
(usb-0000:09:00.3-13inputl)
9:00.3-131input)
Al G cox

mpenssie
HacTpoli

[Tocste 3aBepirennst KOHMUTYPAIUN yCTPOUCTB HAXKMUTE KHONKY « COXpAHUTHY — CUCTEMA
BBIJIACT BCILIBIBAOIIEE COODIIEHE 00 YCIENTHOM JT00aBJIeHNN PAOOIEro MecTa U MPeII0XKUT
epe3arpy3uTh KOMITBIOTED IS aKTUBAINNA N3MEHEHMIA.



v 8D A8 2

P Ev—— o
Pacunpesie acrpon

# Multi-seat

PaGoune mecTa HDA NVidia HDMI/DPpem=8 (ALSA )
seat0

seatl

1030] (rev )
1030] (rev )

15b-0000:02:00.0-2/inputl2)
000:09:00.4-2finput21)
Usb-0000:09:00.4-2/input2:2 )

[Tocie mepesarpy3kum Ha KaxKJIOM U3 pabOdIux MecT OyJaeT 3alylleHa COOCTBEHHAsd
rpadudeckas ceccus U MOJIb30BATEM CMOTYT BONTH B CUCTEMY HUCIOJIb3Ys CBOU yYETHBIE
3aIUCH.

Bo3Bpar K HacTpoiikaM IO yMOJIYaHUIO

s Bo3BpaTa cuctembl K 06a30BO#l KOH(MUTypanuu ¢ OJHUM PAOOIUM MECTOM BOHIUTE
B nanesb yrpasierus Cockpit, mosmydynre mpuBmieruun agMUHHCTPATOPA, HEpeianTe Ha
crpanuny «Pacmupennble HacTpoiiKu» u BblOepuTe Tam pacmmmpenne «Multi-seaty kak
OBIJIO OMMCAHO B MPEJIBIIYINEM pa3erie.

Ha cTpanmure pacmmupenus HaskMuTe Ha KHONKY «COPOCUTHY», MMOSBUTCS COOTBETCTBYIOIIEE
OKHO JIJIsl TIOITBEPKJIEHUS OTIEPAIIAN.

€ 5 C AHesmmuo cooplmhrs A el st « ® 0 A& 2

Apwvcrparionsigoeryn | (D nowous - | 4 Ceare ~

Bbl yBEpeHb! UTO XOTUTE COPOCHTL

KoHpUrypauuio?

[Tocie moaTBEPKAEHNUST CUCTEMA BBIJIACT BCILJIBIBAIOIIEE COOOINEHMEe 00 ycCIlelmHoM cbpoce
KOHMUTYpAIUA U MIPEJJIOKUT Tepe3arpy3uThb KoMmbioTep. llocie mepesarpysku cucrema
BEPHETCH B UCXOJIHOE COCTOAHUE C OJHUM PabOUYMM MECTOM.



Pacmmpenne USBGuard ansa Cockpit

BBenenue

Pacmupenue USBGuard st Cockpit paboraer na ocHoBe mporpammuoil miaatdopmbr US-
BGuard n momoraer 3amutuTh KOMIbIOTEp OT MOImeHHndeckux USB-ycTpoiicTs, BHEIpsist
6a30BbIe BOZMOYKHOCTHU 0EJIOr0 W YEPHOrO CIUCKOB Ha ocHoBe aTpudbyToB USB-ycrpoiicTs.

YcranoBka pacmmpenus ajisi Cockpit

YcranoBuTe pacmmmpenue i TaHeau yupasjieHus Cockpit ¢ moMoIbio ciemyromeit
KOMAaHJIbI:

’$ sudo dnf install cockpit-msvsphere-usbguard ‘

BamycTure cepBHUC Usbguard ¢ MOMOIIBIO CJIELYIONIEH KOMaHIb:

’$ sudo systemctl enable --now usbguard.service

[To ymomuanuio USBGuard 6sokupyer USB-ycrpoiicTBa, He COOTBETCTBYIOININE TPABUIIAM.
[Tocne 3amycka cepBuca usbguard B «Oesiblit» CHHCOK J100aBATCS BCE TEKYIIUe
OJIKJIIOUEHHBIE  ycTpoficTBa. Bce woble mnoakiouénubie USB-ycrpoiicrBa  OyayT
OJIOKHPOBATHCSI.

HacTpoiika

HacTpoiika moib30BaTeJien

[To ymomganuto mysa pabotsl ¢ pacimupennem USBGuard tpebytorcst ipaBa moJIb30BaATE s
root wiam Ke IOJIL30BAaTEb JOJKEH COCTOATH B rpymme wheel. V3MeHuTh HacTpOitku
u  J006aBUTH HOBOIO  II0JIb30BATENs/TPYILYy  MOXKeT [OJb30BaTeJb € [paBaMu
aaMuHucTpaTopa. g 9TOro BLIIOIHUTE CJIEIYIONINE TeCTBUS.

e Boiinure B manesnn ynpasienus Cockpit. Ha crpanune «O630p» HaxkMuTe KHOIKY
«BrirounTh OCTYI ¢ TpaBaM#M aJIMUHUCTPATOpay WM KHONKY «OrpaHuveHHBIH
JIOCTYII», KOTOpas TaK2Ke JIOCTYITHA Ha, JIPYTUX CTPAHUIAX CUCTEMbI yrpaBjenud. Ha
IIPUBEJICHHOM HUXKEe CHHUMKE 9KPaHa 3THU KHOIIKU BbIJICJIEHbI KDACHBIM.

Q

« O @ hitpsiJcest msvsphere.ru %

& I @

user@
testmsvsphere.ru

& Orpanwsenssi ooy

Q TMowck Be6-KoHcons pabotaer & pewune orpanuuentoro noctyna. | [ELUTSE SIS TR LR NI e E (o]

CEEn test.msvsphere.ru ssinonsetca MCBCoepa 9.5 Cepsep

0O63op

KypHansi

e B orkpseiBieiica ¢opMme ykKaxkuTe CBOil MapoJib u Haxkmute KHONKY «lIpoBepka
TIOJJIMHHOCTHT .


https://usbguard.github.io/
https://usbguard.github.io/

usere
Momows  ~
sestmavspterery ®

TMepeKniounTLCA Ha A0CTYN C NPaBaM1 aAMMHUCTPaTopa

Password for user:
0Otaop

KypHans! MpoBepKa NOATMHHOCTH Otmena

cor

e [locie sToro B JieBOil TaHeg M OTKpoiiTe cTpanully «PacimupenHble HacTPONKN»
(obosnavena mudpoii 1 Ha CHUMKe 9KpaHa), Tam mepeiaure 1o cebuike «USBGuard»
(obozHauena mudpoii 2 Ha CHUMKE SKpaHa).

user@
AZMMHUCTPATHBHBIA AOCTYN
testmsvsphere.ru

Qosop

PacLupeHHbIe HacTpOiiKN
MKypHans!

CeTb

>_ BupTyansHsie TepMuHansi % USBGuard
VuETHbIe sanucy CpezcTBo A1 OTHIoNEHHA CpencTso AR KOHTPORA
BUPTYabHbIX TEXCTOBBX noAKIOUEHHA USB YCTROTCTS.
TepuHHanOS.

Cryx6s

VicTpymerst
SELinux

Jlawn anpa

[IMATHOCTUNECKHE OTUETE!

OGHoBneHMA A
nporpammHoro
obecneyeHus

TpunoxeHnA

Pacumpetbie
HaCTPOMKM

o [lepeiimure Ha BrIaaKy «llomb3oBaresmy.

PaCILMPEHHLIE HACTPOTKN

w USBGuard

Cnucok USB ycTpoicTB Cnucok npasun Mons3oBarenu MpeaycTaHoBKKM

Haumenosanme Paspeuenn AnA ycTpoiicTs Paspewenws ans npasun

& [o6asuTb nonb3osatens & Jlo6asuTh rpynny

JobaByieHne moJib30BaTE s /TPYIIbI

s mobaBiienust OJIL30BATENSI UK IPYIIIHI HAXKMUTE KHOIIKY «/[00aBuThH mobp30BaTe Is»
wm  «JlobaButh Tpymiy». B OTKpBIBIIEMCH OKHE BBI MOXKETE€ YKa3aTh CO3aBaeMBbIil
tum: «Ilomb3oBarenby wam «I['pymnmay, HauMeHOBaHUE W HEOOXOJIUMbIE Pa3PEIIeHUs JIJIsd
YCTPOMCTB U IIPaBUJL.
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[Lo6aBenexne nonbsosarens

Tun

@ MMons3oBatens () Mpynna

HaumeHosanue nons3aosarens

PaspewlieHA ANA YCTROACTS

F - cratyca yoTpoiicTs
TIPOGMOTP - onyHetie CrvcHa YCTPORCTE
m - o

npasunax

Paspeuerin ans npasin

—
JloGaBuTh OTMeH!TL

Pazpemtennsa njis1 ycTpoiicTB BKJIIOYAIOT CJIEIYIONINE 3HAYEHUS.

e IIpocmorp (list) — momywars comcok moariouYéHEbIX USB-ycTpoiicte u ux
aTpUOyTHI.
e Penakruposanue (modify) — wusmensarb cocrosinve asropusanuu USB-ycrpoiicTs

(6s10KMpPOBKa/ pa3bIOKUPOBKA), BKJIIOYAs MOCTOSHHBbIE M3MEHeHWs (T.e. M3MEHEHUe
KOHKDETHBIX [IPABHUJI UM YCTPONCTB B HOJIUTHUKE).

e [Ipociymusanue (listen) — mosydarb yBeJOMIIEHHUS O TOIKIIOYEHUN YCTPOHCTB U
M3MEHEHUN TOJINTHKH yCTPOUCTB.

Paspertiennst fj1st IpaBuil BKIIOYAIOT CJIELYIOIINe 3HAYEHNUSI.
e IIpocmotp (list) — mosy4yarh CIMCOK IpaBUIL.
o Pemaxruposanue (modify) — n3MeHaTs 1 yJaIATH IpABHIIA.

ITocne nobasieHus mosb3oBaTe/ A cepBUC Usbguard OyjeT mepe3alryiieH.

PacuuupenHsie HacTpoKM

© TNMonbsosatens yenewro aobasnen x
4  USBGuard

Ciucok USBycTpoiicTs  Crucoknpaewn  Monb3osatenn  MpenycTanosku

yeTpo Paspewenns AnA npasun

& Jodasure nonsaosarens [l fobasuTe pynny

B ,I[a,JII)HeI';H_HeM, B 3aBUCHUMOCTHU OT pa.SPGH_IQHI/Iﬁ, I10JIb30BaTE/Ib MOZKET HOJIqu/ITb ,I[OCTyH
Kk unarepdeiicy USBGuard 6e3 moBbIIeHnst TPUBUJIETTIA.

N3menenune HOHBSOBaTeHﬂ/I‘pyHHbI

Jluisi u3MeHeHusl MOJIb30BATEN s/ TPYIIBI HAXKMUTE HA Hero B Tabuuie. B OTKpBIBIIEMCs
OKHe Bbl MOXKeTe U3MeHUTh TpebyeMble pa3perrenns. [locie coxpanenns nu3MeHeHuit cepBUC
usbguard OymeT mepe3arryIeH.
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WUameHeHue nonbsosatens

Tun

@ Monsaosarens Tpynna

HaumeHoBaHwe nonb3osarens

user

Paspeuenms AnA ycTpoicTs

[ oocworp | penacwposarve | Mpocnyunearme

yetpoicTs
TIpochoTp - nonyverHHe ciucKa yCTpocTa

npasynax

Paspewenis an npasun

YaajieHue 1moJib30BaTe st /TPy bl

st ynajeHusi MOJIb30BATENs/TPYIIBI HAXKMUTE Ha KHOIKY <«YJaJuTb» B Tab/uie
nosb30oBaresieit u mnoareBepiautTe JeiicrBue. llocie ynanenuss cepsuc usbguard Oyzer
repe3alryIieH.

Ynanute nonb3osatens: user ?

Ynanute OTmeHnTs.

Cnucok USB-ycrpoiicTB

Ha Bkiajike orobpazkaercs CIIMCOK TeKymux Mok IroIeéHHbx USB yerpoiicTs.

Pacumpentitie HacTPOMH
& UsBGuad

CrucokUSB yerpolicra  Criucoknpaswn  Monssosareny  Mpenycrakos

(=l VID(V.. PID(P. Tunwirepdeiica (CCSSPP) Nopr  Hamuenosanne Cepuimuiinouep  Xew ora
Os Wb 0001 090000 ubl  OHCIPClhostcontaler 000000060 IUN25leMBBIDBPAB2mau0SICTWBOKITAZDeg628/0  alow
e e 0002 090000 w2 EMCIHostContoler  0000:00060 SENGUWWEEKDMNIOJUXKFIWFRITPTRAINGUNE = alow
o7 1005 b3 080650 21 USBFLASHDRVE block
Oe 124 225 0e0100,000200,010100,010200 22 USBPHY20 GNo/E2VETLOs225200C MmPENNANAXpI7zzmHN7LImc=  alow

(SR S Ul  C' 06105/ CIHCOK TOGTONeHHBX YTPOCTS

B cronbie «Crarycy orobpazkaercst Tekyinee cocrosane USB-ycrpoiicTBa:
e allow — pasperieHo;
e block — 3abimokupoBasno.

Ina pemaxktuposanus cocroguus USB-ycrpoiicTBa BbLIeaMTe CTPOKY € YCTPOWCTBOM.
B 3aBucumocTm OT TeKyIIero craryca yCTPOWCTBa CTaHYT JIOCTYIHBI KHOIKU
«PazbsiokupoBaTh /» 3a6JI0KHPOBATDY .
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Pacuupertle KACTpOMKA
& UssGuard

CrwcoxUSB yerpolicts  Crwcoxnpasn  Monbsosarenu  Mpenycranosi

") VID(V.. PID(P.. Tunmirepdeica (CCSSPP) flopr  Hauwenosanwe Copuinuii

vowep  Xew cra..
Os Web 0001 090000 usbl  OHOIPCI hostcontioller  0000:00:060 1UN3261oMBBIDPAS2mu9SICTWOKITIZDeg628/0 alow
s W 0002 090000 uwb2  EMCIHostContoler  0000:00:060 SENVQUAWETEKDMNIOJUYFIWFRITVPTRKIVGHVE=  alow
L] 005 b oE0es0 2 USB FLASH DRIVE sal block
s 124 225 0e0100,010200,010100,010200 22  USBPHY20

GNo/62VE7L0522620QCMmPENNANAXpI7zzmHN7Lime=  alow

Haxxmvure na KHOIIKY BbI6paHHOFO ,HGfICTBHH u IIoATBEPpAUTE €0 B OTKPLIBIIEMCA OKHE.

3abnokuposaThb BblOpaHHbIe ycTpoicTBa? x

id: 1224:2a25, name: USB PHY 2.0, withinterface: { 0e:01:00
0€:02:00 0€:02:00 01:01:00 01:02:00 01:02:00 01:02:00 01:02:00
01:02:00 }

id: 1d6b:0002, name: EHCI Host Controller, withinterface: 09:00:00

3abnokuposarte OTmeHuTs

Ilocne moarBepxKaeHust OyeT HO0OABJIEHO COOTBETCTBYIOIIEE ITPABUJIO JIJIsi BBIOPAHHBIX
YCTPOICTB.

Taxke B maHHOM pasjene Jg0cTynHa KHOMKa «OOHOBATH CHUCOK MOMK/IIOUEHHBIX
YCTPOUCTBY Jjist OOHOBJIEHUS CIIMCKA TOC/Ie TOAKII0ueHus mim ynajiaeaus USB-ycrpoiicTs.
Cnucok mpaBuJt

Ha Brmagke «Cromcok mnpaBw» 0OTOOpazKaeTcs CIOUCOK TeKymux mpaBumia s USB-
YCTPOMCTB, OCHOBAHHBIN HA UX aTPUOyTaX.

Paciumpenssie HacTpoiio!
& UsBGuard

CwcokUSB yorpoiicTs  Crwcoknpasun  MonssosaTens  MpenycTakosis

N VID(V.. PID(Pr.. Tunmirepdbeiica (CCSSPP) flopr Cepuinsit.. Xew Crar.
o b 0001 090000 ler 000000060  IUN32sleMBBIDPA2mxu9SiCTWOKITZDeg628/0 allow
02 6b 0002 090000 0000:00:060  SEIVQUIWelEKDMNSOUUYXKFIWFPUMVPTRKINCYNE= allow
o 224 225 000100,06:0200,010100,010200 21 UsaPHY20 GNo/62Ve7L0s22620QCMMPENNAN AXpI7ZmHNTLIme=  allow
o w24 225 0:0100,000200,010100,010200 22 UsBPHY 20 GNo/62VC7L 052620 QCMMPENNAN AXpI72zmHNTLIme=  allow

R © Vaans

JlobaByieHne nmpaBuJja

s mobaBiienns mpaBuiia HaxkMuTe Ha KHONKY «JlobaBuThy. OTKpoeTcs OKHO ¢ (hopMmoit
TobaBICHUA.
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Jlo6aeneHue npasuna anA USB yctpoilicTBa  x

Tun untepdeiica (CC:SS:PP)

Hanpywiep: Oe:*:* - sa6nokuposaTs Bce suae0-yTpoiicsa. Tunsl ycTpoiicTs
https;//www.usb.org/defined-class-codes

Haumenosate

Hanpivep: USB FLASH DRIVE

D

3havenme no Macke VID:PID. Hanpumep: 1005:b113, 1005:*

Mopr

Mopr ycpoiicTsa. Hanpumep: 12, 1-10

IEE  OrvenuTs

JocTymHbI cyejiyronue aTpuOyTh.

Tun unrepdeiica (CC:SS:PP) — tun unrepdeiica ykaspiBaercss Kak TpU 8-OUTHBIX
quciaa B IIECTHaAIaTepudHoM dopMmare, pasieséHHbix jgasoerodnem (CC:SS:PP).
Yucsa obosnadaror kiaacc maTepdeiica (CC), moxkmacce (SS) u mporokosn (PP).
[Ipumep crmcka kigaccoB. Bmecto HOMepa MOJKIAacca U IMPOTOKOJA MOYKHO
HNCIIOJIb30BaTh CHUMBOJI *, LITO6]31 BbI6paTb BCE€ IIOAKJIACChlI HWJIM ITPOTOKOJIBI. Ta,K}Ke
€CTb BO3MOXKHOCTH YKa3aTh HECKOJIbKO THIIOB, IIPU 9TOM 3HAYEHUs JOJIZKHBI OBITH
paszeseHnl mpobesoM u obpamiiensl purypabiMu ckookamu. Hampumep: { 03:01:01
03:00:00 }.

HaumenoBanue — Ha3BaHUE yCTPOHCTBA.

ID — 3nauenue mo macke VID:PID (<ID BeHmopa>:<ID npogykTta>). ®opmar — 16-
OWTHBIE YMCJIa B IIeCTHaaTepudHoM dopmare. B 3Havenun MoxkeT ObITH yKa3aH
CUMBOJI *, 9TOOBI BHIOPATH BCE 3HAYEHUS.

[Topt — USB-nopr ycrpoiicTsa.
Cepuiinblit HOMED yCTPOMCTBA.
Xern ycTpoiicTBa.

Craryc — MOXKeT NpPUHUMATh OJHO u3 3HadeHwit: block — 3abyioKupoBaTH
ycTpoiicTBo, allow — pa3pemuTh, reject — yJaajauTh yCTPOHCTBO U3 CUCTEMBI.

[IpaBuso BcTynaer B cuity mocie noaksrodenust USB-yerpoiicrBa. Takum obpasom, ecn
YCTPOMCTBO OBLIO TMOJK/IIOYEHO Ha MOMEHT CO3/JaHUsl IPaBUJIa, TO ITPABUIO HAYHET
JIeficTBOBATH IIOC/IE €r0 MEePEeIoITI0UeHNS.

N3MmeHeHnne nmpaBuJia

15t m3Menenus MpaBujia HaYKMHUTE HA €ro HOMep B cToJione «N°» i Ha ero uMsi B CTOJIONE
«Hanmenoanue». OTKpoeTcss OKHO PeIaKTUPOBAHUS ITPABUIIA.


https://www.usb.org/defined-class-codes
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Penakty poBaHue npasuna

Tun untepdeiica (CC:SS:PP)

{ 0e:01:00 0e:02:00 0e:02:00 01:01:00 01:02:00 01:02:00 01:02:00 ...

Hanpywiep: Oe:*:* - 5a6M0KMpOBATH BCe BAAEO-YCTPO/iCTBA, THNb! YCTPOTiCTS
https://www.usb org/defined-class-codes

Haumerosanme

USB PHY 2.0

Hanpiviep: USB FLASH DRIVE

D

1224:2a25

3Havenve o Macke VID:PID. Hanpmep: 1005:b113, 1005:*

Mopr

22

Mopr ycTpoiicTea. Hanpumep: 1-2, 1-10

Coxpatuts  OTMeHuTs

Ynanenue mmpaBuI

Jia ynanmenus npaBuJia BBIOEPUTE €ro B CIUCKE M HAXXKMUTE HA KHOIKY «YIaauTb». B
OTKPBIBIIIEMCSI OKHE TIO/ITBEPIMTE CBOU JIEACTBUSI.

YnanuTh BbiGpaHHble npasuna?

N2 npasuna: 1, id: 1d6b:0001, name: OHCI PCI host controller,
withinterface: 09:00:00

NO npaBuna: 2, id: 1d6b:0002, name: EHCI Host Controller,
withinterface: 0:00

NO npaBuna: 4, id: 1224:2a25, name: USB PHY 2.0, withinterface: {
0e:01:00 0e:02:00 0:02:00 OT:01:00 01:02:00 01:02:00 01:02:00

01:02:00 01:02:00 }
N2 npasuna: 10, id: 1224:2a25, name: USB PHY 2.0, withinterface: {
06€:0:00 0€:02:00 0€:02:00 01:01:00 O1:02:00 OT:02:00 01:02:00
01:02:00 01:02:00 }

Yaanute OTmeHnTs

IIpenycranoBku

B pasnene «IlpemycranoBKu» BbI MOXKETE OTKJIIOYUTH IIPpABUJIa, & TaKxKe JT00aBUTH OOIIue
MpaBmJIa Jiisi HEKOTOPBIX KjaaccoB USB-ycrpoiicTs.



PaclwimMpeHHsIe HACTPORKK

_ USBGuard

Cnucok USB yCTpOWCTE CNUCOK NpaBur [MonbaoBaTenu MNpeaycraHoBKK

Benwiin cnucok
| 3abnokupoBaTk BCe KpOMeE NOAKMHYEHHBIX USB ycTpoiCTB

YEPHLIK CNUCOK

|| bnokupoBka USB HaxkonuTenen

[ | bnokupoeka USB ModemoB

[ | bnokupoBka USB BUAOEO YCTPOMCTB

Beawrit ciucok

e 3abnokuMpoBaTb BCe KpOMe MNOOKMYEHHbIX USB-yCTpOWCTB — BCe TEKYyIIHe
paBusie OyIyT y/IaJeHbl, 3aTeM Ha OCHOBE CIIMCKA MOAKJIIOYEHHBIX YCTPOUCTB OyIyT
CreHepUPOBaHbI U JI00ABJIEHBI HOBbIE TIpaBuia. Takke B KOHMUTrypaIlmoHHOM (aiiie
USBGuard %sysconfdir%/usbguard/rules.conf smauenwe ImplicitPolicyTarget
(craryc Jis HOBBIX YCTPONCTB, He IOJAXOJAIIMX IO TEKyIlue IpaBuia) Oyier
u3MeneHo Ha block (o ymosrdanuio).

YEpHbII cONCOK
e bBnokupoBka USB HakonuTenen — jobaBjieHne IIpaBuUjia ¢ TUIIOM HHTepdeiica 08:*:*,
e brnokupoBka USB MopgeMoB — jo0aBiieHue IpaBuia C TUIIOM UHTepdeiica 02 :*:*

e bBnokupoBka USB Bugeo ycTpoWcTB — Jio0aBjeHHE IPaBUJIa C TUIIOM HHTepdeica
Oe:*:*

Pacimupenune Bootloader ams Cockpit

BBeaenue

Pacmmpenue Bootloader s Cockpit npemocrasiisier maTEepheiic HACTPONKN TapaMeTpoB
3arpys34mKa OIepalrOHHON CHCTEMBI.



YcranoBka pacmmmpenus ajda Cockpit

YcraHoBUTE COOTBETCTBYIOIIEE PACIIUPEHNE T MaHe u yiupaBiaenus Cockpit:

’$ sudo dnf install cockpit-msvsphere-bootloader

Hacrpoiika

,ZLTIH U3MEHECHUA IIapaMETPOB 3arpy34duKa Tpe6yIOTCH IPpUBUJIETUN aIMHUHUCTPATOPA:

e BoiiiuTe B maHe b ymnpasjeHusi Cockpit, ma crpanure «O030p» HaXKMUTE KHOIKY

«BrirounTh 1OCTYI ¢ TIpaBaM#M aJIMHUHUCTPATOpay WM KHOMKY «OrpaHndeHHBIH
JOCTYII», KOTOpad TaKzKe JIOCTYIHa Ha JAPYIUX CTPAHHUIAX CUCTEMBl YIIDABJICHUA.
Ha wnpuBenénnoM HuxKe CHUMKE 3SKpaHa 3STH KHOIKHA OOO3HAYEHBI KPACHBIM
IIPAMOYTOJIbHUKOM:

« O & ht test. msvsphere.ru:9090, m % C & I @

user@ e
& OrpanyenHbiii focTyn
testmsvsphere.ru

Q Mowck Be6-xocons pabotaer & pexme orparmsentoro nocryna. | ([ Y R A ey

e test.msvsphere.ru seinonsetca MCBCaepa 9.5 Cepeep

O63op

KypHansi

B orkpbiBmieiics ¢dopme HEOOXOIMMO BBECTH CBOM TApOJb W HAXKaTh KHOIKY
«IIpoBepka MmoIMHHOCTH :

user®
testmsvsphereru

[§

TMepeKniounTLCA Ha AOCTYN C NpaBaM1 aAMUHUCTPaTopa

Password for user:
O6sop

KypHans! Mpoepia noANMHHOCTH Ormena

Ce

Ilocne sToro B JieBOil maHesm OTKpOWTe cTpaHully «PacmmpeHHble HACTPOUKM»
(obozHaueHa 1udpoil 1 Ha CHUMKE 9KpaHa), TaM mnepeiiaure 10 ccbike «Bootloadery
(oboznavena nudpoii 2 Ha CHUMKE SKpaHa):

Aswwcpamsmazocyn | @ Novous ~ | %8 Ceanc ~

PacumpeHHsie HacTpOY

& Ade « UsBGuard = sootoscer @)

Bawn aapa

Mpunoxesna

Pacumpestsie
HacTOM

Tepan
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Bkanaaka «MeHio 3arpy3kum»
Ha mamnoit BKi1ajike OyayT oTOOpaskeHbl 3aIllUCH W3 MEHIO 3arpy3KH.

A npo, 3arpyzkeHHOE IO YMOTYaHUIO, OYIeT OTMEYEHO MKOHKOI 3€JIEHOTO IIBETA.

Pacuupensie HacTpofin

$14.0.427371019_4x86.64

B fboogfymiinuzO-rescue-

st Toro 9TOOBI M3MEHUTDH 3arpyrkaeMoe sijipo M0 YMOJTYAHWIO, Ha)KMHUTE WUKOHKY Ha
coorBeTcTBYIOIEN 3anucu. llocie HaxkaTusg BO BCILIBIBAIONIEM OKHE ITOATBEPUATE CBOU
BBIOOD.

HasHauuTb aapo MSVSphere (5.14.0-427.371.e19_4.x86_64) 9.4 x
Server nA 3arpy3ku N0 yMonuaH1io?

n i c 7 3aMOPOXEH, AT TOT0 4T0GH O He Guin
YAGIeH 5 0fHoM 43 OBHoBNEHW

Coxparure  [EECHESY

[Tocyie ycTanoBKU HOBOTO s/Ipa Jijid 3arpy3KHU IO YMOJTIAHUIO IMAKET, CBA3AHHBIN C SIPOM,
Gyaer «3amopoxken» (¢ momornpio dnf versionlock), 4To6br OH He GbLIT YAAIEH U3 CUCTEMBI
IIPH TTOCJIEYIONNX OOHOBJIEHUAX SJIPA.

Takzke B aTOM pasaerie eCTb BOBMOXKHOCTb USMEHEHNA apryMEHTOB d/1pa.

PacuiperHsle HaCTPOMKN
@ Hacrpoi samysunka
Metio sarpysk  [106asHsie HaCTPOMKH

Tun  Aapo Aprywentsi Hauwenosasme

linux  /boot/ o X 503151.19_5.x86_64) v ®
mlinuz-5.  5x86.64 95 Server

rdvmv=msvsphere/swap
linux ot/ 1 ! 169 4x86.64) @ x
InU2-514.0-427.42.1.019_4x86_64. test=1 9.4 Server

resume=/ 71619 4x86.64) @z
re-swap rdlvm.lv=msvsphere/root 9.4 Server

i /boot/,
mlinuz-514.0-427371619_4x86. 64 dey/mapper/ms,
rdvmv=msvsg

ITocsie u3aMeHeHnsa 3HAYEHUN B TEKCTOBOM II0JI€ HAXKMUTE HUKOHKY «COXPaHHUTb».

Bkaaaka «I'siobajibHbIE HACTPOMKU»

B mannom pasmeste npejicraBiena popMa, O3BOJIAIONASA U3MEHATH HEKOTOPbBIE IJI00AIbHbIE
HACTPONKHU 3arpy3qunka myTéMm moiaudukanun daitina /etc/default/grub
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PaclunpeHHble HaCTPOHKK

A HacTpoiiku 3arpyaumka

MeHto 3arpyaxn noansHble HACTPOMKK

TaiimayT oHAaHUA 5
AEACTBUA

3HaueHHe OXNAaHKA B CeKyHaax. -1: oxmaanue 0es TaitmayTa, O: He oToGpaxaTh MeHHo Buidopa
nonssosarens sarpysuuka

Bbi6opa HCTOUHHKa
BBOJIA AAHHLIX NPH
sarpyske

BeiGopa nerounuka console
BbIBOAA AAHHBIX NPH
sarpyske

AprymMeHTbI Alpa “crashkernel=1G-4G:192M 4G-64G:256M,64G-:512M resume=/dev/mapper/
msvsphere-swap rd.lvm.lv=msvsphere/root”

AprymenTLl 8yayT NPMHEHeHs! ANA HOBLIX BEPCHi AAEP.

flnpo anA sarpyskuno  saved
yMONuaHHIo

B cnyyae sHayeHuA "saved”, ANA 3arpy3KM M0 YMO4aHHIO, OYAET MCNONb30BaHO Nocnedxee
BLIOPaHHOE B MeHio AIPO. BIBpaTh AP0 N0 YMONHAHMIO MOXKHO BO BRIIKE “MeHIO 3arpysi”

Tekymmue HacTpoOitKM:
e TallMayT oOXupaHus [eNCTBUA MNONb3oBaTeNs — BpeMs OXKUJAHUA JefiCTBUS B
CeKyHJaX. JHadYeHue -1 — oxkujaHue BbIOOpa 6e3 TajimayTa, 0 — HE 0TOOPaAXKATH

MEHIO BBIOOpa 3arpy3duKa.

e BuibOpa WCTOYHMKA BBOAA MAAHHLIX MPU 3arpyske — TEPMHUHAJIBHOE yCTPOHCTBO
BBOJIA. 3/1€Ch BBl MOYKETE BBIOPATHh HECKOJBLKO YCTPOWCTB, pa3Ie/]eHHbIX ITPOOeIaMu.
JlonycruMble Ha3BaHWS TEPMUHAJIOB BBOJA 3aBUCAT OT ILJIAT(OPMBI, HO MOIYT
BKJIIOYATH console (KOHCOJIb cOOCTBEHHOI 11aTdopMbl), serial (mocsemoBare bHbIH
TepMuHas), serial <nopT> (mocsemoBaTeNbHBIH TEPMUHAT C SIBHBIM BBIOOPOM
nopra), at_keyboard (kinasuarypa PC AT) uau usb _keyboard (USB-kmaBuarypa).
[To ymoT9aHmIo MCHOMB3YETCs COOCTBEHHbIH TEPMUHAJIBHBINA BBOJ, I1AT(MOPMBI.

e Boibopa WCTOYHMKA BbLIBOAA [AaHHbLIX MNPU 3arpys3ke — TEepPMUHAJBHOE YCTPONHCTBO
BBIBOJIA. 3/1€Ch BBl MOXKETE BHIOPATH HECKOJILKO YCTPONCTB, PA3/IeIEHHBIX ITPOOEIaMHU.
JomycTuMble Ha3BaHUA BBIXOJAHBIX JAHHBIX TEPMUHAJA 3aBUCAT OT ILJIAT(OPMBI,
HO MOryT BKJIIOYaTh console (kKoHcosb cobGerBenHOl 1uiardopmbr), serial
(mocenoBarenbHbIl TepMuHA), serial <nopT> (IOCJEeJI0BATE/bHBIA TEPMUHAT C
SIBHBIM BbIOOpOM mopra), gfxterm (BbiBOj B rpadwmueckoM pexume), vga text
(rekcr VGA BbIBOZ), mda_text (BbiBog Tekcra MDA), morse (kommposka Mopse c
HCITOJIE30BAHIEM CHCTEMHOIO 3BYKOBOIO CHTHAJIA) wian spkmodem (IpocToii mpoToKo
nepejiadu JAHHBIX C MCIOJIb30BAHUEM CHCTEMHOTO JIMHAMUKA).

e AprymMeHTbl ffpa — OyIyT HCIOJH30BATHCS KAK APTYMEHTHI 10 YMOJIYAHUIO IPU
OOHOBJIEHUY / yCTAHOBKE HOBBIX sIJIED.

e Anpo AnNs 3arpysku Mo YMOMYaHWK — B CiIydae 3HaYeHUsi saved st 3arpy3Kd 10
YMOJTYAHUIO OYJIET UCIIOJIH30BAHO TTOC/IEIHEE BHIOPAHHOE B MEHIO S71p0. BhIOpaTh s1/1po
JUTST 3aTPY3KH 110 YMOJTYAHHUIO TAK»Ke MOXKHO BO BKJaJKe «MeHo 3arpy3kums.
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Co3manme mapoJis [Jisgd 3arpy3ku  W/Wid  pPeJaKTUPOBAHUS
MapaMeTpPOB 3arpy309YHON 3alINCH

st ycTaHOBKY IMapoJid Ha PeJIaKTHPOBAHNE TaPpAMETPOB 3arPy309HBIX 3aluceil nepeiinre
BO BKJIJIKY «[Uiob6asibHble HACTPOUKMY M HayKMHUTE HA KHOIKY «YCTAHOBUTDH ITAPOJIbY.

Bo BCILJIBIBAIOIIIEM OKHE€ BBE€AUTE IIapOJIb U IIOATBEPAUTE €I'0, 3aTEM COXPaHUTE.

Maponts AnA PEAGKTUPOBAHHS 3ATPY30HHOT MeHHO M SarpyaK

Ilocste ycraHOBKM maposis B 3arpy30YHOM MEHIO IIPH IONBITKE PEeJIAaKTHPOBAHUSA KAKOI-
b0 3armmcu (IO HAYKATHUIO KHOIKHU €) OyJer 3alpollneH JIOruH/maposib. st noaydenust
BO3MOKHOCTH PEJ/IAKTUPOBATH 3aIIMCh YKayKUTe JOTUH root u 3a/JaHHBII paHee apoJib.

B ciygae, eciim maposib yCTaHOBJIEH, CTAHYT JIOCTYIHBIMU JAEHCTBHUSA JIjId YOAANeHUs u
N3MEeHEeHUs TTapoJId.

PaclUnpeHHbIe HaCTROMKH

A HacTpoiku 3arpyauuka

MeHto 3arpyaku no6anbHbie HaCTPOMKN

TalimayT om1aaHua 5

B CeKyHaax. -1 6es TaiiMayTa, O: He oToBpaaTb MeHIo BbiGopa
nonssosatens sarpysunka

Bui6opa HCToUHMKA

BBOfA AaHHLIX NPH
3arpyske

BoiGopa ucTouHKKa console

BblBOAa AaHHbLIX NpH
3arpyske

AprymeHThl Agpa “crashkernel=1G-4G:192M,4G-64G:256M 64G-:512M resume=/dev/mapper/
msvsphere-swap rd.lvm.lv=msvsphere/root rootflags=uquota”

AprymMeHTsl ByayT NPHHEHEHb! ANA HOBLIX BEPCHA AEP.

flapo ana sarpysknno  saved
yMonuaHuio

B cnyyae 3HaueHHA "saved”, NA 3arPY3KM 110 YMOMYAHHIO, BYAET HCMOMBIOBAHO MOCNEAHES
BbI6paHHOE B MEH0 AAPO. BHIGPATL AZIPO N0 YMONHAHHIO MOKHO BO BRIAANE “MekIo 3arpyaru’.

+ COXpaHHTb & YaanuTs naponk [# V3MEHWTL Naponb

a1 yeTaHOBKY TAPOJIS HA 3aTPY30YHYIO 3aIIUCh TepeiiinTe Bo BKIAIKY «MeHro 3arpyskmy,
BbIOEpUTE HYKHBIE 3aIIMCH U HAXKMUTE HA KHOIKY «YCTAHOBUTH MapOJIb HA 3arPy3KYy».

B ciiyaae, ecain mapoJib He ObLT 3aaH paHee, TO Bbl MOXKETE yKa3aTh €r0 BO BCILIbIBAIOIIEM
OKHE. 3alliCH, 3aIUIIEHHBIE TapojeM, OYIyT OTMEYEHBI COOTBETCTBYIOIIECH WKOHKOIN B
crosibne «Tum».
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s cHATHS TAapOoJIsd BBIJIEINTE HYKHbIE 3alIUCA U HAKMUTE HA KHOIKY «YIaJuTh TapOsib
Ha 3arpy3Ky».

Iloakaro4yeHue K JOMEHY

BBenenue

Cockpit mpemgocTaB/isieT BO3MOKHOCTD MOJIKJIIOUEHUS K JTOMEHY.

Hacrpoiika
s mopktoueHns TpeOyIoTCs IPUBUJIETUN aIMIHACTPATOPA.

e Boiisure B naness ynpasienus Cockpit, Ha crpanure «O0630p» HaXKMUTE HA KHOIKY
«BxounTh q0CTyII ¢ TpaBaMu aJIMUHUCTPATOPAY WU HA KHONKY «OrpaHuYeHHbIH
JOCTYII», KOTOpad TaKzKe JOCTyIHa Ha JAPYIMX CTPAHHUIAX CUCTEMBl YIIpABJICHUA.
Ha mnpuBenénHoM Hu2Ke CHUMKE B3SKpaHa 3STH KHOIKHA OOO3HAYEHBI KPACHBIM
IPAMOYTOJILHUKOM:

& I o

« O @ hitpsyrest msvsphere. 9090/t %

Q

user@

& OrpaHhuenHsiii focTyn
testmsvsphere.ru

Beb-Koncons paboraer & pemmnme orpannuentoro noctyna. | ([ A e R

test.msvsphere.ru swinonsetca MCBCoepa 9.5 Cepsep

KypHansi

e B orkpoiBIeiica ¢opme yKaxKuUTe Maposib M HaxXmuTe Ha KHONKY «lIpoBepka
IOJJIMHHOCTHT ©

i @ roveus

Q
TMepeKniounTbCA Ha AOCTYN C NpaBaM1 aAMUHUCTPaTopa

O6s0p

Kypranss Mposepka noausrocrn  [ENSHYERSY

Cor

e Ilocsie sroro B pasmene «Hacrpoiikay (myskT «/lomen») HaxXMuTe Ha CCBLIKY
«YcTaHOBUTH OMAEPKKY realmd»:
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prrrErmEEy | @ o

test.msvsphere.ru  swinonxretca MSVSphere 9.6 Server

3noposbe Wcnonbsosaxne
© Cboit 1 cnyxoel un I 1% 3 1 npoueccopa
Xpasunuie / CHcTeMa He HyxaaeTca & 06HoBNeHHH [ - 0547406
Cetb & MMocneannii ynauHbiii xoa: 17 won., 10:08
©:#11£192.168.1.10 Ha web console

CuoTpers ucropuk sxon0s

YuéTHbie sanmcu

CMOTPETL METPHKM U HCTODHO

CseqeHua o cucteme Hactpoitka
Mogens innotelk GmbH VirtualBox Viunyana testmsvsphereru pesaTHpoBaT
Ter axtusa. o CwcTemnoe Bpema 17 won. 2025r.,12:41 @
Tower YerarosuTs noanepvy reslmd
e oTuETHI
Upsince 1207 hasan Tlpogwns npowssonMTenskocT et
Mpasuno wmpposasua Tlo ywonuatio

MIpocMOTPeTS CBeeHks 06 06opyAOBaHHH LLoE Lo L
Mpunoxeua

Pactuupentsie
HaCTpOHKA

kike
testmsvsphere.ry

Q Mowex
N YcTaHoBKa NporpaMmMHoro obecneyeHma
Cherewa

ByaeT BinonHeHa ycTaHoBka realmd.

Ofaop

obecnedeHia

Mpunoxenia

IloakroueHue K HOMEHY

[Tocse ycranoBku makera realmd Bbl yBuiuTe OKHO ¢ (POPMOIt J1JTs1 TIOIK/TIOUEHUS K JIOMEHY .
Wu ke B pasnene «Hacrpoiikay (myskr «/lomen» ) Haxkmure Ha cebuiky «IIpucoeauaurces
K JIOMEHY».
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Kk
P o ABMAHICTPATHBHLIF AOCTYN @ nNowows ~ £ ceanc ~
estmsvsphere.ru

(e}l test.msvsphere.ru  ssinonkserca MSVSphere 9.6 Server Mepesarpyska | ~
[
3noposbe WcnonbsoBanue
© C6oi 1 cnyx6u un ! 1% w1 npoueccopa
/ CHCTema He HYXAAeTCR B OGHOBNEHHH TN - 063/406Gi8

& Tocnenswit ynasssii exon: 17 won., 10:08

CwoTpeTs UoTopHH BX0108
CMOTDETL MeTPHKH 1 HCTOPHIO

CseneHun o cucteme Hactpoiika
Mozens innotek GmbH VirtualBox Wna yana test.msvsphere.ru peaxTuposath
Ter axruea o Cucrenos epeun 5 0
oven
Upsince 30 YT Hasen Mloo@Wns NpoAIBOLMTeNsHOCTH o
Npanno wnoposarn Mo ywonsarmo

Knvoun Secure Shell Mokasars oTnesariun

MpocvoTpers caenexws o6 oGopyA0saHHH

3arosHuTe 1M0JIsi POPMBI:
e Apec [QOMeHa — aJIpec cepBepa, yIPABJIAIONIETO JOMEHOM.
e lIMa agMuMHMCTpaTopa AOMEHa — II0 YMOJYaHUWIO admin.
e aponb agMMHUCTpPATOpa AOMEHA.

e licnonb3oBaTh MOMHblE WM UM OOMEH — HACTPOWKA IIO3BOJIIET Pa3pPENIuTh
ayTeHTUUKAIMIO 110 KOPOTKUM uMeHaMm (6e3 ykas3aHusl JOMEHHOro cyddukrca
B dopmare user@domain.ru). Hampumep, user. Ilo ymoa9aHWio WMCHOTIB3YIOTCS
KOPOTKHE MMEHA.

AIMUHACTPATHBHBI AOCTYN

MpucoeanHeHe K IoMeHy

Anpec nowena domain.example.com

Vun anumnmcTpaTopa

Menonsaosats, o
ROAKbIe WA W AOMEH

Mpycoeauumsca Ormena

Javn agpa

[IwarvocTHYecKHe OTYETHI

MpAnoxeH#A

ITocsie 3amosHeHus moJist Apec [OMeHa BBIIOJIHSIETCS IIPOBEPKA JIOCTYIIHOCTH CEPBepa,
B ciiydae OImuOKM OyJeT BBIBEJIEHO COOOIIeHWe. Ecan MOAKIIOYeHne IMPOIIO YCIENTHO,
kHolka «lIpucoenuuurhCcay craHeT aKTHUBHOI.
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kik
AavmcTpaTABHH A0CTyn Movous Geane +
testmsvsphere.ru P ® nowou o

Q Mowmex

TpUcoeaMHEHHe K AOMEHY

Anpec Romesa ipaketest
0630p

KypHans: Wus aquukmcTpatopa  admin
nouena

Xpanwunuuie
Mapons

Cerb ‘anunmncrpaopa
nowena

YBTHble Sanon

Henonssosars
RonKbie WA W RoMEH

v Caish ¢ nowenom yeranosnena

NpycoenHnTLeR Omvera

Jann snpa
MarocTAuecKe OT4ETH
ObHoaneru
obecrievetiun

Mpunoxenua

[Tocne maxkatus Ha KHONKY «IIpruCcOeIMHUTHCS» BBIMOJHAETCS TOMBITKA MTOIKIIOUEHUS K
cepBepy JloOMeHa. B ciydae ycrenHoro mojk/ovYeHus K JIOMeHy B pazzese «Hactpoiikay
(myskT «/Iomeny) OGymer yka3aH HOIKIIOYEHHBIH JTOMEH.

kik
testmsvsphere.ru

AawmnCTpaTHB A A0GTYT

Q Monex test.msvsphere.ru  ssinonnsetcs MSVSphere 9.6 Server

Crorema

0O630p

3p0poBbe WUcnonbsosanue
KypHansi .
e © C6oit 1 cnyx6Gu un ' 1%ws 1 npoueccopa
XpaHunue ' CHCTeMa He HYAETCA B OBHOBNEHNH Mamare. - 065/40Gi8

Cets & TMocneauuh yaauHsii Bxon: 17 wion., 10:08
i

CMOTPeTH METPHKH 1 HCTOpHIO

CaeneHus o cucteme Hactpoiika

Mogens innotek GmbH VirtualBox Vi ysna testmsvsphere.u

Ter axtvea o Guerewsoe spew 17mon 202511319 ©
Jawn apa

df1831f: d Jllomen keitest

ZMarHocTwIeCKAe OT4ETH

Upsince SOwmyTHasan Moogwns MpowseoBMTeNEHOCTH ot

Tipasno unpposasna o ywonuaso

TIpocioTPeT CBeAeH#A 06 0GopyA0BaHHH Ko Secure Shell Morasars omesanc:

Mpunoxerua

I[Ipn waxkaTnm Ha ajapec JgOMeHa OTKPOETCs OKHO, B KOTOPOM YKa3aHbl JeTajiu
MOJIKJTIOYEHNS U IIPEJIOCTABIEHA BO3MOXKHOCTD OTKJIIOUUTHCA OT JIOMEHA.

ki
ASMHHCTDTHBHSI A0CTYN Movous ~ Cearc ~
testmsvsphere.ry \AMUHHCTPATHBHE AOCTY ® nowo ¢ Ceanc
Q Mowex
JomeH

Howen ketest
0Otaop

@opuar yuTHoi  username

2ancn

Cepaeproe

Vu8THuIe 3annch obecnedene

Cnyx6et BiiTh 3 oveHa

BT 3 ke test

cHcTeMy. 31O Takoke MoMeT NoCKONKY NapaveTp
SELinux 10BEPEHHX LUEHTPOS CEpTHOWAAL MOTYT HIEHHTHCS

AvarvocTivecve OTIETH!

3apuTs

Mpunoxen#s
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Pacmmupenune Aide mmis Cockpit

BBenenue

AIDE (Advanced Intrusion Detection Environment) — 510 uaCTpyMeHT J171s1 0OHAPY KEHUST
BTOD>KEHMII Ha OCHOBE aHaJM3a W3MeHeHuil B daitioBoit cucreme. OH paboraer 110
OPUHIWITY CHCTEMbI OOHApY»KeHWsi BTOp:KeHmit Ha ocHOoBe xocta (HIDS) m momoraer
aJIMIHACTPATOPAM BBISABJIATH HECAHKIIMOHNPOBAHHbIE U3MEHEHN B hailjax U Karajaorax.

YcranoBka pacmmupenus ajisi Cockpit

YcraHoBUTE COOTBETCTBYIOIIEE paCIIUpeHue JJjisd nanean yiupasjenus Cockpit ¢ momorbio
CJIeIYIOIIEd KOMaHJIbI:

’$ sudo dnf install cockpit-msvsphere-security-audit

Hacrpoiika
,ZL.TIH HCIIOJIb30BaHUA PACIIUPEHUA Tpe6y10TCH IIpUBUJICTUN aJIMHUHUCTPATOPA:

e BoiinuTe B maHesb ymnpasjeHust Cockpit, ma crpanmume «O030p» HaXKMUTE KHOIKY
«BrurounTh OCTYI ¢ TIpaBaM®M aJIMUHUCTPATOpay WM KHOMKY «OrpaHuveHHBIH
JOCTYII», KOTOpad TaKzKe JOCTYIHa Ha JAPYIUX CTPAHUIAX CUCTEMBl YIIpABJICHUA.
Ha mnpuBenéuHOoM Hu2Ke CHUMKE B3SKpaHa 3STHU KHOIKHA OOO3HAYEHBI KPACHBIM
IPAMOYTOJILHUKOM.

« O & ht test msvsphere.ru:9090/system w C & I @

user@

testmsvsphere.ru

Q Nowcx Beb-Koncons paboraer s pemume orpannuentoro noctyna. | [Ny

EmED test.msvsphere.ru ssinonsaetca MCBCoepa 9.5 Cepsep

0O63op

KypHansi

e B orkpsoiBieiicsa dpopme yKaxKUTe CBOI ITaposib M HaxKmMuTe Ha KHONKY «lIpoBepka
IOAJIMHHOCTHT .

® rovou ~

TMepeKniounTLCA Ha AOCTYN C NpaBaM1 aAMUHUCTPaTopa

Password for user:

Kypransi Mpoaepka nopnnirocrs  [EKCHYSEY

e [locsie sToro B J1€BOI ITaHey M OTKPOiTe BKIAJKY «Pacmmpennble HACTPOUKMY», TaM
nepeiiiuTe 1O cchliike « BupTyaJsibHbIe TEpPMUHAIIBIY.
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Pacuupentie HacTporiiA

9 Aide = Bootioader LibreOffice B Multi-seat

& aquota < USBGuard >~ BUpTyanbiLe TepvMHany

IvariocThveck

Paciumpetsie
HacTpOK

Bxkiaangka «Aidey»

[Toce mepBoHAYAJIBLHON YCTAHOBKM HEOOXOAMMO WHUIMAIU3UPOBATH O6a3y maHHbIX Aide.
WNunnmasms3anys 3aK/I09aeTCS B CO3JaHUU 0a3bl JAHHBIX (CHMMKa) Bcex dailioB u
KaTaJIoroB cepsepa. st aToro Haxkmure Ha KHONIKY «O60HOBUTL B /1.

PaclumMpeHHble HACTPORKK

a Hactpoiiku AIDE u npoeepka ®C

AIDE RPM BLOCK

[MNpoBepKa LenocTHOCTH Gannos U KOMMOHEHTOB

®aitn B/l oTcyTeTBYeT, On 6YAET COINAN NPH NEPBON NPOBEpKE.  Dain OTHETA OTCYTCTSYET. On GYAIET COIAaN NPH NEPBOM NPOBEPKE:

Mony4uTh 0TYET 3anycTUTh MPOBEPHY O6HoBKTL B 0

ITocae NHUITNAJIN3 a1 0a3bl JAHHBIX TTOABUTCA BO3MO2KHOCTDH 3allyCTUTH IIPOBEPKY, IJId
9TOI'0 HaKMHUTE Ha COOTBETCBYIOILYIO KHOIIKY.

PacluvpeHHbie HACTPOAKK

@« HacTtpoikm AIDE 1 npoeepka ®C

AIDE RPM BLOCK

lNpoBepKa LenocTHOCTH ¢pannoB 1 KOMNOHEHTOB

aiin BJ] coxnan: 30 wonA 20251.613:52  dain oTyeTa oTcyTeTBYET. OH GY0ET COIMIH NPH NEPEOA NPOBEPHE

MonyynTh oTYeT 3anycTuTh NPOBEPKY O06HoBuTL B *

B ciyuae, eciiz B cucreme pou30ILI U3MEHEHUS 1T0 CPABHEHHWIO CO KCHUMKOMY» CHCTEMBI,
OyJIeT BBIBEJIEH COOTBETCTBYIOIINI pe3y/IbTaT B Buje Tabuiibl. B Tabsuie OyayT yKa3aHbl
CJIeJTyIOIINe JTAHHBIE:

e Daiiyn — myTh K daily /KaTaiory.

e Cocrosiane — J106aBJI€H / M3MEHEH | YIAJIEH.
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o Tun — aiisr mam KaTagor.

e Oyrarm — [pW HABEJIEHUU Kypcopa Ha CTOJ0er; Oyaer IoKa3aHa JieTa/bHasd
MHPOPMAIIHSI.

o Jletayin — JMONOJIHUTE/IbHAST UHMOOPMAIIHUSI.

PacLumpeHHbIe HacTpOiiKN

A HacTpoifku AIDE 1 nposepka ©C

AIDE  RPM  BLOCK

MpoBepKa LeNoCTHOCTH (aitrnoB U KOMMOHEHTOB

@ai 2025 81352 427

— T ©

PHALTP N0 UvieHM Paiina  Hasan Briepsa —

aitn CocTosHme Tun ®narn Deranu

Just/share/cockpit/suspicious file nobasnen Paiin -

Crucok ¢aros:
® p — TpaBa JIOCTYIIA;
e | — HOMED inode;
® 7, — UM CCBLIKH;
e u — BJajesen; daiiia;
e g — rpymuma daiira;
e s — pa3mep daiina;
® b — KOJIM4IEeCTBO OJIOKOB;
e m — BpeMs usMeHeHus (mtime);
e a — Bpewms jocryna (atime);

e ¢ — u3menenue inode (ctime).

Hacrpoiiku Aide

Bl MozkeTe HACTPOUTH BBIBOJI TpebyembiM obpaszoM. st aToro mepeiiaure B «HacTpoiiku
Aide», naxkap Ha ukonky «Illecrepenkay.

31ech BbI MOYKeTe HACTPOUTD CJIEIYIOINIE MapaMeTPhl BHIBOIA:

o llckmiouenuss — MOXKHO yKa3aTb IIyTh WJIM HauMeHOBaHue daiiyia, KOTOPbIA OyIer
OTUIBTPOBLIBATHCS B UTOIOBOI TabJIHIIE.

e KosmmdiecTBO CTPOK, BHIBOJIUMBIX HA CTPAHUIIE.

HacTpoiiku mpuMeHsII0TCsI TI0CIe COXPaHEeHUS.
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Hactpoiku

Hactpoikun AIDE

Mckniouerna (exclude)
Ypanute > /usi/share/cockpit

[lo6aBuTs HckIoUeHHE

KonmuyecTso CTPOK Ha CTparuLy
- 100 +

CoxpariTs

HacTpoiiku coxpateHbi.

Bkaaaka «Rpm»

Ha ﬂaHHOﬁ BKJIQJKE€ Bbl MO2KETE€ 3allyCTUTh IIPOBEPKY NIEJIOCTHOCTHU CUCTEMbI HWJIA
IPOCMOTPETh Pe3yJIbTAT TOCeaHell npoBepku. llpm Hakatum Ha KHONKY «OOHOBUTH
oTYET» Oy/ieT BBIOJHEHA KoMaHaa rpm --all --verify.

PacLumMpeHHbIe HaCTPOMKA
A Hactpoikw AIDE u npoBepka ©C
AIDE RPM BLOCK

MpoBepKa LenocTHoCTH cucTembl (RPM)

Mocnemui oTueT cosgaw: 29 wan 2025781259

OGHOBHTB OTYET (O6HOBUTL OTUET

DuneTp Mo MeHH daina —Hasan  Brepda—

ITocite oxoHUYAHWS BBITIOJIHEHUST KOMAHIbI PE3yJILTAT OyJ/ieT BbIBEJEeH B Tadsuie. BymyT
YKa3aHbl CJICAYIOINNE ITAHHDBIC!

o Dajim — MOJHBIA IyTh K dailty.
e Tun — tun daiina (ecsm usBecreH).

e Djarm — mpu HaBeIEeHUM Ha CTOJIOeI OyIeT ImoKa3aHa AeTalbHas HHMOPMAaIIKs.
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PacLuMpeHHsIe HacTpO/ikK

A HacTpoiiku AIDE W nposepka ©C

AIDE  RPM  BLOCK

MpoBepKa LenocTHocTH cucTemsl (RPM)

Mlocremui oTuer coanan: 29 was 202518 1259

(O6HOBUTH OTYET (OGHOBHUTL OTHET

DUNLTP 110 MMeHH daina — Hasan Brepézn —
®aiin Tun ®narn
Jetc/sudoers 3 KomrypauwoHHsii daiin

/ust/bin/mkksiso -

/mnt -
/etc/openldap/Idap.conf % KOHQUIypaUMOHHI paitn

Jetc/httpd/contd/ssl.conf % KoHQUTypauHoHHSIA Gain ssT
Jetc/kibconf % KoHQUTypauHoHHSIA Gain ssT
Jetc/pam.dfingerprint-auth % KoHQUrypauHonHsiA Gain L
Jetc/pam.d/password-auth % KoHQUTypaUHORHSIA Gain L
Jetc/pam.d/postiogin % KoHQUTypauHonHsiA Gain L
Jetc/pam.d/smartcard-auth % KoHQUrypauHoHsi Gain L
Jetc/pam.d/system-auth % KoHQUTypauHoHsiA Gain L
/etc/selinux/targeted/contexts/customizable_types % KOHOUIypaumoHHbi paitn T
Jetc/selinux/targeted/contexts/files/file_contexts local % KoHourypaunonHsi Gain ssT
Jfetc/uim renos d/msvsphere-hiahavailabilitv reno % KoHdUrvnalmosHi hain S5T

Crucok ¢aros:
e S — pa3mep U3MEHEH;
o M — Bpems MoaudUKAIINN H3MEHEHO;
® 5 — KOHTPOJIbHAsI CYMMa HU3MEHEHa,;
e D — HOMepa major/ minor u3MeHeHbI;
e [ — CUMBOJIMYECKAs CCHLIKA M3MEHUIACD;
e [ — mosib30BaTE/Ib M3MEHEH;
e (G — rpyImna u3MEHEHa;

e T — Bpems gocryna (mtime) N3MEHUIOCH.

Pacimupenue LibreOffice nas Cockpit

BBeaenue

Pacmpenue LibreOffice mys Cockpit mo3BosisieT OTKIIIOUYUTD UCIIOJIB30BAHIE MaKPOCOB.

YcranoBka pacmmupenuda g Cockpit

YcraHoBUTE COOTBETCTBYIOIEE PACIIMpPEHNE JJId MTaHe u yrpasiaenus Cockpit ¢ moMornbio
cJIeJTyIoNell KOMaH b

$ sudo dnf install cockpit-msvsphere-libreoffice
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Hacrpoiika
,ZL.HH OTKJIIOYCHUA MaKPOCOB Tpe6y10TCH IIPpUBUJIETUU aIMUHUCTPATOPA:

e BoiiiuTe B maHesab ymnpabjeHust Cockpit, ma crpanure «O030p» HaXKMUTE KHOIKY
«BrirounTh OCTYI ¢ TIpaBaM¥M aJIMUHUCTPATOpay WM KHONKY «OrpaHndeHHBIH
JOCTYII», KOTOpad TaKzKe JOCTYIHa Ha JAPYIMX CTPAHHUIAX CUCTEMBl YIIpABJICHUA.
Ha wnpuBenénnHoM HuKe CHUMKE B3SKpaHa 3STH KHOIKHA OOO3HAYEHBI KPACHBIM
IIPAMOYTOJIbHUKOM.

& I o

Q

« O & hitpsy/test msvsphere.ru:9090/system %

user@

& OrpanmuenHbi gocTyn
testmsvsphere.ru

Q Nowcx Beb-Koncons paboraer & pemnme orpannuentoro noctyna. | ([ A o R

EmED test.msvsphere.ru ssinonssetca MCBCoepa 9.5 Cepsep

O63op

KypHansi

e B orkpriBieiics dpopme yKaKUTe CBOI MTaposib U HaxKmMuTe Ha KHONKY «IIpoBepka
IOJJIMHHOCTHT .

were
o Tovous ~
testmsvsphere.ru (6] =

[§

TMepeKniounTLCA Ha AOCTYN C NpaBaM1 aAMUHUCTPaTopa

Password for user:

0O6sop

Kyprans Mpoaepka nopnnirocrs  [EKCHVSEY

e Ilocse sToro B JI€BOI ITaHe M OTKpOiTe BKIAJKY «PaciimpeHHble HACTPOWKUY», TaM
nepeitaure 1o ceplike «LibreOffice:

A @ rovous -~ o
[——
O Aide = Bootloader LibreOffice B Multi-seat
posepr 0C acTpofaim sapyoa. Gesonacroem Lreoftce s ——

103ONROETD 06ecneHTs
onnospowenyio paory

Jorepe.

& Quota & USBGuard >~ BupTyansHse TepuHans!

Tepmans.

HacTpO

Toprian

OTkJiroyeHue MaKpOCOB

Ha crpanune oTobpazkaercsi CeJeKTOp, IIOKA3BIBAIOMIMI TEeKyIlee COCTOSIHUE MAaKpPOCOB
(BKJIFOU€HBI / OTKJIIOUEHBI ).
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PacluMpeHHble HaCTPORKK

a HacTpoiku 6e3onacHocTy LibreOffice

C NOMOLLIbIO NEPEerMoYATENA MOXHO OTKMOYMTE HCNONL3OBaHHE MaKpOCOB.

o BrnioyeHsl

HpI/I OTKJIIOYCHUU HCIIOJIb30BaHUA MaKpPOCOB 6y,ueT IIOKa3aHO OKHO IIOATBEP2KJICHUMA.

OTKITIOUYNTB UCTONb30BaHUe MaKpOCOB?

OtnounTs OTmeHnTs

ITocae IIOATBEP2KACHUA, NCIIOJIb3OBaHUA MaKpPOCOB 6y,ILeT OTKJIIOY€HO.

Bes umenn 1 — LibreOffice Writer

Tabnuya ®opma

ierif

Mposepka opdorpadum..

| [ AsTonposepka opdorpadmu Shift+F7

Tesaypyc.. Ctrl+F7

A3bIK p =

3a HacTpoek «be3ol Mopc4éT cnos...

MpoBepka AOCTYNHOCTH... Alt+8

([0 AsTomaTiyecKan NpoBepKa AOCTYMHOCTH
ABTozameHa »
ABTOTEKCT... Ctrl+F3

CencopHoe nsofpa

Pepaxtypa

ABTOpenakTypa

HymepaLuA 3aronoBKos. .

Hymepauma CTPoK...

Footnote/Endnote Settings...

Paccblnka MUceM. ..

Ba3a AaHHbIX GruGarorpad i

0BHOBUTL »
3alKUTHTL AOKYMEHT »

BbluncuTs

CopTHpoBaTb.

([ WHcTpyMeHTBI pa3paboTku

BbINOMHKTL Makpoc

PejaKTMPOBaTb MaKpoChI

HacTpoitka dhunstpos XM [BriGop HEBO3MOKEH]

Pacwmperus... Ctrl+Alt+E
HacTpoiika...
Bai MapameTpbl... Alt+F12

YnpaBneHHe Makpocamn »

Lindposbie nognmcu
YnpaBneH1e AWanoramu.

POOE e —e

Bes umenn 1 — LibreOffice Writer

@aitn Mpaska Bua Bcraska ®opmat Ctwm Tabnya @opma Cepsuc Okvo  Cnpaska
B-E-3-0@4d &- 3 %% 1 B-BlAHE-Q- 44
~ Ay Ay Liveration serf - KKUY-5 NA 4 A2

1), Makpocsi oTicioueHsi Makpock OTKHOvEHs! 4333 HACTPOEK <BE30MACHOCTS MAKPOCORS.

Basosii - 2m =

Pacmmupenune Quota ansa Cockpit

BBenenue

Pacmmpenue Quota mia Cockpit mo3BosiseT orpannauTb 00beM JIMCKOBOI'O TPOCTPAHCTBA,
HCIIOJIb3YEMOIO TIOJIL30BATE/IAMIA WJIM TPYIIaMu, ¢ HoMoIlbio KBOT. [lojmcmcrema KBOT
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YIIPaBJISET OrPAHUYEHUIMU Ha UCIIOJIH30BaHUE JUCKOBOTO pocTpancTBa (block) u daiiios
(inode).
YcranoBka pacmupenus ajda Cockpit

YcraHoBUTE COOTBETCTBYIOIEE paCIIMpeHue JJid maHeaun yipasiaenus Cockpit ¢ moMorsio
CJIEYIOIIEe KOMaHIbl:

’$ sudo dnf install cockpit-msvsphere-quota

Hactpoiika
g yrpaB/ieHus KBOTaMU TPEOYIOTCs IPUBUJIETUN aIMUHACTPATOPA:

e BoiiiiuTe B maHesb yrupasjieHust Cockpit, ma crpanuie «O030p» HaXKMUTE KHOIKY
«BrirounTh 10CTYI ¢ HpaBaM#M aJIMUHUCTPATOpay WM KHONKY «OrpaHuveHHBIH
JOCTYII», KOTOpad TaKzKe JIOCTyIIHa Ha JPYI'MX CTPaHUIAX CUCTEMbl YIIpaBJIeHU.
Ha mnpuBenéHHOM HMXKE CHHMKE SKpaHa 3TU KHOIKH O0OO3HAYEHBI KPACHBIM
IIPAMOYT'OJIBHAKOM.

« O & ht msvsphere.ru:9090), m % C & I @

& Orpausentii AocTyn

Q Mowcx BeG-koncons paGotaer & pewme orpannuentioro aoctyna. | [ R U A

Cucrema

test.msvsphere.ru sbinontserca MCBCoepa 9.5 Cepeep
0630p

KypHansi

e B orkpoiBIneiics ¢popme ykaxKuTe CBOI Imaposib U HaxkMuTe Ha KHOUKY «IIpoBepka
MIOJITUHHOCTH Y.

@ Mowows ~

TMepeKiounTLCA Ha A0CTYN C NPaBaMM aAMMHUCTPaTopa

Password for user:

TpoBepKa NOAMHHOCTH Otmena

e [locie »Toro B JieBOll maHean OTKpPOWTe BKJIAJAKY <«Pacmmupennbie HacTpPONKN»
(obosnavena nudpoii 1 Ha CHUMKE KpaHa), TaMm Iepeiure Mo ccbuike «Quotay
(obozHauena mudpoii 2 Ha CHUMKE SKpaHa):
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& Orpumenizocn @ Nowous ~ | 88 Ceste =

< usBGuard Libreofice 2 awe @

Tabauia ¢aityioBbIX CUCTEM

Ha crpanuiie orobpazkaioTcs mojjepKuaeMbie (hailJiIoBble CUCTEMBI.
e YCTpPOUCTBO — JIMCKOBOE YCTPOMCTBO.
e [IyTh — myTh K KaTag0ry MOHTHPOBAHUS.

o DajlyioBag cucreMa.

CTaTyC KBOT OJId IIOJIb30BaTeJId — BK.TIIO‘IeHbI/BbIKJIIO‘IeHbI.

CTaTyc KBOT JJIdd I'PYIIT — BKJIIO‘IGHI)I/BBIKJIIO‘IGHBI.

Pacuperisie HaCTpOA

> fevsds Infsfmnt e

> fdevsdel Itsimo2 oxd Buniowons Buoon @ Vaweruty

> 1921681149 nsmnt Jmet_pés s . Biwoserst

N3menenune cTaTyca KBOT

JlJ1st BKITFOU€HMsI MM BBIKJIIOYEHUS KBOT JIJIsI OJIb30BaTeel /TPy HaXKMUTe Ha KHOIKY
«3meHUThY JJ1si BBIOpPAHHO#N aitIoBoil cucTeMbl. B OTKPBIBIIEMCSH OKHE YKaXKHUTE
HY2KHBIA CTATYC C IIOMOIIBIO CEJIEKTOPOB U COXPAHUTE U3MEHEHUS.

WameHeHue cTaTyca KBOT ANd ycTpoicTea: /  x
dev/sdal

[ KeoTsi anm nonssosarenei
[ Keotsi ana pynn

Coxpariuts  [KCUINTNS

[Toce coxpaneHwusi, ONIUKU JJIs BKJIIOYEHHsT KBOT OyayT gobasiensl B daitn /etc/fstab.
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Takske 6y,Il;eT BbBITIOJTHEHO IIEPEMOHTUPOBAHUE pa3aejia. Ecmu pasaes1 3aHdAT U UCITOJIb3YyeTC A,
JJ1d IPUMEHECHU A N3MEHEHUNA HGO6XOILHMO nepe3arpy3uTb CUCTEMY.

PaCLLMpeHHLIe HaCTPOKY

© Hacrpoiunyenewso waweren

A Quota
Paszien samat. finA Kaor
Yerpoiicteo Nyte. @ainosanc.. Keorel anAnons3os.. Keorsl ana rpynn Craryc ksot
> /dey/mapper/msvsphere-root / xfs Bioioserti Buiioserbl [ Vsmenuts
N UV S —
RN - s B
N— e

Bazkno!

o 151 BKJIIOUEHUsT KBOT KOPHEBOIT (haitioBoit cucteMbl XFS HEOOXOIMMO BHECTHU TTPABKA
B ONIMM 3arpy3dmWka. B ciaydae BKJIIOYEHHS KBOT JIJIT KOPHEBOHM CHCTEMBI, OyIyT
II;O6&B.H€HBI ol Jjigd BCEX YCTaHOBJICHHBIX AJIEP.

M3mveHeHWe cTaTyca KBOT ANA ycTpoicTBa: /  x
dev/mapper/msvsphere-root

LA KOPHEBOH CHCTEMt XF'S HEOBXORMMO BHECTH NPABKH B OnLIAH
notpeGyerca

KeoTs anA nonsosareneit
(] Keorsi ana rpynn

Coxparurs  [EGUVORA

o Jlna daitoBoit cucrembr NFS HeT BO3MOXKHOCTH W3MEHHUTH CTATyC KBOT.

Brurtouenue /oTKIIIOYEHRE KBOT JJIsi TIOJIH30BATEEH WM TPYII HY?KHO BBIMOJIHSITH
Ha cepBepe NFS.

HacTpoiika KBOT 1oJjib30oBaTeJieii/ rpynn

Jljist mpocMOTpa TEKYIMX HACTPOEK KBOT JIJIsI MOJIB30BATE el /TPYII HAXKMUTE HA CTPOKY
daityioBoit cucTeMbl, OTKpoeTcs Tabyuia ¢ JaHHbIMEA. B 3aBuCHMMOCTH OT CTaTyca KBOT
6y IyT 0TOOPAsKEHBI TOJIBKO TOJIH30BATEHN /TPYTIIbI UM BCE BMECTe.

« o e f— —
Koo T Tomone. Nomwacrs. s, omon. ouiminar. Swnros
root group. o 2 o o J o & VavennTs

Crucok KBOT BKJIIOYAET CJIeYIOIIne TaHHbIe:
e HawmmenoBanme — uMsi 110JIb30BATEIST / TPYIIIIHIL.

e Tun — mosib30BaTEb UK TPYIIIA.
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Teky1ee ucroabp30BaHMe JUCKOBOI'O ITPOCTPAHCTBA.
Tekyiee KomuaecTBO (HaitioB.

Msrkoe orpanudenue JMCKOBOTO ITPOCTPAHCTBA — MAKCUMAJIbHbBIN 00bEM JTUCKOBOTO
OPOCTPAHCTBA, JOCTYIHBIA  mosib3oBaresto/rpymme. [lpm  ero  mpesbimerun
OTIIPABJISIETCS]  YBEJIOMJICHHWE, a IIOCJe BKJIIOYEHUs] KECTKOrO OrpaHudeHus (1o
YMOJTYaHUIO Yepe3 7 JHeil), Markas KBOTa CTAHOBUTCS YKECTKOM.

2Kécrkoe orpaHmveHume IMCKOBOIO IPOCTPAHCTBA — KECTKas KBOTa Ha OO0BEM
JIICKOBOIO  IIPOCTPAHCTBA (NP €€ TIPEBBINIEHUN JajibHeilast 3anuch  Oyuer
3alpeIeHa).

Msirkoe orpaHuvdenre KOJUIECTBa (hail/loB — MATKasi KBOTA Ha KOJUIECTBO (DailioB
(mpu €€ MPEBBIIIEHNN TT0JIb30BATEIIO OTIIPABJISIETCS YBEIOMIICHNUE).

7Kécrkoe orpannyenme KojamdecTBa (ailjloB — KECTKas KBOTA HA KOJUIECTBO
daiisioB (pu €€ IpPEeBbIIIeHNN JATbHERIIast 3alUCh 3aPEIeHa).

N3MEHCHUA KBOTbI HaKMHUTE Ha  KHOIIKY ,,I/ISMGHI/ITB» JJIA BI)I6p AaHHOT'O

HOJTH30BATEIST / TPYIITHI.

WameHetme KBOTbI

Lex0B08 NpocTpancTEo Paink
Menonsayerca: 6048 K Henonsayercr:2

Orpanndenre 1Mo 0O0bEMY MOXKHO yKa3aTh B KujobaiiTax, merapairax, rurabaiitax wjn
repabaiitax. Orpanudenue o daiiam — B eauHUNAX. Keau s mosib3oBaTesist /TPy bl
HaYaJICS OTCYET BPEMEHU JI0 HACTYILJICHUS *KECTKOI'O OrPAHUYEHUs, TO 9TO 3HAYEHUE OyIeT
TaKXKe YKa3aHO (B [IHAX) M €r0 MOXKHO H3MEHUTE.

Bazkno!

Hnsa daitnosoii cucrembl NFS HET BO3MOXKHOCTH M3MEHUTH BPEMs HACTYILIEHUS YKECTKOTO
orpanuderusi. YToObl U3MEHUTDH 3HAUYEHNE, U3MEHUTE HACTPOKKM KBOT Ha cepBepe NFS jis
CBSI3aHHOM (hailJIOBOI CHCTEMBI.

Ecin cymecTByomuii noap30BaTesib/TPyIa He yKa3aHbI B CIHCKE, TO MOXKHO JOOABUTDH
KBOTY CaMOCTOSITEJIbHO, HaKaB Ha KHOMKY «/[06aBUTH KBOTY».
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Pacmmmpenune «Buptyanbabie TepMmuHaibly aya Cockpit

BBenenue

Pacmupenue «Bupryajbable TepMHHAILIY — I[IO3BOJISCT OTKJIOUATL — HUCIIOJIL30BAHUE
BUPTYaJIbHBIX TEKCTOBBIX TEPMUHAJIOB ([EPEKJIOUEHNE MEXKJy HUMU OCYIIECTBJIAETCS 110
HaKaTuio KiaaBuml Ctri+Alt+F3 — Ctrl+Alt+F6).

YcranoBka pacmmpenus ajisi Cockpit

YcraHoBUTE COOTBETCTBYIOIIEE paCIIUpEeHue i naneaun ynpasjiaenud Cockpit ¢ momorrbio
CJICIYIOIIE KOMaH/IbI:

’$ sudo dnf install cockpit-msvsphere-virt-terminal

Hactpoiika

s OTKJIIOYEHUs] WCIIOJb30BaAHNE BUPTYAJbHBIX TEPMHUHAJIOB TPEOYIOTCS ITPUBHUJIETHI
aJIMUHHUCTPATOPA.

e BoiinuTe B maHesb ymnpasjeHust Cockpit, ma crpanmume «O030p» HaXKMUTE KHOIKY
«BrurounTh OCTYI ¢ TIpaBaM®M aJIMUHUCTPATOpay WM KHOMKY «OrpaHuveHHBIH
JOCTYII», KOTOpad TaKzKe JOCTYIHa Ha JAPYIUX CTPAHUIAX CUCTEMBl YIIpABJICHUA.
Ha mnpuBenéuHOoM Hu2Ke CHUMKE B3SKpaHa 3STHU KHOIKHA OOO3HAYEHBI KPACHBIM
IPAMOYTOJILHUKOM:

« O & ht test msvsphere.ru:9090/system w C & I @

user@

testmsvsphere.ru

Q Nowcx Beb-Koncons paboraer s pemume orpannuentoro noctyna. | [Ny

EmED test.msvsphere.ru ssinonsaetca MCBCoepa 9.5 Cepsep

0O63op

KypHansi

e B orkpsoiBieiicsa dpopme yKaxKUTe CBOI ITaposib M HaxKmMuTe Ha KHONKY «lIpoBepka
IOAJIMHHOCTHT .

® rovou ~

TMepeKniounTLCA Ha AOCTYN C NpaBaM1 aAMUHUCTPaTopa

Password for user:

Kypransi Mpoaepka nopnnirocrs  [EKCHYSEY

e [locsie sToro B J1€BOI ITaHey M OTKPOiTe BKIAJKY «Pacmmpennble HACTPOUKMY», TaM
nepeiiiuTe 1O cchliike « BupTyaJsibHbIe TEpPMUHAIIBIY.



279

= Bootioader LibreOffice & Multi-seat

LibreOffi

& USBGuard >~ BipTyansHse TepumHans!

Tepanos.

OTkiroyeHue BUPTYAJIbHbIX TEKCTOBbIX TEPpMMWHAJIOB

Ha crpamnume oTo6pazkaeTcst CeJIEKTOD, HOKA3bIBAIONINN TEKYIIee COCTOSHIE BUPTYAIbLHBIX
TEPMUHATIOB (BKJIIOYEHBI/OTKJIIOYEHBI).

PacuunpenHbie HaCTpOTikA

A BupTyanshsie TepmuHans!

TEKCTORbIE TEpMIHAL. AMEHEHAR BCTYNAT B CARY TI0GTE NEpesarpy K.

@ Baosens

HpI/I OTKJ/IIO9€HUU BUPTYaAJIbHBIX TEPMHUHAJIOB 6y,HeT IIOKa3aHO OKHO IIOATBEP2KACHMA.

Bbi yBopers, 410
BUPTYaNIbHEIE TEKCTOBbIE TEPMUHANLI?

Hactpoiika Oymer npumenena mnocsie nepesarpysku. [lociie monreep:xierns Oy/ieT mokasaHa
kHonka «Ilepesarpysurs» (mepesarpyska Oy/eT BBIIOJHEHA CPa3y IIOCJIE HAYKATHUS ).

PacunpenHsie HACTPOKN
&  Bupryanshbie TepumHans!

Ina VameHeHit C Mepesarpyants

c TeKCTOBIE TEpMMHANEL Bouny

QD orroens
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Jlucr perucrpanuu U3MEHEeHU

Homepa smucros (cTpatmuir)

Nsm

U3MEHEHHBIX

3aMEeHEHHbIX

HOBBIX

AHHYJIUPO-
BaHHBIX

Bcero
JIACTOB
(cTpamnmuir)
B JIOKYM.

Ne okywm.

Bxogsimmii N
COIPOBO/IHU-

TEJIbHOTO JTOKYM.

u Jara

TTomm.

Hara
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