ITonmuces n nara

WNue. Ne ny6or.

°

ITonnuces n nara | B3am. uns

Mus. Ne moam.

YTBEP2KJIEH

CepBepHasa onepallmoHHasi CUCTeMa C
MHTETrPUPOBAHHBIMHU IOJIH30BATEJIbCKUMMU
npujoxkeunsvmu MCBCdepa 10 CepBep

PykoBoacTBO agMuUHHCTPATOpa

Bepcug 1.0

2025



OrJaBjieHue

AnaHoTarus

OO6mue cBemeHUs
Haznauenue n 001acTh TPUMEHEHUS
Obecnieyenue Ge3omacHocT U TPeOOBAHUS K aJIMUHUCTPATODY .

YcraHOBKA 1 HaYaJIbHAd HACTPOWKA CHUCTEMBI
Cucremubie TpebOBaHUsA Ce e e
Coznanune 3arpy3oanoro USB-nocuresns u 3amuch iso-obpasa ;LI/ICTpH6yT1/IBa
YcranoBka cucrembl ¢ USB-nocuTens .

I'padpmnuecknii muTepdeiic cpeacTB HACTPOMKU CHUCTEMBI
Hacrpoiiku naTbl 1 BpeMeHu .
VupasiieHue mob30BaTe/IIMA .
I[IpocMOTp CHUCTEMHBIX »KYPHAJIOB
Co3nanue 3alUIIEHHBIX KAHAJIOB CBA3KU (VPN)
Orpanunvenne BpemeHn pabOTHI 38 KOMIIBIOTEPOM
[lopkmodenue K ypagéHHOMY pabodeMy CTOJY .

Hactpoiika obopymoBaHusa
Ypajenue TpuHTEPAMUI Ce
VYnanéunoe noaksiodenue USB-yerpoiicTs 1o cetn

YnpaBjieHue nmaketaMmu
BBenienne u ocHOBHBIE TIOHATHUS
[Takernbrit menemkep DNF
BezomacuocTs .

N nentudukaimsa n ayTeHTuUKAIUS
Bsesienue
JlobaBiieHre HOBOTO I0JIb30BATE/ IS
I/ISMeHeHI/Ie Y2KE€ UMEIOIUNXCA MTOJIb30BaTCJIbCKUX 3alucein .
Viamenne moJib30BaTe el
JlobaBjieHre rpymmbl mOJIb30BaTE e
N3menenne cymecTBYIONIER TPYIIIBI TTOJIb30BATEEN .
ViajeHue CymecTBYOIIei TPyl TOJIb30BaTe el
Cozanue 1 U3MEHEHUe TapOoJisi MOTb30BATEIS .
U3menenune cpoka JIEMCTBUS yIETHON 3aITUCU U TTAPOJIsd MOJIH30BATES .
YupasiieHue mOJUTUKAMA TapOJIei
[Tosryuenne cBemenuit 0 mMOIB30BATEIE
Koudwurypanmonnsriit daiin /etc/login.defs .
Koudwurypanuonnsrii daiin /etc/pam.d/system-auth
Koudwurypanuonnstii daiin /etc/issue
Koudwurypanmonusiii daitn /etc/shadow .
Bamyck mporpaMM OT UMeHH JAPYTOro MOJIb30BaTe s

[=rRN e

© © ©

1

W

21
21
26
38
42
52
63

68
68
72

78
78
79
85

86
86
86
87
88
88
89
89
89
91
91
98
99
100
103
104
104



YnupasisieHue JOCTynOM 116

Beemenme . . . . e e e 116
YcraHoBKa 1 M3MEHEHUE TIpaB JIOCTyIa K (pailylaM U JUPEKTOPUAM . . . . . . . . 116
Hasznaduenune u nuamenenue Baajeablia paitjia 1 IUPEKTOPHA . . . . . . . . . . . . 117
V3meneHne rpynmbl-BIaIe/Ibia paiaa Wid JUPEKTOPHH . . . « o o o o o o o o . . 117
IIpocMOoTp M W3MeHEHWE CIHMCKOB TPABHUJ KOHTPOJS JIOCTyIa s (pailjioB u
JUPEKTOPUIM . . .« . o o v o e e e e e e e e e e e e 118
I[IpocMOTpP CHUCKOB KOHTPOJSA JOCTYIIA . © o « v v v v vt e e e e e e e e e e e 118
PenakTupoBanue 1mob30BaTEeIbCKUX KBOT JIjIsi (PaitjIOBOMl CUCTEMBI . . . . . . . . 120
Koudwurypanmonnsrit daitn /etc/profile . . . . . . .. L oL 121
Koudwurypanuonnsrii daitn /etc/security /limits.conf . . . . . ... ... L. 123
Koudwurypanuonnsriii daitn /etc/fstab . . . . . oo oo 126
Perucrparusa cobpiTuii 6e3onacHocTu 128
Beemenme . . . . e e 128
Cozmanue u yaaJieHre MPaBujl PErUCTPAIUN COOBITHI O€30MacHOCTH . . . . . . . . 128
JlobaBsienne npaBuia PErucTpanuu COObLITUN O€30TACHOCTH . .« . « . . . . . . . . 129
[Towck MaHHBIX PErUCTPAIMHU COOBITUI OE30IMACHOCTH . . . « « « v v v v o v o o . 129
T'eneparnyss OTYETOB IO JTAHHBIM PETUCTPAIUNA COOBITHH O6€30macHOCTH . . . . . . . 130
Koudwurypanmonnsrit daitn /etc/audit/auditd.conf . . . ... .. ... .. 131
OrpanudyeHue MporpaMMHON Cpeabl 132
Beemenue . . . .. e e e 132
Broyenne mporpaMM B aBTO3ATPY3KY &+« « v« v v v v v v v v e e e e e e e e 132
VIpaBjaeHne CUCTEMHBIMU CIAYKOAMI . . . o v v v v v v v e e e e e et e e o e 132
Hacrpoiika 3amycka mporpamMM MO PACTUCAHUIO . . .« « « « « v v v v v v v v o v o 133
YrupaB/ieHue TPOrPAMMHBIMU TTAKETAME . « « « o o o« o o e o e e e e e e e e e 134
YcraHoBKa MOC/IEIHEH BEPCUM TTAKETA/TPYIIILI HAKETOB « . « . « « « « . o o o . . . 135
CrupaHue JaHHBIX 136
Beemenume . . ..o e 136
3aroyiHeHE CIIYyIalHBIMEA YUCIaMA MeCTa, 3aHATOoro daitylaMu . . . . . . . . . . 136
Crupanue JaHHBIX B CBOOO/IHOM IIPOCTPAHCTBE Pa3jiesia, B KOTOPOM HAaXOIUTCS
JUPEKTOPTT . v v e e e e e e e e e e e e e e e e e e e e e e e e e e 136
CrupaHue JAHHBIX B PA3/IEJIAX MOTKATKI . « « o o v o o oo v e e e e e e e e 137
CrupaHue JaHHBIX B OIMEPATUBHON TMAMATH . . « « « v v o v v v e e e e e e e e e 137
KoHTpoJib 11eJ10CcTHOCTH 139
Bemenue . . . .o e e e 139
Boramncnenve n cBepKa KOHTPOJIBHON CyMMBI PAMIa . . . .« o v v v v v v v o o o 139
[IpoBepKa MEOCTHOCTH JAHHBIX . « « « v o« o v v e e et e e e e e e e e e e e 140
Ob6ecrnieueHne HaAEXKHOTO PYyHKIIMOHUPOBAHUSA 142
Bemenue . . ..o e 142

ApxuBanust GailjioB U JUPEKTOPUI . . v v v v v v v o e e v e e e e e e e e 142



Coznanne apxuBOB U U3BJICUCHNE (DAKIOB U3 HUX . . . . v o v o v v v e o e e o
PesepBHOE KOMUPOBAHUE JAHHDBIX . « « « v o o v v v e et e e e e e e e e e e
Cosmanne muckoBbIX RAID-MaccuBOB . . . . . . . . o o o o

duibTpanus CeTeBOro MOTOKAa
Beezmenue . . . . e e e e
Hacrpoiika daiipBoia (OPaHIMAYIPA) .« « « v v v v v e e e e e
Koudwurypanuonnsriii daitn /etc/firewalld/firewalld.conf . . . . .. ... ... ..

MounutopuHr PYyHKIITMOHUPOBAHUS
Beemenume . . . .. L e e e
AHaIM3 CUCTEMHBIX KYPHATIOB . « . o v v v v e v e e e e et e e e e e e e e e e
[Toryuenne nHMOPMAIIUN O BBITOJHAEMBIX IMTPOIECCAX « « + « « « v v o o o o o o o
[Toyuenne nHGOpPMAIIUNA O COCTOTHUU TEKYIIUX MPOIECCOB . . . + « « o o « . . .
MOHUTOPUHT U AHAJUS3 CETEBOTO TPAMUKA . « v v v v v v v v e v e e e e e e e e
ITony4aenune mudopMaIim O ceaHCaxX MOJb30BATEICH . . . . « v v v v v v v v v v o .
[Tosryaenne naopMAIIUT O TIOCTETHUX BBITOJTHEHHBIX KOMAHIAX . . . . . . . . .

Co3nanne BUPTyaJIbHOU MaIIUHBI
Cozanne BUPTYAJIbHON MAIMHBI ¢ TIOMOIIBIO YTUINTHL virt-install . . . . . . . .

KoHnTeitHepusamusa
Trivy .« o o e e e e e

ITanens ynpaBjienusa Cockpit
Onwucanwve naneu ynpasiaenuss Cockpit . . . .. . ... o000
YceranoBka un mHactpoitka Cockpit . . . . . . oo oo
Co3nanne QUArHOCTUYECKUX OTUETOB . . « v v v v v v v v e e e e e e e e e e e
Hacrpoiika MyJTbTUTEDMUHATBHOTO PEKUAMA .« « « « v o o o v v o e e v e e e e o o
Pacmupenne USBGuard g Cockpit . . . . . . o o 0 o oo 0oL
Pacmmupenune Bootloader mist Cockpit . . . . . . . . o oo oo
TIOAKITIOUEHNE K JOMEHY .+ + v v v v v v v v e e e e e e e e e e e e e e
Pacmmupenne Aide gmst Cockpit . . . o . o o L Lo
Pacmupenne LibreOffice mirst Cockpit . . . . . . . . . . . . . . . o
Pacmupenune Quota g Cockpit . . . . . o . oo oL oL
Pacmmpenune «Bupryanbubie Tepmunanabry g Cockpit. ..o . oo Lo L. L

146
146
146
147

149
149
149
149
150
150
150
151

152
152

156
156



A HHOTaIUA

Hacrostiiee pykoBOICTBO TpeIHA3HAYMEHO 11T A IMIHUCTPATOPOB CEPBEPHO OTIEPAITMOHHOI
cucTeMbl ¢ uHTerpupoBaHHbIME cepBepHbiMEU ciyxKbamu MCBCdepa 10 Cepsep.
PykoBO/ICTBO OpMEHTHPOBAHO HA CHEIUAIUCTOB, 3HAKOMBIX C OIEPAIMOHHBIMUA CHCTEMAMUI
tura Linux u uMeronumx MUHIMAJTbHBIN TPAKTUIECKH ONBIT PAOOThI ¢ HUMH. PyKOBO/ICTBO
cHabkeHo mpuMepamu, ciaenanubiMu B oneparmonnoit cucreme MCBCdepa 10 Cepsgep,
YCTAHOBJICHHOM B 0a30BOI KOH(MDUTYPAIUN.



OO11ue cBeaeHudA

Haznauyenue m obJj1acTh MpUMEHEHUS

MCBCdepa 10 CepBep — cepBepHasi OllepallioOHHAs CHCTE€Ma Ha OCHOBe siapa Lin-
UX ¢ HaOOpPOM WHTETPUPOBAHHBIX CJIY2KO U TPHUIOXKEHUI, BKJIIOYAIONUM Beb-cepBep,
IIOYTOBBIA CEpPBEP, CEPBEP CIYKO ceTeBOil MHMPPACTPYKTYPhI, cepBepbl (ailjioB U MeYaTH,
CPeJICTBA PE3ePBHOTO KONMPOBAHUS W BOCCTAHOBJIEHUS JIAHHBIX, MHOYKECTBO JIPYTUX
CIyKO M TMPUJIOYKEHUH, & TaKyKe CPeJCTBa aIMIUHUCTPUPOBAHUS W 3AIMUTHI NHMOOPMAIUH.
Pazsépuyryio OC MCBCdepa 10 CepBep HpPUMEHSIOT B KadeCTBe IPOrPAMMHOIL
1aTOOPMBI JIJIsi UCIIOTB30BAHUS B KOPIOPATUBHBIX CETIX U CEPBEPHBIX OKPYKEHUSX.

MCBCdepa 10 Ceppep Britouena B Peectp oreuecrBernoro 110, sammcesr Nel16243 ot
30.12.2022

O6GecnieueHne 6e30MMaCHOCTH U TPeOOBaHUS K aJIMUHUCTPATOPY

BHenpenuto u WMCHOJIB30BAHUIO ONEPAITMOHHOW CHUCTEMBI JIOJI2KHBI IIPEJIIIECTBOBATH
IIOJITOTOBUTEJIbHBIE ITPOIEIYPhl, HallpaBJeHHbIE Ha obecrevdeHne Oe30IaCHOCTU IIPU
OpueMKe YCTaHOBOYHOI'O ,ZLI/ICTpI/I6YTI/IBa OHepaL[I/IOHHOfI CHUCTEMbI OT IIOCTaBIIUKa, Ha
obecrieuenre 6e30ITaCHON YCTAHOBKHU, HACTPONWKHM U 3aIlyCKa OIEPAIMOHHOW CUCTEMbI U
Ha cozjanue 6e301acHoil cpeibl e€ pyHKIMOHUpOoBaHudA. Peanmn3alius MOAroTOBUTEIbHBIX
poIeayp JOJKHA 00eCIeduBaTbCd HEOOXOMUMBIMUA PECYpCaMU M COIPOBOXKIATHCS
Ha3Ha4Y€HHUEM OTBETCTBCHHDBIX 3a MX BbBIIIOJTHEHHNE JOJI2KHOCTHBIX JINII.

[Iporieypbl 6e30mMaCHON MPUEMKHU JIOJKHBI ITPEYCMATPUBATL MEPBI MOATBEPK ICHUA
MIOJIJTMHHOCTYA YCTAHOBOYHOI'O JIUCTPUOYTUBA OMEPAIMOHHON CHCTEMbBI, WCKJIIOYAIOIIEe
BO3MOXKHOCTH IIPEJHAMEPEHHOI'O WJIM HENpPeJHAMEPEHHOI'0 BHECCHUS W3MEHEHUI B
[IOCTABJIEMYIO BEPCHIO, T.€. 3aMeHbl €€ (haJIbCHMOUIIMPOBAHHON U HEPAOOTOCHOCOOHOM
BEpCUeH.

K Tmaknm mepam B 00IIeM ciIydae OTHOCATCH:

® IIPOBEPKa IIOJJIMHHOCTU UCTOYHUKA ITIOCTABKU IIyTEM BU3YaJILHOI'O KOHTPOJIA HaJIUYINA
1 OeJIOCTHOCTHU CIICHUAJIBHBIX 3alllUTHBIX CTUKEPOB (HaKJ'[eeK, 3HaKOB) Ha YIIaKOBKE
KOMILJIEKTa IIOCTaBKHM, a TaK2Ke IHEeJIOCTHOCTU caMoi YIIaKOBKH;

® IIPOBEPKa KOMILJIEKTHOCTH TIOCTaBKA B COOTBETCTBUHM C 3asdBKOU, JOTOBOPHBIMHU
MaTepuaJiaMu U creruduKalmeil, cCBepka MapKUPOBKU U HOMEDa, BEPCHUU;

® IIPOBEPKA IEJOCTHOCTU YCTAHOBOYHOI'O IMCTPHOYTHUBA C IMOMOIIBIO IIPOrPAMMHOIO
CPeIICTBa KOHTPOJIA IIEJOCTHOCTHA IIyTEM CPABHEHUS C 3STAJOHHBIM 3HAYEHUEM
KOHTPOJIBHOU CYMMBbI WJIN C IIOMOIIBI0 CPEJICTB 3JEKTPOHHOU ITOIAINCH.

[Iporeypbr  Ge30macHOil  yCTAHOBKM, HACTPOWKHU, 3aIlyCKa OIEPAIMOHHOW CHUCTEMBbI
u co3JaHus 0e30IacHOil cpesibl €€ (YHKIMOHUPOBAHUA B OOIEM CJIydae JTOJIKHBI
IIpeayCcMaTPUBATh MePbI, 00ECTIeUnBAIOIINE:

® COBMECTHUMOCTD OHepaHHOHHOﬁ CHUCTEMBI CO CpeacTBaMHU BbIYUCJIATEIbHON TEeXHUKH,
Ha KOTOPBIX IIJIaHUPYETCA eé YCTaHOBKa 1 HCIIOJIb3OBAHUE]



YCTAHOBKY, KOH(DUTYPUPOBAHUE, HACTPOMKY, 3AIYCK W yIPABJIEHHUE OIEPAIMOHHOMN
CUCTEMON B COOTBETCTBUU C 3IKCILIYATAIIMOHHON JOKyMeEHTalueidl u IpUHATONR
MTOJIUTUKOI OE30ITaCHOCTH;

3aIUTy OT JIeficTBUil, HAIpABJEHHBIX Ha HapylleHue (HU3NIECKON IETOCTHOCTH
CPEJICTB BBIYUCIUTE/IHLHON TEXHUKH, HA KOTOPBIX OHA (DYHKIITMOHUPYET;

JOBEPEHHYIO 3arpy3Ky OIEPaIlMOHHONW CHUCTEMbI, KOHTPOJIb JIOCTyIla K IIPOIECCY
3arpy3ku, OJIOKUPOBAHHE IONBITOK HECAHKIIMOHUPOBAHHON 3arpy3kKu, KOHTPOJIb
IEJIOCTHOCTY KOMIIOHEHTOB 3arpy2KaeMOil ONePAIMOHHON CPeJIbI;

HAJIUYIMe PECYyPCOB JIJIsl BBIIOJHEHNS (DYHKIIMOHAJIBHBIX BO3MOXKHOCTE OE30I1ACHOCTHI
ONEPAITMOHHONW CHUCTEMBI, XPaHEHHS CO3/IaBA€MbIX PpE3€PBHBIX KONWA, & TaKXKe
3aIUINEHHOEe XPaHEHUWe JIAHHBIX OINEPAIMOHHOW CHUCTEMbl W  3allUIaeMOn
nHMOPMAITIH;

OI'paHUY€EHNE Ha YCTaHOBKY IIPOIPaMMHOI'O obecriedyeHnss U €ro KOMIIOHEHTOB, HE€
BaﬂeﬁCTBOBaHHbIX B TEXHOJIOTUYIECKOM IIpOIECCE O6pa6OTKI/I I/IHCI)OpMaI];I/II/I;

JOBEPEHHBII MAPIIPYT MEXKY ONEePAIMOHHON CUCTEMOU U MOJb30BATEJISAMMU;

JOBEPEHHBIA KaHaJl llepeJadr JaHHbBIX MEXKJ1Y OIICPAIlMOHHON CUCTEMON U CpeICTBAMU
BBIUYMCIUTEIbHON TEXHUKHU, Ha KOTOPBIX IIPOMCXOAUT 00paboTka mHAOPMAIUH, a
TakzKe C KOTOPBIX TPOUCXOIUT UX aJIMUHUCTPUPOBAHUE;

HEBO3MOXKHOCTH OTKJIIOYCHUA WNJIN O6XO,Z[8J KOMIIOHEHTOB OHepaI_[I/IOHHOI';I CUCTEMbI U
CPEJICTB 3aIlUThl UH(POPMAITUH;

[PENATCTBAE HECAHKITMOHUPOBAHHOMY KOIIMPOBAHUIO MH(MOPMAIUH, COJIEPIKAIIENHCS B
OIIEPAIMOHHOl CUCTEeMe, Ha CheMHbBIE HOCUTEIN MH(MOPMAIMN, B TOM YHCJIe KOHTPOJIb
BHOCA (BbIHOCA) B (M3) KOHTPOJMPYEMYIO 30HY ChEMHBIX HOCHTeJeil nHdopMaIuy;

MIPOBEPKY IEJTOCTHOCTH MOJIYIaeMbIX OT TTOCTABIINKA BHETITHUX MOJTYJI€Hl YPOBHSA A7Ipa
repe/i X YCTAHOBKOU B OIIEPAIIMOHHYIO CUCTEMY;

BBbIJIeJICHUE BBIUUCIUTEJBHBIX PECYPCOB JijId IIPOIECCOB B COOTBETCTBUU C UX
[IPUOPUTETAMU;

podeccnoHaIbHYI0 KOMIIETEHTHOCTDh U HAJIE?KHOCTh IIePCOHaJa, OTBETCTBEHHOTO 33,
aIMUHUCTPUPOBAHNE CHUCTEMBI, €r0 CIIOCOOHOCTH BBIMOJIHATH CBOU OOS3aHHOCTU B
TOYHOM COOTBETCTBHU C NPHUHATON MOJUTUKON OE30ITaCHOCTH U IKCILIYaTAIlMOHHON
JOKYMEeHTAaluei;

BO3MOXKHOCTb TE€HEpAIUuy ayTeHTU(PUKAITMOHHON WHMOPMAINU, COOTBETCTBYIOIIEH
3aJlaHHOU METPUKE KadeCTBa;

HEJIOCTYITHOCTD ayTeHTU(MPUKAITMOHHON MH(MOPMAIUN JJIsd JIUIL, HE YIIOJHOMOYEHHBIX
Ha €€ MCHOJIb30OBaHUE;

paszesieHue IIOJHOMOYNI IOJb30BaTeJedl W aJMUHUCTPATOPOB C HA3HAYEHUEM HM
MHUHUMAJIbHO HEOOXOIMMBIX ITPAB U TMPUBUJIETUIL;



® INCKJIIOYeHHE B IIponecce MHCIIOJIb30BaHUA CHCTEMbI HJOCTYIIQ MOJIb30BaTEJIel K
IIPUJIO2KECHUAM, BBIIIOJTHAIOIUMCA C 0oJiee BBLICOKUMU IIpaBaMu OJOCTYIIa, Y€M IIpaBa,
npeaocTaBJICHHbIE UM COIJIACHO MaTPUIE JOCTYIIa

® 3aBepIleHne aJIMAHUACTPATOPaAMU ITPUAJIOYKEHN, 3aIyeHHBIX MU c
aIMIHUCTPATUBHBIMU IIPABAMU, ITOCI€ OKOHIAHUsT PAOOThI C HUMUT;

® 3amIpeT II0JIb30BaTeJIdAM Ha Iepesiadyy OOCTOPOHHUM JIMIAM CBOEA  JIMIHOU
UICHTU(PUKAITMOHHON ¥ ayTeHTU(MUKAIMOHHOW uH@OpMAIUUA, & TaKxXKe Ha
PETUCTPAIMIO KOTO-JIN00 B CUCTEME IO/ CBOUM MMEHEM U TAaPOJIEM.

st yopasieranss MCBCdepa 10 CepBep nCHOIB3YIOTCS KOMAHIHBIE HHTEPIPETATOPDI
(shell). IToaromy agMUHHCTPATOP JOJIKEH UMETh:

e Gazoble HaBbiku anMmuuaucTpupoBanus OC cemeiicrBa Linux;
® HABBIKM KOH(MUT'YPUPOBAHUS U HACTPOUKU POrpaMMHbIX pogaykToB u OC;

® OIBIT pabOThI CO CTAHJAAPTHBIMEU 3JIeMeHTaMu rpadudeckoro wuHTepdeiica
IIPUJIOXKEHUIA;

® HABBIKU IOJJIEPKAHUSI B PADOTOCIIOCOOHOM COCTOSIHUU TexXHu4IecKux cpeacts 1TK.
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YcTaHOBKa 1 HavaJIbHAas HaCTpOﬁKa CucTreMbl

Cucremnuble TpeboOBaHUA

MuaumMmajbHBbIE

st mcnoib30BaHUs ONEPAIMOHHON CHCTEMbI TPEOYyeTCs KOMITBIOTED CO CJIEYIONINMUI
MUHUMAaJIbHBIMU XapaKTEePUCTUKAMMU:

e IIporeccop:

— Intel wmu AMD Bepcuu He Huxke x86-64-v3 (Intel Nehalem u Gosee nosmmue,
AMD Bulldozer u 6osee mozanue).

— 64-6utHoit apxurekTypbl oT ARM — aarch64.
e 4 ['GaiiTa omepaTUBHOI TAMATH.

e 20 I'GaiiT cBOOOAHOIO HMPOCTPAHCTBA IIAMSTH Ha YKECTKOM INCKE B 3aBUCUMOCTH OT
HCIIOJIb3YyeMOIl KOH(DUTYPAIUH.

Pexomenjgyembie

Jlns moHOMYHKIIMOHAJILHOTO UCIIOIB30BAHUS OMEPAIIMOHHON CUCTEMbBI PEKOMEH IYeTC s
HCIIOJIb30BATh KOMIIBIOTED CO CJIEIYIOIIMMHI XapaKTePUCTHKAMMU:
e IIporeccop:
— Intel mwmu AMD Bepcuu ue Huxke x86-64-v3 (Intel Nehalem u Gosee nosmmue,
AMD Bulldozer u 6os1ee noznue).
— 64-6utHoit apxurekTypbl or ARM — aarch64.

e 8 ['GailT orrepaTuBHON TAMATH.

e 40 I'GaiiT cBOOOAHOIO MPOCTPAHCTBA IMAMSTH Ha YKECTKOM IHUCKE B 3aBUCUMOCTH OT
HCIIOJIb3YyeMOil KOH(DUTYPAIUH.

Yeranoska MCBCdepa 10 CepBep MOXKET OCYIIECTBIAATHCS PAJIUIHBIMUA CIIOCODAMU: C
OIITUYECKOIro JucCKa, C 2KECTKOIro AucCkKa, IIO CETH. B JaHHOM JOKYMEHTE OIINCbIBACTCA
crargaptaas ycranoeka MCBCdepa 10 Cepsep ¢ 3arpyzoanoro USB-nocuresns. Cm. «usb-
setup-server10».

Cozpganune 3arpy3ouyHoro USB-HocuTesis m 3anmch iso-obOpa3sa
AUCTpUuOyTHUBa

B macrosiiiee Bpemsi HamnboJjiee yJI0OHBIM CIIOCOOOM YCTAHOBKH OIEPAITMOHHON CHUCTEMBI
MCBCdepa 10 Cepsep siBisiercst ucnosb3oBanne USB-HocuTe st ¢ 3amcaHHbIM Ha HETO
muctpudbyTnBoM. Huzke MBI paccMoTpmM, Kak co3daTh 3arpys3odnbiii USB-wHocurens u
3amucaTh Ha HEro iS0-00pa3 JAUCTPUOyTHUBA.
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[TporpammuOe obecriedeHne, peKOMeHIyeMoe s co3manus 3arpy3ounoro USB-nocuress
u 3ammcu iso-obpa3za aucrpudytusa MCBCdepa 10 Ceprep:

e Fedora Media Writer — mjst omepammoHHbIX cucTeM cemeiicrBa Windows, Linux u

macQOS;
e balenalEtcher — ma oneparmonubix cucrem cemeiicrBa Windows, Linux u macOS;
e Win32 Disk Imager — g onepanuonnbix cucrem cemeiicrea Windows;
e Yruymra KOMaHIHON cTpoku dd — I ommepanmroHHbIX cucTeM cemeiicTBa Linux.

Nurepdeiic  ykazaHHOrO  IPOrPAMMHOTO  ODeCIIeYeHUs] ~ WHTYUTHUBHO  IIOHATHBIM,
JOTOJTHUTEIbHbIE MHCTPYKIIMUA BBl MOXKeTe HalTh B JOKYMEHTAIIUM COOTBETCTBYIOIIETO

I10.

B kadecTBe mpmMepa paccMOTpPHUM IIPOIECC co3janus 3arpysodnoro USB-mocurens u
zanucu iso-oopasa auctpudyrusa MCBCdepa 10 Ceprep B nmporpamme Fedora Media Writ-
er B oleparmoHHoil cucreme cemeiicrea Windows 1 ¢ ucmoib30BaHueM Y THITATHI KOMaHTHOM
crpoku dd B omepalnmonHoil cucreme cemeiicTBa Linux.

IIpumep co3panusi 3arpy3odnoro USB-Hocuresss m 3ammucu iso-
obpaza gucrpudyruBa MCBCdepa 10 CepBep B nporpamme Fe-
dora Media Writer (Windows)

1. Ckauaiite mnociemaioro Bepcuto Fedora Media Writer maa Windows na Barme
YCTPOMCTBO.

2. 3amyctuTe ycTaHOBOYHBIN (baitin u BeimosgHuTe yctanoBKy Fedora Media Writer na
Ballle yCTPOMUCTBO.

3. BcraBbre USB-HOCHTENH, HAa KOTOPBI BBl ILUIAHUPYETE 3alMCHIBATH 1S0-00pa3
JIUCTPUOYTUBA. ¥Y0eIUTECh, 9YTO HA HEM JIOCTATOYHO MECTA.

4. Ckauaiite akTyajabHblii iso-obpaz MCBCdepa 10 Cepspep: https://repol.
msvsphere-os.ru/msvsphere/10/isos /x86_64/.

5. 3amycture Fedora Media Writer.

6. Buibepure ncrounuk obpasa — «BwiOpars daiin iso» n Haxkmure «lasbiey.


https://fedoraproject.org/workstation/download/
https://etcher.balena.io/#download-etcher
https://sourceforge.net/projects/win32diskimager/
https://repo1.msvsphere-os.ru/msvsphere/10/isos/x86_64/
https://repo1.msvsphere-os.ru/msvsphere/10/isos/x86_64/
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Fedora Media Writer X

BbibepuTte uctouHuk obpasa

Barpyamb dBETOMaTHYECKH

o BoibpaTe daiin .iso

O nporpamme Danbiie

7. B okme «Bwibparbp muck» — «Ilapamerpnsr 3anucu» — «BbiOpannbiit daita»
Ha)KMUTe Ha KHONKY «Bbiopars» mia Beibopa iso-obpaza MCBCdepa 10 Cepsep,
3arpyKeHHOr0 paHee.

8. USB-nakomnurenn oOmpeiessioTcs aBTOMATUYeCKd. Kcau y Bac MOAKJIIOYEHO
neckosibko USB-HocuTesteit, Bbibepure HEOOXOMMMBIN U3 CITHCKA.

9. Ilocse BBIOOpA iso-obpaza MCBCdepa 10 CepBep HaxkMuUTE «3AMMUCHY.



10.

11.

12.
13.
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BeibpaTb OMCK X

MapameTpsbl 3anucu

BoibpaHHbIiA daiin

MSWVSphere-10.0-x86_64-server.iso BoibpaTb...

USB-HakonuTene

Generic Flash Disk (15.7 GB) -

Hazap 3anuce \

[Ipr ©HEOOXOAMMOCTH YKaKUTe IapoJib aJIMUHACTPATOpA JIjId IOATBEDKICHUA
3aITUCH.

Hauanrércs 3amuch iso-oopaza MCBCdepa 10 Cepsep na USB-HOCHTEIb. DTO MOXKET
3aHATH HEKOTOPOE BPEMsI.

ITocne 3aBepiienus 3amucu HaxkMuTe «I'0TOBOY.

Ber ycnenuo cozmasu 3arpysounsiit USB-wocuresis MCBCdepa 10 Cepsep! Tenepn
MOKHO MPUCTYIATHh K YCTAHOBKE cucTeMbl (cM. «usb-setup-server10» ).
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3aBeplueHo! X

o ’@‘-i
N

MSVSphere-10.0-x86_64-server.iso ycne...

JasepweHo!

BuibpaHo: M5VSphere-10.0-x86_&4-server.iso

MepesanycTUTe KOMMLIOTER M 33rPY3sUTe cUCTeMy ¢ Generic
Flash Disk (15.7 GBE), 4Tobel Ha34aTE WCNONL30BATE
MSWSphere-10.0-x86_&4d-server.iso

lNoToeO

IIpenynpexaenne

Buaumanwue! ITpu 3anucu [SO-o6paza MCBCdepa OC 10 B oneparmonnoit cucreme Win-
dows 10, ecsin porece ocTaHaBIUBAETCA ¢ OMMUOKO# Ha 4,8%, To BBIOepUTE «3arpy3uTh
6e3 MpPOBEPKU». DTO SABJSIETCS OCODEHHOCTHIO omeparnonHoi cucreMbl Windows 10 ¢
rabauneit pasaenoB GPT m He oka3biBaeT HEraTWBHOIO BJIMSHAA HU Ha 3amuch 1SO-
obpasza, Hi Ha MOCJIELYIONLY IO IKCILTYaTAIHIO.

IIpumep cozpanusa zarpysouHoro USB-nHocutens um 3ammcu iso-
obpaza mucrpubyruBa MOCBCdepa 10 CepBep ¢ mnOMOIIbIO
ytuiutbl Komanauoii crpoku dd (Linux)

1. BecraBpre USB-HOCHTENH, Ha KOTOPBI BbI IJIAHUPYETE 3allChIBaTh iSO-00pa3
JIUCTPUOYTUBA. ¥YOEIUTECH, YTO HA HEM JIOCTATOYHO MECTA.
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2. Ckauaiite axtyaupubiii iso-oopaz MCBCdepa 10 Cepsep: https://repol.
msvsphere-os.ru/msvsphere/10/isos /x86 64 /.

3. Orkpoiite «Tepmuuai».

4. BBenuTe KOMaHIy JJIs 3allUCH iSO-0Opa3a:

’$ sudo dd =dsync if=MSVSphere-10.0-x86 64-server.iso of=/dev/sdc bs=1M =progress;sync

[Ipu HEOOXOMUMOCTH M3MeHnuTe 10.0 Ha Ty BEpPCUIO, KOTOPYIO BBl yCTaHABJIMBaETE.

YcranoBka cuctemMmbl ¢ USB-Hocurena

g ycranoBku MCBCdepa 10 Cepsep ¢ USB-nHocuTesns HeoOXoauMoO mepes HadaaIoM
YCTAHOBKU BLIOPATH npuoputeTHyo 3arpy3ky ¢ USB-nocurens B BIOS ycrpoiicTsa, jnbo
BBIOpaTh 3arpy3ky ¢ USB-HOCHTE IS OTHOKPATHO B TIPOIECCE MHUITUATUIAINT KOMITHIOTEPA.

Jna ycranosku u 3arpy3ku MCBCdepa 10 Cepsep moxkeT morpeboOBaThCA OTKJIIOYUTD
mapamerp Secure Boot B BIOS ycrpoiicTBa, Ha KOTOpOe MPOU3BOIUTCS YCTAHOBKA.

s nagana ycranoBku nojgksounTe USB-HocuTe b ¢ ycTaHOBOYHBIM JTUCTPUOYTHBOM K
KOMIIBIOTEPY.

Pacemorpum npumep ycranosku MCBCddepa 10 Cepsep.

CuauaJa yCTaHOBKa 6y,H€T IIPOXOJUTH B TEKCTOBOM pPEKUME.

GRUB version 2.12

YCTPaHEHWE HEenonaaoK --

gawn 1w L ans WEHWA MO NYHKTaM.

P ANa NoOAYYeHWA

BbIABNEHHBIN NYHKT E\‘rﬂE’T BbINDAHEH @BTOMATWYECKW 4epes S4c.

JlocTyIHBI CJieIyIolne BapuaHThI:

e Ycranoutb MCBCdepa 10 Cepsep — maunérca ycranoBka MCBCdepa 10 Cepsep
Ha Ballle YCTPOUCTBO.

e IIposepurs Hocuressb u ycranosuth MCBCdepa 10 CepBep — mporpaMma ycTaHOBKA
MIPOBEPUT KOHTPOJIbHBIE CYMMBI 00pa3a JINCKa, IMOATBEPKIasd YTO CKAIMBaHue 00pa3a
U 3aIUCh HA 3arPy30YHbII HOCUTEJIb MPOILIH 0€3 OITNOOK.


https://repo1.msvsphere-os.ru/msvsphere/10/isos/x86_64/
https://repo1.msvsphere-os.ru/msvsphere/10/isos/x86_64/
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e VcTpaHeHHe HENOJAI0K — BBl CMOXKETe IIepeiTH B PEXKUM BOCCTAHOBJICHUS,
KOTOPBI# mpescTaBisier coboit muauMmasibayio cpeaxy MCBCdepa 10 Cepsep,
3arpyzKaeMyio € 3arpy309HOrO0 HOCUTEJIsl. B 3TOM peKuMme UCHOJIb3YIOTCA YTUIUTHI
KOMAHJTHOW CTPOKH, C TIOMOIIBI0 KOTOPBIX BbI MOXKET€ MOHTHPOBATH WJIA HE
MOHTHPOBATH (aMJIOBble CHUCTEMbI, 3aHOCUTH B UYEPHBIA CIMCOK M J100aBJIATDH

JIpaiiBephl, yCTaHABJIUBATb U OOHOBJISITH CHUCTEMHBIE ITAKETHI, a TaKKe YIIPABIATDH
pazjesiamu.

[Ipu wmaxkarmm Ha «Ycranourb MCBCdepa 10 CepBep» ycTaHOBKA IMPOIOIKUTCS

B rpaduveckoM peKUMe U Ha 3KpaHe MOHHTOPA KOMIIbIOTEpa IOABUTCH OKHO C
[IPEJIJIOYKEHUEM BBIOPATH A3bIK YCTAHOBKHU.

YCTAHOBKA MCBCgepa 10.0 Cepsep
Bus

JI0BPO MOXAJIOBATb B MCBCdepa 10.0 Cepeep

Kakofi 361K 8bi XOTHTe MCNON6308aTS B MIPOLIECCe YCTaHOBKA?

E a )
MCBCdgepa el Arabic Pycckui (Yipauia)
8 English
Franais

Deutsch

Espafiol
Afrikaans Afrikaans
e Amharic
Rt

Assamese
Asturianu Asturian

Benapyckan

Burapck

i ©

Barem mosiBuTcst OKHO «O030p yCTaHOBKHY», C IOMOIIBIO KOTOPOTO, IOC/IEeI0BATEIHHO
HaKuMasi KHOTKY «l'0TOBO», MOYXKHO OyJieT MpOU3BECTH BCe HEOOXOIMMbIE HACTPONKHU.

[ 0530P YCTAHOBKM

Da PETUOHATIbHBIE HACTPOIKU  MPOTPAMMHOE OBECTIEYEHUE  CUCTEMA

MCBCdepa cwn,

YCTAHOBKA MCBCgepa 10.0 Cepsep
Bus

s o
O flata u spems (:) Wms ceTi v yana
Sacosad nose Esponarocraa TR odemoseso:enp1so
m O nuuenzmm
O ORATE o —

@, vseruan sanucs root
Pmuas samos oot

@, Cosnanue nonssosatens
He e coxaro noroeamees

Packirajika kiiaBuaTyphl.
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PACKAZKA KNABUATYPbI i # JCAHOBKANICBChepa 10@Cepsep

BoibepyTe packnaaky knasuaTypb. Mepsas packnaKa B Cnucke GyaeT MCNoNb30BaTbCS N0 YMONUaHMIo.

aHrAMACKUR (AHFIWCKaR (CLUA)) posepsTe BLIGPaHHYI0 PacKnamKy:

navenu.

Napaverpe:

AsbikoBasg IIoAJA€epzKKa.

SBbIKOBASTIOAMEPKKA SYCIAFOBKAM CBChdpa 110 CepBep

BbibepuTe AOMONHNTENbHbI A3bIK:

(- ooy o

Nederlands Dutch "t

Pyccuuti (Ykpamta)

Norsk nynorsk Norwegian Nynorsk
Occitan Occitan
agal Odia
et Punjabi
Polski Polish
Portugués Portuguese
Romana Romanian
B Sinhala
Sloventina Slovak
Slovenstina Slovenian
Shqip Albanian
Cpnckan Serbian
Svenska Swedish
B Tamil
Bentd> Telug
T i

Iara u Bpems.

\DATA W BPEMA ; y ! NicBCoepa 10@Cepsep

Yacosoii nosic

Peruon: | Eapona ~  ropo: Mocksa -

O Avtomaruueckan aara  spentn

37a dyHKLIA TP paepy pe ceresoro
apemenn)

£ Hacrpoums NTP .

Pyuan pata u spems

14:34 C :

Ncrouynuk ycTaHOBKU.

VCTOHHUWKYCTAHOBKM ; & JCIANOBKANI CBChepa 10 Cepeep

Foroso

KaKoit HCTOHHWK YCTaHOBKH BbiGepuTe?

O AsTomaTiueckn onpeneneH ucTouHYK yCTaHOBKA

B e
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Bribop mporpamm.

BLIBOP NPOTPAMM

foroso

Ba30B0e OKpyKeHUe [lononHUTeNbHOE NPOrpPaMMHOe oBecneueHme Ans BbIGPaHHO! Cpebi
O Ccepsep c rpaguuecknm untepdeiicom Cepeep DNS
. npocton pad g MaKerst 8 370/t FpyNNe NO3BOAAT YCTaHOBUTS U HacTPOUTS DNS (BIND)

Cepaep @alinosbili cepaep

ViTerpUpoB aHHeA, NPOCTON B ynpagnein cepeep. Ceresoi cepep CIFS, SMB, NFS, ISCSL, ISER, isNS.

MuKAMansHas ycTanoBKa CepoepFTP

5230827 YHKLIOHANLHOCTE. 371 cpen uenonk30sats e paep FTP.

Nonb30BaTenbckas onepauuoHKas cucrema Focrebie arenTbl

52308411 CTPONTENHAI 670K 417 UHAUBWIYANSHOM CHCTeMbI MCBC bepa. ATeHTH, UCTIOnE3yemsle fph paGOTe M0 FUMepaU3opo.

Cepsep supryanusaun Mopaepxa Infiniband

MUHUMATISHLI KOMNEKT CepBepa BYPTyanU3aLMM. P nevenve, pusaum,

CNOCOBHOCTSIO € McNoN308aHWeM ROMA-Texsonorwit InfiniBand, IWARP, ROCE 1 OPA.
WurepHer-6paysep Firefox
Be6-Gpaysep Firefox
CepBep 3neKTPOHHOM NouTb
3TH MaKeTHl M03BONHOT HACTPOWTS NONTOB LI c2paep IMAP W SMTP.
Knnewt NFS
2
Cetesbie cepaeps!
8 ce6

\ KaK DHCP, Kerberos u NIS.

CpencTBa obecneueHns NPON3BOANTENbHOCTH
VIHCTpyMENTe! 317 AATHOCTPOBHIR CUCTEMHLX W TPHKARNbIX MPOGAEN
npoMaBORTENHOCTH

Cepoep nevaru

TIpOTPaMML 15 HACTPOIKN C2pBEPa nexari

KnnenTbi ynaneHHoro pabovero crona

YaaneHHoe ynpasneue Linux
Vikrepdeiic yaanenHoro ynpasnens.

Maiinnasi ranaan ana Windowe

HocTynHbl caemxyiomnuye BapuaHThl 6a30BOTO OKPYKEHUS:

CepBep c¢ rpaduveckumM uHTepdEcoM — BKIIOYAET BCE IPUIOKEHUS,
cojsiepzkaruecs: B okpyxkeauu CepBep, a Takxke rpadudeckuit nuurepdeiic.

CepBep — BKJIIOYAET MUHUMAJIBHBIH HAOOD CEepPBEPHBIX NMPUJIOKEHUN M TEKCTOBBIM
nHTepdeEiic.

CepBep BUPTyaJIM3allMA — BKJIOYAET BCE NPUJIOKEHUS, COJEPIKAIIUECST B
okpyxennu CepBep, a TakxKe NaKeTbl g obecredenus BupTyamsamun QE-
MU/KVM (6e3 rpadudeckoro narepdeiica).

MuHuMmanbHast yCTaHOBKA — BKJIOYaeT MHHAMAJbHBI HAOOp IIaKeTOB,
HEOOXOIMMBIX JIJII PabOThl OIIEPAIMOHHON CHCTEeMbI, 0e3 IPUJIOXKeHui u 0e3
rpaduyueckoro nHTEpdeiica.

ITonp30oBaTesIbCcKas omepaluoHHas CHCTE€MAa — BKJIIOYaeT HabOp IaKeTOB,
HEOOXOJIMMBIX I PabOThI OIlePAIMOHHON cucTeMbl, Oe3 rpaduieckoro narepdeiica
1 0e3 IPUJIOKEHUI.

Bui Tak:ke moxkeTe 106aBUTH JIOTOJTHUTEIHLHOE IPOrPAMMHOE ODecIieYeHue It BLIOPAHHOTO
0a30BOTO OKpYy2KE€HUsl, OTMETUB €ro B OKHe chpaBa. llakeTbl OyIyT 3arpyzKeHbl u

YCTaHOBJIEHBI aBTOMATHUY€CKH.

Mecto ycTaHOBKWH.
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MECTO VETAHOBKM Yy & JCAROEKA

Bi6op ycTpoiicTs

BbibepuTe yCTPOWCTBA AN YCTAHOBKM ONIEPALMOHHOT CHCTEMbI. OHU He GYYT M3MEHEHbI A0 TeX MO, 1OKa Bbi HE HAXMETe KHOMKY «HauaTb YCTaHOBKY» B FIaBHOM
okwe

TNoxanshbie ek

201w

Ox1af4
vda / 1,97 Mub co6oaHo
Mamenenus 3amposym monsko abi6paKHsie 3dech Bucku.

CneumanusuposanHsie u cetesbie AuCKit

Po6aBuTb AUCK...

Wawmenenus 3amponym monsko abiGpanie decs ducku.
KoHGUrypaums yCcrpoiicTs xpanenus
O sy

. yaanwa i
Winposanie

3awmpposats fanHse.

o2 CBOAKA 110 AMCKAN U 3ATPY3UMKYL. BLIGpaH 1 ACK; eMKOCTL 20 [B; CBO60AHO 1,97 MU O6HOBUTE...

Hunaraocruka cboes sipa.

BKAICBCHEpa 108 Cepep

Hy»HO UMETS B BHRY, 4TO

3
KdUMp TpeGyeT pe3EPBIpOBHIA aCTH CHCTEMHOR NaMATH 417 CB0e paGoTE.
@ 0w kdump

Pesepauposanme nawsh Kdump: O Astomariueckn () Bpyuryio

Kdump 6yzer 3 kdump-utils.
MaKCUMANBHOM 3(KTUEHOCTLI0, HO OHa MOXET He CooTa P Mocne ycraroakn ropxomyT nn

Nwms cetu u y3ma.

JCAROBKAXICBCHepa 10 @Cepaep

themes (enps0) 2% Ethernet (enp1s0) [ ©

d Hat, Inc. Virtio 1.0
Mopkniouero

CETB 1 UM Y3NA

Annaparheih agpec
Cropocs
Apectp
MapuupyT no ymonuarino

NS

+ | = HacTpouTs...

Vms yana: Mpyenare Texywee unis ysna: - localhost

[Tpu HEOOXOMMOCTH 33/1aTh MapOJIib CYIEPIIOIb30BaTe s T00t.
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AKKAYHT ANMUHICTPATOPA

Foroso

Yuerran s 2o wa

cucrewe " cucremy ot

© orknlounTs yuéTHyto sanuck root

OTKAIOUEHIIO YAANIEHHOTO AOCTYRA OT €8 VMeHH, 3T0 MPROTBPATUT
HeNpeaBMAEHHKIA AOCTYN € NPABaMM AAMHHACTPATOPA K CUCTEME.

BKIOHUTS YUETHYI0 SanHCh root

 3anucH root nossonT {0BWTE Naponk root
10 Xe/1aHMI0, BKAIOUUTS YaneHHI AOCTY OT MMEHA AAMAHNCTPATOPa 8 3TOi
cucreme.

41 CO3JaTh HOBOI'O IIOJIb30BaTECJIA.

GO3AAHNENQ/ILOBATENS g4 Y 54 & HVGFOBKAMCBCHépa

Monkoe A | user

VmAnonbsosatens | user

@106

ToeSosam. napons 4an 1o yuerHoR samack

Napon.  ©000000000000000000 -

CnoxHbiil

napons -
RononwnensHo.

[lepeiture B pazaen «O JjnneH3uny, TPOYUTANTE U TPUMUTE JIUIEHIUOHHOE COTJIAIIIEHNE.

Q nulieaui

NnuenaonHoe comauwenme:

H  wnm
& i  VIHH 7705776758 OTPH 1077746300279, (ganee — «[1pasoobnagatens»)
B OTHOLIEHNM MCTIONE3083HWS NPOTPaMMS| 415 9BM «MCBC bepa Cepaeps, uc P

«Tporpammkoe obecnieuenies).

BHVMATENBHO M3YUHTE JAHHOE C 1 Ve DAHHOE TIPOT
VICNIONb3YS EFO NIK0BbIM /1PYTM OBPA3OM, bl TEM CAMBbIM BE30TOBOPOUHO NPUHMMAETE YCSIOBIA HACTOALLIETO COMALLIEHVA. B CTIVUAE HECOTMACUA C
STUMIA YCTIOBUAMIA BAM 3ATIPEWIAETCS 3ATPYXATD, YC [AHHOE PO MEYEHVE. ECTI b
OVINYECKVIM NIMLLOM, AECTBYIOLLYM OT IMEHI IOPUAMYECKOTO NIMLLA, TO Bbl HACTOALLIM FAPAHTUPYETE HATIMUME Y BAC BCEX KOPUANYECKA

Renc m, ana HACTORLUETO C( OT MIMEHY TAKOT KOrO MMUA

YCNOBYA HACTOALLEFO COTNALLEHIS MOTYT BbITh MPUHATEI BAMM, TONIbKO ECIIW Bbl

BBENEHHbI B TPAXIAHCKIN OB0POT SKIEMMIAIP MPOTPAMMHOIO OBECTIEUEHI. B POTUBHOM CIIVUAE, Bbl HE MOXETE SB/IATECA CTOPOHO

HACTORLLEFO C( n 0 YCNIOBIIA, A MIOBOE UC neort MEYEHVIA BYIET ABNATHCA
0 MPAB;

Obvexr, croAum , BKnoualor 8
MOAYNU, KOMIOHEHTSI,

2 Mpunaro nuuensonoe cornauenme

[Tocie Toro Kak Bce HEOOXOMMbBIE HACTPONKU MPOM3BE/IEHBI, HAXKMuUTe KHONKY «Hadarnb
YCTAHOBKY» B ITPABOM HUYKHEM YTJIy, U TIPOIECC YCTAHOBKN HAYHETCH.
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§ 0B30P YCTAHOBKM YCTAHOBKA MCBCdepa 10.0 Cepsep
Bus

Da PETVIOHATIbHBIE HACTPOMKI  MPOTPAMMHOE OBECMEYEHNE CUCTEMA
Knasuarypa VicTounnk ycranosku Mecro ycranosku
MOBGdepa BB ot (Ol reate
pyccnuis (Pyecxos) onpedenm umousux duca
flsbIKoBas nopAepXKa a Bui6op nporpamm KDUMP
Pycauwi (Poccus) Cepeep capaguueckum Kdump axniouen
unmeppedcon
G Rata n epems & M cenmyana
Yacoaoi nosc Espona/Mocrea NMLIEHSHPOBAHME Nodwnioveno: enp1s0

O nuuensun
NONb30BATENN uuersus npurama

306n0xUpoaska

Cospakue nonb3osarens
&® e cosian,

cmpamop user

[Tpoo/ KN TEeTbHOCTD YCTAHOBKU MOYKET COCTaBUTH IpuMepHO 20-30 MUHYT, B 3aBUCUMOCTH

OT OBICTPOJIEICTBUS OOOPYJIOBAaHWS U BBIOPAHHOW KOHMUTYpaIlUW POrPAMMHOIO
obecrieyeHus.

ITo 3aBepienny yCTAaHOBKH HA SKPaHe MOHUTOPA IMOSIBUTCS COOTBETCTBYIOIIEE YBEIOMIIEHTE
C IIpeJIJIoZKeHNeM IIPOU3BECTH Ilepe3arpy3Ky.

XO[ YCTAHOBKY YCTAHOBKA MCBCepa 10.0 Cepaep

Zy -

MCBCdepa

MCBC hepa OC yenewno ycTanosnena 1 rorosa k pacore!

[Tocne wuzBnedenuss USB-mocuTesisi ¢ yCTAHOBOYHBIM JUCTPUOYTUBOM U IIepe3arpy3Ku
CUCTEMBbI TIOSBUTCS WPUIJIAINEHWE BOWTU B CHCTEMY, MPOWJIA WIACHTUDUKAINIO U
ayTeHTU(MUKAIUIO.

s Toro, 9To0bI MOSBUIACH BO3MOXKHOCTD IOAKJIIOYATh Pa3iaesibl ¢ ailjioBOil CHUCTEMO
BTRFS neobxoanMo mocse yCTaHOBKU CHCTEMbI YCTAHOBUTH makeT kmod-btrfs:

‘$ sudo dnf install kmod-btrfs




21

I'padpmueckui nHTepderc CpeJICTB
HACTPOMKM CHUCTEMBbI

Hacrpoiiku gaTsl 1 BpeMeHU

BBeaenue

Hacrpoiika marer u Bpemenu B rpadudeckom unrepdeiice MCBCdepa OC npousBoguTcst
B npuioxkeauu «Hactpoiikmy. [lepeiitu B «HacTpoiiku» Bbl MOXKeTe U3 TJIABHOTO MEHIO,
HaOpaB B CTPOKE MMOMCKA «HACTPOWKU» U HAXKaB Ha MPUIOXKEHNE MPABOM KHOIKON MBbIIIH,
i HaxkaB 3HA4YOK «IIlecTep€HKM» B CHCTEMHO! TTaHEIW WU B IJIABHOM MEHIO.

3avyacTyio HACTPONKA JAThI 1 BPEMEHU TPOU3BOIUTCS IIPU HAYAIBLHON YCTAHOBKE CUCTEMBI,
HO BbI BCErjga MOXKeTe U3MEHUTb M3Ha4YaJIbHO 3aJaHHYIO KOH(bHpraLLI/IIO B IIPpUJIO2KEHUNU
«HacTpoitkm».

[Ipn m3MeHeHMM HACTPOEK JATHI M BPEMEHU Tepe3arpy3Ka ONEPaIlMOHHONW CUCTEMbl KaK
MIPaBUJIO He TpebyeTcs, Bce M3MEHEHUSA MPUMEHSIOTCI CPa3y.

BkirodyeHne u BBIKJIIOYEHHE aBTOMATHYECKOW CHUHXPOHU3AIUU
BpeEMEHU

Orkpoiite npunoxenne « HacTpoiikmu» j1r00bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pas3iest
«JlaTa m Bpemsi».

ITo YMOJT9aHUIO BKJIIOYEHO aBTOMATHUYIECKOE OlIpeaesjieHrue JaTbl 1 BPEMEHU.

& [Oata u Bpema - O b4

ABTOMaTHYeCcKoe onpegenedHdie AaTel H BpEMEHK O

A3 N n n L4 E 3
oK '

ABToMaTWYecKoe onpefeneHye 4YacoBoro Nodaca
T TCA CRy#wGbl ONpegeneHuA MECTONONOKEHUA W JOCTYN B MHTEPHET

Yacosoi noac MSK (Mockea, Poccritickan @enepauwa) =

PopmaT BpeMeHH 24-yacoBoil 12-yacoBoii
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i aBTOMATUYeCKOU CHHXPOHU3AIINT BPEMEHU UCTIONIb3yIoTcs poccuiickue N'TP-cepsepsr,
CIIICOK KOTOPBIX Bbl MOKeTe TTOCMOTPETh B (haitsie /etc/chrony.conf.

OTKpBITE -

= chrony.conf [Tonbko gna ytexns] S .
fetc St .

1} Use Russian public NTP servers (vniiftri and msk-ix)

2 server
3 server
4 server
5 server
6 server
T server
8 server
9 server

ntp.msk-ix.ru iburst
ntpl.vniiftri.ru iburst
vniiftri2.khv.ru iburst
ntpl.niiftri.irkutsk.ru iburst
ntp.sstf.nsk.ru iburst
ntp2.vniiftri.ru iburst
ntp3.vniiftri.ru iburst
ntp4.vniiftri.ru iburst

ﬂﬂﬂ OTKJIIOYE€HU A aBTOMATUYIECKOI'O OIIpeAeJICHN A JaThl 1 BDEMEHU NNEPEABUHBTE II0JISYyHOK
B HEAKTUBHOE COCTOgHUE. Bbl yBUMTE, UTO CTAHET aKTUBHOU cTpoka «/laTta m Bpemsa»

“—

Jara v epema - O X
ABTOMaTWYeCKOe onpefeneHne AaTbl W BpEMEHK
TpelyeTcA NoSKNHYEHHE K MHTEDHETY

HaTta v Bpema 1 wiona 2025, 16:33 =

ABTOMaTHYECKOE onpegenedHWe 4HacoBOro NoOAca

TpebywoTCA CNy#HOb! ONpeaeneHnA MECTONONOMEHWA M [OCTYN B MHTEpHET
YacoBol noac MSK (Mocksa, Poccuidckan @enepauua) =
PopmaT BpeMeHK 24-yacoBoii 12-yacoBoi

YcTaHoBKa AdaThbl 1 BpeM€EeHU BPYYIHYIO

Jlns ycTaHOBKM JaThl W BPEMEHHM BPYUYHYIO CHAdYaja OTKJIIOYUTE AaBTOMATUYECKOE
olpe/iesieHre J1aThl U BpeMeHu (cM. «auto-disablel0»).

Sarem HaxkMuTe Ha CTPOKy «/laTta m Bpemsi», OTKpOETCsi OKHO, B KOTOPOM BBI MOYKETe
3a/1aTh JaTy U BpeMd BPYYHYIO.
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Dara v spema X

T T

16:35

b +

IleHb 1 - +
Mecau WMwone «
lon 2025 - +

YcTraHOBKa 1 CMEeHAa 4acoBOT'O IIOsIicAa

,HJIH YCTaHOBKH WJIX CMEHbI YaCOBOI'O II0dCa BPYYHYIO OTKJ/IIOYHUTE aBTOMATUYECKOE
olpejgesjieHue YacCoBOI'O II0fCa, II€peABUHYB IIOJISYHOK B HEAKTHUBHOE COCTOAHUE. B
yBuauTE, 9TO CTAHET aKTUBHOI CTPOKa «YacoBoi mosic»
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&« DOara v speMma - O X
ABTOMaTWYeCKOe onpeaeneHue AaTbl U BpeMeH!
T:Z--?:j}'-?T-:F NoOJKNHYEHHWE K MHTEDHETY

[aTa u Bpema 1 mona 2025, 16:33 =>

ABTOMAaTHYECKDE onpegenedHWe 4acoBoro NoAca

T::"?l:j':r"\:JT:H :J'f-.-'}—i:f-:I onpeneneHWA MeCTONONOXEHWA MW QOCTYN B UMHTEDHET
Yacoeoi noac MSK (Mockea, Poccuitickan @epepauymna) =
dopmaTt BpemMeHu 24-yacoBo# 12-yacoeoi

Sarem HaXMuUTE Ha CTPOKYy «YacoBoil mosic», OTKPOETCS OKHO, B KOTOPOM BBbI MOYKETE
3aJaTh YAaCOBOU MOsC, YKa3aB I'OPOJ, ACCOIMUPOBAHHBIN ¢ TPeOYEMBbIM YaCOBBIM ITOSICOM.
ITocite 3aBepIiennst HACTPOIKU 3aKPONTE OKHO.
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Bei6paTb 4acoBoOW noAac X

[ Q, Nouck roponos ]

Astrakhan Poccuitickan ®epnepauunn

Br, 17:36
Europe/Astrakhan - UTC+0400
Atyrau KasaxcrtaH
ty BT, 18:36
Asia/Atyrau + UTC+0500
Barnaul Poccuiickan Qepgepauun
P BT, 20:36
Acia/Barnaul « UTC+0700
Beulah CoeguHEHHBbIE WUTATDI
BT, 08:36

America/North Dakota/Beulah - UTC-0500

Bougainville NManya — Hoean NeuHesn Cp, 00:36
Pacific/Bougainville «+ UTC+1100 -

Busingen NepmaHua

Europe/Busingen « UTC+0200

Br, 15:3

[ g

N3menenne dpopmaTa BpeMeHU

s wsmenenuss ¢dopmara BpeMenu B cTpoke «@PopmMar BpeMeHu» HAaXXMUTE HA
COOTBETCTBYIOIILYIO KHONKY: «24-dacoBoity min «12-gacosoit». Ilpu 12-gacoBom dopmare
Bpemenn «IITT (PM)» snauur «mocie momyaasy, a «JIIT (AM)» — mo mosryHs.
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&« Data v spema - O *

ABTOMaTU4YECKOE onpegenedHde 4atel U BPEMEHM O
HeGyeTeA NOGKNHUSHWE K MHTEDHETY

ABTOMAaTUYECKDE onpepenedHyie YacoBoro NoAcCa

DE0YEOTCH CNYXOEB! ONpefeneHMA MeCTONONOXEHWA MW O0CTYN B HHTEPDHET O

YacosoK noac MSK (Mockea, Poccuitckan ®epepauus) =

PopmaT BpEMEHK 24-yacoBoi 12-yacosoi

yl’[paBJ'IeHI/Ie II0JIb30BaTeJIsdIMN

BBenenne

VYupasienue noab3oparenaamu B rpadhudeckom uarepdeitce MCBCdepa OC mpoussoaurcst
B npmioxkeaun « Hacrpoiikmy. [lepeittu B « HacTpoiiku» Bbl MOXKeTe U3 IJIaBHOI'O MEHIO,
HabpaB B CTPOKE IOMCKa «HACTPOMKMY M HAXKAB Ha MPUJIOKEHNE MPABOl KHOIKON MBI,
nin HaxkaB 3HAUYOK «[IlecTepEéHKU» B CHCTEMHOI TTaHEIN WU B IJIABHOM MEHIO.

st mosb3oBaTeseil, CO3JaHHBIX NMPH HAYAJBHON yCTAHOBKE cucTeMbl (CM. «setuplO»),
Bbl BCerJa MOXKeT€ HN3MEHHNTb HN3Ha4YaJIbHO 3a/JaHHble IIapaMeTpbl B IIPUJIO2KEHUU
«HacTpoiikm».

[Ipunoxenne mpegocTaBisger pa3audHable (GYHKIUA YIIPABJICHUS IOJb30BATEISMU,
BKJIIOYas CO3JaHue, yJajleHrne U U3MEHeHNe YUETHBIX 3aluceil ojb3oBaTesieil, ylpaBieHue
napoJadaMM, HACTPOUKY IIPaB JIOCTYIIA, & TaKKe aJIMIHUCTPUPOBAHAE IPYHII TOJIb30BaTEIEH.

COB,Z[aHI/Ie I1O0JIb30BaTeJId

Paccmorpum  mporiesypy  co3jaHud  yYETHOW 3amuch  OOBIYHOTO IOJIb30BATENd U
AJIMUHUCTPATOPA.

OTkpoiite nmpuioxkenne K HacTpoiiKu» J1100bIM yI00OHBIM CIIOCOOOM U TIEPEHIUTE B PA3Ies
«Ilorb30BaTe .
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Just moboit  yuérHoit 3ammcu  (KpoMe CyIepIoib30BaTelis) HPHU HAYAJIBHOM BXOJE
HEKOTOpbIE HACTPOUKU OYIyT 3a0/IOKUPOBAHBI. [[1s1 pa30/IOKMPOBKU HEOOXOMMO YKAa3aTh
TapoJIb.

&« MNonb3oBaTenu — O X

HexoTopbie HacTpoiHKH 3a6NOKUPOBaHbI Pas6nokupoBarts...

lAnar

user .
MNaponb S 2
ABTOMaTWYECKMI BXOL

Aablk - =

HNobaBWTE NONb3oBaTENa -

[o6aBUTE KOPNOPaTHBHYIO YYETHYIO 3aNuck -

Ilocne ycmemHoro mpoxoxXKJaeHWs ayTeHTU(DUKAIMA aKTUBUpPYeTCd KHONKa «/lobaBUTH
noJsib3oBaTesiss». Haxkmure na Heé, oTKpoercs oKHO «J[obaBUTH MOJIL30BATEJIS».
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OTMeHUTL Do6aeuTb Nnonb3oBaTena

Twn yyeTHOW 3anucH

AOMUHMCTpaTop ®

[aHHble nonb3oeaTenn
[lonHoe umMms /

IMA nonb3oBaTens ry

@ MMeHa Nonb30BaTENeR MOTYT COOEPMaTh TONbKO CTPOUYHbIE BYKEDI,
UM pbl, Aeducbl M SHAKK NOQYEPKUBaHWA.

Maponeb

o None3soBaTtensb YCTaHaBNWEBAeT Maponk NpW NEPEOM BXOOE

YcTaHoBUTE Naponk ceddac

3amoHuTe HeOOXOAUMBbIE IIOJISI.

e Tun yuérHOU 3amucum —  TEepeIBUHbTE  TEPEK/IoYaTeb Jijid  BbIOOpa
«AnvuHECTPATOPY.
e [TosHoe wumMsi — o6brunO ykasbiBaercss PUO wim nassanwe posu (Hampumep,

«JIOKAJIbHBIN A MUHUCTPATOD ).
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o Nma II0JIb30BaTEJId — O6I)I‘IHO YKa3bIBa€TCA B AHTJINHCKON pPacCKJIaJKe U
HCIIOJIB3YyeTCA JId MMEHOBaAHUA ﬂOMa.L[[HefI ITIaIIK1 II0JIb30BaTEJIA. He MOZKET 6bITI)
N3MEHEHO. HaHpMMep, JJId UMEHU II0JIb30BaTeEJId User JOMAIIIHAA I1allKa 6y;[eT nMETbHb
Bua /home/user/.

e [laponr — BbIOepuTe, OyIeT Ji MAPOJIb 3aJ@H IPU [IEPBOM BXOJI€ B CUCTEMY WJIN
YCTaHOBJIEH IPU CO3JAHUU TI0JIb30BaTe . [Ipu ycranoBKe mapoJist BO BpeMs CO3/IaHusd
MIOJIL30BATENS BbI MOXKETE BOCIOIb30BATHCA (DYHKITMEH aBTOMATUYECKOU I'eHepaIuu
I1apOoJIsl.

[Tocsie ycuernoro 3amoiHeHus BCeX MoJieil akTUBUpYyeTcs KHOIKa «/[o6aBUTh» B mmpaBoM
BepxHeM yriry. Haxkmure €€ mys mobapienus mosib3oBaTesis. [lo 3ampocy cucrtemMbl CHOBA
BBITIOJTHUTE ayTeHTudukamuoo. [lonp3oBarens Oyaer j100aBjaeH W cpa3y OTOOPA3UTCS B
npuioxkenun «Hacrtpoiitkuy — «Ilosp3oBaTesm»

OTMeHUTb DobaeuTb Nnonb3oBaTena l

Twun yyeTHOI 3anucH

ALMUHWCTpaTop @

,ﬂ,HH Hble Nonk3oBaTEenA

MonHoe UMA
NoKanbHbIA NONb30BaTENE

AMA NONB20BATENRA

. local-user]

0 Mmena nonbsoBaTened MoryT COLEMaTh TONLKO CTPOYHBIE BYKEBI,
udpbl, gedKcbl U 3HaKKW NOYEPKUEAHWA.

MNaponb

o lNone3aoBaTenk YCTaHaBNWEaET Napoie NP NEPEOM BXO4E

YcTaHoOBATEL Naponk cel4yac
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KopnopaTruBHBIIT BXO/,

Ecim B Bameil KOMHAHUW WCHOJB3YETCH IEHTPAJU30BAHHOE YIPABJIEHUE JOCTYIIOM
U YIETHBIMU 3alliCsMU, TO BbI MOXKeTe J100aBUTh KOPIIOPATUBHYIO YYETHYIO 3alluCh
II0JI30BaTe/ g Cpa3y mpu ero co3mannu. HeodxoaumMblie qaHHbIe JIJIT KOPIIOPATUBHOTO BXOIA
OOBITHO MOTYT OBITH IIPEJIOCTABJIEHBI aIMUHACTPATOPAME BaIleil KOMITAHUH.

OTMEeHUTb [No6aBuTh KOPNOPaTUBHYIO YYETHYIO 3anuch

KopnopaTWBHaA perncTpauua no3BonsaeT MCnonb3oBaTh Ha 3TOM YCTPONCTEE
CYLLECTBYHOLLYH LIEHTPann3oBaHHO YNpaBNAEMYO YYETHYH 3anuchb

NomeH 7’
(D OonxHo coBnafaTh ¢ Be6-AOMEHOM NOCTABLLMKA YYETHORA 3aNUCH
Mma noneaoBatens Fs

Naponk /@

YcraHOBKa U N3MeHEHHe IMIapoJid ImoJib30BaTeJisd

Ecnu npu coziannu yaEéTHOI 3aIMCH 110JIb30BaTe s ObLIO BBHIOPAHO 3aJIaHUE TapOoJid Ipu
IIEPBOM BXOJIE€ B CHUCTEMY, TO IOJIH30BATEIIO OYJIET MPEII0KEHO YCTAHOBUTH ITAPOJIb.
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JloKkanbHbIW NONIb30BAaTENb

HoBwiit naponk 2

Bam HeoOxogumo HEMeQleHHO CMEHWTE Naponb
(no TpeboBaHMIO agMUHUCTpaTopa).

O6BI‘{H]>II71 II0JIb30BaTeJIb BCerga MOXKET HU3MCEHHUTDH CBOI I1apoJjib B IIPUJIO2KECHUN
«HacTtpoiiku» — «Cucrema» — «Iloab3oBarenu» , crpoka «Ilaposby». s
M3MEHEeHUs MMapoJisd 1nmorpedyercs yka3aTh TeKyluil maposb. [loce ycmernoro ykazanus
BCeX TpeOyeMbIX JIaHHBIX, HAXKMUTE Ha KHONKY «/3MeHUTBh» B IpaBOM BEpXHEM yTJIy.
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OTMeHUTDE WamennTb napone

CmellaitTe 3arnaBHbIe W CTPOYHBEIE OYKBbI HECKONMBKC pas

A iMuHECTPATOP MOXKET MEHSATh KaK CBOM MTapOJib, TAK U MAPOJIA OOBITHBIX TOJIB30BATEIE.

N3MmeHeHne Tumna y4ETHON 3amuCh

N3menenne Tuna ydYETHOW 3alWCH  JOCTYITHO TOJBKO JUid ajaMmuHuctparopa. s
U3MEHEHUs TUMa y4IETHOH 3amucu nepeiiaure B paszen «Ilosgb3oBaTenamy TPUIOKEHUS
«HacTpoiiku» J100bIM yI00HBIM CIIOCOOOM. 3aTeM IepPeIBUHBTE MePEKII0IaTe/b B CTPOKE
«AaMuHECTpPaTOp» B Tpebyemoe MOJI0KEHNE.
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« JlokanbHblit agMUHUCTpaTOp - O %

-

AraA

JloKanbHbIA agMWHWUCTPaTOpP

MNaponk YCTaHOBWTE NPK CNEQYHOULEM BXOME B CUCTEMY =

AIMWHWCTpaTOP @ D

AT - >

YpanuTh nonb3oBaTens...

yﬂaHeHI/Ie II10JIb30BaTeJIA

Vianenue yaéTHON 3aITUCH JTIOCTYITHO TOJBKO JJIsi 3 IMIHUCTPATOPA, TAKKE HEIb3s YIAJIUTh
VYETHYIO 3allCh, €CJIN OHA SIBJISIETCS €IMHCTBEHHON HA 3TOM YCTPOICTBE.

g ynanenuss y4érHoi 3ammucu mepeitniute B paszien «Ilosab3oBaTesnm» npuiozKkeHUs
«HacTpoiiku» 1100bIM yaoOHBIM criocoOoMm. Bribepure moJib3oBaTe s W HaXKMUTE HA
KHOIIKY «¥Y/IaJIUTh II0JIb30BATEJA», BLIOEPUTE COXPAHATH JU (DaiIbl yIAIIEMOr0
[TOJIb30BATEJI U MTOATBEP/IUTE CBOE DEIIEHNE.
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YnanuTte JlokanbHblil agMUHKCTpaTop?

MNocne yganeHnsa ceoel y4ETHON 3aNWUCK
Nofb30BaTeNb HE CMOMET UCNONb30BaThL 3T0
YCTPOWCTEBO

YnanuTb hbainbl v HAaCTPORKK ()

N3MmeHeHne sA3bIKA AJIA II0JIb30BaTeJIdA
M3menenne g3bIKa JIOCTYITHO TOJIBKO JJIS aIMAHUCTPATOPA.

st w3menenusi a3bika nepeiiiure B pazgen «Ilosib3oBaTesim»

MIPUIOYKEHU ST
«HacTpoiiku»

JIOOBIM  yJI00HBIM criocoboM. Bpibepure mosb3oBaTe s W HaKMUTE
«HA3BIK», OTKpPOETCsi OKHO BBIOOpa s3blKa. Boibepure HEOOXOIUMBINA A3BIK U HAYKMUTE
«BpIOpaTh» B BepxXHEM IIPABOM yTUIY.
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OTMeHUTb BribepuTe A3LIK

Deutsch Deutschland
English United Kingdom
English + United States
Espariol Espafia

Frangais France

Pyccrui Poccuickan Pegepauun

N3menenne wumeHn u TrpaduUdecKoro IIpeacTaBJI€eHUS  JIJIs
IMOJIb30BaTEJIA

[Tosb3oBaTeIb  TaK)kKe MOXKET U3MEHHTb UMs ¢ T'paduydeckoe IMPeJCTABJIEHHE
(n300pazkenue). OOBIYHBI MOJIB30BATEb MOXKET H3MEHUTh TOJIBKO CBOM HACTPONKH,
AJIMUHUCTPATOP MOXKET M3MEHATh HACTPOUKM JIPYTUX IOJIB30BATEEH.

Jng wm3MeHeHMs WMeHH ¥ TpadUUECKOro IMPEJCTaBJIeHUsl IepeiiuTe B  pasjes
«ITomp3oBaTenm» npunoxkenns «HacTpoiiku» 1100bIM y/100HBIM cTOCOOOM U BBIOEPUTE
[IOJTb30BATEJIA.

st m3menenust rpauIecKoro MpeCTABICHIS HAXKMUATE HA N300PaKeHe «KapaHaalnay,
3aTeM BbIOEpUTE M300paKeHue n3 IpejjaraeMblx Wi u3 daiiia Ha KOMIIbIOTEDPE.



Jo

HacTpoiiku : &« MCBCdepa nonbsosatenb — O X

MuTanune

MHorosaga4yHocTe

® @ W

BHewHwh BHO

[MpunoxeHus

P

YeepomMneHua

Mowuck

® 0O

CeTeBble YYETHRIE 3anUCK

)]

Melwe 1 CEHCOpPHaA naHenb

Knaeuatypa

Liser Bbi6epuTe daiin...

Jligd w3MeHeHWs] WMEHU Ha)KMUTe Ha HW300pakeHrne <«KapaHJAIIa», TEeKyIee UM
ITOJTb30BATEJ sl CTAHET JIOCTYITHBIM JIJ1s n3MeHeHusd. [ Ipu namenennn nMeHn 1apoJib, & TAK¥XKe
UMs JIOMaITHeNd TanKd He U3MEHITCH.
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« MCBCdepa nonesoearenn — O X

MmnA
MCBCdepa none3osartenns

Map- ,,

ony, ) CTAHOBHUTB NpK Criefiytolllem BXofie B CUCTEMy -
AOMHHWCTpaTOP @

Habik — =

Ypanute nonbsoearens...

Jig  BbIxXOmA 0O€3 COXpaHeHHs] W3MEHEHHil IIPOCTO 3aKpOiTe OKHO IPUJIOKEHMS
«HacTpoiikm».
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IIpocMmoTp cuCcTEMHBIX >KYPHAJIOB

BBenenue

[Ipocmorp cucremubix KypHasoB B rpadudeckom wunrepdeiice MCBCdepa OC
npouszBogutcss B npuioxkennn «2Kypuasiabt GNOMEY. Ilepeiitu B upuioxkenue
«2Kypuaasr GNOME» BbI MoOxKeTe U3 IJIABHOIO MeEHIO, HaOpaB B CTPOKE IIOUCKA
«KYPHAJIBI» U HAYKAB Ha MPUJIOXKEHUE TTPABONl KHOIIKOW MBIIIIH.

HomaluHaa
narnka

o«
[l

= ypHans! 3aKpennéHHble NPUNOXKEHNA

LleHTp npunoxeHui .q
Beb .
WypHane: GNOME GpaysepC.. ~ Pawmwl  Tepmunan

]
HacTpoitkw
Arc Menu

Ecnn npunoxkenne He yCTAHOBJIEHO II0 YMOJIYAHUIO, €r0 MOYXKHO ycTaHoBUTH n3 «IleHTpa
npujioxkeHuir». lna sroro nepeiiinre B «lLleHTp NpHIIOXKEHUT» JIOOBIM YIOOHBIM
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criocoboM u B cTpoke noucka nabepure « 2Kypuaast GNOMEY, mHaxxkmure npaBoit KiaBurmeit
MBI Ha HailJIeHHOEe TIPUJIOYKEHNE, BBl IepeiiIeTe Ha CTPAHUILY TPUIOKEHUS.

Q 2 0630p @ Yeranomneno  <P06mosnenna f - o ox

Q wypra @

Q Hypransi GNOME
V) ,

Janee HAXKMHUTE Ha KHONKY «¥YCTAaHOBUTBY». llociie OKOHYaHWS YyCTAHOBKU TIPUJIOKEHUE
MMOABUTCS B IVIABHOM MEHIO.

« Hypxansi GNOME 5 0O €

)
\/ MypHanbl GNOME YerarosuTn
’ The GNOME Project

RJLLCNCSD +

3anucm B CUCTEMHOM KypHaJie

[Tocnme 3amycka mpuioXKeHuWs BbI MONaIETe HA TUiaBHyO crpanuiy. CieBa MOKa3aHbI
KaTeropuu, CIIpaBa CIUCOK COOBITHIA.

JloCTyIHBI CJIe/IyIoIue KaTerOpun:
o «Baxnunie»;
e «Bcey;
o «IIpunoxenus»;
e «Cucremay;
e «bezomacHocTbY

o «Ob6opymoBaHue».

MKypuansi . B
7300 (PM) - 731N (PM Q& | e

Bee Apyroe gkr-pam: unable to locate daemon control file
Tewa Warning: Unmaintained driver is detected: ip_set

Mpunoxerus

Cucrema

BesonackocTe

OGopygosanme

[To ymorgannio Ha TJIABHOM CTPAHUIE OTOOPAXKAIOTCS COOBITUA U3 Kareropun «Bakubie».

Bu1 Takke MoxKeTe BBIOpATH 3arpy3Ky, I KOTOPO TOKA3bIBATH CUCTEMHBIHN YKYPHAJ, JJTd
9TOr0 HAXKMUTE Ha CTPEJIKY PsJIOM C HaJMUChio « 2KypHaJIbI» B Bepxeil 4acTu KpaHa.
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Kypranei .
730N (M) - 7:31 1N (M)

7:30 NN (PM)
amnm L
| | 7:30MN(PM) - 7:31 0N (PM) O

Bee

Mpwnokerws
Cuctema
Besonacrocts,

O6opyacearme

IIpocmoTp mudopmalmu o coObITUN

it mpocmoTpa nHMOPMAIMU O COOBITUM, HAXKMHUTE Ha, HETO ITPABOI KJIABUIIEH MBIIIIH.

. .
730N (PM) - 7:36 NN (PM) IEIRN - - =~

_ - - - ’ e

Mpunoxerina 7:35:32 NN (PM)

Cucrema - 7

S

Ecim B omHo cobbITHE TIONajaeT HECKOJIbKO COOOINEHUil, TO PpsAJOM C COOBITHEM
orobpazkaercsa Iudpa, COOTBETCTBYIOMas duciay coobmiennii. [Ipu Hakatum Ha Takoe
cOOBITHE CHAaYaja PACKPbIBAETCS CIIMCOK COODIMEHWI, a 3aTeM, 10 HAXKATHIO IPaBOit
KJIABUIIIEH MBI Ha COODIEHNEe, 0TOOparKaeTcs Mo IpobHast nHMOPMAIIHS.

- alf s ] : PR

MKypransi
730710 (PM) - 7:36 1 (PM)

Baxbie

psBiTens  systemd-ogind
5 7:3025 0N (PM)

 Removed session c1

Mpwoxernss
6
P o Ceanc ol sasepuen
systemd
@ hitps://msvsphere-os.u/support/
BesonacrocTs
5 stlogin(3)
Clomazsss Cearc ¢ upenTHpMKaTOpOM ¢1 sasepuICA

Removed session cl.

Removed session cl.

session c1 logged out. Waiting for processes to exit.

ITouck omnpenesléHHOro cOObITHUS

s moucka onpene€HHOTO COOBITAS BbI MOXKETE BBbI3BATH CTPOKY IIOMCKA, HAXKAB HA
COOTBETCTBYIOIIEe N300pazKeHne B IIPABOM BEPXHEM YIVIY SKPaHa.

B cTpoke noncka ykaxKuTe KJIi09eBO€ CJIOBO, IT0 KOTOPOMY OY/IeT OCYIIECTBAITHCS TTOUCK —
9TO MOKET OBITH TUII COOBITUS, HAIPUMED, KEITOr» WJIN «Warningy», uin ke uJIeHTu@uKaTop
YCTPOICTBA, HAIIPUMED, «SCSi».

Hypransi . : o
73000 (PM) -~ 7:36 1N (PM) CEEE *

Baxrbie Q sesi @l -

sr 0:0:0:0: Attached scsi CD-ROM sro 7:30 N (PN,
Bee

scsi 0:0:0:0: Attached scsi generic sgo type 5
Mpunoxerns

Crcrema

BeaonacHocTs

O6opyosatine
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Mt BBIOOpaA JIOMIOJTHUTEBHBIX MapaMeTPOB ITOMCKA Ha)KMUTE Ha CTPEJIOYKY PIJIOM C
IIOMCKOBOW CTPOKOM, OTKPOETCH BBINAJAIONIEe MEHIO, B KOTOPOM BbI MOYKETE BBbIOPATDH
JIOTIOTHUTEIbHBIE TTapaMeTPhl (DUIBTPAIIT — II0JIe XKYPHAJIA U TUAITa30H METOK BPEMEHH.

o (e 7emn e |

Baxbie Q sesi @ -

- Sr 0:0:0:0: Attached scsi CD-ROM sro o M

scsi 0:0:0:0: Attached scsi generic sgo type 5

Mpwnoxerns Bee focTynHsle nons -

Cucrema

Texyuian sarpyaxa S
BesonacrocTs y P

DKCIOPT >KYypHaJIa

Bbl MoOXkeTe COXpaHWTH KypHAJ JJisl JajbHEHIIero aHaju3a WIN Ui JIPYTUX IeJiei,
[PEyCMOTPEHHBIX MOJUTHKOM OE30IACHOCTH Balllell KOMIAHUY, JJIsi 9TOrO HAKMUTE Ha
COOTBETCTBYIOILYI0 WKOHKY B IIDABOM BEpXHEM yIuly (BBbIZEJI€HA KDPACHBIM HA CHUMKE
9KpaHa).

Kypranst . T

CncTena Warning: Unmaintained driver is detected: ip_set 4:32 1N (PN

Bee
Mpunoxerms
Cuctema
BeaonacHocTs

O6opyaceatie

Ob6paruTe BHUMaHKE, 9TO €CJIA TIePE/] SKCIIOPTOM BbI BBIIIOJIHSIINA TTOUCK, TO SKCIIOPT Oy1eT
BBIIOJIHEH TOJILKO IJISI HANIEHHBIX COOBITHIA.

Vkaxkute uMda daila M KyjJa ero coxpaHdATh W HaXKMHUTe Ha KHONKY «CoXpaHUTB» B
IIPaBOM BEepXHEM YyIJIy dKpaHa.

Ormerums s | Q|| Coxparms

2. Bugeo

= Buneo cp
& [lokymenTsl Cp
¥ 3arpysu = 3arpyau cp
® Vsobpaxenun cp
= Mysoia cp
= ObwenocTynHbie cp
= Paouni cron cp
= Wabnoss cp

D Roxymentst

™ Usobpanern

51 Mysbika

+ pyrve mecta

Qaitn OymeT cOXpaHEH B yKa3aHHOE MECTO, OTKPBITh €r0 Bbl MOXKeTe OOBIYHBIM TEKCTOBBIM
PETAKTOPOM.
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Co3ganue 3armuinéHabix kaHayioB cBasu (VPN)

Cosnanue 3aIUIIEHHBIX VPN-TyHHe€El], W CIIOJIb3Y IOIINX
KOHTPOJIb 3arojioBkoB IP-maketoB B coorBerctBuu ¢ I'OCT P
34.12-2015

BBenenne

JlamabIit pasmen ommcbiBaeT mporeaypy Hactpoitku VPN-tyraens mwa 6aze Open-
VPN c¢ kontposem 3aromoBkoB IP-makeroB B coorBerctBum ¢ ['OCT P 34.12-2015
«Nudopmanmonnast Texnosorusi. Kpunrorpadudeckas sarura wHGOpMAIUA. BiodHbIe
mupuI».

Bcee KOMaHIbl, OIITMCaHHbIC B JaHHOM pa3IeJsie, HeO6XO,[[I/IMO BBIIIOJIHATH C IIPUBUJICTUAMU
CHCTEMHOTO aJMHUHHCTpaTopa (root).

IIpenBapuresbHbie TpebOBaHUS

Ha cepBepe n Ha KJIMEHTCKAX KOMITBIOTEPAX HEOOXOINMO YCTAHOBUTH IMTOCJIETHIO BEPCHUIO
KPUITOrpaUIeCcKUX MOJUTHK U ITakeT openssl-gost-engine, ;106aBISIONIUI TOIIEPKKY
I'OCT anropurmos B OpenSSL:

$ dnf install openssl-gost-engine
$ dnf upgrade crypto-policies

3aTeM MOJK/II0YnTe MOy b TLSGOST K TeKyIei MoJTuTHKE:

# 0T0OpPa3nTb Ha 3KpaH Ha3BaHWe TeKYyWen MoNUTUKK
$ update-crypto-policies --show
DEFAULT

# pobaBuTtb K nonutuke "DEFAULT" mopynb "TLSGOST"
$ update-crypto-policies --set DEFAULT:TLSGOST

,ZLOHOJIHI/ITeJleyIO HH(bOpMaHHIO (6] KpI/IHTOI‘pa(bI/I‘IeCKI/IX IIOJIMTUKaX 1 MOAYJIAX Bbl MOXKETE
IOy IUTh U3 pasfiesia «gost-alg».

Hactpoiika cepBepa OpenVPN

VYcranoBkKa cepBepa OpenVPN

Ha xommbroTepe, KOTOpBIii Oy/ieT BBIIOIHATH posib cepBepa OpenVPN, ycranoBute
COOTBETCTBYIOIIUI ITAKET:

$ dnf install openvpn
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HacTpoiika ya1oCcTOBepSIIOIIEro MEHTPA

s nactpoiiku cepsepa OpenVPN c¢ aBropuzanueit o ceprucduxkaram TLS Heobxomumo
HACTPOWUTH COOCTBEHHBIH yocToBepsitonwii 1enTp (anria. Certification authority, CA),
OCHOBHO#1 (DyHKITHEH KOTOPOTO SIBJIFETCS YIIPaBJIeHne cePTUUKATAME CePBepa U KJIMEHTOB
OpenVPN, B ToM 4nciie ux co3manue U OT3bIB.

B namnom mpumepe B kKaduecTBe pabovero Karajora JJjisl yJI0CTOBEPSIONIEro enTpa oymaer
HCIOJIBb30BaThcst KaTtajgor /root/CA. Cosmaiite HEOOXOOUMYIO CTPYKTYPY KaTajoroB, a
Takxke aitabl index.txt, serial u crlnumber, TpeOyemble /i pabOTHI IIEHTPA:

$ mkdir -p /root/CA/{certs,crl,newcerts,private}
$ touch /root/CA/index.txt

$ echo 1000 > /root/CA/serial

$ echo 01 > /root/CA/crlnumber

Cosmaitre koHpUTryparmoHubIil daiir gas OpenSSL:

$ cat > /root/CA/openssl.conf << EOF

[cal

default ca = CA default

[CA default]

dir = /root/CA

certs = \$dir/certs

crl dir = \$dir/crl

new certs dir = \$dir/newcerts
database = \$dir/index.txt
serial = \$dir/serial
crlnumber = \$dir/crlnumber
private key = \$dir/private/ca.key
certificate = \$dir/certs/ca.crt
crl = \$dir/crl/ca.crl
policy = policy strict
default days = 365

default crl days = 30

default md = gostl2 512

preserve = no

[policy strict]

countryName = match
stateOrProvinceName = match
organizationName = match

commonName = supplied

[req]

default bits = 2048

prompt = no

encrypt key = no

[v3 cal

basicConstraints = CA:TRUE

keyUsage = critical, keyCertSign, cRLSign
[server]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyAgreement
extendedKeyUsage = serverAuth

[client]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyAgreement
extendedKeyUsage = clientAuth

EOF
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CozaiiTe ceKpeTHBIN KJII0Y y/IOCTOBEPSIONIEro MEHTPA, SaIUIIEHHDBINA TAPOJIEM:

$ openssl genpkey -aes256 -algorithm gost2012 512 -pkeyopt paramset:A \
-out /root/CA/private/ca.key

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

B TecToBOM OKpyKEHUU BbI MOYKETE HMCIIOJIH30BATH CEKPETHBIN KJIIOY 0e3 1mapoJid — JJIsd
9TOrO U3 MPUBEIEHHON BBIIIE KOMAHIbI HEOOXOIUMO yOpaTh apryMeHnT -aes256. Opnako, B
YCJIOBUSAX TIPOMBIIIJIEHHONW SKCIIYATAIIUN K09 0043aTe/IbHO HY2KHO 3AIUINATH ITapoJieM
7 XPaHUThb B HAIEKHOM MECTE.

Hasee co3maiiTe caMOIIOIIIUCAHHBIN CePTU(MUKAT YIOCTOBEPSIONIEro IEHTPA:

$ openssl req -x509 -new -config /root/CA/openssl.conf \
-extensions v3 ca -key /root/CA/private/ca.key \
-subj '/C=RU/ST=Moscow/0=MyVPN/CN=MyCA"' \
-days 3650 -out /root/CA/certs/ca.crt

Enter pass phrase for /root/CA/private/ca.key:

Ilepen 3amyckoM ycTaHOBHUTE JJId TIOJIe apryMeHTa -Subj 3HaYeHWs, COOTBETCTBYIOIIAE
Bamreit opranm3anuu: C=RU — crpana, ST=Moscow — obOjacth, 0=MyVPN — Ha3BaHme
opraum3aruu, CN=MyCA — Ha3BaHue yJaocToBepsiomero IeHTpa. Ilapamerp -days
olpeJieideT KOJIMYECTBO JIHEell, B TedeHWe KOTOPBIX CEePTU(UKAT OyJIeT CUYUTATHCA
JieficTBUTEIbHBIM. B 9TOM puMepe ceprudukar Boiryckaercs Ha 3650 mueit (10 ser).

3aTeM, coz3/laiiTe CIIMCOK OTO3BAHHBIX CEPTU(MUKATOB:

$ openssl ca -config /root/CA/openssl.conf -gencrl \
-out /root/CA/crl/ca.crl -md gostl2 512 crldays 30

Using configuration from /root/CA/openssl.conf

Enter pass phrase for /root/CA/private/ca.key:

Ha sTom mporeaypy co3maHus yAO0CTOBEPSIONIETO IIEHTPA MOXKHO CUYUTATH 3aBEPIIEHHOM.

Koudurypanus u 3anyck cepBepa OpenVPN

Cozmaiite daiin cekperHoro Kio4a s cepsepa OpenVPN:

$ openssl genpkey -algorithm gost2012 512 -pkeyopt paramset:A \
-out /root/CA/server.key

Cozmaiire CSR 3anpoc (Certificate Signing Request) Ha Bbiyck ceprudukara mjisi cepBepa
OpenVPN:

$ openssl req -new -config /root/CA/openssl.conf \
-key /root/CA/server.key -subj '/C=RU/ST=Moscow/0=MyVPN/CN=server"' \
-out /root/CA/server.csr -md_gostl2 512

[lepes 3amyckoM ycTaHOBHUTE [IJIsi [OJIEHl apryMeHTa -Subj 3HAYEHMS, COOTBETCTBYIOIINE
Bamreit opranmsanuu: C=RU — crpana, ST=Moscow — oOsacth, 0=MyVPN — wHa3Banme
opraum3aruu, CN=server — nazBaunue ceppepa OpenVPN. B pesynbrare BbInOTHEHUS
KoMmaH bl Oyner co3man daitn CSR 3ampoca /root/CA /server.csr, KoTopblii 3arem Gyer
UCIIOJIb30BaH JjIs BhIycKa ceprudukara cepsepa OpenVPN yrocToBepsrionmm meHTpoM.




s Beinycka ceprudurara ceppepa OpenVPN BBIIOJHUTE CJIELYIONIYI0 KOMAHLY:

$ openssl ca -config /root/CA/openssl.conf -in /root/CA/server.csr \
-out /root/CA/server.crt -extensions server -md gostl2 512 -batch

Using configuration from /root/CA/openssl.conf

Enter pass phrase for /root/CA/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'RU"

stateOrProvinceName :ASN.1 12:'Moscow'
organizationName :ASN.1 12:'MyVPN'
commonName :ASN.1 12:'server'

Certificate is to be certified until May 15 15:19:27 2026 GMT (365 days)

Write out database with 1 new entries
Database updated

Bruinymennsiit ko4 Oyaer 3amucan B daitn /root/CA/server.crt.

3aTeM HEOOXOIUMO CreHEePpUPOBATH (aiis ¢ mapamerpamu be3onacHoctu dunddu-Xemmana
g coznanud 6ezomacuoro TLS coenunenus:

$ openssl dhparam -out /root/CA/dh2048.pem 2048
Generating DH parameters, 2048 bit long safe prime

CkomnmpyiiTe co3manuble daitipl B pabounit Katajor cepBepa OpenVPN wu ycranosure
Oe3ormacHble TpaBa Ha (Al CEKPETHOrO KJII0Ya:

$ cp -f /root/CA/certs/ca.crt \
/root/CA/server.key \
/root/CA/server.crt \
/root/CA/dh2048.pem \
/root/CA/crl/ca.crl \
/etc/openvpn/server/

$ chmod 600 /etc/openvpn/server/server.key

rie:
e /root/CA/certs/ca.crt — nyOaudHBI cepTUdUKAT YIOCTOBEPAIONIETO IIEHTPA;
e /root/CA/server.key — cekperHblii Kiiou ceppepa OpenVPN;
e /root/CA/server.crt — mybsmmunbiii ceprudukar ceppepa OpenVPN;
e /root/CA/dh2048.pem — mapamerpsl be3onacuoctu Iuddu-Xemimana;

e /root/CA/crl/ca.crl — COUCOK OTO3BAHHBIX KJIMEHTCKUX CEPTUDUKATOB.

Jlamee, cozmaiiTe KouUrypanuonusiii gaitn ceppepa OpenVPN:

$ cat > /etc/openvpn/server/server.conf << EOF
mode server

topology subnet

;local 192.168.10.38

port 1194

proto udp

dev tun

ca /etc/openvpn/server/ca.crt

(npomoJKeHue Ha CJIeLyIoIIeil CTPAHUIIE)
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(IpOIOJIZKEHUE € IPEBIIYIIEH CTPAHUIID )

cert /etc/openvpn/server/server.crt
key /etc/openvpn/server/server.key

dh /etc/openvpn/server/dh2048.pem
crl-verify /etc/openvpn/server/ca.crl

server 10.10.4.0 255.255.255.0
;push "route 192.168.10.0 255.255.255.0"
;push "dhcp-option DNS 192.168.10.1"

keepalive 10 120

cipher kuznyechik-chc

user openvpn

group openvpn

persist-key

persist-tun

verb 3

explicit-exit-notify 1
data-ciphers kuznyechik-cbc
auth id-tc26-gost3411-12-512
EOF

[To ymomuanuio cepsep OpenVPN mpunnMaer 3ampochl cO BCEX CETEBBIX MHTEPECcOB,
pacKOMMeHTHUpYyUTe IupekTuBy local m ykaxkuTe eif B kKadecTBe 3Hadenus [P-ampec
uHTepedeiica, Ha KOTOPOM JIOJ?KEH IPUHUMATD MOJIKIIOUYEHUsT CEPBED.

Jlasee, pasperure 10Tyl K TOopTy 1194, Ha KOTOpOM prHUMaeT noakaoderus OpenVPN,
B HaCTPOMKax OpaHaMay3Ipa:

$ firewall-cmd --permanent --add-service=openvpn
$ firewall-cmd --reload

[Tocste aToro akTUBUpyiiTe U 3amycture cayxk0y cepsepa OpenVPN:

$ systemctl enable --now openvpn-server@server.service
Created symlink /etc/systemd/system/multi-user.target.wants/openvpn-server@server.service - /usr/
—lib/systemd/system/openvpn-server@.service.

[IpoBeputh craTyc CayzKObI MOXKHO C IIOMOIIBIO CJIEYIOIIEH KOMAaH/IbI:

$ systemctl status openvpn-server@server.service

® openvpn-server@server.service - OpenVPN service for server
Loaded: loaded (/usr/lib/systemd/system/openvpn-server@.service; enabled; preset: disabled)
Active: active (running) since Thu 2025-05-15 17:07:57 UTC; 5s ago

B rnwmarnocrutveckux 1esisX CHCTEMHBIN KypHAJ ciayko0bl cepBepa OpenVPN moxuO
IIPOCMOTPETH C TTOMOIIBIO CJIEAYIONEl KOMaH/IbI:

$ sudo journalctl -u openvpn-server@server.service

CO3,I[aHI/Ie KJIIMEHTCKHUX CepTI/I(l)I/IKaTOB

Jnsa momkmodennss K cepBepy OpenVPN g KaKI0ro KjueHTa HeOOXOIMMO CO3JIaTh
cOOCTBEHHBIN CEKPETHBIN KJI0Y U CepTU(UKAT, BCe OIlepaIlliu IIPOBOJATCA Ha CepBepe,
BBITIOJIHAIOIIEM POJIb YIOCTOBEPSIIOIIETO IIEHTPA.

Cosmaiire daitan cekrperHoro kJmwoda /root/CA/clientl. key:
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$ openssl genpkey -algorithm gost2012 512 -pkeyopt paramset:A \
-out /root/CA/clientl.key

Cozmaiire CSR 3ampoc Ha BhITyCcK cepruduKaTa:

$ openssl req -new -config /root/CA/openssl.conf -key /root/CA/clientl.key \
-subj "/C=RU/ST=Moscow/0=MyVPN/CN=clientl" \
-out /root/CA/clientl.csr -md gostl2 512

[Tepes 3amyckoM KOMaHIbI BHECHTE HEOOXOIMMbIE U3MEHEHUS B I10JIs apryMeHTa -subj.

CoznaiiTe KJIMEHTCKU cepTuduKaT:

$ openssl ca -config /root/CA/openssl.conf -in /root/CA/clientl.csr \
-out /root/CA/clientl.crt -extensions client -md gostl2 512 -batch

Using configuration from /root/CA/openssl.conf

Enter pass phrase for /root/CA/private/ca.key:

Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'RU"
stateOrProvinceName :ASN.1 12:'Moscow'
organizationName :ASN.1 12:'MyVPN'
commonName :ASN.1 12:'clientl’

Certificate is to be certified until May 15 18:54:10 2026 GMT (365 days)

Write out database with 1 new entries
Database updated

B pesysnbpraTe BhINOSIHEHUsST KOMAHIbI OyIeT co3man daitn /root/CA/clientl.crt.

BareM, HEOOXOIUMO CreHepupoBaTh KOHMUTYpPAIMOHHBIA daita (B 5TOM mnpumepe —
clientl. ovpn) JJTd TOCJIEAYIONIEH Tepelaun Ha KJIIMEHTCKUIT KOMITbIOTEP:

$ cat > clientl.ovpn << EOF
client

dev tun

proto udp

remote 192.168.10.38 1194
resolv-retry infinite
nobind

persist-key

persist-tun

remote-cert-tls server
cipher kuznyechik-cbc

verb 3

data-ciphers kuznyechik-cbc
auth id-tc26-gost3411-12-512

<Ca>
$(cat /root/CA/certs/ca.crt)
</ca>

<cert>
$(openssl x509 -in /root/CA/clientl.crt)
</cert>

<key>

$(cat /root/CA/clientl.key)
</key>

EOF

SamenuTe 192.168.10.38 na peasibubiii IP-agpec Bamero cepsepa OpenVPN. Coznanubrit
KOHMUTYPAIMOHHBIN  dailjl  HeoOXOAMMO TepeJaTh Ha  KJIUEHTCKUH  KOMITBIOTEp.




48

Ucnonp3yiiTe TOMBKO 3aIUNIEHHBIE KAHAJIBI CBA3U MTOCKOJIBKY B 9TOM (aiijie HaXOIUTCs B
TOM YHUCJIE U CEKPETHBIN KJt04 jocTyrna K VPN.

Hactpoiika ktmeata OpenVPN

YcranoBka kjaueHTa OpenVPN

Ha xommbiorepe, KoTOpBIit OyneT BbINOIHATH poJib KiaueHta OpenVPN, ycranosute
COOTBETCTBYIOIIUNA ITAKEeT:

’$ sudo dnf install openvpn

Eciu sToT KOMIbIOTED $BJIsIeTCa rpadudecKoil pabodeil cTaHIUel, yCTAHOBUTE TaKyKe
pacmupenue g NetworkManager, KoTopoe MO3BOJIsIET HACTPAUBATH IOIKJIIOUEHUE K
OpenVPN uepes rpaduueckuit uarepdeiic:

’$ sudo dnf install NetworkManager-openvpn-gnome

Hacrpoiika kaueata OpenVPN B pexxuMe KOMaH/IHOI CTPOKHU

g mactpoiiku kiareaTa OpenVPN B pexxumMe KoMaHTHON CTPOKU CKOTMUPYHTE CO3IaHHbBIHI
panee daits clientl.ovpn B karajor /etc/openvpn/client/ nom umenem client.conf u
YCTAHOBUTE JIJIT HETO OE30MacCHbIE MMpaBa JOCTYIIA:

$ sudo cp clientl.ovpn /etc/openvpn/client/client.conf
$ sudo chown root:root /etc/openvpn/client/client.conf
$ sudo chmod 600 /etc/openvpn/client/client.conf

Caenyiomas KOMaHIa aKTUBUPYET U 3aIlyCTUT cry2k0y kianenta OpenVPN:

’$ sudo systemctl enable --now openvpn-client@client.service

[TocmoTpeTh cTaTyC CIy?KOBI MOXKHO CJICIYIOINIIM 0OPa30M:

$ sudo systemctl status openvpn-client@client.service

® openvpn-client@client.service - OpenVPN tunnel for client
Loaded: loaded (/usr/lib/systemd/system/openvpn-client@.service; disabled; preset: disabled)
Active: active (running) since Fri 2025-05-16 00:50:08 MSK; 1l6min ago

[Tocre 3amycka cayk0b! 1 ycrnenrHoro nogkaoderns K VPN-cepBepy B cucteMe TOSIBUTCS
HOBBII ceTeBOil nHTEpdeiic tund:

3: tunO: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1500 qdisc fq codel state UNKNOWN group,
—default qlen 500
link/none
inet 10.10.4.2/24 scope global tun0®
valid Uft forever preferred 1ft forever
inet6 fe80::640:643d:d512:52ce/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

B mmarnoctumueckux 1ensgx cucTeMHbI KypHaa kiauenTa OpenVPN M0XKHO ITpocMOTpeTh
C TIOMOIIBIO CJICAYIOIE KOMAaH/IbI:
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$ sudo journalctl -u openvpn-client@client.service

Hactpoiika kiaunenTa OpenVPN B rpadudeckom pekKmume

Ja mactrpoiiku noaksoderuss kK OpenVPN wepes rpadudeckuit naTepdeiic orkpoiite
[JIABHOE MEHIO CHCTEeMbI W 3amycrure npusoxkenne «Hacrpoiikuy (momedeHo KpacHOi
PAMKOIl HA CHUMKE IKPaHa HUXKE):

0q Be6-6paysep Chromium

*‘ Be6-6paysep Firefox

g Be6-kamepa Cheese

o Bupeonpowrpeieatent Celluloid

g Bbi6op ohopmnenmna pafioyero ctona
S

o LwarHoctuka SELinux

- LWcKK

€% [on. HacTpoitku GNOME
H

HypHanel

B sieBom mento Beibepute myHKT «Cerby (orMedeH 1udpoit 1 HA CHUMKe S5KPaHa HUXKE),
IIOCJIe 9TOTO OTKPOETCS TMaHeJ b HACTPONKU CEeTEBBIX IMOJK/IIOUYeHuil, e B 00ke «VPN»
BaM HEOOXOJ[MIMO HAXKaTh HA 3HAYOK + (oTMedeH IudpPOil 2 HA CHUMKE IKpaHa HUXKE):
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Ethernet +

Kabesb He NOAKAIO4EH ol
3 Bluetooth —

)

© Yeegomnerus

He HacTpoeto

Q Momex

I MrorosagasHocTs Ceresoi npoKcH Boikiouero | £
@ Mpunoxeus >

(@ KondupeHumansHocTs >
@ Ceresbie yuéTHble sanmcn
5 06uwmit goctyn

= 3eyk

G BnexTponmTatie

= Avennen

B mnogBumemcs okwe «JlobaButh VPN» maxkmure Ha nyskT «lMmmoprupoBarh u3s
daiina...», OTMEUYEHHBINI KPACHON paMKOW Ha CHUMKE dKPaHa HUKE:

Ormera Dlo6asums VPN

TyHHenbHbI NPoTOKON BTOpOrG yposHa (L2TP)
c paepamit Microsoft u 4pyrm cepaepanin L2TP VPN,

VPN Ha ocHose IPsec
VPN Ha OCHOBE IPSEC 1 YAANeHH biX KTHEATOB

Multi-protocol VPN client (openconnect)
Compatible with Cisco AnyConnect, Juniper Network Connect and Junos Pulse, and PAN Global Protect SSL VPNs.

OpenVPN
Cosmecrin c cepsepon OpenVPN

TyHHeNbHbIA MPOTOKON THNA TouKa-TouKa (PPTP)

c pacpanh Microsoft u apyrii cepaepani PPTP VPN,

MmnopTuposarts us daiina...

B orkphbiBIeMcst okHe BbIOOpa (bailyioB BbIOEpuTe paHee co3manubIi (aits clientl.ovpn u
Ha)kMuTe KHONKY «OTKPBITH» — TOCJIE TOTO MOSBUTCS OKHO j100aBjeHus Hooro VPN-
MTOJIKJTIOYUEHM S, IPEJICTABIEHHOE HA CJIEIYIONEM CHUMKE SKPaHAa:
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OTMeHa

Vpentupucauun  IPvA  IPv6

Hassarme [ client1|

Obue

192.168.10.38:1194

Tun | Cepruduarsi (TLS)

CA certificate  client1-ca.pem

Monbaogatens certificate  clientl-cert.pem

Monbsosatens private key | client1-key.pem

Mons3osatent key password

[ Show passwords

£ Hononmwensro..

B ciIy4dae HeO6XO,ILI/IMOCTI/I Bbl MOXK€T€¢ U3MCHHUTDH Ha3BaHUE ITOAKJIIOYCHMA, IP-a,szec nJjm
TCP-nopt cepsepa. Ilocyie 3aBepiiennst HACTPONKKM HaKMUTE Ha KHONKY «J[06aBUTH».

ITocste aToro HoBoe VPN-coemmuenue nosisutcs B 6sioke « VPN 1manein ceTeBbIX HACTPOEK:

Q HacTpoiiku H Cers ~ o x
= Wii
Ethernet +
[ o
# Bluetooth —
B von VPN +

0 Yeenomnenna

Q Mouek

I MorosagaskocTs Ceresoi npokeh Boikoero | £
@ Mpunoxerus >

(@) KondwpenumansHocTe -

@ Cetesbie yu&THsie samc

<& 06w pocTyn

= ey

G AneKTpONMTaHHE

S fvcnnen

g nmonksodenus K VPN akTuBupyiiTe COOTBETCTBYIONIUI TIEPEKJTIOYATE b, OTMEYEHHbBIH
KpPaCHO! paMKOIl Ha CHUMKE KPaHa BbBIIIE.

Takzke BbI MOXKeTe MOJKIIOUYUTHCA K paHee cozmannoMmy VPN-coemunenuio, HaxkaB Ha
IPYTIy UKOHOK B MPABOM HUYKHEM YIUIy 9KpaHa (CIpaBa OT YacoB) W BBIODAB TaM IIyHKT
«CoequHUTHCSI» B COOTBETCTBYIOIIEM OJIOKE, OTMEYEHHOM KPACHOH paMKOW Ha CHUMKE
9KpaHa:
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Ethernet ceTb
nNogKnoYeHa

CoeguHeHwe VPN
BhIKMHYEHD

CoeWHWTLCA

MapameTpel VPN

CbanaHcHpoBaHHbIM

HacTtponkm
JabnoknposaTh

BoikmoynTs / 3aBeplUMTE CeaHo

T, 16 man 01:49

OrpannyeHne BpeMeHHu paboThI 3a KOMIIBIOTEPOM

BBenenue

B cocras oneparmonnoii cucrembr MCBCdepa Bxomur npuioxkenne Timekpr-nExT,
KOTOpPOe TpeIHA3HAYEeHO [IJIsi KOHTPOJIS ¥ OIPAaHUYEHWs BPEMEHM, IPOBEIEHHOTO
[TOJTb30BATEJIEM 3a KOMITHIOTEPOM.

YcTraHoBKa

Hna ycranoBgn Timekpr-nExT BeimosHUTE CIeAyIONTYI0 KOMAaHLY:

’$ sudo dnf install timekpr-next

Takzke ycTaHOBKY MOYKHO BBITIOJTHUTH C ITOMOIbIO «lleHTpa mpuioxkenmity.
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KomMnoneHnTbl cucTeMbl

Cuayxk6a timekpr

OcnoBubim  koMroHeHTOM Timekpr-nExT gapisercs cucremnasi ciayxkba timekpr,
KOTOpasl OCYIIECTBJISET YIE€T BPEMEHU, IIPOBEJIEHHOIO I0JIH30BATENIEM 33 KOMIBIOTEPOM,
1 IpUMEHEHUE COOTBETCTBYIOIIUX OFpaHI/Iqul/IfI.

Cepsuc timekpr 3amyckaercs apromaTudecku mocie yctanoBku RPM-makera u B mporiecce
3arpy3Ku KOMIIbIOTEPA, IPOBEPUTH CTATYC MOXKHO C IIOMOIIBIO CJIEIYIONEHl KOMaHIbI:

$ systemctl status timekpr
® timekpr.service - Timekpr-nExXT daemon service
Loaded: loaded (/usr/lib/systemd/system/timekpr.service; enabled; preset: disabled)
Active: active (running) since Tue 2025-05-27 10:11:37 MSK; 36s ago
Docs: file:/etc/timekpr/timekpr.conf
Main PID: 1606 (timekprd)
Tasks: 3 (limit: 50155)
Memory: 14.2M
CPU: 98ms
CGroup: /system.slice/timekpr.service
L-1606 /usr/bin/python3 /usr/lib/python3.9/site-packages/timekpr/server/timekprd.py,,
—/usr/bin/timekprd

Maa 27 10:11:37 sphere-96-arm systemd[1]: Started Timekpr-nExT daemon service.

ITanens ynpaBieHus

i HACTPONKM CUCTEMBI UCIIOJIb3YeTcsd Ipapudeckas MaHe/ b yIIPaBICHUS:

‘apMunncTPWpOBaHHe Timekpr-nEXT - x

970 npunoxetme A HacTpOiikm Timekpr-NEXT. OHO NIOSBONRET BaM YCTaHABNMBATS
BPEMEHHbiE OrPaHUYeHst AN1S OTAEMbHBIX MoNb3oBaTeNew, a TakKe obuine
napameTphi Timekpr-nExT.

UTOBbI MCNONIb30BATS 3TO MPUTOKEHME, BbI AOMKHBI TMGO JANYCTHTH €0 Kak
CyNepnon308aTens, NMGO GhiTh YaCTbI0 rpyNNbI timekpr.

TokanyitcTa, oGpaTHTe BHiMaHwe, 4To "HacTpoitka Timekpr-nEXT® AOCTYNHA TONBKO B
PeXwme cyneprions3oBaTens (aaMuHHCTPaTOpa)!

Moxanyitcra, jiTe HacTpofiKy He iite ceGs!

iuryp: iurypaywa Timekpr

s nonssosarens:

VIHPODMALIWS 1 Aakble Ha CErOAHA  HACTpOiiKa Orpanuenwin  HacTpoiika WIpOBOro Bpemet  lononHuTenHbie onumi

Mpopmauus o6 ocrasuwemcs/ KoppeKTHposkm HaaGasox Mipopmarius o6 urposom Bpemenin
n0TpaYeHHoM BpemeHn
Octanoch urpooro epement (GaKThueckw): ———

Octasuweecs spems (GakTHueckoe): ——i- Texywwe AeiicTans (dakTiueckue): —
Bpewms GesgelicTans (GakTeckoe): ———— Oceron A OWn Ocranoc urpoBoro spemenn (ceroHA): <~

Ocrasuweecs spems (ceroaus): —~~~
MoTpauentoe urposoe Bpems (cerogus): ——~
MoTpauentoe Bpems (ceropus): —i—i-

aTpauentoe Bpems (Hegens): -~
3aTpauentoe Bpems (Mecl): -~

Coeputietime ycTanosnero  Konpurypauws nonysera

151 pabOoTHhI € ITaHEJIbIO YITPABJIECHUS 1I0JIb30BATEb, BHITIOJHAIONINN POJIb  IMUHUCTPATOPA
CHCTEeMBbl yd4YéTa BpEeMeHH, JOJIKeH Jubo o0JiaJgaTh NPUBUJIETUSIMHU CUCTEMHOIO
aJIMUHUCTPATOPA, JIMOO OBITH YIACTHUKOM CUCTEMHOUN rpynmnsl timekpr. Bropoit BapuanT
ABJIAETCS MPEIINOYTUTEHHBIM C TOYKU 3peHUsT NHMOPMAIIMOHHON 0€3011aCHOCTH.

s nobaBiienusi 1o/Ib30BaTE/ s B TPyHIly timekpr BBIOJHUTE CJIEAYIONIYIO KOMAHTY
(3aMeHMTE USer Ha peajibHOE UMs TOJIb30BATEs ):




$ sudo gpasswd -a user timekpr
NobaBneHve nonb3oBaTtensa user B rpynny timekpr

[Tocsie nobGamyieHUs B TPYIILY TOJb30BATENI0 HEOOXOIUMO BBIATH M3 CUCTEMbI W 3alTH
IIOBTOPHO JJI IPUMEHEHUs U3MEeHEeHU.

s 3amycKa maHesn yrpaBJIeHusd UCIOIb3yHTe IIyHKT IJIABHOIO MEHIO [laHenb ynpaBnieHus
Timekpr-nExT:

@ MNavensb ynpasnexns Timekpr-nExT 3aKpennéHHbie NpUNoXeHNA

@ MNarens ynpasnerns Timekpr-nExT (AAMWHM... ’9 -
Be6-
LieHTp npunoxeHuii 6payaep C... Pains! Tepmutan |

@ Timekpr-nExT ﬁ
HacTpoiiku
Arc Menu

Q, timekpd

0O 9 8

JInbo BBITIOJTHUTE CJIETYIONTYIO KOMAH/IY B TEPMUHAJIE:

’$ timekpra

Ecnu o kakuM-TO puurHAM BbI HE MOXKeTe J00aBUTH IOJIb30BaTe st B rpymmy timekpr,
TO BaM HEOOXOIMMO UCIIOJIb30BaTh IIyHKT MeHIO [laHenb ynpasnenus Timekpr-nEXT
(ApMuHucTpaTop) Jimbo Komanay sudo timekpra. B Takom ciydae cucTema IIOIPOCHUT Bac
BBECTHU IIapPOJIb.

[Tpornerypa HACTPONKHM CHCTEMBI KOHTDPOJIS BPEMEHU C TOMOINBIO ITAHETNU YIIPaBJIECHUS
OIMCHIBAETCS B CJIEIYIONINX pa3ieiax.

HacTpoiika orpannvieHuii BpeMeHU

Jlig  HACTpOiKM oOrpaHwdeHnit pabodero BpeMeHH 3alycTuTe [laHenb  ynpaBfieHus
Timekpr-nEXT, BbIOEpHUTE MOJIB30BATEJISA, [JII KOTOPOIO HEOOXOIMMO YCTaHOBUTH
OIDAHWYEHUsI, B BBINAJAIONIEM CIHCKe HOoJb30Bareseil (ormeden nudpoit 1 HA CHUMKe
9KpaHa) ¥ mepeiiuTe Bo BKIaAKy HacTpoika orpaHnyeHui (ormedena mudpoii 2 Ha CHUMKE
9KpAHA):
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~ apmwncTpuposanwe Timekpr-nExT

310 npunoxetme An acTpoiiku Timekpr-nEXT. OHO NOSBONAET BaM YCTaHABIMBATS
BPEMeHHbIE OTPaHNYEHNS AU OTAEbHBIX NONIb30BATEeR, a TakKe obLIMe
napameTpe! Timekpr-nExT.

UT06b1 WCTIONB30BATS 3TO NPHTOXEHHE, BI AOTKHBI GO SAMYCTHT €70 Kak
CyNepIOn30BaTEN, MU0 GbITS 4CTBHO MpYNb! timekpr.

TloxanyiicTa, 0GpaTHTe BHAMaHWe, 4To "HacTpoiika Timekpr-nEXT® AOCTYHA TONbKO B
pexume cyneprionk3osarens (aaMmHCTpaTOpa)!

fiTe HacTpOiiKy He iite ce6s!

Puryp:
Vs nonssosaTens:

testuser

0 + | Boccrawosus

ViHbopMauys n Aaksble Ha ceronHs

Orparmdenns no usm wegenn Q4 M + | —

an. Orpanmuenve | Bmoueno s B © - OaOuOmM |+ | —
Mowepenshik  24:00:00 00:00 2400 @ « vacossie Tepuop | Orpasiuenne
BTopHMK 24:00:00 v uHTepBansl TMo Hegensiv 07:00:00:00
Cpeaa 24:00:00 (/] Momecauno 31:00:00:00
Yetsepr 24:00:00
Natinua 24:00:00 (]
1e T
Guryp: nonysera

Timekpr-nExT

HacTpoiika orpaHudennii  HacTpoiika MrpoBoro pemeni  [lononHHTE NIsHble Oy

Yacossle uwrepsansi ¢} Hegenbhbie 4 MeCANHbIE THMHTL!

e days of weekl0) — omnpenensier B Kakue JHU HeJEJIH IOJIb30BATEIb MOKET
HCIOJIb30BATh KOMITBIOTED U CYMMApPHOE KOJIMYECTBO BPEMEHU, JIOCTYIIHOE JIJIs

KarKJIOTO JHS;

e hoursl0

orpejiesisieT KOHKPEeTHbIEe

BPEMEHHBbIE HWHTEPBAJIBI,

IIOJIB30BATEJb MOZKET HCIIOJIBb30BaTh KOMIILIOTED B T€YCHUE JTHAA;

B KOTOPBIX

e weeks and monthsl0 — ompesmenser cymmapHOe KOJUYECTBO BPEMEHH, JIOCTYITHOE
[IOJIB30BATEJIO0 B T€UCHNE HEJIEU U MECSIIIA.

OrpaHnunyeHus Mo JHAM HeOeJIn

JIuvut «Orpanuvenus 1O JAHAM HEJIEJH» IO3BOJIAET 3aJaTh CIHUCOK JIHEHl, B KOTOPhIE
[10JIb30BaTE/Ib MOXKET PabOTATh 38 KOMIIBIOTEPOM, a TaKKe YKa3aTh KOJUIECTBO BPEMEHH,
JOCTYITHOE JIJIsT KaXKJIOTO JTHH.

g 3amnpera paboOThl B OIPEECAEHHBIN JIeHb Hemeaun yoepute (JIaKoK B KOJOHKE
«Brmodeno». Ha cieayrorieM cHUMKe dKpaHa B KadeCcTBE MPUMepa YCTAHOBJIEH 3allpeT
Ha paboOTy ¢ KOMITBIOTEPOM B BBIXO/HBIE JTHMU:

‘aaMuHMCTPUpOBaKMe Timekpr-nEXT

370 NpUnoXenme AnA HacTPOiiKM Timekpr-nEXT. OHO MO3BONRET BaM YCTaHaBMMEATS
BPEMeHHbIe OraHYIEHNS /UIA OTAENbHbIX MONb30BATE e, @ TaloKe OGLIMe
napameTpe! Timekpr-nExT.

UTOGbI MCTIONL30BATS STO MPUOXEHYE, Bbl AOTKHBI TMGO 3aMyCTUTS €ro Kak
Cynepronb30BaTe b, /IMGO GbITL YaCTBHO rPyML! timekpr.

MoxanyicTa, 0GpaTHTe BHAMaHWe, 4To "HacTpoiika Timekpr-nEXT" AOCTYMHa TONLKO B
PeXUME Cyniepnonb3osaTens (aAMuHUCTPaTOpa)!

MoxanyiicTa,

fiTe HacTPOiiKy. He iiTe ceGs!

burypau
Vms nonssoBatens:

testuser

VHGOpMaLis U AakHbie Ha CeroaHs

Orpamdenns no gusm egenn O Cm| + | —

A

§ sseqnTe
:pena 0000 © < vacossie Mepwop | Orpakmuenme
00 ]
nemepr N ; KA 10 enensm 07:00:0000 |
iATHAa Momecauro 31:00:00:00
Cy66ora i
MpiveHUTS AHesHsIe MMATS!
Guryp nonyuena

Orpanudenve | Brioueto s B ©
:00:00

Timekpr-nExT

BoccTaHosMTs

HacTpoiKa orp:

HacTpoiika o
Yacosble uHTepsans ¢} Hepenbbie 1 MecasHbie TUMATS!

0a 0N Om [+ =

Takyke BBI MOXKeTe OrPAHUYUTH CyMMAapHOE KOJMYECTBO BPEMEHHU IS KarKJIOTO JIHS:
JIJIS 9TOrO BBIOEpUTE B TabJMIE JI€Hb HEJIeJM, Ha)KMHUTE HA COOTBETCTBYIOIIYIO SUYEHKY
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B KojJoHKe «Orpanmdenuwe» u yKaxkuTe HeoOXoauMmoe 3HadeHwe B dopmare Y4:MM:CC
(Yacbl:MUHY TbI: CeKyHAbl). 3HAUEHNE IO yMOTIAHUIO - 24:00:00, 9TO 0O3HAYAET OTCYTCTBHE
orpaHmyeHuil Mo BpeMeHn. B KadecTBe ajJbTepHATHBHOTO CII0CO0A BBI MOXKETE HCIOJIb30BATD
nepeksodaTesb /M (Yacsl/MAHY Tbl) U KHONKY +/ - JIJIsl U3MEHEHWs 3HAYCHUS.

Ha crnenyromem cuuMmke sKpaHa JOCTYIIHOE BpeMs B Oy/JHUE THU OMPDAHUYIEHO BOCEMbBIO
qaCcaMu:

~ aamunucTpuposanve Timekpr-nExT - x

370 npunoxerme An HacTpoiikn Timekpr-nEXT. OHO NO3BONAET BaM YCTaHABIMEATS
BPEMeHHbIE OTPAHNYEHNS ISt OTAEbHIX NONb30BATENe, a TakKe obLMe
napameTpe! Timekpr-nExT.

UT06b1 WCTIONB30BATS 3TO NPATIOXEHHE, BI AOTKHbI G0 SAMYCTHT €70 Kak
Cynepnonb30BaTelb, M0 GbITh YCTHHO FPYMMb! timekpr.

TloxanyiicTa, 0GpaTHTE BHAMaHWe, 4T0 "HacTpoiika Timekpr-nEXT® AOCTYHA TONBKO B
PexiMe Cyneprionk3osaTens (aaMmHMCTPaTOpa)!

fiTe HacTpoiiky He iite ce6s!

purypau; imekpr
Vs nonbsosaTens:

testuser ~ | BoccraHosuTs

ViHpOpMaLWs u Aable Ha cerofns  HacTpojika OrpaHudenwi  HacTpoWKa WipoBoro spemenn  JIOMONHATNbHle ONLAN

Orpasmesun no guamt negenn O Om| + [ — Yacossle ukTepsansi ] HegenbHbie 1 MeCsiuHbIE THMHTSI
Orpanmenme | Bimoueno s o +| =

an. rpanivenme | Biuiouen [l B smequre OnOum
[ 08:00:00 2 00:00 2400 @ & vacossle Mepwon Orpanuuenue
BropHmk 08:00:00 [] S SeCl 0 +enenav 07:00:00:00
Cpepa 08:00:00 /] Momecauno 31:00:00:00
Yetsepr 08:00:00

Natua 08:00:00 (]

TIpAMeHWTS AHEBHbIE TMMATL!

uryp: nonysena

YacoBrble nHTEepBaJIbl

C TIOMOIIBIO YaCOBBIX MHTEPBAJIOB BbI MOYKETE OIPE/IE/INTh, B KAKUE TTPOMEXKYTKU BPEMEHU
B TeUYeHUe IHs I0JIb30BaTe/lb MOXKET HCIIOJIb30BaTh KOoMIIbIoTep. HacTpanBarh ux MOXKHO
Kak JJIg OZHOTO, TaK M JJII HECKOJBbKUX ITHEN OTHOBPEMEHHO.

B xoudwurypanuu mo ymModaHuio NI BceX JTHEH 3a/aH ouH nHTepBaJ ¢ 00:00 10 24:00
— (aKTUIeCKN ITO O3HAYAET OTCYTCTBUE OI'PDAHUICHUI.

Jlyig m3MeHeHUusi CYIIEeCTBYIOIIEr0 WHTEPBaJia BbIOEPUTE OJMH WU HECKOJBKO JTHEH B
rabsmuie «OrpaHudeHns MO JHIM HEJen», 3aTeM B KoJIOHKe «II3» ycraHoBuTe HadaJIbHOE
BpeMs, a B KOJIOHKe «B» — KoHeuHoe Bpems nHTepBaJsa. Ha cHuMKe SKpaHa HU2XKe TOKa3aHa
yCTaHOBKa BPEMEHHOI'O MHTepBaJia ¢ 8:00 10 17:00 11a Bcex OyaHUX JTHE:

‘aamMunucTpUpoBanye Timekpr-nEXT =7

370 npUnoXeHvie Ans HaCTPOiiKw Timekpr-nEXT. OHO NOSBONAET BaM YCTAHABAMBATS
BpEMEHHbIE OTPAHUNEHNA A OTACMIbHLIX NIONIb30BATE e, a TaKKe oblue
napameTp! Timekpr-nExT.

UT0Gb! UCTIONL30BATS 3TO MPUTIOKEHHE, Bt AOMKHSI NGO AMYCTUTS €ro Kak
CynepioN308aTes, GO GbiTb YaCTbIO PN timekpr.

Toxany#cTa, o6paTHTe BHUMaHWe, 4To "HacTpoika Timekpr-nEXT" AOCTYNH TONbKO &
pexwme cyneprions3osatens (aMMHUCTpaTopa)!

fiTe HacTPOiiKy He iiTe ceGs!

purypauy o
Wma nonbsosatens:
testuser + | Boccranosuts

VHGOPMALIHS U AGHHbIE Ha Ceropss  HACTpOiiKa Orparuiennd  HacTpoiika WpoBOro Bpemern  l0nIONHMTEsHbIE ONLWN

Orpanmyenns o gusm vegenn Q4 O + | — Yacosble uHTepBasI ® HegenbHble n MECYHbIE IMMHTbI

s B 0o Oa 04 Om | + | —
sseqnTe
0800 1700 @ « uacossie Tepwop | Orpakmuenme
LG G o 1 enam 07:00:00:00
Momecauro 31:00:00:00
nposepuTh

[Toce ycranOBKM BPEMEHHOT'O MHTEPBaJIa BaM HEOOXOIUMO HAXKATH KHOIKY «ITPOBEPUTHY»
g BepuUKAIUA BBEJIEHHBIX JAHHBIX. B ciiydae obOHApy»KeHUsl OIMMMOOK IPOOJIEMHBIE



57

WHTEPBAJIbI OY/IyT BBIJIEJIEHBI, 8 B CTPOKE COCTOSIHUS IPOTPAMMBbI OTOOPa3UTCsl OMUCAHUE
OIMOKMN.

Bor  MoxkeTe HacTpPOWTh  HECKOJIBKO BPEMEHHBIX HHTEPBAJIOB —  HCIOJb3YHTE
COOTBETCTBYIONINE KHOIKW, BBIJIEJIEHHbIE KPACHOW paMKOWl Ha CHUMKe 3IKpaHa HUXKE,
J71s1 100aBJIeHNS HOBOTO U y/IaJIEHUsI BLIOPAHHOIO MHTEPBAJIA:

‘anmusmcTpUpoBasme Timekpr-nExT - x

370 npUnOXeHvie ANA HACTPOiiKM Timekpr-nEXT. OHO NOSBONAET BaM yCTaHaBAMBATS

BpeMeHHble OTPaHKHEHWA A1A OTAENbHBIX NONbSOBaTENeH, a TakiKe oble
napameTpb! Timekpr-nET.

UT0Gb! ACNIOES0BATS STO MPUNOXKEHHE, Bt AOMKHBI NMGO SaNYCTHTL €0 Kak.
CynepnoNb30BaTe b, NGO GbiTb YaCTBIO Ry timekpr.

ToxanyiicTa, 06paTHTe BHUMaHHe, 4TO "HacTpoiika Timekpr-nEXT" AOCTYNHa TONKO B
PeX¥Me Cynepnons3oBaTens (aAMMHMCTpaTOpa)!

Noxanyicta, fiTe HacTpoiiKy He iite ce6s!

purypau; imekpr
Vs nonbsosaTens:

testuser ~ | BoccraHosuTs

VHGOpMaUys 1 fAaHHble Ha cerofua  HacTpoiika orpanidenyii  HacTpoiika UTpoBoro Bpemenn  [IOMonHMTenHble onumm

—— qmp [P ———

Orparmuenue | Bicniove

° Wom |+ —
ssegure Oa

08:00 17:00 €« vacosble Nepuon OrpaHmye
1800 1900 @ S SteC 0 +eenam 07:00:00:00
MomecsyHo  31:00:00:00

nposepHTe

uryp: nonysexa

[Ipu HacTpoOitke MHTEPBAJIOB CJIEIyeT MPUIEPKUBATHCS CJIEIYIONIUX TTPABUII:
® VHTEPBAaJIbI HE JOJI?KHBI IIEPECEKATHCH;
® Ja’Ke MUHYTHBINA IIepEepPBIB MEXKJy MHTEPBAJIaMU aKTUBUPYET OIPAHUYCHUSL;

® B TedeHHE OJHOTO Yaca He MOXKeT HAUYMHATHCS U 3aKAHYUBATHCS OOJIbIIIE OJIHOTO
HHTEpBaJIA.

Takzke ciieryeT yIOMAHYTh EPEK/IIOYATEIb B KOJIOHKE «OO» — €r0 aKTUBAIUs MPUBEIET
K TOMY, YTO BBIOpAHHBI MHTEpPBaJI OyJ/IeT CUYNTATHCA CBOOOIHBIM OT OT'PAHWYEHUNl W He
OyJleT yIUThIBATHCA B OOIIEM JHEBHOM JIMMUATE. JTO MOXKET ObITH TOJIE3HO, HAIIPUMED, €CJIH
pebOEHOK TocenaeT OHJIAMH KypPChl U BpeMsl, IPOBEJIEHHOE Ha HUX, HE JTOJI?KHO IIPUBOINUTDH
K YMEHBIIEHUIO JOCTYIIHOT'O JIJId JPYIUX aKTUBHOCTENH BPEMEHH.

He,zgeﬂbeIe n MecCcd4YHble JIMMMHWTDI

C IIOMOIIBIO 6HOKa HEeJEJIbHBbIX U MECAYHbIX JINMUTOB Bbl MO2KETE€ HACTPOUTHb MaKCUMaJIbHO
JIOITYCTUMOE BPEMsI MCIIOJIb30BaHUSA KOMITLIOTEPA 3a HEJIEI0 WM Mecdll. B kondurypanumn
10 YMOJIanI/IIO JIMMUTBI OTCYTCTByIOT: JJId  HEJCJIbHOI'O Or'paHUYCeHUA YCTaHOBHeHO
3HAYeHue 7 JIHeH, a JJid MecsaaHoro — 31 [eHb.

s opeiesienns 3HaUEHMH UCTIONIB3yeTcs (hopMaT [HM : Yackl :MuHy Tbi: CekyHabl. ITpu BBOIE
BBbI MOXKETE WCIIOJIb30BATh COKPAIICHUS, HAIIPUMED: 3HadYeHue 6 Oy/er mpeoOpa30BaHO B
06:00:00:00, a 6:12:30 — B 06:12:30:00.

Henenbable 1 MecssaHble JIMMUTBHI pa0OTAIOT OJHOBPEMEHHO C JTHEBHBIMU JIUMUTAMUA —
cucTeMa Bcerjia OyaeT MCIOJIb30BaTh HAUMEHBIIEe U3 JeUCTBYIONINX OI'PAHUICHUIA.



CoxpaHeHne HaAaCTPOEK

[Toce ycTtaHoBKM HEOOXOIMMBIX OrpaHumyeHuit HaxkMuTe KHONKY «lIpumenuTtsh naeBHbBIE
JIMMUTBI» JIJId COXPaHEHHWs HACTPOEK. B ciydae yCHENTHOrO COXpaHEHUs HaCTPOEK
IIporpaMMa, OTOOPAa3UT IMOJITBEPKIAIONIEe COOOIEHNE B CTATYCHON CTPOKE — TIOCJIE STOrO
BBl MOXKeTe IMepeidTu K HACTPOMKAM JTMMHUTOB IS JPYTOro MOJIb30BaTeNIsd, JN0O 3aKPbITh
IpOrpaMmy.

OrpaHquHHe BpeMeHn OJid OTAEJIbHBbIX ITPpOIIeCcCOoB

B cucreme Timekpr-nExT Ttakxke peanuzoBana QYHKIMS OrpAHUYEHUS BpPEMEHU
UCIIOJIb30BAHUs OTJIEJIbHBIX IPOIEeccoB. VI3HAYaIbHO 3TOT MOMY/Ib ObLI paspaboraH i
OTpaHUYEHUs BPEMEHHU, IPOBEJICHHOTO B UTPAX JETbMU, OJIHAKO MOXKET OBITh MCIIOJIb30BAH
JI7Is1 KOHTPOJIS UCIIOJIL30BAHUS JIIOOBIX TIporieccoB. HacTpoitku manuoil (pyHKIUT JOCTYITHBI
BO BKJIaJike «HacTpoiika urpoBoro BpeMeHnm :

PO ¥
aamunmcTpHpoBanme Timekpr-nExT - x
370 npunoxerue AnA HacTpoiky Timekpr-nExT. OHO NO3BONAET BaM YCTaHaBNMBATS
BPEMEHHbIE OrPaHUYEHNA A1A OTAENbHBIX NONb3OBATENEN, 3 TaKXKe oBlMe
napameTpsi Timekpr-nExT.
YT06bI MCTIONb3OBATb STO MPUNOXKEHHE, Bbl AOMKHBI MMG0 3aNYCTUTH €10 KaK.
Cynepnons30BaTe b, 760 GbiTb 4aCTbI0 pyANGI timekpr.
TMoxanyitcTa, o6paTTe BHUMakMe, 4To "HacTpoitka Timekpr-nEXT" AOCTYNHa TONBKO B
pexuMe cynepnons3oBaTens (aaMUHMCTpaTopa)!
TMoxanyicTa, BEINONHSITE HACTPOIKY BHUMATENHO: He 3a6NOKMpyiTe ce6s!
buryp: Timekpr-nExT
Vms nonssosatens:
testuser = BoccTaHosuTs
Mndopmaums v faHHble Ha CeroaHs HacTpoiika orpaHueHmit HacTpoiika Urposoro BpemeHm DononHuTensHble onuun
TMapamerpsi urposoro spemenn  JlmuTsi urposoro spemenn @4 (m| + | —  Urpossie geiictans [ERRc]
BK/IO4MT UrPOBOE BpeMs
BrniouuTs TMoHeAenbHIK v 00:00:00
nepeonpegeneHie HpoBoro Bropinc o 000000
apemeri
Honyckaetca s Cpena @ 00:00:00
Teuenwe wHrepsanos (G Metsepr ©  0000:00
"oo’ Nathua © 000000
duryp: nonyena

B 6soke «IlapameTpbl WrpoOBOrO BpPEMEHH» HAXOIUTCS TPYIIa [ME€PEKJIIOYATENEH,
OTBeYaloIIas 3a O0Iue HACTPOMNKN MOJTYJIs:

e Brarouumbs u2posoe epems — aKTUBUPYET (PYHKIIMIO YIETAa BPEMEHH UCITOIH30BAHUA
OTJIEJIHBIX ITPOIECCOB /I BBIOPAHHOTO I0OJib30BaTessd. Takke i pabOTbl ITOMU
dyHKIIN TOTpedyeTcsi BKIIIOYUTH COOTBETCTBYIONINAI MTEPEKII0YATE/ b B CACTEMHbBIX
unactpoiikax Timekpr-nExT;

o Brmowums nepeonpedeserue u2po6020 8peMeHU — aKTUBAIUS 3TOTO MePeKTI0IaTe s
OTKJIIOYaeT CTAHJIAPTHBIE JUMUTHI BPEMEHU, YIET OYIeT BBIOJHATHCA TOJBKO JIJIsd
IIPOIIECCOB, TIEPEUUCTIEHHBIX B Oji0Ke «rpoBhie geficTBuUs ;

o /Jlonyckaemca 6 meuenue UHMEPBAAOE «O0» — pa3peliaeT 3allyCK IPOIECCOB,
onpeneséHHBIX B Onoke «Urposble [eiicTBUS» B HMHTEpBajax, IIOMEYEHHBIX
Kak cBoOomHble (00) B Oioke «YacoBble uHTepBasbly BRIaIKH «Hacrpoiika
OTPAHUYCHUN ».

B 06mnoke «JIumMuThbl WIpPOBOrO BpeMeHW» HACTPAMBAIOTCHA JHU U Yachl, B KOTOPbIE
[I0JIb30BaTE/Ib CMOXKET 3aITyCKATH IIPOIECCHI, onpeeaéHubIe B O10Ke «rpoBbie neficTBus».



[Iporierypa HACTPOUKM WAEHTUYHA HACTPOUKE YacCOBBIX WHTEPBAJIOB BO BKJIQJIKE
«HacTpoiika orpanudenuii».

Bnok «UrpoBble neiicTBUS» ABJIAETCA KJIIOYEBBIM I JIAHHOTO MOJYJII — B HEM
HaACTPAMBAETCs CIUCOK IIPOIECCOB, JJI KOTOPBIX HEOOXO/IMMO MPUMEHSATH Oorpanndenue. B
nosie «Macka mporieccay HeOOXOIMMO BBECTH HA3BaHWE KOMAHJBI 06€3 IyTH U apryMEeHTOB
KOMAH/HOI CTpOKM (MCIOJIb3YiiTe KOMaH bl top -c¢ -d 1, htop u T.1., 9YTOOBI MOJYYUTH
uH(MOPMAIIMIO O 3aIyIeHHBIX B cucreMe mporeccax). B mome «Onwmcanue mporeccay
Bbl MOKeTe J100aBUTH OIIMOHAJIBHBIN KOMMeHTapwii. TakxKe BbI MOYKeTe BKJIOYUTH
CUCTEMHYIO HACTPOUKY «YJIyUIIIEeHHbIII MOHUTOPUHT aKTUBHOCTHY» — B 9TOM CJydae Oymer
AKTUBUPOBAHA IOJAJICPXKKA PEryIdPHBIX BBIPAXKCHUN N apryMEHTOB KOMAaH/IHOW CTPOKHU B
nojte «Macka mporteccay.

g coxpaHeHus] U3MEHEHHI HaXMHUTe KHONKY <«I[IpuMeHuTh KOHMUIYypalrumo UTrPOBOrO
BPEMCHU Y.

JomnmosiHuTeIbHbIE OIIINNT

Bo BKJIaJKE <<I[0HOJIHI/IT€JIBHBI€ OIIIIUHN» HAXOAATCA AOIIOJIHUTCJILHDBIC ITIapaMETPhI, KOTOPLIC
MOryT OBITH HaCTpPOEHBbI IJId KazK/JI0I'O II0JIb30BaTeJId:

‘apmnncTpHpoBaHwe Timekpr-nExT _x

370 npunoxerme An HacTpoiikn Timekpr-nEXT. OHO NO3BONAET BaM YCTAHABIMEATS

BPEMEHHbIE OTPAHUYEHNS 1St OTAETIbHIX NIONb30BATEE, 3 TakKe oBLIMe
napameTp! Timekpr-nExT.

UT06b1 WCTIONb30BAT 3TO NPATIOEHWE, BbI AOTKHb! GO SAMYCTHT €10 KaK
CYnepIOn30BaTeN, MU0 GbITs HaCTBH0 TpyNbI imekp.

TloxanyiicTa, 0GpaTHTe BHAMaHMe, 4To "HacTpoiika Timekpr-nEXT® AOCTYHA TONBKO B
PexiMe Cyneprionk3osaTens (aaMmHHCTaTopa)!

Noxanyicta, HacTpoiiKy He cets!

Korurypauns nonbsosarens  Kogpurypauus Timekpr-nExT

Vs nonssosaTens:

testuser + | BoccranosuTs
ViHbOpMaLW W Aakkble Ha cerogts  HACTPOiika OrpaHudew  HacTpoika WrpoBoro spemen  JIOMONHATENHble ONLAN

JlononHHTE bKblE MapaMeTpbi KOKBHTYpaLH
O saBepuHTh Ceanch!
BLIKIOUATS KOMNbIOTED
Tun pacory
NIPHOCTaHOBKa/MPOGYKAEHHE KOMTbIoTEpa
3a6nokuposas akpan

OTCeMMUBaHMHE HEaKTHBHIX CeaHcoB:
CKpbITS 3HAUOK M

uryp: nonysexa

o Omcaescusarue HEGKMUBHBIL CEAHCO8 — AKTUBUPYET YIET BPEMEHU, JIaxKe KOTIa
9KpaH KOMIIbIOTepa 3ab/IOKUPOBAaH WJIM TOJIb30BaTe/ib paboTaeT B amnmapaTHOU
KOHCOJIH;

o Ckpoimd 3HA4OK U YBeJOMAEHUA — CKPBIBAET MKOHKY KJIUEHTCKOI'O ITPUJIOXKEHUS
Timekpr-nExT nHa manesu 3aad pabodero CToja M OTKJIIOYAET MPEIyITPeXK ICHUs
O CKOPOM 3aBEPIIEHUN CEAHCA;

o Tun oeparuverus/6A0KUPOSKY — OIPEIENsieT JeHCTBUe, KOTOPOE JOJXKHO ObITh
BBITIOJIHEHO IIO JOCTHU2KCHHUU JINMMHUTa BPEMEHU II0JIb30BaTEJIEM:

— 3a8EPUWUMDb CEGHCH, — TPUHYAUTETHHO 3aBePIIAeT CEeCCUI0 TOoJb30BaTesd. B
cydae TOBTOPHOI'O BXOJa B CHCTEMY cCecchsi OyJieT TakKe He3aMeJIUTeIbHO
3aKpbITa;



60

— BLIKAIOYUMD  KOMNbIOMEpP —— BBIKJIIOYACT KOMIBIOTED II0 JIOCTUKEHUU
suvuta. Vcnosp3yiiTe 3Ty OHIMIO C  OCTOPOXKHOCTHIO, OCODEHHO B
MHOTOTIOJTHb30BATETHCKIUX OKPYKEHUAX;

— MPUOCAHOBUMD PAbOMY KOMNBLIOMEPA — TEPEBOAUT KOMIBIOTED B CIIAIINN
pexkuMm. llonmb3oBaTesbckas ceccust TpU ITOM HE 3aBepIIaeTcd — IpH
BKJIFOUEHHUU SKPaH OyJieT 3a0/IOKUPOBaH. EC/i BBIXOJT U3 CHAIIETO PeXKUMa ObLT
OCYIIIECTBJIEH JI0 cOpoca JUMHUTOB, KOMIbIOTED OyJeT MOBTOPHO TEPEBEIEH B
CIIAIINNA PEXKUM;

— Mpuocmanoska,/npobyscdenue Komnovlomepa — JIEHCTBYeT TaK Ke, KaK u
[IPEIbIIYIIAs OIS, HO KOMITLIOTED Oy/IeT aBTOMATUIECKH BbIBEJICH U3 CIISIIErO
pexuMa B yKa3aHHOM WHTepBaJje 3TOro ke jHd. Hekoropoe obopy/ioBanme
MOZKeET 6I)ITB HECOBMECTHUMO C I9THUM DPEXKUMOM — KaK MHUHHMYM Tpe6yeTCH
nomiepxkka RTC (Real Time Clock) B BIOS/UEFI u mmenno mporpamma
Timekpr-nExT mgomkHa mepeBecTr KOMIIBIOTEDP B CIdiiuii pexxkum. Ecinm
CJIEJIYIOINI TIepUoJi Pa30JIOKUPOBKU JIMMUTOB HE IONA/AeT B YKA3aHHBIN B
HaCTpOﬁKaX Ol MHTEPBaAJI, KOMIILIOTED HE 6y,ZLeT aBTOMaTHNYC€CKHN BBIBOANTHCA
U3 CIISIIETO PEKUMA;

— 3abaokuposamsv IKpar — TO WCUYEPHAHUM JIMMUTA SKPAH KOMIBIOTEPA
OJIOKUpPyeTCs.

[locnemaue Tpu BapuaHTa HE SBISIOTCA HAJEXKHBIMUA —cllocobamMu  OJIOKUPOBKH, a
0OJIbIIE TIOJAXOMSAT JJI CAMOKOHTPOJIsi. B IMPOM3BOJACTBEHHBIX YCJIOBUSX PEKOMEH/IYeTCsI
HCIIOJIb30BATh BAPUAHTHI «3aBEPIIUTH CEAHCHI» WU BBIK/IIOUYUTH KOMIIBIOTEDY.

[Tocie BHeceHusi u3MeHeHuit HaxkmuTe KHONKY <«I[IpumenuTs KoHbuUrypamumoy s
COXpaHEeHMs HACTPOEK.

Ilonb30oBaTeIbCKOE MTPUJIIOXKEHUE

[Tocne ycranoBku u aktuBaruu cuctembl Timekpr-nExT y kaxkjaoro moJib3oBaTesis Ha
IIaHEJIX 3aJa9 ITOABUTCA MKOHKaA IIPUJIO2KEHN A, OTO6pa}KaIOHLaH TeKYIHI/Iﬁ cTaTycC.

B ClIlyda€ OTCYTCTBUA HACTPOECHHBIX OI‘paHI/I‘IeHI/Iﬁ NKOHKa 6yILGT nMeTb BUA OTKPBLITOI'O
3aMKa C CUMBOJIOM «OO»:

BT, 3 mioHa 23:56 o o

Ecnn ke muMuTh aKTUBHBI, TO UKOHKaQ 6y,ILeT nMeTb BHUJ 3aKPBLITOI'O 3aMKa U CUETUINKA
OCTaBHIIECTOCA BpEMEHU /IO 3aBEPIICHUA CECCHUU:
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E Yeepgomnenne Timekpr-nExT

Y Bac ecTb 0 yac MUHYT 23 cekyHAbI

£ 00:08:23 en BT, 3 mioHn 23:46 SO

C 3a/1aHHO# B HACTPOMKAX CUCTEMbBI IEPUOIMIHOCTHIO TTOTH30BATEIIO OyIeT 0TOOPaKAThC T
BCILJIBIBAIOITIEE YBEIOMJIEHNE O KOJIMUYECTBE OCTABIIIETOCS BPEMEHU 0 3aBEPIIEHNS CEAHCA.

Haxkas na MKOHKY IIPpUJIO2KEHU A, I10JIb30BaTE/JIb BbISOBET KOHTEKCTHOE MEHIO!:

OcTanock BpEMEHH...
OrpaHu4eHuA U KoHd urypavus

0 nporpamme

Cp, 4 wionsa 00:02 &S o

e Ocmanocv 6pemeny — OTOOPA3UT BCILIBIBAIOIIEE YBEIOMJIEHHE O TOM, CKOJIBKO
BPEMEHU OCTAJIOCH JO0 OJIOKUPOBKHU CEAHCA;

e O npozpamme — 0TOOPA3UT OKHO ¢ MHMOpMAaImeir o Bepcun mporpamMbl Timekpr-
nExT, eé pazpaboTunkax 1 JIUIEH3NUMH;

o Ozparuvenus u Kongueypayus — oTOOPA3UT OCHOBHOE OKHO MOJIB30BATEIHCKOTO
MPUJIOYKEHUs, B KOTOPOM MOXKHO OyJ/IeT MOCMOTPETb CTATUCTUKY WCIOJIH30BAHUS
BPEMEHU U HACTPOUTH yBEJIOMJIEHUS CUCTEMBI:

7= ZwddBEH
| Knuent Timekpr-nExT X B
Wma nonb3oeatens: testuser
JHeBHble NUMHTBI JononHuTeNbHbIE TAMKTDI YBepomnexua HacTpoitkun
Tekywan cTaTUCTHKE JIHu ¥ AMUTBI HHTepBans!

3atpavenoe Bpema (ceanc): 00:00:01:21  Monepensrmk 24:00:00 [ALRRELE]

Bpems npocTos: 00:00:00:00 BTOpHUK 24:00:00

| Octanoce spemeny ceroara: 00:00:07:53 | cpepa 24:00:00
Octanocs HenpepbisHoro pemenu: 00:00:07:53  Yergepr 24:00:00
MatHuna 24:00-00

COENMHEHME YCTaHOBEH AMEHWTD 3aKpbiTh

CucreMHbIe HACTPONKM

Hna nocryna k cucremubiM HacTpoiikam Timekpr-nExT BaM HEoOX0[MMO 3aIlyCTUTD
IIaHEJIb YIIpaBJICHUA C IPUBUJICTUAMUA CUCTEMHOI'O a/IMUHUCTPaTOPa 1 HepeﬁTH Ha BKJIQIKY
«Kondwuryparmua Timekpr-nExT»:
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B A E—

‘aaMunncTPUpOBaHHe Timekpr-nEXT - x

970 npunowetme A5 HacTpOiikm Timekpr-NEXT. OO NIOSBONAET BaM YCTaHABTMBATS
BPEMEHHbIE OTPaHWNEHNA ANA OTAENbHBIX NIONb30BaTENef, a TaKKe oBlue
napameTpei Timekpr-nExT.

UTOBbI MCMONb308aTH 3TO MPUTOKEHME, BbI AOMKHBI TMGO JANYCTHTH €0 Kak
Cynepnonb308aTens, NGO GhiTh YaCTsIo rpyNNbI timekpr

MoxanyitcTa, oGpaTHTe BHuMaKwe, 4To "HacTpoiika Timekpr-nEXT® AOCTYNHA TONBKO B
PeXume cyneprions3oBaTens (aaMuHHCTPATOpa)!

Moxanyitcra, jiTe HacTpOFiKy He iite ceGs!

Kowpurypauws nonssosatens  Kondurypauwus Timekpr-nExT

Timekpr-nExT p: Timekpr-nExT onyun

Kokrpons
Ceancsi Ceancsi MOM30BATEM  yroosoro spemert

8w 8w 8w BKIONEH

Yryuwenbii

OkoHuaTensHoe ysegomnenme 60  —

Bpews sasepwerus 15—

wayland unspecified gdm
mir kdm
lightdm
mdm

Bpewms obpatHoro orcvera 10 —
Vrepsan onpoca | 3

Wipesan coxparienns | 30 —

+ ]+ +

YposeHs xypHanuposaus | 1

Coeputietime ycTanosnero  Konpurypauws nonysera

Jtsg GOJIBIIMHCTBA CIIEHAPUEB WCIOJIB30BAHUA KOH(MUTYpPAIUA 1O YMOJTYAHUIO SBJISETCS

ONTUMAJIBLHOI U He TpebyeT N3MeHEeHUS.

Biok «Yupasnienue nacrpoiikamu Timekpr-nExT»:

Oxoruamenvroe y6€00M/L6HU6 — oImpegesdeTr, 3a CKOJBbKO CEKYHI [0 UCTEYCHUA
BbIIECJIEHHOT'O BPEMEHU I10JIb30BaTEJIIO 6y,ueT IIOKa3aHO CbI/IHaJH)HOG YBEIOMJICHUE O
IPEeaCTOAIIEeM 3aBEPIICHUN CCaHCa;

Bpems 3asepuienus — ompeiesisier, 3a CKOJbKO CEKYHJI JI0 UCTEUYCHUS BbIIEJTEHHOTO
BpeMeHU OyIeT MPUMEHATHCS OJIOKMPOBKA CEAHCA;

Bpemsa obpammnozo omcuema — ompejesisier, 3a CKOJBKO CEKyHJ OylIeT HadaT
oOpaTHBI OTCYET B PEAJTbHOM BpeMeHHU Iepeji OJIOKUPOBKOI ceaHca;

Hnmepsan onpoca — 3agaéT wuWHTEpPBaJ B CEKYHIAX, C KOTOPbIM CHUCTEMa
[IEPECYUTHIBAET OCTABIIEECS BPEMsI U aHAJU3UPYET CEAHCHI MOJIb30BaTEIs;

Hnmepsan coxparerus — 3a1a€T MHTEPBAJ B CEKYH/IaX, C KOTOPBIM cUCTEMa OyieT
COXPaHATb CTaTUCTUKY aKTHUBHOCTHU IIOJIb30BaTEJId Ha JUCK]

Yposenv owcyprasuposarus — 3a7a€T YPOBEHb JIETAJIU3AIAA COOOIEHUN B
CUCTEMHOM KypHaJIe CJIy2KObI:

— 1 — craHgapTHBI (PEKOMEHJIyeTCs K WCIOJb30BAHUIO B ITPOU3BOJICTBEHHON
cpene);

— 2 — ormnanouHblii  (BKJIIOYAET  JONOJHUTEJbHYIO  JUATHOCTUYECKYTO
nHbOpMAIHIO);

— 8 — pacImupeHHbIi OTJIaI0YHBIH (BKJIIOYAET BBIBOJI MAKCUMAJIBHOTO KOJIMIECTBA
JIMArHOCTUYECKOU MH(OPMAINHN, BKJIIOYAs COJEPKUMOE BHYTPEHHUX CTPYKTYP.
O ucnonap3yercs, B OCHOBHOM, Pa3pabOTINKAMK CUCTEMBI ).

Bok «Yupasienue snmemenTamu orciaexkuBanud Timekpr-nExT»:

o Omeanestcusaemvie ceancv, — orpejgesadeT TUIIbl CEaHCOB, JJId KOTOPLIX 6y/1eT

BBITIOJIHATHCS YIET BpeMeHu. B KoHduUrypamumu 1o yMOTIAHUIO OTCJIEIKUBAIOTCS
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Tosibko ceaHcbl «x11» (Xorg), «wayland» u «miry, 9T0 sBJSIETCS JIOCTATOYHBIM
Jiid  OOJBLIMMHCTBA clieHapueB wucnosb3oBanusd. Timekpr-nExT upemnonaraer,
9TO CYMIECTBYIOT TOJBKO I3THW THUITBI CEAHCOB M CEaHChl, YKa3aHHbIE B CITHUCKE
«VcKn09€HHBIE CEAHCHI» |

o Hckarouennvie ceanco, — CIICOK CEAHCOB, JJIsi KOTOPLIX He OyZeT OCyIIeCTBIISTbCS
yaéT BpeMeHU. B kKoHUTypaluu 110 yMOJYAHHWIO B ITOT CIHUCOK BXOIAT «tty»
(ammaparnere komcosm, Ctrl+Alt+F[1-7]) u «unspecified» (Bce ocraybmble THIIBI
CeaHCOB, KOTOPbIe HE BXOJIAT B CIHCKN OTCJIEZKUBAEMbIX U HCKJIIOUYEHHBIX CEAHCOB);

o Jlckarouenrvle noab306amMeny, — CIHUCOK II0JIb30BaTeN e, JJIT KOTOPBIX He JIOJIZKEH
OCYIIECTBJIATbCA y4€T BpeMmeHu. Kak mpaBmio, 3TO CHUCTEMHBIE TOJIb30BATEN, OT
MMEHU KOTOPBIX 3allyCKaroTCs MeHeKephl Bxoja B cuctemy (GDM u r.m.).

Biiok «/lomosHuTEIbHBIE OIITAN :

o Konumpoav uzposo20 8pemeru 6KA04EH — BKJIIOYAET WA OTKJIIOYaeT (DYHKIUIO
y4uéTa UIpoBOTO BpeMeHu. Kciam 3TOT mepeksiovaresib BBIKJIIOYEH, TO (MYHKIUS
OyZeT OTKJIIOUEHa [JI BCEX IIOJIb30BaTeJel, Jlayke €eC/Id I OTJEJIbHO B3ATOIO
MIOJIL30BATE/Id OHA AKTUBUPOBAaHA BO BKJIaJiKe «HacTpoiika urpoBoro BpeMeHnm»;

o Vayvwwennovili MoHUMOPUH2 axmueHocmel, — €CJIU 3Ta ONIUd BKJIOYEHa, TO
dyHKINS yIéTa UTPOBOrO BPEMEHU OYIET OTC/IE2KUBATH IIPOIIECCHI 110 MTOJTHOM CTPOKe
3allyCcKa IIpollecca, BKJIIoYas apryMeHThl KOMaH/IHON CTPOKHU, & €CJIM OTKJII0YeHa, TO
OTCJIEXKUBAHUE OYJIET OCYIIECTBIATHCA TOJBKO 10 HA3BAHUIO KOMAH/IbI. B HEKOTOPBIX
cJIydasx 9Ta pyHKIUA MOXKET ObITh MOJIE3HA JIJI OTCIeXKUBAHKS TTPOIECCOB, KOTOPbIE
3allyCKalOTCd dYepe3 UHTEePIPeTaTOPHL.

Jlns coxpaHeHWs: M3MEHEHHBIX HACTPOEK HaxkMuTe KHONKY <«lIpuMeHunTh HACTpPOITKHU
Timekpr-nExT».

Iloaknioyenue K ygajJléHHOMY pabo4deMy CTOJIY

BBenenne

B pazmeme wmacrpoek «OOmmit 0OCTymm» BbI  MOYXKETe 3aIllyCTUTh BCTPOEHHBINH B
GNOME cepep VNC/RDP, KOTODBIil 1T03BOJISIET YIAJIEHHO MOJKIIIOUATHCS K paboduemy
[IPOCTPAHCTBY TOJIL30BaTEIsl. B  3aBUCHMOCTH OT BEPCUM OIEPAIMOHHON CHCTEMBbI
MCBCdepa mpoTOKOJ MOAKIIOUEHUS MOXKET OTJINIATHCSI.
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Q HacTpoiiku : O6wmii gocTyn - o x
Q. Movok Wma KomnbloTepa

I Muorosaaa4HocTs MiWiFi-R4AC-srv

&1 Tpunoxenua >

(®) KoHbupeHuuansHocTe >
@ CeteBble yu&THble 3an1cu
i 3ByK

Ce 3nekTponuTaHue

E Oucnnen

 Meiwb K ceHcopHan naHens

u2 KnaBuatypa

YcTraHoBKAa

YcranoBure nakeT gnome-remote-desktop, /st 9TOrO BBIIOJHUTE CJIEYIONLYIO KOMaHIy B
«Tepmunae»:

‘$ sudo dnf install gnome-remote-desktop

Ucnoap3oBanme pasaena «Oommit qoctymn» B MCBCdepa 10

[Tepeiinure B «Hacrpoiitkny — «Cucremay — «YIaa€éHHBIA pabOUIMili CTOTI.

PeruoH u A3bik
P . >
ara v BpeMs
o A P! >
1 POMKH 1 1 BpEMEHN
Monb3oBaTenu
& 5
Hot ue i ne yye X 3anucen, U3MeHeHue napon
YnaneHHbli paboynii cton
@ " P >
s A { L € e UCNOoNb30BaHWe 3TOro yCTponucTea
= BesonacHas o6onouka N
LocTyn K ceTu no npotokony SSH
O cucteme
@ >

BeeHV 6 yaoBaHuu U Bepcuax MO

Bxmounre dynkmuio «O6mmit  goctyn K - paboueMy crosy». KEcam Bl XoTHTe,
49TOOBI IOJIb30BATEb WMEJI JIOCTYII K VIPABJIEHUIO BAIIMM 3SKPAHOM, BKJIIOYUTE
dyukimio «Ynanéunoe yupanienue». Hai€KubIil maposb g MOAKIIOYEHUS CO3IaETCs
aBTOMATHUY€CKHU, IIPpU HeO6XO,ZLI/IMOCTI/I MO2KHO Cr'€HEpHUpPOBATb HOBBII IapoJib, HaXKaB Ha
KHONIKY «['eHepupoBaTh HOBBIM MAPOJIbY WU 33JaTh COOCTBEHHBIN.
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06wmit gocTyn K paéovemy ctony YaaneHHblii BXoJ,

CoBMeCTHOE MCMOosb30BaHWe paboyero cTona ¢ ApYrumu ycTpoircTBamu. Mpu
yAaneHHOM NOAKNHOYEHUU UCNONb3YETCA TeKyllee paspelleHne akpaHa.

YpaneHHoe ynpasneHue

PaspeluaeT coBMecTHOe UCNoNb3oBaHWe paboyer na Ans ynpasneHua skpaHoMm

06wmia goctyn K paboyemy crony ()

Kak nogkniouutbes

WcnonbayiiTe NpunoxeHve ANa yaaneHHoro paboyero ctona, YTobbl NOAKNKOUNTLCS NO
npoTtokony RDP. Takxe MoXeT noTpe6oBaTbCA AONONHUTENbHAA UHOPMaLMA O
CeTeBOM pacnoioKeHUu yCTpoucTea

Wma xocTa

localhost-live D
Moprt

3389

[aHHble ana exopa

WMma nonb3oeatens N
User 7/
Maponb

........................ s/ @ 0

leHepupoBaTb HOBbIW Naponb

MpoeepuThb WnhposaHue

Bo Bkiajke «YaaJéHHBIH BXOI» BbI MOXKETE€ HACTPOUTDH IOJKJ/IIOYEHUE K YIAJEHHON
yIE€THOI 3alucu, KOTJIa OHA HEe UCIOJIb3yeTcs. /JIjist 3TOro BKJIIOUATE MEPEKII0YaTesb
«¥YnanéuHasi aBTOpHU3AIUsI» U YKayKUTe JaHHbIe yIeéTHON 3amucu B rpade «J/lanuble s
BXO/a».
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06wuit gocTyn K pa6oyemy crony [ YpaaneHHbli BXog ]

YaanéHHas astropusauus ()

Kak nogkniountbea

Hcnonb 3yute npunoxXeHne AnAa ynanet

HOro pabo4yero cTona, 4Toosbl noAKNKYUTBCAH NO

npoTokony RDP. Tak)e MoXeT NnoTpe6oBaTLCA [ONONHUTENbHAA MHOPMaLKA O
CeTeBOM pPacrofioXeHun ycTpoicTea
MA X0 A D
localhost-live
pT
3389
[aHHble ana Bxopa
Mwma nonb3oeatens /
Maponb /s o

leHepnpoBaTh HOBbIA Naponb

Mpoeeputb wWindposaHne

Yr1o0bI ynaaéHHOE MOJKJIIOUYEHHE K padodeMy CTOJIy CTaJI0 BO3MOXKHBIM, OTKPONTE MOPT
3389 u nepesarpysute firewall:

$ sudo firewall-cmd --permanent --add-port=3389/tcp

$ sudo firewall-cmd --reload

Yaanéanoe noakaodenne K MCBCdepa 10 ¢ momorinbio Remmina

YcraHoBuTe TIPUJIOXKEHWE JJIA  YVAAJEHHOTO TMOJKJIIOUeHns «Remmina», BBIIOJTHUB B
«TepMmuHame» CJIeayonyo KOMaHIy:

$ sudo dnf install remmina

B riaBHOM MEHIO TTOSBUTCs SPJIBIK Tpujioxkenus «Remminay.

- KnweHT yaanenHoro paboyero ctona Remmi...

KnuenT yganenHoro paboyero ctona Remmina
MNopgknioyeHne K yaanéHHbIM pabo4ymm cTonam
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OtkpoiiTe TpUIOKEeHNE, TTOMEHNTE TPOTOKOJI MoK IIouenns Ha RDP, ykaxkurte IP-anpec u
nopt, 3aTeM Haxkmute «BBoj» Ha KJlaBuaType.

+ Q KnueHT yaanéxHoro pabodero cTo... = : - u] X
I RDP ~ I 192.168.55.55:3389 x
HaseaHmwe ~ | [pynna MeTku Cepeep Moayns MocneaHuii pas UCNONb30B

Bcero 0 nogknoYeHni. -

ITocite ITOAKJIIOYCHNA BBIIIOJIHUTE aYTeHTI/I(i)I/IKaIJ;I/IIO, YKa3aB UM< I10JIb30BaTeJId U I1apOJib.

BBepuTte faHHble aBTOpM3aumm RDP

v nonssosater E

Mapone ®
JomeH
CoXpaHWTb Naporib

OK OTtMeHa
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HacTpoiika obopyasoBaHus

YnpaBiieHue MpuHTEPAMU

BBeaenue

Hacrpoiika u ynpasiiennu upuntepamu B rpadudeckom unrepdeiice MCBCdepa OC
npousBouTca B npuiokennn «Hactpoiikuy. [lepeiitn B « HacTpoiikm» BbI MOXKeTe 13
IJIABHOT'O MEHIO, HAOPaB B CTPOKE MOUCKA «HACTPOUKW» M HayKaB Ha IPUJIOKEHUE MTPABO
KHOITKOM MBbITH, nin HaxkaB 3Ha40K «IIlecTepEéHKM» B CHCTEMHOM TTAHE M UJIN B TJIABHOM
Menio. [lepen nobaBienneM 1 HACTPOIKOI MPUHTEPA YOEIUTECH, YTO OH MOIKIIOYEH K CETH
MIUTAHUSA U BKJIIOYEH.

dobaBjienne mpuHTEPa B CUCTEMY

OTkpoiite npuioxkenne K HacTpoitKu» Ji00bIM yI00HBIM CIIOCOOOM W TIEPEHIUTE B PA3Ie
«IIpuHTEPDBI».

Hus moboit  yuérHoit 3ammcu  (KpoMme CyIepriosib30BaTelis) HPHU HAYAJBHOM  BXOJE
HEKOTOpbIe HACTPO#ku OyayT 3ab/J0KMpoBaHbl. /151 pa3bJIOKMPOBKH HEOOXOIUMO ITPOATH
ayTeHTU(PUKAIAIO.

« TpuHTepbI Qa - @ x

Pas6/I0KNOBATD 1A MSMEHEHHS HACTPOEK

a . Paatnokuposars
HeKoTopbIe HACTPOKi AQ/KHI GhiTh PA3G/IOKMPOBGHSI, NPEXAE HEM HX MOXKHO GYACT HIMEHHTS.

[Tocyie ycrenrHOTO MPOXOXKICHUS ayTEHTU(PUKAIIMU aKTUBUPyeTcs KHomKa «/lobaBuUTh
npuHTep». Haxkxmure Ha HEE, oTKpoeTcs OKHO «JloO0aBUTH IMIPUHTEP.
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(=p HP-LaserJet-400-Md01dn-2
- UsE

Q BsepavTe ceTeB0i aAPEC MM HARANTE NPUHTED

ITpumeuanue

O6I:>I“IHO Ipu IMOAKJIIOYECHUUN IIPpUHTEPa, OH ,I[O6aB.TI$IeTC$I B CUCTEMY aBTOMATUYECKU U
cpa3y oOyzner BuieH B pasjuene «Hacrpoitku» — «lIpunrepsr». [Ipu noucke mpuntepa
BbI TaK2K€ MO2KETE yKa3aTb €ro ceTeBOu aJIpeC BPY9IHYIO B CTPOKE IIOUCKA.

Bribepute npunTep n Haxkmute «JlobaBuThy. [I[puHTED MOIBUTCH B CIUCKE.

« Mpusrepsi Q - & x

g PasETONMpOBaTS A1a MameHe s HacTOeK

HexoTopsie TIDEXE HeM WX MOXHO BYAIET USMEHUTS. DT T

sl HP-LaserJet-400-M401dn
=

HeT akTUBHbIX 3a/aHMit

e

Mogens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

fmsl HP-LaserJet-400-M401dn-2
‘Y roros

HeT aKTMBHbIX 3a1aHWiA

o

Mogaens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

YaajieHue nmpuHTEpa

Orkpoiite npunoxenne « HacTpoiitku» j1r00bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pa3iest
«IIpuHTEPHI».

Just moboit  yuérHoit 3ammcu  (KpoMme CyTepIioJib30BaTelisl) HPHU HAYAJILHOM  BXOJIE
HEKOTOpbIe HACTPO#KM OyayT 3ab0KHpoBaHbl. JIjisi pa3sbIOKMPOBKY HEOOXOIUMO ITPOATH
ay TeHTU(DUKAIIHIO.
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Bribepure HeoOXOMMMBII MPUHTEDP U3 CIUCKAa W HaxXMuTe Ha 3Ha40K «lllecrepénkm», B
OTKPBIBITIIEMCs BBIMIAJIAIONIEM CIIMICKE HAXKMHUTe Ha «YJaauTh npuHTep». [IpumaTep Oymer
yIAJIEH HEMEJIJIEHHO U TIepeCTaHeT OTOOPaXKAThCS B CITHCKE.

sl HP-LaserJet-400-M401dn o

[ rotos

Monens HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

lmsl.  HP-LaserJet-400-M401dn-2 o

1 rotos

Monens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified T D
Caepennn o npuiTepe
Vcno/s308aTh M0 yMon4aHiio

N3meneHnune IIpyuHTEpPAa 110 YMOJIYaHUIO

Orkpoiite npunoxenne « HacTpoitku» j1ir00bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pa3ien
«IIpuHTEPDBI».

Hust moboit  yuérHoit 3ammcu  (Kpome CyTepIiojib30BaTelis) HPHU HAYAJIBLHOM  BXOJIE
HEKOTOPBIe HACTPOiKU OymyT 3absiokupoBanbl. st pazdIOKUPOBKYM HEOOXOMMO TTPOHTH
ay TeHTU(DUKAIIHIO.

Bribepute HeoOXOMUMBII MPUHTEDP U3 CIUCKa W HaxXMuTe Ha 3Ha40K «lllecrepéukm», B
OTKPBIBIIIEMCS BBIMAQIAIONIEM CIIHCKE IOCTaBbTe rajiouky B nyHKTe «lVlcmosp3oBaTh 1O
YMOJTIAHUION.

HP-LaserJet-400-M401dn

.
i <

Mozens HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified MapameTpsi near

Caepenws o npurTepe
ViCnons30BaTh N0 yMoMaHMio

lmsl . HP-LaserJet-400-M401dn-2 YAanuTe npurep
[ roroe

Mozens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

Hacrpoiika nmapaMeTpoB mevaTu

Orkpoiite npunoxenne « HacTpoiitkm» j1io0bIM y100HBIM CIIOCOOOM U TIepeiiinTe B pa3est
«IIpuHTEPDBI».
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Just moboit  yuérHoit 3ammcu  (KpoMe CyIepIoib30BaTelis) HPHU HAYAJIBHOM BXOJE

HEKOTOpbIe HACTPOiku OyyT 3ab/0KupoBanbl. /151 pa3bIOKMPOBKH HEOOXOIUMO ITPONTH
ayTeHTU(MUKAIUIO.

Bribepure HeoOXOaMMBIN TpUHTED M3 ciucka W HaxkmuTe Ha 3Ha4oK <«Illecrepénkm», B
OTKPBIBIIIEMCS BBITIAJAIONIEM ciicKe BeiOepute «llapamerpsr meuarmy.

. gl:;lgaserJet-'iOO-M‘md" Her axrusrbix sapannii | | 43

Mogens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified BreveT et
CBeaeHus o NpuHTEpe
[ Meronb3osaTh No yMONUaHUIo.

‘sl HP-LaserJet-400-M401dn-2 pro | YanTe npuHTep
‘Y romos o

Mogens  HP DeskJet 400 - CUPS+Gutenprint v5.3.4 Simplified

B oTkpeiBIIeMcd OKHE ¢ HAa3BaHWEM IMPUHTEPA Bbl MOXKETE HACTPOUTH BCE HEOOXOIMMbIE
rapaMeTphl.

MpobHas cTpamua HP-LaserJet-400-M401dn

TlapameTpsi CTpaHMLbI

KadecTeo wsoOpaerus | Ctpaniul ra cropory 1 v
Lger

BorontTensHo Opwetrauus | MoprpeTrian

Pasmep HocuTens | Ad

Tun Gymarv | OGbiHas

obaBiienne BoasHBIX 3HAKOB (watermark) Ha JOKyMeHTax Hpu
ne4daTu

OyHKIUs 100aBIeHNsT BOASHBIX 3HAKOB Ha medaTaeMbix jJokymenTax B MCBCdepa OC
peaau30BaHa C IOMOIIbIO (PUIILTPA JJI CUCTEMbI IedaTu cups. @uibTp paboTaeT TaKuM
00pa3oM, 4TO B MOMEHT Te4aTH OH IePEeXBATHIBAET OTIPABJIAEMbId Ha MM€YATh JOKYMEHT
n jpobasiisier B Hero ¢gponom PDF-mokyment, comepzkaimmii Bojsinble 3HaKH. C ITOMOIIBIO
9TOro (puIbLTPa Bbl MOXKeTe J00aBUTH BOJISHbIE 3HAKKM Ha JII00OM edaTaeMblii JOKYMEHT —
PDF-nokymenT, nzobparkeHue, TEKCTOBBIA WM TaOJUIHBLIA JOKYMEHT JI000ro dpopmara.
QyHKIMS TaK¥Ke PACIPOCTPAHAETCs Ha HedarTh U3 Opaysepa.
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PDF-nokymenT, cojiepkaliiuii BOJsIHbIE 3HAKW, HaXoauTcs B /usr/share/cups/data/
default-watermark.pdf.

Bor Takxke Moxkere cozzmarb cBo#t  cobcrBenHblit PDF-mokymenT ¢ TpebyeMbiMu
BOJIAHBIMUA 3HAKaMU U TIOJOXKUTH €ro II0 CJeaylomeMy aJjpecy /usr/share/cups/data/
custom-watermark.pdf. ITocse sToro BosgstabIe 3HAKYU OYIyT OpaThes yxke u3 Bamero PDF-
JIOKYMEHTA.

g Havasa paboThl ¢ PUIBTPOM yCTaHOBUTE makeT cups-filter-watermark ciemyrorieit
KOMAaHJI0# (M pU HEOOXOJAUMOCTH TIePe3arpy3uTe KOMIIbIOTED ):

’$ sudo dnf install cups-filter-watermark

VYnanéunoe noakJodenne USB-ycrpoiicTB o cetu

BBenenne

USBIP — mporpammMHoe obecriedeHne, KOTOpoe IMO3BOJIAET MOAKJIIoUaTh 1mo ceru USB-
YCTPOHCTBA, (PU3MIECKU MOJKIIOUYEHHBIE K Y/IAJEHHOMY KOMITBIOTEPY, W HWCIIOJb30BATh
UX TaK Ke, KaK ecju Obl OHM OBLIM TOJKJIIOYEHBI K JIOKAJHLHOMY KOMIIbIoTepy. Jlasee
KOMITBIOTED, K KOTOpOMY busuuecku moakroueno USB-ycTpoiicTBo, OyaeT Ha3bIBATHCS
CEepPBEPOM, & TOT, KOTOPBI OyIeT MCIHOJIB30BATH 9TO YCTPONCTBO MO CETU — KJIUEHTOM.

Obsi3aTesTbHBIE YCJIOBUSA

Hna padorer USBIP meobxomumo, 9To0bl KJIMEHT uMeJs JA0cTyn K mopty 3240 cepsepa.
[Toss3oBarenb, Koropeiii HacTpauBaer USBIP Ha kameHTe m Ha cepBepe, JIOJXKEH NMETH
AJMUHUCTPATUBHBI ocTyn (sudo).

¥YcranoBka u Hactpoiika 110

Jnsa ycranoBku USBIP u mHa cepBepe, m Ha KJIMEHTe HYKHO BBINOJHUATDH CJIEIYIOILYIO
KOMaH/Iy:

’$ sudo dnf install usbip kmod-usbip

g yeranoBku rpadudeckoro uanrepdeiica BBIOJHUATE CASIYIONIYI0 KOMAH/LY:

]$ sudo dnf install usbip-gui

HacTtpoiika aBTOMaTn4ecKoro 3aiycka cJry2ko

Ha cepBepe HeoOXx0IMMO BKJIIOUYUTH CJIy:KOy usbip-server:

’$ sudo systemctl enable --now usbip-server

Ha kimente — BKIIOUATDH CiIyK0y usbip-client:
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’$ sudo systemctl enable --now usbip-client

HacTtpoiika mexkceTeBoro skpaHa firewalld

IIpenynpekaeHune

B npuioxkenun me peann3oBaHbl (PYHKIUU AyTEHTUMUKAIUA U aBTOPU3AIMHU IPU
opraHm3aiun yaajaéaaoro gocryia K ciayxkoe USBIP. Ilosromy agmMuaECTpaTOp J0JIKEH
HACTPOUTH MEXKCETEBOI IKpaH TaKuM 00pa3oM, dYTOObI YHAJEHHBIA JTOCTYH ObLI
BO3MOXKEH TOJIbKO C aBTOPU30BAHHBIX pabOYUX MecCT ¢ (pukcupoBaHHbIMEU [P-apecamu.

HacTpoiika mocTyma nmpu IIoMOIIM MeXKceTeBoro 3Kpana firewalld

s moctyna USBIP ynanéHubIe KOMIIBIOTEPHI TIOIKJIIOYAIOTCS K TOPTY 3240 110 ITPOTOKOTY
TCP. Hanpumep, 9ro6bl oTKpbITH jgocTyll K USBIP 1151 KOMIbIOTEpa, UMEOIIEro aJipec
192.168.1.10, Hy2KHO BBIIOJHUTH CJAEAYIOIINE KOMAaHIbI:

$ sudo firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source address="192.168.1.10

—" port port="3240" protocol="tcp" accept'

[Ipu HEOOXOIMMOCTH IMOBTOPUTH BBLIIOJHEHUE KOMAHJI JJIs JIOTIOJIHUTEILHBIX aJIPecoB,
nocJsie 3Toro nepesanyctuts firewalld:

’$ sudo systemctl restart firewalld

AnbTepHaTUBHBINA CIIOCOO

CosmaTh HOBYIO 30HY, Hanpumep, allowedips:

’$ sudo firewall-cmd --permanent --new-zone=allowedips

HobaBurs moBepennbie IP-ajpeca B climcok MCTOYHUKOB (SOUrces) 3TOil 30HBIL:

# [Ons 192.168.1.10
$ sudo firewall-cmd --permanent --zone=allowedips --add-source=192.168.1.10

# Ona 192.168.1.20
$ sudo firewall-cmd --permanent --zone=allowedips --add-source=192.168.1.20

OTkpbITh TTOPT 3240/1tCp B CO3TAHHON 30HE:

’$ sudo firewall-cmd --permanent --zone=allowedips —add-port=3240/tcp

HpI/IMeHI/ITb N3MEHECHUA:

’$ sudo systemctl —reload firewalld




74

HacTpoiika mpuBs3Ku yCTpoOICTBa Ha cepBepe

Yrobbl HA CTOpOHE cepBepa CjieJiaTh YCTPOMCTBO JOCTYIHBIM II0 CETU, €ro HYXKHO
npuBA3aTh K CJiykbe usbipd. [Ijst 3TOro HY>KHO BBIIOJHUATH CJIEIYIONINE JIEHCTBUS.
[Ipemnosioxkum, HAM HY2KHO TiepenarTh Ha KaueHTcKuil kommbioTrep USB-ycTpoiictBo «Ak-
tiv Rutoken ECP». Crauasa BbIssCHUM UIeHTU(MUKATODP IMHWHBI ycTpoiicTBa. [ljag sroro
HEeOOXOMMO BBITTOJTHUTH KOMAHLY:

$ usbip list -1
- busid 1-1.2 (2357:0604)
TP-Link : unknown product (2357:0604)

- busid 1-1.3 (17ef:60ee)
Lenovo : unknown product (17ef:60ee)

- busid 1-1.4 (046d:c52b)
Logitech, Inc. : Unifying Receiver (046d:c52b)

- busid 1-3 (0a89:0030)
Aktiv : Rutoken ECP (0a89:0030)

- busid 1-7.1 (0d8c:0103)
C-Media Electronics, Inc. : CM102-A+/102S+ Audio Controller (0d8c:0103)

- busid 1-7.2 (046d:082d)
Logitech, Inc. : HD Pro Webcam C920 (046d:082d)

N3 nmpuBeiéHHOr0 BBIBOIA KOMAH/IBI BUJIHO, YTO 3Ha4Yenue busid (I/I,LLeHTI/I(l)I/IKaTop LHI/IHbI)
ycrpoiictBa Rutoken ECP pasnO 1-3.

Jlaee HeoOXOIMMO BBITIOJIHUTD IPUBS3KY YCTPOMCTBA!

$ sudo usbip bind -b 1-3
usbip: info: bind device on busid 1-3: complete

Jts OTKITI0OYEeHns yCTPOMCTBA MCIOIb3yeTcsd KOMaH 1a unbind:

$ sudo usbip unbind -b 1-3
usbip: info: unbind device on busid 1-3: complete

DTy Ke Olepaluio MOXKHO BBINOJHATH IIPU ToMoiu rpadudeckoro narepdeiica. s
sroro 3amycture yruiauty <«Yupasiaeune USBIP» u3 rtmaBuoro wmenwo. B pasmene
«Jlokanbabie yerpoiicrBa USB» Haliiure Hy:KHOE yCTPOHCTBO, BBIIEIUTE €TI0 W HAXKMUTE
kHOMNKY «lIpuBsizaTh ycTpoiicTBo». i OTKII0YEHUsT yCTPOUCTBA BBIJAEIUTE YCTPONCTBO U
HaXXMUTE KHONKY «OTBA3aTh YCTPOHRCTBOY.
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USB/IP Mup

1d Wnkbl

Onucanve

= [F |

1d Wnkb! I

Onucanve

11.2
113
11.4
13

171
17.2
22 Netac

yerporicrea

hnology Co., Ltd

+ ycrpoiicrao ‘

unknown product (2357:0604)
u

25+ Audio Controller (0d8€:0103)

/ebcam €920 (046d:082d)
Netac Portable SSD Z65 (0dd8:0562)

Onucanue

1d WnHb I MpousBoauTens

IloakroueHue ycTpoiicTBa K KJIUEHTY

YT1o0bl MOAKIIYUTH YCTPOUCTBO K KJWEHTY, CHadaja HY>KHO BBIIOJHUTH IIPOCMOT
I, y Ys y
YCTPOMCTB, JOCTYITHBIX Ha cepBepe. i 9TOro BBIOJIHUTE KOMAHJTY:

$ sudo usbip list -r 192.168.10.62
Exportable USB devices

- 192.168.10.62
1-3: Aktiv : Rutoken ECP (0a89:0030)
: /sys/devices/pci0000:00/0000:00:14.0/usbl/1-3
(Defined at Interface level) (00/00/00)

[me 192.168.10.62 — ajpec cepBepa (MOXKHO yKa3aThb TaKzKe MM y3J1a).
Takum 06pa3oM BHUIHO, YTO yCTPOUCTBO ¢ busid 1-3 mpuBs3aHO Ha cepBepe.

[Tonkmouenune ycTpoiicTBa:

$ sudo usbip attach -r 192.168.10.62 -b 1-3

[IpoBepka mojK/IIOYEHUSA YCTPOHCTBA:

$ lsusb | grep Rutoken
Bus 003 Device 004: ID 0a89:0030 Aktiv Rutoken ECP

Kak BujnO, ycrpoiictBo Rutoken Ternepnb MOJIK/IIOYEHO K KJIHEHTCKOMY KOMIIBIOTEDY.

JLnst OTKJIIOYeHnsT YyCTPORCTBA CHAYAJIA HYKHO OIPEIC/INTh, K KAKOMY IIOPTY BUPTYAJIHLHOTO
xaba MOMKJ/IIOYEHO YCTPOUCTBO.

$ sudo usbip port
Imported USB devices

Port 00: <Port in Use> at Full Speed(12Mbps)
Aktiv : Rutoken ECP (0a89:0030)
3-1 -> usbip://192.168.10.62:3240/1-3
-> remote bus/dev 001/027
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N3 »sroro BBIBOJIA BUJIHO, YTO YCTPOHCTBO NOJAK/IIO4YeHO K 1mopTy 0. Temepb MOXKHO

OTKJIIOYUTDH €ro:

$ sudo usbip detach -p 0
usbip: info: Port 0 is now detached!

Iloakaro4yeHne ¢ ncHoJib30BaHNEeM rpadmieckoro mHrepdeiica

s moAKJIIoYeHnsl  yCTPOMCTBA C IOMOINBIO TIpadudeckKoro uHrepdeiica 3aIycTuTe
yruauty «Yupasiaenue USBIP», BBeuTe azipec cepBepa B moJjie «YIaJléHHBIE YCTPONRCTBA
USB» u naxwmure kuonky «Ilepesarpy3utsy. [locsie 31010 yecTpOoiicTBO HOJIZKHO MTOSTBUTHCS

B CIIMCKE OOCTYIIHBIX. ILJIH IIOAKJIIOYCHM A yCTpOﬁCTBa BbLAE/JIUTE €0 U Ha2KMUTE KHOIIKY

«IIpucoemHUTH yCTPOICTBOY.

YpaneHHble ycTpolicTea USB  |192.168.10.62

1d Wb

UsB

Aktiv

‘ Npuesizats ycTpoiicTao

USB/IP Misp - o x

NepezarpyauTs | TIpUcoeAMHITL yCTPOlicTBO ‘

onuncanve
Rutoken ECP (0a89:0030)

nNponssoauTent

Oresizat ycTpoiicrao ‘

Id Wnkb!

Tens I onuncanve

21

VMware,

Inc. Virtual Mouse (0e0f:0003)

1d Winket |

ITocse sToro YCTpOfICTBO opornagaeT M3 CIIHCKa JOCTYIIHbIX W IIOABJIAETCA B CIIMCKE

OPUCOETNHEHHBIX.




s

USB/IP Minp _ o x

Yaanénrsie ycrpoiicraa USB  |192.168.10.62 . i l

1d Wnkb! | |
TNlokanersie ycTpoiicraa USB  Mepeaarpyaute ‘ Mpuanaate ycrpoiictao | Otensate ycrpoiicrao ‘

1d Wnkb! |
21 VMware, Inc. Virtual Mouse (0e0f:0003)

| [e |
Xoct Mopr | 1d Wnkbl |

192.168.10.62:3240 0 31 Aktiv Rutoken ECP (0289:0030)

ﬂﬂﬂ OTKJIIOYCHUA BBIACJINTE yCTpOﬁCTBO B CIINCKE HpHCOGI[I/IHéHHbIX 1 HaKMUTE KHOIIKY
«OTCoeMHUTD YCTPOHCTBOY.
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yl’IpaB.T_[eHI/Ie IIaKeTaMMN

BBe,ZleHI/Ie 1 OCHOBHDBIE IIOHATNA

MCBCdepa 10 mnpencraBiasger coboit KOMILIEKCHYIO CHCTEMY, KOTOpas O00eclieamBaeT
CTAaOMJIbHYIO 1 0€30IMacHy0 paboTy JJId MOJIb30BaTeIeH.

Taxk kak MCBCdepa 10 cobpana Ha 6a3e gapa Linux, To B Hell HECKOJIBKO MPUIOXKEHUIM
MOTYT HCIOJIB30BATh OJHU W Te YK€ OUOJMOTEKHM WJIM, HAIPUMEDP, OJHO IPUJIOKEHUE
MOXKET MCIOJIb30BaTh Jpyroe. C OIHOH CTOPOHBI 3TO JAET BO3MOXKHOCTH OCBOOOIUTH
MECTO, 3aHUMAaEMOe ITPUJIOKEHNEM, U CHU3UTH MOTPEOIEHNE PECYPCOB, & C JIPYTOil CTOPOHBI
BO3HUKAET HEOOXOAUMOCTL 0OECIIEUeHHs IIeJIOCTHOCTH CUCTEMBI.

Nudopmaruss 0 Bcex HEOOXOJIMMBIX TMPUJIOKEHUIO OWHAPHBIX W KOHQUIYPAITMOHHBIX
daitax, 0 TOM, KaK UX CJIeyeT pa3MecTUTb B (pailjlIoBO#l cucreMe, a TaKKe JaHHBIE O
3aBUCUMOCTAX XPAHUTCS B apXUBE CIIENHUAILHOrO (popMaTa, Ha3bIBAEMOM ITAKETOM.

B MCBCdepa 10 dopmarom nakera sisisiercs RPM (pekypcusnbiit akponum RPM Pack-
age Manager, panee Red Hat Package Manager), a camu daiibl, cofepKaliyme nakeThl,
UMEIOT PACIIUpPEHue . rpm.

Kak 0b1J10 yIIOMSIHYTO BBIIIE, MTPUJIOKEHNUSA MOTYT COBMECTHO HCIIOJIL30BaTh OJTHU U TE XKe
OUOIMOTEKN WM JaXKe IeJIble IPOrpaMMbl, U 3/1eCh BO3SHUKAET MTOHATHE 3aBUCUMOCTHU: B
MPUIOXKEHUN MOXKET He XBaTaTh YEero-To sl paboThl, U eMy JJjis 9TON0 HYXKHO APyroe
npuoXKeHne wim Oubyimoreka. 1o ecTb OAWH IMaKeT HAYMHAET 3aBHUCETh OT JIPYTrOro.
N ynanus, manpumep, OJHY OMOJIMOTEKY MOYXKHO HAapyIIATh PabOTy Cpa3y HECKOJbKUX
NPUJIOKEHUA.

st paboThI ¢ TaKeTaMu U 00eCIeYeHns 1eJIOCTHOCTH CUCTEMBI UCITOJIB3YIOTCS ITPOTPAMMBI,
Ha3bIBaeMble TIAKETHBIMU MeHeKepamu. OHU yIPaB/ISOT MAKETAMU: YCTAHABIUBAIOT,
VIAJISIIOT, OOHOBJISIIOT, BEJIYT YUET, BBIBOAAT WHMOPMAIUI, OTCJIEKUBAIOT BEPCUU WU
3aBUCUMOCTH U TIP.

B MCBCdepa 10 nakerubim Mmenemkepom spisercas DNF.

Tak kak mTakeTbl 3aBUCAT JpPyr OT JIpyra, TO 3a49acTyl0 HEJIOCTATOYHO YCTAHOBUTH
TOJIBKO OJIMH TAaKeT — HYKHO YCTAHABJIUBATH CPa3y HECKOJbKO, MO3ITOMY pa3pabOTINKH
CO3JAI0T U IIOJJIEPKUBAIOT CIIelUaJbHbIE IIEHTPAJU30BaHHBIE CEPBEpPbl, Ha3bIBACMbIC
PENoO3UTOPUAMM, TJe XPaHATCSI pa3JudHble IakeTbl. llakeTHBINT MeHemXKep BUIUT
3aBUCUMOCTHU KaXKJIOI'0 IIaKeTa, caM HAXOJUT HOAXOJAININe MaKeThl B PENO3UTOPUU U
npejjiaraeT UX yCTAaHOBUTD.

Huctpudbytus MCBCdepa 10 mmeer HAOOpP COOCTBEHHBIX PEMO3UTOPHUEB JJIsT BCEX
IO/IJIEPYKUBAEMBIX BBIIIYCKOB M aPXUTEKTYP, B KOTOPBIX COIEPKUTCS OTPOMHOE KOJIMIECTBO
NPUJIOYKEHUI U TTPOTPAMM.

OOBIYHO HEKOTOPBIE MTAKETHI, KOTOPhIE YaCTO UCIOIB3YIOT BMECTE, OObEIUHEHDBI B I'PYIIIIHI.
[TocmoTpeTh CIUCOK JOCTYIHBIX I'PYII MTOMOYXKET IakeTHbI MeHezkep DNF.

Kpome rpynm Takke ecTb MOIYJIHM, KOTOPBIE TOXKE COJEPKAT CPa3y HECKOJbKO TAaKETOB,
HO TIPU 9TOM TaKeThl B MOJIYJIE CBSI3aHbI BEPCUSIMU.
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ITakeTrHbIlT MeHea>kep DNF

PaccMmorpuMm ocHOBHBIE oOllepaliuy C MaKeTaMu, KOTOPbIe MOXKET BBIIIOJIHUTH ITAKETHBIN
menezkep DNF.

HaiviTn Hy>KHBIII ITakeT

,ZLHH IIOUCKa IIaKETa (,Z[&)Ke He 3Had €ero TOYHOI'o I/IMGHI/I) BBITIOJTHUTE CJICAYIOIIYIO KOMaHIY:

’$ dnf search wma nakeTa

B nmMmenn nakera BbI MOXKETE UCIIOJIb30BATH HI&6JIOHI)I, a TaK2Ke YKa3bIBaTb TOJILKO T€ 6}7KBI>I
13 Ha3BaHUA, KOTOPbIE IIOMHUTE.

[Tpumep: HailIéM TAKeT IO TEPBBIM OyKBaM:

$ dnf search *fox

Pezysibrar paboThl KOMaH/IbI:

$ dnf search *fox
==== |IM coBnapgeHue: *fox
firefox.x86 64 : Mozilla Firefox Web browser

YcTaHOBUTH HYKHbBIN MaKeT

1 ycTaHOBKYM TTAKeTa BBITTOJHUTE CJIETYIONLYI0 KOMAaHTY:

’$ sudo dnf install uma naketa

DNF mpoBeput Bce 3aBUCHMOCTH U IIPU OOHAPY2KEHUU HY2KHBIX, HO €I11€ HEe YCTaHOBJIEHHBIX
MaKeTOB, YCTAHOBUT UX, MOJb3YACh BCEMU HOCTYITHBIMU PENO3UTOPUAMUA.

[Ipumep: ycranoBum naker firefox.x86 64:

$ sudo dnf install firefox.x86 64
3aBUCUMOCTU pa3peleHsl.

MakeTt ApxuTtekTypa Bepcus Peno3utopuin Pa3smep
ycTaHoBKa:
firefox x86 64 128.11.0-1.el10 0.inferit appstream 125 M

Pe3synbTaT TpaH3akuuu

YctaHoBka 1 [akeTt

06beM 3arpy3ku: 125 M

06beM n3MeHeHuin: 307 M

Mpoponxmtb? [o/H]: g

3arpy3ka nakeToB:

(1/1): firefox-128.11.0-1.el10 0.inferit.x86 64.rpm 7.7 MB/s | 125 MB 00:13
06wuit pasmep 7.6 MB/s | 125 MB 00:14
[lpoBepka TpaH3akuuu

lpoBepka TpaH3aKuMM YCMewHo 3aBepleHa.

(upomoJKeHre Ha CJIeLyIOIIeil CTPAHUIIE)
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(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

peT npoBepka TpaH3aKuuu

TecT TpaH3akuuu MpoBefeH yCnewHo.

BbinonHeHne TpaH3akuum

MlonroTtoBka : 1/1
YcTaHoBKa : firefox-128.11.0-1.el10 0.inferit.x86 64 1/1
3anyck ckpuntneta: firefox-128.11.0-1.el10 0.inferit.x86 64 1/1

ycTaHoBJEH:
firefox-128.11.0-1.el10 0.inferit.x86 64

BbinonHeHo!

OOHOBUTH yCTAaHOBJIEHHBIE MAKETHI

ZbHIHpOBepKHﬁHaHHqHﬂZO6HOBH€HHﬁ]ﬁﬂHOHHHTeCHGﬂyKHHyK)KOMaHﬂyZ

$ dnf check-upgrade

MSVSphere 10 - AppStream 7.2 MB/s | 9.6 MB 00:01
MSVSphere 10 - Base0S 4.2 MB/s | 3.6 MB 00:00
MSVSphere 10 - CRB 3.0 MB/s | 2.7 MB 00:00
MSVSphere 10 - Extras 1.8 MB/s | 989 kB 00:00

.el10 0.inferit baseos
.el10 0.inferit baseos
.el10 0.inferit baseos
.el10 0.inferit baseos

NetworkManager.x86 64 6
6
6
6
-6.el10_0.inferit baseos
6
6
6

NetworkManager-adsl.x86 64
NetworkManager-bluetooth.x86 64
NetworkManager-1ibnm.x86 64
NetworkManager-team.x86 64
NetworkManager-tui.x86 64
NetworkManager-wifi.x86 64
NetworkManager-wwan.x86 64

.el10 0.inferit baseos
.el10 0.inferit baseos
.el10 0.inferit baseos

e e e e el
e
INENEISENINENENEN

st oOHOBJIEHUST BCEHl CUCTEMBI BBITIOJHUTE CJIEIYIONYI0 KOMaH/IY:

’$ sudo dnf upgrade

JlJist OGHOBJIEHUSI ONPEJIEJIEHHOTO MakeTa (M ero 3aBUCUMOCTEf) BBIMOJHUTE CJIELYTOILY IO
KOMAaHJLYy:

’$ sudo dnf upgrade uwma nakeTta

y,[[aJII/ITb YCTaHOBJIeHHbIﬁ IIaxkeT

,ZLHH YaaJieHud ITaKeTa BBIIIOJIHUTE CJICAYIOIYIO KOMaHIAy:

’$ dnf remove wma_nakeTta

[Tpumep: ymamm naker firefox.x86 64:

$ sudo dnf remove firefox.x86 64
3aBUCUMOCTU pa3peleHsl.

MakeTt ApxutekTypa Bepcus Peno3sutopuin  Pa3mep
YnaneHue:
firefox x86 64 128.11.0-1.el10 0.inferit @appstream 307 M

(upomoJKeHue Ha CJIeyIolIeil CTpaHuIIE)
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(IpOIOJIZKEHUE € IPEBIIYIIEH CTPAHUIID )

Pe3synbTaTt TpaH3akuuu

Ypanenuve 1 lakeTt

OcBoboxpeHHoe MecTo: 307 M
Mpoponxutb? [o/H]l: o

MpoBepka TpaH3aKuuu

MpoBepKka TpaH3aKuWMM YCMEWHO 3aBeplieHa.
poeT npoBepka TpaH3aKuuu

TecT TpaH3aKuWW MpPOBEAEH yChewHo.
BbinonHeHWe TpaH3akuum

MopgrotoBKa H 1/1
3anyck ckpuntneta: firefox-128.11.0-1.el10 0.inferit.x86 64 1/1
YpaneHue : firefox-128.11.0-1.el10 0.inferit.x86 64 1/1

3anyck ckpuntneta: firefox-128.11.0-1.el10 0.inferit.x86 64 1/1

YpaneH:
firefox-128.11.0-1.el10 0.inferit.x86 64

BbinosHeHo!

Bur Moxkere YBUJIETH, YTO TaKXKe ObLIN YAaJIEHBI BCE IIaKETbI, KOTOPbIE 3aBUCAT OT
YaaJrdemMoro.

IIpoBepuTh 11€JIOCTHOCTD ITaKeTa

,ZLTIH IIPOBEPKHU HEJIOCTHOCTHU I'PIN-IiakKeTa BBIIIOJIHUTE CJIEAYIOIYI0O KOMaH/IY:

s rpn

-V uMa_rpm_nakerta

B pesysnbraTe paboThl KOMaHIbI OY/IeT yKa3aHa CJAeyIonas HH(PpOPMAITUs:

pa3mep makera
MTOJTHOMOYH S
THI

BJIaIeJIEl]
rpyIma
MD5-cymma

JdaTa IIOCJIeJHEIr0O U3MCHCHUA ITaKeTa

IonyuuTts nmaEdPOpMaNio 00 YCTAHOBJIEHHOM MaKeTe

st

MIOJIyYeHUsT TMOJAPOOHO#N wmHMOpMaIuu 00 YCTAHOBJIEHHOM IIAKETE BBIIIOJHUATE

CJIEIYIONLYI0O KOMAaH/LY:

’$ dnf info wmsa_naketa

[Tpumep paborsl KoMan bl A1 ntakeTa firefox.x86 64:
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$ dnf info firefox.x86 64
YCTaHOBJ/IEHHbIE MaKeThl

NMs : firefox

Bepcus : 128.11.0

Beinyck : 1.ell10 0.inferit

Apxutektypa : Xx86 64

Pa3mep : 307 M

NcTouHnK : firefox-128.11.0-1.el10 O.inferit.src.rpm
Peno3utopun : @System

N3 peno3utop : appstream
KpaTtkoe onuc : Mozilla Firefox Web browser

URL : https://www.mozilla.org/firefox/
Jlnuensnsa : MPLv1.1 or GPLv2+ or LGPLv2+
OnucaHue : Mozilla Firefox is an open-source web browser, designed for standards

: compliance, performance and portability.

PaccMoTrpuM ocHOBHBIE OTIEpAITUN C MOJLYISIMH.

ITocmMoTpeTs CIIMCOK JOCTYHNHBIX MOYJIEeu

lbﬁlHpOCMOTpaCHHCK&IKWTyHHHXﬂMOJYHeﬁ]ﬂﬂHOHHHTeCHGJYKHHyK)KOMaHﬂyZ

’$ dnf module list

YcTaHOBUTH BLIOPDAHHBIN MO/IYJIb

Ut ycTaHOBKY BBIOPAHHOI'O MOJLYJ/ISI BBITIOJTHUTE CJIEIYIONIYI0 KOMAaHIY:

’$ sudo dnf module install wma Mopynsa:sepcus

Hampuwmep, it ycranoBKM MOy ruby:3.1 ucnob3yiTe CJIeIyIonTy0 KOMaHIy:

’$ sudo dnf module install ruby:3.1

VYaamnTh yKasaHHbBINI MOIYJTb

s yrajienus yKa3aHHOTO MOJLYJIsl BBITIOJIHUTE CJIETYIONLYI0 KOMAaH/LY:

’$ sudo dnf module remove uma Mopynd:sepcus

Hanpumep, mia ymanenus nakera ruby:3.1 ucnoiab3yiiTe CJeayIonryio KOMaHTY:

’$ sudo dnf module remove ruby:3.1

Omnucanme penno3urtopueB MCBCdepa 10
Paccemorpum pertozutopun MCBCdepa 10.
e MSVSphere 10 - AppStream — npuoxKeHusi 00IIEro HaA3HAIEHUSI.
e MSVSphere 10 - BaseOS — 6a30BbIit HAOOP AKETOB ONEPAIIMOHHON CUCTEMBI.

e MSVSphere 10 - CRB — ponosHuTeIbHbIE TAKETHI 11 Pa3pabOTINKOB.
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e MISVSphere 10 - Extras — #abop JOMOJHUTEIBHBIX TPUIOXKEHUIA.

e MSVSphere 10 - High Availability — nakern! jj1s1 co3ianus KaiacTepoB BHICOKON
JIOCTYITHOCTH.

e MSVSphere 10 - NFV — KOMIIOHEHTBI JIjIs BUPTYAJIU3AINU CETEBBIX CIIYKO.

e MSVSphere 10 - ResilientStorage — mnakerwsl st co3aHus KJIACTEPHBIX
XPaHUJTAIIL.

e MSVSphere 10 - RT — nabop nmakeToB JJisi CUCTEMbI PeaJIbHOT'O BPEMEHH.

HOCMOTpeTL CIIMCOK BKJIIOUEHHBIX U AOCTYIIHBbIX PEIIo3UTOoOpHuEB

,HJIH IIPOCMOTPa CIIMCKa BKJIIOYEHHbIX PEIIO3UTOPHUEB BLIIIOJTHUTE CJICAYIONIYI0 KOMAaH/IY:

’$ dnf repolist

,ZLHH IIPpOCMOTpPa CIIMCKa BKJIIOYEHHBIX HW OTKJIIOYEHHBIX PEIIOSUTOPUEB BbIIIOJIHUTE

CJIETYTONTYI0 KOMAaH/IY:

’$ dnf repolist all

,ZLTIH BBIBO/Ja HO,Z];pO6H01"O OIINCaHUA TJId KazKI0T'O BKJIIOYEHHOI'O PEIIO3UTOPHA BBIIIOJIHUTE

CJIETYTONLYI0 KOMAaH/LY:

’$ dnf repolist -v

,HHH BBIBO/J1a CIIMCKa OTKJIIOUEHHBIX PEIIO3UTOPUEB BLIIIOJIHUTE CJICAYIOILYIO KOMaHIY:

’$ dnf repolist disabled

Jig  moJstydeHusi MOJApOOHON WHAGOPMAIUK O KOHKPETHOM PENO3UTOPHUH  BBIMOJHUTE

CJIEIYIONLYI0O KOMAH/LY:

’$ dnf repolist Ha3BaHue peno3suTopua -v

[Ipumep: BhIBecTH 11OAPOOHYIO HHMOpPMaIHIO 0 pernosutopun BaseOS:

$ dnf repolist Base0S -v

WO penosuTopusa

Ma penosutopus
CtaTyc peno3uTopus
Bepcua penosuTtopua
MeTkn guctpubyTtmBa
Peno3sutopuit obHOBMEH
MakeTbl peno3unTopus
[lakeTbl-B-penosuTopumn
Pa3mMep-peno3utopus
3epKkana-peno3uTopus
ba3oBbin-URL-peno3ntopus

UMsa danna penosutopus
Bcero naketos

. BT 01 mon 2025 15:33:16

icTeyeHne cpoka penosuTopus:
. /etc/yum.repos.d/msvsphere-baseos. repo

: baseos
: MSVSphere 10 - Base0S
! BKJ/IOYEHO

10.0
[cpe:/o:ncsd:msvsphere:10]: , 10, M, S, S, V, e, e, h, p, r
1 214

1 214

. 4.8 G
: https://mirrors.inferitos.ru/mirrorlist/10/baseos
: https://repol.msvsphere-os.ru/msvsphere/10/isos/x86 64/ (0 more)

86 400 cekyHp(a) (octanocb: Cp 02 wwon 2025 16:05:43)

1 214
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31ech MBI BHIMM, 9TO PEIIO3UTOPHUI BKJIIOUEH, KOJMIECTBO IAKETOB B PEIIO3UTOPUMA U €TI0
pa3Mep, a TakXkKe Apyrue BaKHble ITapaMeTpPhI.

3epkaJjia perno3uTopusi — ITO CepPBEPHI, JyOJIUPYIONINE COMEPKUMOE ITOr0 PEIO3UTOPHSI.
OHH TI03BOJIAIOT CHU3UTH HArPy3Ky C OCHOBHBIX CEPBEPOB.

dobaBuTh B cUCTEMY CTOPOHHUI PENO3UTOPUN

Nuorna BozHUKaeT HEOOXOIMMOCTb YCTAHOBUTD IIPUJIOZKEHNE, KOTOPOI'O HET B MUMEIOITUXCS
pero3uTopusix. B 3TOM cjy4yae eCTb BO3MOXKHOCTL JI00ABUTH B CHUCTEMY CTOPOHHUIA
PEno3uTOpUil.

Bazkuo

Pekomengyem ObITh TIPpENEIbHO OCTOPOXKHBIMU —IPU  TOJKJIIOYEHUH CTOPOHHUX
PEINO3UTOPUEB U TIIATETBHO COOIIONATH MePhI 0E€30ITaCHOCTH.

Bbr MoxkeTe mMOAKIIOYUTDL CTOPOHHUI PEmO3UTOPHUil, €CJIU €CTh . repo-daiil, ¢ IOMOIIbIO
CJEIYIOIIEA KOMaHJIbL:

’$ dnf config-manager --add-repo nyTb K .repo ¢anny

[Tpumep nopksovenus . repo-daiina docker.io:

’$ dnf config-manager --add-repo https://download.docker.com/linux/rhel/docker-ce.repo

BxkiounTh Wi OTKJIIOUYUTH PEMO3UTOPUN

Bor MmoxkeTe 110 HEOOXOIUMOCTH BPEMEHHO BKJIIOYATH U OTKJIIOYATH PEIO3UTOPUU, ITOOI
YCTAHOBUTDH IMPUJIOYKEHIE U3 KOHKPETHOTO pero3utopusi. [Ipu 3ToMm pernosuropuii He Oyaer
VJIaJIEH.

Komanna BKIITOUEeHUSA PEIIO3UTOPUS:

’$ sudo dnf config-manager --set-enabled wma peno3uTtopus

I(OMaHﬂﬁ,OTKHHYRHHHIpeHO3HTOpHHJ

’$ sudo dnf config-manager --set-disabled wmsa_peno3utopus

[Tpu HEOOXOIMMOCTH BbI MOYKETE BBIBECTH CITPABKY 110 KoMmaH e config-manager:

’$ dnf config-manager --help-cmd




Be3somnacuocTn

:MbHOHbBOBaHHe(ﬂDpOHHMX:peHOBHTOpHeB/HaKeTOB

Tak Kak CTOpPOHHHWE PEIO3UTOPUUM U IAaKeThbl 3arpyxarorcsa w3 VurepHera, TO
IpM "X CKAYUBAHUU U YCTAHOBKE HEOOXOIMMO OBbITH YBEPEHHBIMH B 0€301aCHOCTHU
YCTaHABJIMBAEMbBIX TPUIOKeHU. BaKHO OBITH YBEPEHHBIM, YTO HUKAKas TPEThs CTOPOHA
He Uu3MEHsJIa COIAEpPXKUMOe IlaKeTa IIpH Ilepejade ero OT aBTopa K IOJb30BaTeJIo.
ITonnmucanue makeTa ABJISIETCSI CIOCOOOM 3aIUTHI ITAKETa JJId KOHEYHOI'O II0JIb30BATEId.
[TosTomy pemo3suTopwu M BCe HMAKEThl B HUX IMOJAMMCHIBAIOTCS CIEIUAJbHBIM ITH(MPOBHIM
KJIIOYOM.

[IpuBaTHBII KJIIOY €CTh TOJBKO Yy pas3paboTumkoB. [lyOsu4HBI — KJIIOY  MOXKET
pacriojiaraTbCs Ha caiiTe perno3suTopus, JuOO PaCIpPOCTPAHATHCS BMECTE C OIEPAIMOHHOMN
CUCTEMOM.

Pa3pa.60TLH/IKI/I IIOAIMUCBIBaIOT ITaKE€Thl IIPUBATHBIM KJIIOYOM, a C IIOMOIIIBIO Hy6ﬂI/IqHOFO
KJIF0O4Ya KOHEYHBIA I10JIb30BATEIb MOXKET y6e,[[I/ITbCH, 9TO 9TO TOT CaMbIi ITaKEeT U HUKAKAas
TpEeTbd CTOPOHa HE M3MeEHdAJIa €I0.

Hwuke MbI paccMoTpuM, Kak TPOBEPUTDH ITUMPOBYIO MOITUCH MTAKETA.

IHndpoBbie moanucu MakeToB U UX ITPOBEPKA

st ipoBepKu 1upOBOI MONUCH AKETA BBIIOJHUTE CJIEYIONLYI0 KOMAHY (HAXO/ISCh B
HAIKE C TTAKETOM ):

’$ rpm --checksig wuMa_nakeTta.rpm

[Tpumep: nmpoBepuM 1udpoByio moanuch nmakera VirtualBox-7.1-7.1.10 169112 ell0-1.
x86_64.rpm:

$ rpm --checksig VirtualBox-7.1-7.1.10 169112 el10-1.x86 64.rpm
VirtualBox-7.1-7.1.10 169112 ell0-1.x86 64.rpm: rsa shal (md5) pgp md5 OK

Bbr MoxkeTe Tak:Ke HCIIOJIH30BATH OIIUIO -V JIJIsi BBIBOAA OoJiee MOJHOM mHMOpMAIILU O
ITPOBEPKE.
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NneaTudukanus n ayreHTUUKAIIAS

BBeaenue

CpencrBa wujeHTUMUKAIMT U AYTEHTUMUKAIUU  [PEJIOCTABILAIOT  BO3MOXKHOCTHU
UAEHTUDUKAIIUN  OOBEKTOB JIOCTYyHa, WIAECHTU(MUKAIIUA U MPOBEPKH  IOJJIMHHOCTH
cyObEKTOB JIOCTYyIIa TIPH BXOJIE B CHUCTEMY W TIPU JOCTYyIlE K 3allUIIAEMBbIM OObEKTaM,
yIpaBJIEHUS UIeHTU(PUKATOPAMHI, B TOM YHCJIE UX CO3/IaHUs, IPUCBOEHUS U YHUITOXKEHU,
yIPAaBJIEHUS ayTeHTU(UKAIMOHHBIMU JIAHHBIMH, B TOM 4YHCJIe WX WHUIMAJIN3AINN,
BAIUINEHHOr0 XPaHeHus, OJIOKUPOBAHUSA W PA30JIOKUPOBAHUS, MPOBEPKH COOTBETCTBUS
ayTeHTU(UKAIMOHHON WHMOPMAIUK 3aJaHHOM METPHUKE KadecTBa, 3aIUThI 00pPaTHOI
CBSI3W IIPU BBOJIE ayTEHTU(MPUKAIMOHHON MHMOPMAIINH, & TaKXKe JIPYyTue BO3MOYKHOCTH.

lobGaBjieHe HOBOTO MOJIL30BATEJISA

s nobaBiiennsi HOBOIO IOJIb30BAaTeNs UCIOJIb3yeTcs yruianta useradd. Ona mo3BoJisier
JI00aBUTH YYETHYIO 3allCh HOBOI'O TOJIL30BaTE . PeXKUMbI ee PAbOThl U BBIMOJHSIEMbIE
dyuKIMN 33/1a10TCsT HAOOPOM OIIINIA, IEPEIUCTCHHBIX B TAOJIATIEC:

Tabmuua 1: Onumun yruanter Useradd u ux sHaueHust

Onuusa Bnadenne

-C, --comment JIiobast TekcToBasi cTpoka. Vcmomb3yercs Kak mose [Uist UMeHH U (haMIIHN M0JIb30BaTellsl, JJIHHA STOr0 HOJIs He
JIOJIZKHA TIPEBOCXOJUTH 128 CHMBOJIOB.
-b, --base-dir Bazosblil cucreMublil Ka

JIOT 110 YMOJIYaHUIO, €CJIM He yKa3aH JIPyroii karasor. Basoseiii karasor oobeuHsiercs ¢
HMMEHEeM YUETHOM 3alliCcH JIJIs OIIPeIe/ICHNs JOMAIIHEr0 KaTaloTa.

-d, --home Jlisi co3laBaeMoro Hob30oBaTelsl B KaueCTBe HAYAJILHOrO Karajora OyZeT HCIo/b30BaH 6a30Bbli Karajor. ITo
YMOJTYaHHUIO 3TO 3HAYECHUE HOJIYIAeTCs 00beIMHEHNEM HMEHH M0JIb30BaTelst ¢ GA30BBIM KATAJIOIOM ¥ HCIO/Ib3YeTCs
KaK MMg JIOMalllHero KaraJjora.

-d, --home-dir BajaTh JOMALIHMIT KATAI0r HOBOTO 10Jb30BaTe . Eeiu faHHas onuys He NCHOIb3yeTCs, TO B KAIeCTBE JOMALIHEr0
KaTajora Bolbupaercs karaior tuna /6a30BbIi_CUCTEMHbI_KaTanor /uMs_nosib3oBaTens.

-D, --defaults BriBecTn 3HAYEHHS CTAHAAPTHBIX OMIUIA.

-e, --expiredate JlaTa OKOHUAHMS CPOKa JEHCTBHs yu8THOI 3amucy nojb3osaress. 3ajgaéres B dpopmare ['TTT-MM-[O0.

--f, --inactive Yucsio jiHeii, KOTOpbIe JIOJZKHBI IPORTH II0CJE OKOHYAHHSI CPOKa JEHCTBHSI 1ApOJis, YTOObI yuéTHAsl 3aliCh
3abnokuposanach. Ecim ykasano smadenne 0, To yuérHas samuch GJIOKHpPYeTCs Cpasy IOCE OKOHYAHHS CPOKA
JeficTBUSL ApONIs, a LpU 3HAYCHHM -1 JaHHAs BO3MOXKHOCTH HE HCIONBb3yeTcs. 110 yMOIMAHMIO UCHOIB3yeTcs
3nadenue - 1.

-g, --gid Haspanue rpymibr HOBOTO TOJIE30BATENs WK €6 MICHTH(MUKAIMOHHBIN HOMED. YKa3blBaeMOe HA3BAHHUE IPYIIIbI UK
€& HOMep JIOJIZKHBI CYIIeCTBOBATD B CHCTeMe.

-G, - -groups CHmCoK JIONOHATEILHBIX TPYII, B KOTOPBIX YHCINTCS OIb30BATENb. 1lepednciienne rpyI OCyeCTBISIeTCs Yepes3
sanaTyio 6e3 npobenos. Ha ykasammnele TPyNIIbI JEHCTBYIOT T€ K€ OTPAHMYCHHS, UTO U IS TPYIIILI, YKA3AHHON B
oy -g.

-m, --create-home Cosjlaer HaYaJIBHBIN JIOMAITHKIT KaTaJor HOBOIO INOJIb30BATE/Is, €CIM OH eI He cyliecTByeT. Ecim Karajor yxke
CYIIECTBYET, J00aBIIsSIeMblil OJIb30BATE b JOJI?KEH HMETh IIPaBa Ha JIOCTYII K YKa3aHHOMY KaTaJory.

-M , --no-create- home Tlo3BosisieT He CO3aBATH JOMAIIHUIT KATAJIOT HOBOTO TI0JIb30BATEIS.

-K, --key Hcnonb3yercst /151 u3MEHEHHs 3HAUCHHIT 10 yMOIIAHMIO IS IIAPAMeTPOB, XPAHUMBIX B KOH(HTypanuonnoM daiie
/etc/login.def.

-N, - -No-user-group TlosBossier J106aBUTH HOBOIO II0JIB30BATE s B IPYIILY, YKA3AHHYIO B ONIUM -( WM 3aJaHHYIO 110 YMOJYAHHIO

B Koudurypammonnom daiiie /etc/default/useradd, ne cosmasas rpynuy, HasBanue KOTOpOil COBHajaeT
¢ WMeHeM HOBOTrO momb3osarens. Ecmm ommmu -g, -N, -U me ykasamel, TO HACTPOHKH TDYII TO yMOTHAHHIO
onpezensiores B Koudurypannonnom daitre /etc/login.defs.

-0, - »non»unique TlozBossieT co3aTh yUETHYIO 3aIUCh C YXKE UMEIOIIMMCS, He YHHKATLHBIM HJICHTH(DHKATOPOM.
-p, --password TlosBoussier 3a1aTh HOBBII APOJIL JJIsl yIETHOI 3aIUCH.
-r, --system IlosBossier cosgarp cucreMHy0 yuérHylo 3amuck. Ilo ymomuaHmMIO I JAHHOH KATErOPHH  yYETHBIX

sanmceifl JOMAIIHMIT KaTajgor He CO3/aéTes BHE 3aBHCHMOCTH OT 3HAMEHHs COOTBETCTBYIOMIEIO IIapaMeTpa
kouduryparuonunoro daitia /etc/ login .defs. Jl1st co3annst JOMAITHEro KaTajiora CUCTEMHOTO MOJIb30BATEISE
HEOOXOJMMO BMeCTe C OIIueii - M 33aTh OMIHo - M.

-S r - 'Shell HO.;IHhII‘/‘I 1yTh K uporpamMme, MCIIOJIhIB‘VeMOI‘/’I B KayecTBe HaYaJIbHOI'O KOMaH/[HOI'O HHTeplpeTaTopa Jijid 110J1b30BaTe s
cpa3y mocsie perucrpanud. JlimHA 3TOro mossA He JO/KHA HPeBOCXOAuTh 256 cumBosioB. Ecim 3azars mycroe
3HAYEHHE, TO OyIeT NCHOIBb30BATLCs 0DOIOYKA MO YMOTIAHHIO.

-u, --uid TosBossier 3ajaTh MuEHTH(DUKAIMOHHBIA HOMep (MHCICHHOE HEOTPHIATEIBHOE 3HAYCHHE HICHTH(UKATOPA)
M0JIL30BATEs. DTO 3HAYCHUE JIOJZKHO OBbITh YHUKAIBHBIM, €CJIH He 3a/1efiCTBOBAHA OMIHs - 0.

u, - -user-group TlosBosisier co3aTh TpyIIy, Ha3BaHHe KOTOPOIl COBIAJaeT ¢ HMMEeHeM IOJb30BaTelld, IPUCOCJIUHUB JIAHHOIO
MOJIL30BATEIISE K 9TO TpyIIe.

-h, --help TlokasaTb KpaTKyIo CIPABKY 006 yTUIHTE.
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IIpumep: co3ma M OIL30BATENISA C UMEHEM USEr W 3aJIaJINM JIjIsi HETO OCHOBHYIO T'DYIIITY
USers u JiBe JOMOJTHUTE IbHbIE TPyIIbl ftp u developers, K KOTOPBIM OH OyJIeT TIPUITUCAH.

i1t 9TOTO BBIIOJTHUM CJIEYIONIYIO0 KOMAHJTY':

’$ sudo useradd -g users -G ftp,developers user

N3menenue Y2Ke NMEeIIINXCHA I10JIb30BaTeJIbCKUX 3amnmncen

s m3MeHeHHs yiKe WMMEIOMNXCS IOJIb30BATEIbCKAX 3aIMCel WCIOJb3YeTCs yTHIUTA
usermod. Omna MO3BOJIIET U3MEHUTH JIAHHBIE CYIIECTBYIOMIEH YIETHOW — 3alucu
nosb30oBaresisd. Pexxumbl ee pabOTbl UM BBINOJHsEMble (QYHKIUM 33JIal0TCA  HAOOPOM
ONIIN#, IEPEYNCTIEHHBIX B TaOJIHIIE:

Tabuuua 2: Oy yruianTel US€rmod u ux 3HaueHust

Ormmpst Buauenne

-a, --append Jlo6aBuTh MOJIB30BATENISE B JONOIHATEbHYI0 rpymiry. CilejyeT HCIoib30BaTh TOIBKO BMeCTe ¢ mapamerpom -G.

-c, --comment Hogoe 3Hauenne 1mojisi KOMMEHTAPHsL.

d, --home Hosprii momainnumii kaTasor yuérnoii samucu. Eciu ykasan napamerp -M, TO COIEPKMMOE TEKYIIEro JOMAIIHEro
KaTajora Oy/leT IepeMeIeHo B HOBBI JOMAIIHII KATAJIOr, KOTOPbIii Oy/IeT CO3/aH, eC/IM OH eII¢ He CyIIeCTBYET.

-e, --expiredate VeraHoBUTE JaTy OKOHYAHHS CPOKa JeiicTsust y4éTHoil 3amucu B dhopmare [TTT-MM-[O[.

-f, --inactive VeraHOBUTH TIAPOJIB TI0CTIe OKOHYaHns cpoka Jeiicreus yuérnoiil samucu 8 INACTIVE. Ecim ykasano snavenue 0,

TO y4éTHasl 3alUCh OJOKMUDYETCsi cpasy 10cjie OKOHYaHWsl CPOKa JeHCTBUs Mapolisi, a NP 3HAYeHuu - 1 jaHHas
BO3MOZKHOCTD He HCIoub3yercs. 1o ymMomdanuo ucnons3yercs 3uadenne - 1.

-g, --gid IIpunysurenbno Ha3HAYHTD IEPBHYHYIO IPYIIILY.

-G, -- groups CHUCOK JOMOIHATEIBHBIX TPYIIIL

-1, --login Hogoe 3uavenne yaéTHOl 3aImicit.

-L, --lock BabJI0KUPOBATH TIAPOJIb HOJIB30BATeNs. TO JIeJAeTCs MOMEIeHeM CUMBOJIa | B Hauaso mudpoBaHHOrO NapoJis,
1O npuBOAUT K ero Giokmposke. He caenyer ucnosnpsosars sror napamerp smecre ¢ -p um -U.

-m, --move-home IlepemecTuTs cosepzKuMoe JOMAITHEro KaTaJlora MoJIb30BaTels B HOBOe MecTO. ECii HOBbIH JOMAIIHIIT KaTAJIOT He
CYIIECTBYET, TO OH CO3adTcs aproMaTuiecku. Jlannas OIS HCIOIb3YeTesl TOILKO BMecTe ¢ ommueit -d.

-0, --non-unique. IIpn wcnonb3oBanuM ¢ mapamMeTpoM -U STOT HapaMeTp II03BOJISET YKA3blBaTh HE YHUKAJIBHBIH UHCIOBOI
M;[eH'l'M(bMKa’l'Op 110JIb30BaTe sl

-p, --password BajiaTh HOBBIA MAPOJIb [l YUETHOM 3aIINCH.

-s, --shell BazaTh HOBYIO 0G0JIOUKY /I yIETHOMN 3amucH.

-u, --uid Hosblit nenTndIKaIIOHHBIH HOMEp JIJIs yIETHON 3aIiCH.

-U, --unlock Paz6i10knpoBaTh yueTHYIO 3aIHCh.

IIpumep: n3MeHUM CPOK JIEMCTBUS yYETHON 3aIMCU TOJb30BATENA C UIAEHTU(DUKATOPOM
usero.

i1t 9TOTO BBIIOJTHUM CJIEIYIONIYIO0 KOMAHJTY':

’$ sudo usermod -e 2020-05-01 user6

rme 2020-05-01 — g;ara wucTedeHus Cpoka JieficTBUA y4YE€THON 3amucu B dopmare
Frrr-MM-a.

IIpumep: usmenuM UACHTUDUKATOD (3Haqu1/Ie VIETHOU 3am/1c:1/1) II0JIL30BaTeId C user6
Ha usery.

U1t 9TOTO BBITIOJTHUM CJIEIYIONIYIO0 KOMAHJTY:
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’$ sudo usermod -1 user7 user6

YajieHue 1moJib3oBaTeJiein

Jlns ynanenust mosb3oBaTesieil uctoab3yercs yruauta userdel. OHa mO3BOISET YIAJIUTD
CYIIECTBYIONIYIO YYEeTHYIO 3alliCh TOJIB30BATE Is. PeKUMBI €e PabOTHI W BBIMIOJTHSIEMbIE
GYHKIMHT 3a/1a10TCsi HAOOPOM OIIIIHi, TTEPEIUCTIEHHBIX B TaOIUIIE:

Ta6mua 3: Ommwm yraamter Userdel u nx snadenus

BHauenne

Onnust

-f, --force
-r, --remove
-n

-h, --help

C ar0it onmueii yuérHast 3amuch OyJeT yAaleHa, JaXKe eCi MOJIb30BATENb B 9TOT MOMEHT paboraer B cucreme. Ona
TaKXKe 3aCTaB/deT YTHIATY yIaJIAThH ,JOLI&I!IIIHI‘/’] KaTaJor HOJIb30BaTe/d M IOYTOBBIH ANUK, JazKe ecJin ;.'prl"()l‘;]
1I0JIb30BAaTE/IbL HUCIOJILB3YeT TOT ZKe ,ILO]\IR].UHPII‘/'I KaTajJor WM €eCJU IIOYTOBBII AMMUK He NPUHAJICZXKUT JIAHHOMY
IIOJIb30BATEJIIO. Baumanwue! HEPEA HMCIOJIb30BaHUEM 3TOro mnapamerpa yﬁeAMTeCL B HeOﬁXO,E[I/IMOCTP]
9TOro AeiicTBusi! TOT MapaMeTp MOXKET NPUBECTH CHCTEMY B Hepabodee cocTosiHuE!

Daiiner B JIOMalllHEM KaTaJiore I10Jib30BaTe s Gyﬂ\VT yAaJIeHbl BMeCTe ¢ CaMUM JIOMAIIHUM KaTaJO0roM U IMOYTOBBIM
smukom. Ilombzosarenbexkue datiiel, pacronokennpe B APYTuX (HaiiloBLIX CHCTEMAX, Hy’KHO HCKATh W yAATATH
BPYIHYIO.

33][39'1', CKOJIBKO MecsileB MJLSH'I'IA(bVIKa’I'OP ToJib30BaTe/Isd JIOJIZKEeH ycrapeBaTh liepe/| IIOBTOPHBIM UCIIOJIb30BAHUEM.
SQLI,{M’[TG - 1, LIT06bl yKasaTb, 4TO I/L'J,eHTM(bVlK‘dTOp 110JIb30BaTe sl HUKOIa He JIOJIZKEeH MCIOJIb30BaThCA IMOBTOPHO.
Samaﬁ're 0, LIT(J6]>I yKaszaTb, 9TO I/I,E[eHTVICb[/IKaTOp MOJIB30BATEJISl MOZKHO HEME/IJIEHHO UCII0JIb30BaTh IIOBTOPHO. Ecim
OTIUA -N ne 3aJlaia, TO H,JCI[TPI(bMK‘dTOp 6y,ElCT ycrapesaTh CTaHJIapTHOE KOJHYIECTBO MECANEB Iepe/] IIOBTOPHBIM
UCIOJIb30OBAHUEM.

TlokazaTh KpaTKyio CHPaBKY.

IIpumep: yiamuMm 1osb3oBaTe/ d ¢ HACHTU(MUKATOPOM User7.

JL7151 3TOTO BBIMOJIHUM CJIEAYIONLYI0 KOMaH/IY:

’$ sudo userdel -r user7

JlobaBjieHre rpynIbl HoJIb30BaTejein

g nobaBiieHusi TPYIIIBI TTOJIb30BATEIeH UCIOIb3yeTcd yTuauta groupadd. Pexxumbr ee
pabOThI U BBITIOJIHAEMbIE (DYHKIIMHU 33/IaI0TCS HADOPOM O, IEPEUUCIEHHBIX B TaOJIUTIE:

Tabmmra 4: Omn yrumte g roupadd u ux 3nauenus

Onnust Buauenue

-f BephyTh craryc ycremHsoro BbIIOJIHEHNs, €CIM TPYIIIA y7Ke CyIlecTByeT. Eciu HCnoib3yercs BMeCTe ¢ HapaMeTpoM
-0 ¥ yKasaHHBIl WIEHTH(UKATOP IPYIIbI y7Ke CYIIECTBYET, TO BHIOMPAETCs: APYTOil YHUKAJIbHBIA HAEHTU(DHKATOD
IPYIIIBL, TO €CTh IAPAMETP - UCHOPUPYETCSL.

-g YucsioBoe 3HavYeHHE WIEHTH(MUKATOPA IPYIIIbL. 3HAMEHHe JOJIKHO ObITh YHHKAJIBHBIM, €CJIM He 3aJlaH HapaMerp
-0. 3Bnavenne JIOIKHO ObITh He orpuiaresbHbiM. [To ymosdanuio Gepércs 3uadenue Gosbime 999 u Gosbine
nientudukaTopa Joboit Apyroi rpymusl. Suadenns or 0 u 10 999 00BIMHO 3ape3epBHPOBAHbBI IO CHCTEMHbIE
IPYIIIIBL.

-K 3MeHnTs 3HAMEHHS] [0 yMOJIYAHMIO JIsi IAPAMETPOB, KOTOPbIE XpaHATCs B KoHdurypamnuonuoM daitie /etc/
login.defsm

-0 Paspemmrs ji06aBiieHne rPyIIb ¢ He YHHKAIBHBIM HIEHTH(DUKATOPOM.

-r, --system Co3/1aTh CHCTEMHYIO TPYIIILY.

-h, --help TlokazaTb KPaTKyIO CHPABKY.

ITpumep: co3maum rpymiy group2 ¢ YUCJIOBBIM 3HaYeHUEM ujieHTudukaropa 8285.

U1t 3TOTO BBIIOJTHUM CJIEJTYIONIYIO0 KOMAHJTY':
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’$ sudo groupadd group2 -g 8285

N3MeHeHMe CyIeCcTBYIOMNIE I'PyIIbl MOJIb30BaTeJein
i1t m3MeHeHus CyIIeCcTBYIONIENH TPYIIIBI TOJIb30BaTE e UCIIOIb3yeTCsd yTUINTa groupmod.

Pexxumbr ee pabOThI U BBIIOTHIEMbIE (DYHKIINH 331a0TCsT HAOOPOM OIIIUA, TePEeINCICHHBIX
B TabJsmIe:

Tabauna 5: Ouuun yrusmTsl g roupmod u ux sHaueHust

Omnust 3nauenne

-g, - -gid M3mennTb neHTHdOUKATOD TPYIIIbL.

-n, --new-name UsmenuTs ums TPYIIIBL.

-0, --non- unique Ilo3BosgIeT NCMOIB30BATD He YHUKAJILHLIN HACHTH(MUKATOD IPYIIIbL.
-p, --passwo rd VI3MmeHuTH TAPOJIL.

-h, --help TTokazaTh KpaTKyIO CHPABKY.

IIpumep: usmenum ueHTUMOUKATOP IPYIIILI TOJIb30BaTe el users Ha ftp.

,HJ'IH 9TOI'0 BBIIIOJIHUM CJICAYIOIIYIO KOMaHJLYy:

’$ sudo groupmod -g ftp users

VYaajieHne CcyUieCTBYIOIEel IPYIIbI IIoJIb30BaTesieil

g ynajaeHusi CyIIeCcTBYIOIIEH IPYHIIbI TIOJIb30BaTe/ el UCIIOIb3yeTcd yTumTa groupdel.
yTI/IJH/ITa IIO3BOJIAET YIAAJIUTH OIIpeJCJICHUE I'PYIIIIbI U3 CUCTEMBI IIYTEeM yIaJICHUA 3alliCU O
COOTBETCTBYIOIIEH rpytre u3 daitia /etc/group. OmHako oHa He yIaasdeT HIeHTUPUKATOD
rpynnbl u3 daiiaa napoJseit. YiaaeHHbI uIeHTUUKATOp AeHCTBYeT Jid BceX (ailjioB u
KaTaJIOT'OB, KOTOPbIE €r0 UMeJIN.

IIpumep: yjaauMm rpymiy ¢ iMeHeM group3.

JL7151 3TOTO BBIMOJHAM CJIEAYIONTYI0 KOMaHTY:

’$ sudo groupdel group3

COB,D;&HI/Ie n U3MEeHeHHE IIapoJid IToJIb30BaTeJisd

st co3maHuss W M3MEHEeHUsl MApoJs NOJb30oBaTesst (B TOM 4YHCIEe JJId OJOKMPOBKHU
YU6THO 3aIUCH [OJBb30BATEIs) UCIOJIb3yeTcs yTuauTa passwd. OOBbIUHBINA T0JIb30BATEIb
MOXKET U3MEHUTH 11apOoJib TOJIBKO CBOEU YUYETHOI 3alCH, CylepIoib30BaTe b root MoxeT
U3MEHUTDH MaPOJIb JIIOO0H yIETHON 3aITUCH.

[Ipu w3menenum mnapoJig TpoBepseTcsd uHOPMaIudg 00 yCTapeBaHUU TAPOJIsd, YTOOI
yOeIUTHCS, 9TO MOJIb30BATENI0 PA3PENIeHO U3MEHSIThH AapOJib B HACTOSIINNA MOMeHT. Ecim
BBISICHUTCSI, YTO HE PA3PEIIeHO0, TO YTUJINTA He TPOU3BOIUT U3MEHEHUE ITapOoJid U 3aBEPIIaeT
pabory.
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[Ipu msmeHeHum mapoJisd IOJH30BATEb JIOJIKEH OyJIeT CHadaJia BBECTU CTAapbIi MMapoJib,
ecsiu OH ObLI. BBelieHHOE TOJIb30BaTE/IeM 3HAYEHHE CTApOro IapoJisd 3aIlndpPOBbIBAETCS
¥ CPABHUBAETCS CO 3HAUEHWEM 3aIM(MPPOBAHHOIO TEKYIIETO MAPOJIA. 3aTEM MOJIH30BATETIO
He0OX0uMO OyIeT JIBasK bl BBECTU HOBBIN 1TapOoJib. 3HAYEHNE BTOPOTO BBOJIA CPABHUBAETCS
C TEpPBBIM, W OHU JIOJIKHBI COBIAcTb. llocyie 3TOro mapojib TecTUpyeTcsd Ha CJIOXKHOCTh
1moj1ioopa, T.e. €ro 3HavYeHue He JIOJPKHO ObITh JIETKO yTraIbIBACMbBIM.

Pexxumbr paboThbl yTWJIMTBHI W BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHiA,
[IEPEYNCIEHHBIX B TaOIUIIE:

Tabmura 6: Omwn yruanTel Passwd u ux 3Hauenus

Onupst Bnavenne

-a, --all Ty ONIMIO MOXKHO HCIONB30BATH TOJIBKO BMECTE C -S JIsl BHIBOJA CTATYCA BCEX HOJIB30BATEIICH.

-d, --delete Vaamurs mapons nosmb3oBaTens (COEIaTb €ro IMyCThIM). DTO GBICTpBIi CHocob 3a0I0KHpOBATL MAPOIb yUETHOL
3aINCH.

-e, --expire Hewmeienno czenaTh mapojib yCTapeBIMM. DTO 3aCTaBUT M0JIb30BATEIsI H3MEHNTH IIAPOJIh IIPH CJIEYIONEM BXOJIE
B CWC’I'eMy.

-i - -inactive Dra ommus HMCHIOJIb3yeTCsd  JIJIst 6,'10K14poBKM y‘IéTHOﬁ 3alUCcl 10 TIPOHIECTBUM 3aJaHHOTO HYHCIa JHei mocie

ycrapesanus mapoJisi. To ecThb eciim maposib yctapel i HPOILIo O0JIbIe JIHel, deM yKa3aHo, TO HOIb30BaTe b 6oIbIe
HE CMOXKET MCIOJIL30BATL CBOIO YUETHYIO 3aIUCh.

-1, --lock 3abI0KHpOBaTh YKA3AHHYIO yIETHYIO 3aIUCh. DTa O OIOKUPYeT yuETHYIO 3aIMCh IyTeM M3MEHEHHsl 3HATCHHS
11apoJisi Ha TaKoe, KOTOPOe He MOKeT ObITh paHee yKa3aHHBIM 3alln(bPOBAHHBIM IIAPOJIEM.

-m, - —mindays BajaTh MEHIMAJIBHOE KOJMYECTBO JHeil Mexty cMeHoil napossi. HyneBoe 3HadeHne 9Toro moss yKasblBACT Ha TO,
9TO TOJIE30BATEIb MOMKET MEHATDH CBOM ITapO/Ib TOL/A, KOLJa 3aX04eT.

-S, --status TTokazarh cocrosiaue yuérHoii 3amicu. udopMaIms 0 COCTOSHEE COAEPXKUT ceMb mojeii. IlepBoe mone comep:kuT
uMsi yaérHOi 3ammcu. Bropoe mosie ykaseiBaer, 3a0J0KHpOBaHA JIM yY€THAs 3alMCh, OHA Ge3 Iapois WiH y Heé
ecTb pabounii maposib. Tperbe moje XpaHUT JaTy TOCIEIHEro M3MEHEeHUs MapoJis. B cleIyIonmx 4eThIpEx moJIax
XPaHATCA MHHHUMAJBHEIN CPOK, MAKCHMAJbHBIH CPOK, IIEPHOJ BBIIAYN IIPEILyHPeXKICHI W HePHOJ HeaKTHBHOCTH
naposist. Bee 9TH CpOKM H3MEpHIOTCs B JIHSAX.

-u, --unlock Paz6oknpoBarh yKazaHHYIO yUETHYIO 3alliCh. DTOT IapaMeTp aKTHBHPYET y9YETHYIO 3alliCh IIyTeM H3MCHCHHS
napoJisl Ha IIpeyKHee 3HaueHue, KOTopoe GbLIO lepe/l HCIOIb30BaHueM napamerpa - L.

-W, --wa rndays VeTaHOBUTD YMCIIO JIHEH BbIIAYN TPEJYNIPEXRKIEHNs, TIepejl TeM KaK llOTpe6yeTC§l CMeHa I1apoJis.

-X, --maxdays VeranoBuTh MaKCUMATILHOE KOJIHHMECTBO JHeil, B Tedenne KOTOPBIX HapoJIb OCTaETCa PabotunM, MOCyIe 9ero ero Hajao

6yleT H3MEHUTD.
-h, --help TTokazaTh KpaTKyIO CHPABKY.

IIpumep: 3ajaauM napoJib osb3oBaTe o userd. Pabora koman bl passwd:

$ sudo passwd user4

3MeHsieTCcs napofib nonb3oBaTens users.

HoBbIi naponb

HOBTOpMTe BBOO HOBOIro napossa

passwd: BCe faHHble ayTeHTUPMKaLUM yCrnewHo OBHOBEHbI.

IIpumep: mocMoTpuM cocTosinne y4€THOM 3anucu userd. Pabora komanabl passwd:

$ sudo passwd -S user4d
user4 PS 2023-07-04 0 99999 7 -1 (Naponb 3apaH, wupp SHA512.)

Ime:
e userd4d — mMd IIOJIL30BaATEJId.

e PS — craryc napoJis.

e 2023-07-04 — orobOpazkaeT BpeMs IMOCJIeIHEr0 H3MEHEHUsT TTapOJIs.
e 0 m 99999 — MMHMMAJBHBIA 1 MAKCAMAJBbHBIA CPOK JA€HCTBUA TApPOJIA.
e 7 — CPOK BBIBOJA IIPENYIIPEXKICHUS.
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e -1 — CpOK JcaKTHUBAIUU 1APOJI.

N3MmeHeHnne cpoka JedcTBUsI YYETHOUW 3alMcu U I1apoJis
MOJIb30BAaTEJIS

YTunura chage TO3BOJIIET YCTAHOBUTDL JIATY 3aBEPIIEHUS CPOKa JEUCTBUSA YUETHOMN
3aliCA TOJIb30BATEJId, MUHAMAJBHBIA W MAKCUMAJIBLHBI CPOK JIEHCTBUA NAapOJd, HATy
3aBCPIICHAA CPOKa OEUCTBUA IIapoJisd, a TaKXKe KOJUYECTBO JHEH, B Te4eHHEe KOTOPBIX
[IOJIb30BATEIO OY/IyT BBIBOIUTLCH IPEIYIPEKICHUS O MPUOJINKEHUN 3aBEPIIEHUsT CPOKA
JeficTBud 1apoJs.

Komanmoit chage MoxKeT TOJIb30BATHCA TOJBKO CYIMEPIOJIH30BATEb, 33 UCKJ/IIOYEHUEM
WCTIOJTb30BAHUS €€ ¢ TapaMeTpoM -1, KOTOPBIil TO3BOJIAET HETPUBUJIETTPOBAHHBIM
TMOJIB30BATEJISIM OTPEJIEIUTh BPeMsl, KOTJla WCTeKaeT WX JIMYHBINH HapoJib WIN yUeTHAs
3aIUCh.

Pexxumbr paboThbl yTWJIMTBI W BBINOJHAEMble (DYHKIIMU 33JaI0TCd  HAOOPOM  OIIIIUiA,
IIEPEYNCICHHBIX B TaOJIAIIE:

Tabmuua 7: Omunn yruimte: Chage u ux snavenus

Onmusa Suavenne

-m Mensier 3nauenue mindays Ha MHHUMAaJIbHOE YMCJIO JIHell MeKJy CMeHOH IapoJis. 3nauenne 0 B 3TOM TOJE
0603HAYAET, YTO MOJIb30BATENb MOKET U3MEHSITh CBOii IIAPOJIb KO/ yIOIHO.

-M Mensier snadenne Maxdays na MakCHMAJILHOE THCIO AHeil, B TeYeHHE KOTOPBIX Hapous Gyner aeiicrsurenen. Koraa
cymMma maxdays u lastday MEHBIIIe, YeM TEeKYIMINil JeHb, y MOJIb30BATEIA OyJET 3aIpPOIICH HOBBII Hapoib J0
Hadasa paboThl B CHCTEME.

-d Mensier snauenue lastday ma jens, Korja naposb GbUI U3MEHEH MOCIeHuil pas (umcaro nmeit ¢ 1 ssaps 1970).
JlaTa Takxke Moxer GbiTh yKasana B dhopmare [TTT-MM-0[.

=[3 Hcnonpsyercs: Jyist 3ajlalnst JaThl, ¢ KOTOPOil ydeTHas 3allUCh HOJIb30BATENIs CTaHeT HegocTynHoi. Jlara Taxxke
Mozxker 6bITh ykazana B ¢opmare [TTT-MM-[00.

-1 Hcnonp3yercst jiist 3ajiaHnsi KOJIMYIECTBA JIHEH «HEAKTHBHOCTHY», TO €CTh JiHeil, KOIja I0oJIb30BaTesb BOOOIIEe He
BXOJIHJL B CUCTEMY, IIOCJIE KOTOPBIX €r0 ydIeTHas 3aIuch Oy1eT 3a0/0KnpoBata. 3Hadenne 0 OTKII0UaeT STOT PeXKIM.

-W Hcnonb3yercs jyist 3aaHus 9UCIa, JIHeil, KOT/a II0JIb30BaTeII0 HAYHeT BBIBOIMTBCH HPELyIPeZKIeHre 00 HCTedeHnn
CPOKa JICHiCTBHA €TI0 MapoJis U HEOOXOMUMOCTH €TI0 H3MEHECHHS.

-1 IIpocMoTpers Tekymiyio HHGOPMAIHIO O JaTe HCTEUICHHs CPOKa ACCTBUS apOJIs JIs HOIb30BATEIs.

IIpumep: npocMOTpUM TEKYIILYIO0 HHPOPMAIUIO O JaTe NCTEUEHUsT CPOKA JIEHCTBUS MapOJIsd
JJ1s TToJib3oBaTesist userd. Pabora komanab1 chage:

$ sudo chage -1 user4

MocnepHuin pa3 naposb Ob1 M3MeHEH: Map 12, 2023

CpoK [OencTBMA Napons MCTeKaeT: HUKorpa

Maponb 6ypeT peakTWBMpPOBaAH Yepe3: HUKOrpa

CpoK pOencTBuMA YYETHOM 3amUCUM UCTEKaeT: HUKOrpa

MWHMManbHOE KONMMYeCTBO OHEeW Mexpay CMeHon napons: 0O
MakcuManbHoe KONMYecTBO [OHEW Mexay CcMeHow napons: 99999
KonuuecTtBo pgHen C npepynpexpeHneM nepep fgeakTuBauuen napons: 7

YupaBijieHue MOJUTUKAMU TTapoJieit

B manHOM pasjesie onucana mpoleLypa yIIpaBIeHus MOJUTUKAME [TapoJieil Ha JJOKAJIbHOM
cucreme, He mnoakIOUIEHHON K LDAP-karanory mosbzosareneii (FreelPA, Microsoft




92

Active Directory u t1.1.). B cayuae wucnonwszosanust LDAP-karasora obparurech K
COOTBETCTBYIOIIEMY PYKOBOJICTBY 110 8 IMUHUCTPUPOBAHUIO.

Jlnsa ynpasmenns nonutukamu naposieit B MCBCdepa OC wucnosb3yercss cucreMHast
yruiauTa authselect, koropass omepupyer UpodMIAMU ayTeHTUUKAIUU. B mepByio
odepeb HeoOXOIMMO YOeIUThCs, 9TO BhIOpaH npoduiib ayreHTuduxanuun. Bor Mmoxkere 310
cJeJiaTh ¢ IOMOIIBIO KOMaHIbI authselect current:

# BbLIBOO [N CUCTeM, MOAK/OYEHHbBIX K KaTanory nonb3oBaTtenei FreeIPA
$ sudo authselect current

Profile ID: sssd

Enabled features:

- with-mkhomedir

- with-sudo

# BbLIBOO 0N CUCTEM, UCMONb3ylwux npopunb "minimal"
$ sudo authselect current

Profile ID: minimal

Enabled features: None

# BbIBOL 0N CUCTEM, He ucnofb3ywuwux npopunb authselect
$ sudo authselect current
KoHpurypaums He obHapyxeHa. / No existing configuration detected.

Ecnu cucrema ne HACTpOEHA HA MCIOJIHL30BAHIE TPOMUII ay TEHTUMUKAIINN, TO HEOOXOIUMO
BBIOPATH €10, YTOOBI MOy IUTh BO3MOXKHOCTh HACTPAUBATH MOJTUTUKU TAPOJIEH.

[IpocMmoTpeTsh crmcok JOCTyHBIX ITpodueil authselect BbI MOXKeTe CJIeIyIONUM 00pa30M:

$ sudo authselect list

- minimal Local users only for minimal installations

- sssd Enable SSSD for system authentication (also for local users only)

- winbind Enable winbind for system authentication

- custom/minimal gost Local users only for minimal installations and gost support

- custom/sssd gost Enable SSSD with GOST support for system authentication (also for local,

—users only)

Bribpars npoduib Bl MOXKeTe ¢ TOMOIIBLI0 KoMaH bl authselect select. s mokaabHOI
CUCTEMBI PEKOMEH/IyeTCsl UCII0JIb30BaTh Mpoduib minimal:

$ sudo authselect select minimal --force

[error] File [/etc/authselect/system-auth] is still present

[error] File [/etc/authselect/password-auth] is still present

[error] File [/etc/authselect/fingerprint-auth] is still present

[error] File [/etc/authselect/smartcard-auth] is still present

[error] File [/etc/authselect/postlogin] is still present

[error] File [/etc/authselect/nsswitch.conf] is still present

[error] File [/etc/authselect/dconf-db] is still present

[error] File [/etc/authselect/dconf-locks] is still present

[error] Link [/etc/pam.d/system-auth] points to [/etc/authselect/system-auth]

[error] Symbolic link [/etc/pam.d/system-auth] to [/etc/authselect/system-auth] still exists!
[error] Link [/etc/pam.d/password-auth] points to [/etc/authselect/password-auth]

[error] Symbolic link [/etc/pam.d/password-auth] to [/etc/authselect/password-auth] still exists!
[error] Link [/etc/pam.d/fingerprint-auth] points to [/etc/authselect/fingerprint-auth]
[error] Symbolic link [/etc/pam.d/fingerprint-auth] to [/etc/authselect/fingerprint-auth] still,
—exists!

[error] Link [/etc/pam.d/smartcard-auth] points to [/etc/authselect/smartcard-auth]

[error] Symbolic link [/etc/pam.d/smartcard-auth] to [/etc/authselect/smartcard-auth] still,
—exists!

[error] Link [/etc/pam.d/postlogin] points to [/etc/authselect/postlogin]

[error] Symbolic link [/etc/pam.d/postlogin] to [/etc/authselect/postlogin] still exists!
[error] Link [/etc/nsswitch.conf] points to [/etc/authselect/nsswitch.conf]

(IpOTIOITKEHNE HA CIIEIYTOMIEN CTPAHMUIE)
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(IpOIOJIZKEHUE € IPEBIIYIIEH CTPAHUIID )

[error] Symbolic link [/etc/nsswitch.conf] to [/etc/authselect/nsswitch.conf] still exists!
[error] Link [/etc/dconf/db/distro.d/20-authselect] points to [/etc/authselect/dconf-db]
[error] Symbolic link [/etc/dconf/db/distro.d/20-authselect] to [/etc/authselect/dconf-db] still,
—exists!

[error] Link [/etc/dconf/db/distro.d/locks/20-authselect] points to [/etc/authselect/dconf-locks]
[error] Symbolic link [/etc/dconf/db/distro.d/locks/20-authselect] to [/etc/authselect/dconf-
—locks] still exists!

Backup stored at /var/lib/authselect/backups/2024-10-08-16-28-25.N8QZyv

Profile "minimal" was selected.

The following nsswitch maps are overwritten by the profile:

- aliases

- automount

- ethers

- group

- hosts

- initgroups

- netgroup

- networks

- passwd

- protocols

- publickey

- rpc

- services

- shadow

[IpoBepuTh KOPPEKTHOCTH TPUMEHEHUS TPOMUIIS BbI MOXKETE CJIEIYIOIUM 00PAa30M:

$ sudo authselect current
Profile ID: minimal
Enabled features: None

$ sudo authselect check
Current configuration is valid.

YupaBiieHue TpebOBAaHUSIMU K Ka4vecTBY IapoJieit

[To ymomaanuto MCBCdepa OC npembspisier ciemytonime TpeOOBaHUS K KAIECTBY
napoJie MOJAb30BATEIA:

® 11apoJIb JOJIZKEH UMETh JIJIMHY KaK MUHUMYM 8 CUMBOJIOB;
® 11apOJIb JOJI2KEH OTCYTCTBOBATH B CJIOBApPE U3BECTHBIX I1apoJieil mporpaMMsbl cracklib.

3a poBepKy KadecTBa maposieit oreedaer PAM-mosysib pam _pwquality, KOTOPBIi BKITIOUEH
10 YMOJTIQHUIO JIJIA BCEX MPOdueil ayTeHTUu(OUKAIIAN.

Monyns HacTpamBaeTcs depe3 KOHMUTIYpPAIMOHHBIN daiis /etc/security/pwquality.
conf, KOTODBII TO yMOJTYAHWIO WMEET CJIEIYIONWi BuUJ (/Jisi TEPEMEHHBIX yKa3aHbI
3HaYEeHUsd 110 YMOJIYAHUIO, OIMCAHUE IlapaMeTpPOB IIEPEBEJEHO HA PYCCKUH S3bIK U
JT06ABJIEHBl KOMMEHTAPHH ):

KofiMyecTBo CWMBOMIOB B HOBOM Maposie, KOTOPbIE HE AOJIXHb MPUCYTCTBOBATb B CTapoM
naposie. 3HauyeHue O MOSIHOCTLIO OTK/YAET MPOBEPKY Ha MepeceyeHue CUMBONOB, 3a
UCKJTIOYEHNEM MOMBITKM UCMOSIb30BAHUS MOEHTUYHOIO Mapons.

difok = 1

MUHMMANbHO [OMYyCTUMMOE KOJM4YeCTBO CMMBOJIOB B HOBOM Maposie (MiC OfMH, ecsiu
“cnonb30BaHMe KPeAuMTOB He OTKJYEeHO, 4YTO SIBAISETCS MOBEAEHWEM MO YMOJSIHAHUIO) .
Naponb He MoxeT 6bITb KOpo4Ye 6 CUMBOJIOB.

HHHE O HEHHHR

(upomoJKeHue Ha Cle/lyIolIeil CTpaHUIIE)




HHHFE HHH O HEHH O HRHEH O HHRHE HHHH OHHH OBH OHHHE HHHF O HHH HHH HHEHRHE HHEBEH O HHEBER KRR B
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(HpOﬂOﬂ)KeHHe(:Hpegbugqueﬁ CTpaHHHBQ
minlen = 8

MakcuManbHOe KONMM4YeCcTBO KPEeOWTOB, HauyucrisieMoe 3a Hanvuve uuMpp B HOBOM Mapose.
Ecnu 3HayeHue MeHblwe O, TO 3TO MUHUMalIbHOE KOJIMYECTBO UWP B HOBOM Mapose.
dcredit = 0

MakcuManbHoe KONMMYeCcTBO KPeouTOB, HayucisieMoe 3a Hanuuue nponucHoix OykB B
HOBOM napone. Ecnu 3HayeHue MeHbwe O, TO 3TO MUHUMASIbHOE KOSMYECTBO MPOMMUCHBIX
6ykB B HOBOM napone.

ucredit = 0

MakcuMManbHoe KONMM4ecTBO KPeLWTOB, HauYUCNseMOEe 3a Haluyume CTPOYHbIX OYKB B
HoBOM naposie. Ecnu 3HayeHue MeHbwe O, TO 3TO MUHMMaNbHOE KOMIMYECTBO CTPOYHBIX
6ykB B HOBOM napone.

lcredit = 0

MakcuManbHOe KONMMYeCcTBO KPEOWTOB, HA4vyuCrisieMoe 3a HanuyuMe Opyrux CUMBOJIOB B
HOBOM napone. Ecnn 3HayeHue MeHbWe Hyns, TO 3TO MUHWMANIbHOE KOMMYECTBO APYrUx
CUMBONIOB B HOBOM MapoJie.

ocredit = 0

MuUHWManbHoe KonuyecTBO TpebyeMbiX K1acCoOB CMMBOJIOB B HOBOM Maposie
(umdpbl, ByKBbl B HUXHEM peructpe, OykBbl B BEpXHEM perucrtpe, Apyrve CUMBONbI) .
minclass = 0

MakcuManbHoe KoMu4ecTBO pa3pewéHHbIX MOBTOPAWUXCA CUMBOJSIOB B HOBOM Maporne.
[lpoBepka oTk/YaeTca, ecau 3HayeHue pasBHO 0.
maxrepeat = 0

MakcuManbHoe KONMMyecTBO MOBTOPSAWWMXCA CUMBOMIOB M3 OQHOr0O Kjacca, pa3pewéHHoe
B HOBOM naposnie. [lpoBepka OTK/IWYAETCHA, €C/iu 3HayeHue paBHO 0.
maxclassrepeat = 0

MpoBepaTb, ecTb nu cnosa u3 nonga GECOS nonb3oBaTensa B HOBOM napone. [lpoBepka
OTK/YaeTCa, €CnNuM 3HayeHue paBHo 0.
gecoscheck = 0

MpoBepaTb Hanuuue napons B cnosape cracklib, ecnu 3HavyeHume He paBHO 0.
dictcheck =1

llpoBepaTb HanMynMe WMeHM nosib30BaTens B HOBOM naposie. [lpoBepka OTKJlo4YaeTcs,
€Cnn 3HayeHue pasBHO 0.
usercheck =1

[nvHa NOACTPOK W3 MMEHW nosib30BaTensi, KOTOPYKW HYXHO NPOBEPUTb Ha Hanuyue

B HOBOM Maposie. JTa NpoBepKa BbLINOMHAETCA, ecnu 3HayveHue Gonbwe O M 3HayeHue
usercheck pasHo 1.

usersubstr = 0

BKMOYMTb MPUHYOUTENbHYI0 MPOBEPKY HOBOrO MNaposis Nofib30BaTesns, HOBbIM Naposb,
He CoOTBeTCTBYyWWUNA TpeboBaHUsM, OyneT OTKMOHEH, ecnM 3HavyeHue He paBHo 0.
enforcing = 1

MyTe K cnosapaM cracklib. Ecnu He 3apaH, 6ypeT MCnonb30BaH CTaHAAPTHbIN
cnosapb cracklib.
dictpath =

CKoNIbKO pa3 3anpawvBaTb HOBbIM Maposib MNOSb30BaTens MNpPexae YeM BbiBOAMTb OWUOKY.
3HayeHMe no ymonyaHuw - 1.
retry = 3

ﬂpl/lMeHﬂTb TpeﬁOBaHMﬂ K Ka4yecCTBYy naponda nonb3oBaTens root, ecnun onuus
pacKOMMEHTUPOBaAHa .
enforce for root

MpuMeHaTb TpeboBaHWs K KayecTBY Maposis TONbKO [Af JIOKaNbHbIX MoSib30BaTene,
npucyTceywumx B danne /etc/passwd, ecnu 3Ta onuMs pacKOMMEHTHUPOBAHa.
local users only




Kpenurer B mapamerpax dcredit, ucredit, lcredit m ocredit ompenendgior CKOJBKO
0aJLJIOB MOXKET ObITh HAYNC/IEHO 33 OIPEJIETEHHBIN TUII CUMBOJIOB, HCIIOJIB3YEMbIil B HOBOM
mapoJie. Eciu 3Hagenne napamerpa 0oJibIie 0, TO 3a KaXKIbIil TAKOW CUMBOJI K OOIIEH [ATnHe
apoJisd J100aBJIsgeTCs ONPeIeIEHHOEe KOJNIECTBO KPEIUTOB.

[Ipumep: ecau Bce deThipe MapaMeTpa UMEIOT 3Ha4YeHHe 1 W MUHHUMAJBbHO JOITYCTUMAs
JJIMHA I1apoJisi COCTaBJseT 7 CHMBOJIOB, TO TIpPH WCIOJb30BAaHUU BceX 4 THUIIOB
CUMBOJIOB TOTpe0yeTcss BBECTH MApPOJIb BCErO JIUIIb U3 7 CUMBOJIOB. 3a KaXKIbIi
HEWCIIOJIb30BAHHBIA THII CHMBOJIa K TpebyeMoil JJIMHE TapoJid JlobaBisgeTcd mTpad,
yKa3aHHBIA B COOTBETCTBYIOIEM IIapaMeTrpe. Tak, ecjii He WCIOJb30BATh IU@PPHI U
CTPOYHBbIE OYKBBI, TO MUHUMAJIbHAS JJINHA MAPOJIsi y2Ke COCTABUT 9 CUMBOJIOB.

Ncnonb3oBanne MexaHm3Ma KPEJIUTOB MO3BOJISIET OCIaOUTH TpeOOBaHUSA K JIJIMHE ITAPOJIsd
3a CYET WCIIOJIb30BaHNS CUMBOJIOB U3 Pa3HBIX I'PYIIII.

[Tocie BHeceHusi NpaBOK B KOHMUIYpaIMOHHBIN daitn /etc/security/pwquality.
conf mepesamyck Kakux-JnOO cepBHCOB He Tpebyercs — PAM npumeHUT u3MeHEHUSs
ABTOMaTNU4YE€CKU U HOBBIE HaCTpOﬁKH 6y,Z[yT HCIIOJIb30OBaHbl IIpU CJICAYIOIIEM HU3MEHCHUN
IapoJId.

HomnoHuTe/IbHYI0 HHAOPMAIIAIO 10 MCIOJb30BAHUIO MOJIYJ/Isd pam _pwquality BbI MoxkeTe
HANTHU B COOTBETCTBYIONINX PYKOBOJICTBAX:

e man pam_ pwquality;

e man pwquality.conf.

OFpaHI/I‘{eHI/Ie Ha ITIOBTOPHO€ MCIIOJIB30BaHHUE H&pOJIeﬁ

B koudwurypanum mno yMOSYaHWIO OIEPAIIMOHHAA CHCTEMa He II03BOJISIET TOBTOPHO
MCITOJIb30BATH TOJILKO TEKYIIUI MaPOJIb TOJB30BATEIsSI. JTO MOBEIEeHNE MOKHO U3MEHUTH C
omorbio PAM-Mosysist pam_pwhistory, KOTOpbIil TIO3BOJISIET XPAHUTH MCTOPUIO TTAPOJIEi
JJ1d KazKJ0TO MOJIb30BaTed.

s BKJIIOUeHUsT MOy It pam_pwhistory BBIIOJHHUTE CJIEIYIONLYI0 KOMaHLY:

’$ sudo authselect enable-feature with-pwhistory

ITocne »Toro cmoiictBO with-pwhistory 10/2KHO TOABUTBHCS B CBOWCTBAX TEKYIIETO
npoduasd ayTeHTUDUKAIIAN:

$ sudo authselect current
Profile ID: minimal
Enabled features:

- with-faillock

- with-pwhistory

Momynb HacTpamBaercss depe3 KOHMUIypalMoHHbBINH daiin /etc/security/pwhistory.
conf, KOTODBIl TO yMOTYAHWIO WMEET CJIEIYIONWii BuUJ (/JIsI TEPEMEHHBIX yKa3aHbI
3HAYEHWs] 110 yMOJIYAHMIO, OIMCAHWE IAapaMeTPOB IEPEBEeJIEeHO Ha PYCCKUN S3BIK U
JT06ABJIEHBl KOMMEHTAPHH ):
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# PaCcKOMMEHTMpOBaHWe 3TOW OMNuUWMM BKJIIOYAET BLIBOL OT/IafO4YHOW MHGOPMaLUK.
# debug

# Tak Xe coxpaHATb nNpeppipywue naponu nonb3osatens root, ecnu ata onuus
# pacKOMMeHTUpOBaHa.

# enforce for root

# KonmyecTBO cCOXpaHAeMbiXx Maponei Ans Kaxgoro nonb3oBaTens.

# remember = 10

# CKONbKO pa3 3anpawuBaTb HOBLIM Maposib MOSb30BaTEsNS MPEXAE YEeM BbIBOOUTH OWMOKY.
# retry = 1

# KaTtanor, B KOTOPOM OyayT XpaHUTbCS Npeppiiywue naponu nonb3oBaTenew.
# file = /etc/security/opasswd

Ucxonst n3 onucanusi BbIIE, TIOCJIE BKJIIOYEHUS MOJYJIs pam _pwhistory, cucrema Oymner
xpaHuTh mnocjeanue 10 mapoJieit [y KarkKI0ro MOJb30BaTesd U BbIIABATh OIIMOKY IIPU
MOTIBITKE MCIOJIb30BaTh COXPAHEHHBIN MapOJIib B KaUeCcTBE HOBOTO IIPU CMEHE TTapOJIs.

[Ipumep ommbKmM:

# Ha aHrNMMUCKOM f3blke

$ passwd

Changing password for user test.

Current password:

New password:

Retype new password:

Password has been already used. Choose another.

passwd: Have exhausted maximum number of retries for service

# Ha pPYCCKOM fi3blKe

$ passwd

I3MeHeHue napons nonb3oBaTtens test.

Tekywuin naponb:

HoBbiM naponb:

MNoBTOpMTE BBOO HOBOrO Mapons:

3TOT nmaponb yxe 6bin Mcnonb3oBaH. Bbibepute ppyrow.

HonosianTebHy 10 nHAOPMAIMIO TI0 UCIIOJb30BAHUIO MOJIyJIs pam pwhistory Bbl MoxkeTe
HAlTHU B COOTBETCTBYIONIUX PYKOBOJICTBAX:

e man pam pwhistory;

e man pwhistory.conf.

()]?I)EiIIII‘IGBIIIIGE KOJInYIEeCTBA HeYyCIIEIITHbIX IIOIIBITOK
EQYTF(BIiTFII(i)III(EiIIIIIl

B xondwurypanum mo yMOTIAHUIO OIEPAIMOHHAs CHUCTEMa He OTPAHUYMBAET KOJMYECTBO
HEYCIIEITHbIX TOMBITOK AayTeHTUMUKAIMN IoIb30BaTes . OgHAaKO, peau3alys TaKOro
orpaHuYeHusI BO3MOXKHa, ¢ tomorbio PAM-momys pam faillock.

s BraroueHus: MoayJig pam_faillock BBIIOJIHUTE CJIEIYIONLYI0 KOMAHIY:

’$ sudo authselect enable-feature with-faillock

[Tocste aToro cBoiicTBo with-faillock mO/IKHO TOSIBUTHCS B CBOMICTBAX TEKYIIEro MPOMUIst
ayTeHTU(DUKAIINN:



97

$ sudo authselect current
Profile ID: minimal
Enabled features:

- with-faillock

Moynb HacTpamBaeTcs depe3 KOHpUrypaluonubiii daiin /etc/security/faillock. conf,
KOTODPBIA 110 YMOJTYAHUIO MMeeT CJIeIYIOMuil Bua (171 NepeMeHHbIX yKa3aHbl 3HAYCHUSI
[0 YMOJTYAHUIO, OINKUCAHWE IIapaMEeTPOB IIePEBEICHO Ha PYCCKHUN $3bIK W JI00ABJIEHBI
KOMMEHTAPUN ):

Katanor, B KOTOpPOM XpaHATCca dannbl Cc 3anucamMu o6 owunbkax ayTeHTudukauumn
nonb3oBaTenen.

BHMMaHWe: B cny4vae W3MeHEeHWUs 3TOro nyTu notpebyeTcs LOMNONHUTENLHO
nepeHactpouTb npasuna SELinux.

dir = /var/run/faillock

PackoMMEHTUpPOBaHME 3TOW ONUWM BKIKYAET JIOrMpOBaHWE WMEH HecylecCTBYWUX
nonb3oBaTesied B CUCTEMHbIA XypHan.
audit

PackoMMeHTMpOBaHWE 3TOW ONUMU OTKIIYAET BbIBOA MHOOPMALMOHHBLIX COOOUWEHUA Ha
KOHCOJb .
silent

PackoMmeHTMpOBaHMe 3TOW OMUMKU OTKIKYAET BbIBOA WMHOOPMALMOHHBIX COOBWEHWI B
CUCTEMHBIA XypHar.
no log info

PacKkoMMEHTMpOBaHME 3TOW OMUMU BKIYAET OTC/IEXMBaHWE HeyAayHblX MOMbITOK
ayTeHTUPUKaLMKU TONbKO [N NOKanbHbIX NOMb30BaTeNeil, yKa3aHHbIX B ¢aiine
/etc/passwd. B TakoMm cnydyae nonb3oBatenu u3 LDAP-kaTtanora 6ypyt

urHopuposatbca PAM-mopynem "faillock". Bknw4yeHuMe paHHOro napaMeTpa no3sonfet
usbexaTb cUTyauun C OBOMHON GIOKMPOBKOW, KOrga nonb3oBaTesb OyneT 3abnokupoBaH
W NOKanbHO, W Ha YPOBHe KaTasora nofib3oBaTenein.

local users only

BnokvpoBaTb AQOCTYN NOJSIb30BATEN0, €C/AW KONMYECTBO MOCHE[oBasibHbIX OWMHOK
ayTeHTUPMKauMM 3a MocnefHu’ NPOMEXYTOK BpeMeHu npesbiwaeT N MonbiToK.
deny = 3

BpeMeHHOW WMHTepBan B CEKYHAax, B TEYEHUUW KOTOPOro OwubKM ayTeHTudukauuu
nonb30BaTeNf CUYATANTCA NOCnefoBaTeflbHbMU U MPUBOAAT K OGIOKMPOBKE ero y4YéTHoW
3anucu. 3HayeHue Mno yMonyaHuw — 15 MUHYT.

fail interval = 900

ABTOMaTM4YeCKM BOCCTAHOBUTb JOCTYyn K 3abnokvpoBaHHOM y4éTHoW 3anucu cnycts N
cekyHp nocne 6n0KMpoBKKU. [nd nepMaHeHTHOW ONOKMPOBKM YYETHOW 3anucu 3apjanTte
3HayeHne O — B TaKOM Criyyae BOCCTaHOBNeHMe focTyna 6yneT BO3MOXHO TOJSbKO
BPyYHYyl 4Yepe3 koMaHpy "faillock". 3HayeHume no ymMon4yaHuw — 10 MUHYT.

unlock time = 600

PackoMMeHTMpPOBaHME 3TOW ONUMU Takxe npuBenéT K 6MOKMPOBKEe NoNb3oBaTens
root B cfiyyae HeypauyHblX MOMLITOK ayTeHTUdMKauuu. Mo ymonyaHuio 610KMpYylOTCS
TONbKO 06bIYHbIE MONIb30BATENM.

even_deny root

ABTOMaTMyeCcKM BOCCTaHaBNMBaTh AOCTYN K 3abJOKMPOBAHHOM YYETHOW 3anucu

nonb3osatens root cnycta N cekyHp nocne 650KuMpoBKu. Ecnu 3HauveHue He

onpepeneHo, Mopgynb "faillock" 6ypeT ucnonb3oBaTb 3HayeHue napametpa "unlock time".
root unlock time = 900

NMA rpynnbl CUCTEMHbIX agMUMHUCTPaAToOpoB. Ecnn 3apaHo, TO ONA yYaCTHUKOB 3TOW
rpynnel OyoyT NpUMEHATbLCA Te Xe npaBwna, YTO M ONs nonb3oBaTtens root

(K HUM OypyT npuMmeHaTbCca napameTpbl "even deny root" u "root unlock time").
admin group = <admin _group name>

HHHFEH HHHHE HHHEH HHHHHE HHHEH O HHH HBHHHEHHEBE OBHEHE BHHE O HEHEH HRHEHBHR

Ucxonst w3 omnucanws Bbimie, npu BKjawodennun PAM-momyns pam faillock Oymer
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ABTOMATHYCCKU IPUMEHEHA CJIe/yiomas KOH(UIrypalus: JOKaJbHbIE MOJIb30BATE/IN U
nosb3oBaresn n3 LDAP-karasora OyiyT OJI0KHPOBATHCS TTOC/IE TPEX HEYAATHBIX TTOTMBITKAX
BXoJa B Teyenuu 15 MuHYT HA cpok B 10 munyT. Ilonbp3oBaTenb root 6/i0KMpoBaThCs HE
Oy/ieT.

[Tocne BHecenmss mpaBokK B Koudwurypamuonnbsiii daitn /etc/security/faillock.conf
mepe3alyCcKk Kakux-aubo cepBucoB He tTpebyercs — PAM npuMeHuT uU3MEHEHUSs
ABTOMATUYECKHU TIPU 00pabOTKE CJIEYIONIEro 3aIpoca Ha ay TeHTU(PUKAIIAIO.

DyuKIMoHAJIbHOCTh MOy st pam_faillock pacmpocTpaHsieTcsi Kak Ha JIOKAJIbHYIO (depe3
rpaduUeCKyi0 WM TEKCTOBYIO KOHCOJIb), TakK W Ha cereByilo (¢ momompio SSH)
ayTeHTU(UKAIIIO TT0JIb30BATEIEH.

Jyig  mpocMOTpa WMCTOPUM HEYJAYHBIX TONBITOK ayTeHTUMUKAIMU TOJIb30BATEId 34
yueérHblii nepuoy, fail interval BBl MOKeTe UCIOJIB30BATh CJIEAYIONIYI0O KOMAHJILY
(zamennre «USERNAMEY» Ha uMsi peajbHOrO MOJIH30BATEJIsI U3 BAIell CUCTEMBI):

$ sudo faillock --user USERNAME

When Type Source Valid
2024-10-08 21:12:20 RHOST 192.168.1.4 v
2024-10-08 21:12:25 RHOST 192.168.1.4 V
2024-10-08 21:12:28 RHOST 192.168.1.4 V

s cuaTusg OJOKUPOBKHM YYETHONM 3aIMCH I0JIb30BATEs BbI MOYXKETe WCIOJIH30BATD
CJIEYI03YI0 KOMAaH/LY:

’$ sudo faillock --user USERNAME --reset

JonoHuTe/IbHYI0 WH(MOPMAIUIO 110 UCIIOJIb30BaHui0 MOy s pam faillock BBl MoxkeTe
HANTHU B COOTBETCTBYIONINX PYKOBOJICTBAX:

e man pam_faillock;
e man faillock;

e man faillock.conf.

Ilony4venue cBegeHuit 0 MoJIb30BaTEJIE

YTtunuta 1id TO3BOJIAET MOIYyYUTH CBeJeHUd 00 YKa3aHHOM IIOJIb30BaTesle WJIH O
TEKYIEM TOJb30BaTe e, 3AILyCTUBIIEM JAHHYIO YTUJIUTY, €CJIM OH He YKa3aJ sIBHO UM
[TOJTb30BATEIA.

[Io ymMom4aHWIO BBIBOJIATCA HYHCJIOBbIE WIAECHTU(MUKATOPHI TOJH30BATENsI W T'PYIIIHI,
JIECTBYIONINE UJIeHTU(PUKATOPHI I0Jb30BATEIS U TPYIIIbI, & TaKXKe HICHTUMUKATOPHI
JAPYTUX T'PYII, B KOTOPBIX COCTOUT IOJIb30BATEb.

Pexxumbr paboThbl yTWIMTBHI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHUiA,
[IEPEYNCIEHHBIX B Ta0IHUIIE:



99

Tabuuna 8: Oy yrusmrst 1d v ux sHavenust

Ormyst Buauenne

-g, --group BBIBOAUT TOIBKO IOJIMHHBI YUCIO0BOM HIACHTH(HUKATOD IPYIIIL.

-G, --groups BriBosuT Bce MOAIMHHBIE YNCTIOBBIE HACHTHMOUKATOPBI TPYIII, B KOTOPBIX COCTOUT TI0JIb30BATEb.
-n, --name Brioaur jeiicTByionme nMeHa moJIb30BaTes el Wik IPyYIII.

-r, --real BeIBozuT 10/UIMHHbBIE YMCIIOBbIE MAEHTHMDUKATOPBI MOJIb30BATE/EH UM IPYIIIL.

-u, --user BLIBOAUT TOIBKO MOJTMHHBINA 9UCIOBOI ngchmimKaTop TIOJIL30BATEJIS.

--version Beieoaur nHMOpMAINIO 0 BEpCHH YTHIUTHL U 3aBepIiaeT pabory.

o -help BriojuT cripaBKy 10 3Toii yTuimTe u 3aBepuiaer pabory.

IIpumep: BhIBeseM CBeJieHHS O TEKYIIEM I0oJib3oBaTes e user. Pabora komam ipr id:

$ id
uid=1000(user) gid=1000(user) rpynnei=1000(user),100(users) KOHTeKCT=user u:user r:user t:s0@

Koudurypanmonusrtit daiin /etc/login.defs

Koudwuryparmmonnniit  ¢aiin  /etc/login.defs mo3Bosser 3ajaBaTh apaMeTphl,
OTPEJIETISIONINE UCITOTb30BaHNE TIOTb30BATESIMI CBOUX ITapOJIeil.

nimum number of day
M3 nimum table password 1

Number of days warnin ven before

[TapameTpsl niepevdnceHbl B TaOJIATIE:

Ta6muia 9: Iapaserper kondurypanmontoro daita /etc/login.defs u ux onncanne

ITapamerp Onucanne

PASS_MAX_DAYS OnpeiessieT MAKCUMAIBHBIH CPOK JefiCcTBUSA MAPOJIs, T.€. MAKCUMAJIbLHOE YUCIIO JIHEl, B TeUeHHe KOTOPBIX JeficTBIe
maposisi coxpangercst. [1o MCTeHeHMM STOTO CPOKa 3aIyCKAeTCs MPOIece MPHMHYUTEIbHON CMEeHbI maposs. Ecim
3HAYEHNe IapaMeTpa He 3a[aH0, TO eCTh IlapaMeTp 3aKOMMEHTHPOBAH CHMBOJIOM # MM eMy NPHCBOCHO 3HAICHHE
-1, To jlaHHOe OrpaHUYeHNe HEe YCTAHOBJIEHO (OTMEHSIeTCst).

PASS _MIN_DAYS onpejie/isleT MUHMMAJIbHBIA CPOK MeKjly WM3MEHEHHsIMH Iapojis, T.e. MHUHHMAJIbHOE YHCJIO JIHeH MexIy
JIBYMsT TIOCJIEIOBATEIbHBIME H3MEHEHHAMH Taposisd. ECiIn 3HadeHme mapamMeTpa He 3aJaHO, TO €CTh HapaMeTp
3aKOMMEHTHDPOBAH CHMBOJIOM # HJIM €My IpPHCBOEHO 3Hadenue -1, TO JaHHOE OrpaHdveHue He yCTAHOBJICHO

(ormensieTcst).
PASS MIN_LEN Onpeessier MUHIMAIBHYO JOIyCTHMYIO JUIMHY 33aBaeMOro HapoJisi.
PASS WARN_AGE Onpejiesisier, 3a CKOJIBKO JiHEil JI0 MCTEYeHMs] CPOKa JeHCTBUsl Mapois HAYHETCS BBIBOJ, IPEIYNPEXKIEHUS O

HeoGXOIMMOCTH €ro cMeHbl. Ecin 3Hauenne mapamerpa He 33J1aH0, TO €CTh IapaMeTP 3aKOMMEHTHPOBAH CHMBOJIOM #
WA eMy IPUCBOEHO 3HaYeHHE - 1, TO JaHHOEe OrpaHUYeHNe He yCTaHOBJICHO (oTMeHsiercst). Eciu 3Hadenne mapameTpa
0, To npeyNpesK/eHHe 0 HEOOXOUMOCTH CMEHbI APOJIst OyJIeT BBIBEJICHO B JICHb €I0 yCTAPeBAHMsL.

IIpumep: BbiBeeM Ha 3KpaH TEKyllee 3a/laHHOE 3HAYEeHUE MAaKCUMAaJIbHOTO KOJIMYECTBA
JHEH efCTBUA NapOJId:

$ cat /etc/login.defs | grep PASS MAX DAYS
# PASS MAX DAYS Maximum number of days a password may be used.
PASS MAX DAYS 30
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MpI BUHIMM, 9TO TEKyIllee MAaKCUMAaJIbHOE KOJIMYECTBO JTHEN JieiicTBus mapoys — 30 jgHeil.

Koundurypanumonusrtit daiin /etc/pam.d/system-auth

Koudwuryparmonnniit daitn /etc/pam.d/system-auth mozBosisger 3ajaBaTh HACTPONKU
MTOJIKJTIOYAEMbIX MOJIYJIeil ay TeHTU(MDUKAIINN.

# Do not modify thi

auth require pam_env.so
auth require pam_faildelay.so delay

sufficient pam_fprintd.so
ignore=ignore s pam_usertype.so isregular
ignore=ignore s . pam_localuser.so
pam_unix.so nullok
ignore=ignore su . ¢ pam_usertype.so isr
.50 forward_pass

requi X.S
sufficie pam_localuse
account sufficie pam_usert
account [default=bad succes: ¢ user_unknown=1ignore]
account regquired

Kazkmass crpoka B HEM IpesicTaBiseT cOOOi MPABUJIO, COCTOSINEE U3 TPEX 00S3aTEeTHHBIX
rnoJieit m omuoro omruoHaj bHoro. llons pazzenenst cumBosiom tipoOesna. [lopsamnok, B
KOTOPOM YKa3aHbI IIPABUJIA, OIPEJIE/ISIeT O9ePETHOCTh UX MTPOBEPKH.

Cunrakcuc IIpaBuJIa:

type control module-path [module-arguments]

[Tone type 3amaér TUI BBI3BIBAEMOTO MOIYJsS U MOXKET NPUHUMATH OJHO W3 YeTbIPEX
JOITyCTAMBIX 3HAYCHUN:

e auth — mpeanazHadeH Jjisd ayTEeHTU(MUKAIMNA IOJb30BaTE/Id IIyTEM 3alpoca u
ITPOBEPKHU €T0 TIapOJIsi;

e account — wWCHOJNB3yeTcs Il KOHTPOJISA JIOCTYyIa K CEPBUCY /TIPUIOKEHUIO.
Hampumep, moxkeT ObITH MPOM3BEEH 3alpOC O TOM, HE UCTEK JIU CPOK JIefCTBULA
AKKayHTa IOJIb30BATEJIA, PAa3peIIeHO JIM TOJIb30BATEII0 padOTATh C OIPEICIEHHBIM
CEPBUCOM B OIIPEJIEIEHHOE BpeMs, XBATAET JII CUCTEMHBIX PECYPCOB JIjisi pabOTHI;

® password — IPUMEHSTCS JIJIsl YyCTAHOBKHU / U3MEHEHUS TTapOJIeil;

® session — ympasJjgeT JAefiCTBUAMUI MOJIH30BATEN B pAMKAaX aKTUBHOI CECCUU TTOCJIe
€r0 yCIIENTHON ayTeHTU(MUKAIINN B CUCTEME.
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[Tosie control 3amaér jeiicTBUE, KOTOPOE HYZKHO BBIMOJHHUTH IIOCTE BBI30BA MOJLYJIS.
JocTyITHO HECKOJIBKO JAeiiCTBUIA:

e required — MOIYJIb JOJI?KEH BEPHYTH OJOXKUTEIbHBIN oTBeT. Ecoim oH Bo3Bpalaer
OTPHUIATEIbHBIN OTBET, TO IOJb30BATENb OY/IET yBEIOMJIEH 00 3TOM TOJIHKO IIOCJIE
TOr0, KaK BCE OCTAJbHBIE MOJY/IN JTAHHOIO TUTIA OY/IyT IPOBEPEHbDI;

e requisite — TpebyeT OT MOMIY/isl TOJIOXKHUTEIbHBIN OTBeT. B ciydyae mosyueHus
OTPHUIATETHFHOTO OTBETA IIOCIeI0BaTe/IbHAS TPOBEPKA BBIMOJHEHUsT OCTAJBHBIX
IPABUJI MOMEHTAJIHLHO TPEKPAIAeTCs U IOJb30BATEb IMOJydaeT coobiienne 00
OITuOKe ayTeHTU(MUKAIIIH;

e sufficient — B ciaydae, ecJu HU OAUH U3 MOJyJel ¢ AeiicTBueM required wuam
sufficient, pacnosiokeHHBIX mepen TEKyIIMM, HE BEPHYJ OTPUIATEIBHOTO OTBETA,
TEKYIIUI MOJLYyJIb BEPHET IMOJIOXKUTEJIbHBIN OTBET U BCE IMOCJIELYIONINEe MOy U OyIyT
IIPOUTHOPUPOBAHBI;

e optional — pe3yabTaT IPOBEPKU MOJYJd BayKeH TOJIbKO B TOM CJy4ae, €CJIN
JeficTBUE dBJIIETCHA €IUHCTBEHHBIM /IS JAHHOTO MO/TYJIS;

e include — mpemHasHavaeTcd Jid J00ABJIEHUA CTPOK 3aJaHHOTO THIA U3 JIPYTUX
daitoB KoHduUrypanuu u3 Kkarajora /etc/pam.d/ B daitn kondurypaiuu /etc/pam.
d/system-auth. Hazsanue daiisia ykaspiBaeTcs B Ka4ecTBe apryMeHTa JIefCTBUS.

[Toste module-path 331a€T IyTh K BBI3BIBAEMOMY MO/LYJIIO.

[Toie module-arguments — jgomoyiHUTEIbHBIE HEOOA3aTEbHBIE TapaMeTPbl MOJYJId,
HEOOXO/TUMBbIE JIJIsi OTpEJIeJICHUsT JICHCTBUM HEKOTOPBIX OTIEJbHBIX MOJIyJIeil B CJydae
yCIeIHoi apropu3anuu. Tak, ecju B KOHPUIYypallMOHHOM daiije HalTh CTPOKY,
coziepxKalyto pam pwquality.so, m mob6aBuTh B Hee minlen=8, To OyaeT ycTaHOBJIEHA
MUHUMAaJIbHA JIJIMHA TTapoJid, paBHAd 8-MU CUMBOJIAM.

IIpumep: B kadecTBe mpumepa ciejiaeM OJOKMPOBKY YYETHOM 3alUCH TOJIb30BATEI,
KOTOPBIi COBEPIIHT OIPeIeIeHHOEe KOJTMYECTBO HEYTAYHBIX MOIBITOK BXO/JA B CUCTEMY.

s aToro BHeceM B haitsr /etc/pam.d/system-auth ciemyrompe n3MeHeHUsI:

1. Cuagaja mommimeM B ceKimio auth crpoky auth required pam tally2.so de-
ny=2 onerr=fail, T.e. moak0YuM MOIY/Ib pam_tally2 u yctaHOBUM OJIOKUPOBKY
[OJIb30BaTe sl [IOCIe JIBYX (3HadeHue mapaMerpa deny) HeyJIadHbIX IMOIBITOK BXOJIA.

2. 3areM B cekmuu account mobaBuM CTpPOKy account required pam tally2.so u
3aKOMMEHTHUPYeM CTPOKHU BuUJa auth requisite pam succeed if.so uid >= 1000
quiet m auth required pam_deny.so.

3. Ilorom ctpoky auth sufficient pam unix.so nullok try first pass 3amenum Ha
auth required pam_unix.so nullok try first pass.

[Tocie »Toro rmoJib3oBaTe/ b, JIOIYCTUBIINN TOIPS)] JBE HEBEPHBIX IIONBITKU BXOJa, Ha
TpeTbeil TMOJIyduT COOOINeHre O TOM, YTO €ro ydeTHad 3aluch 3abJioKkupoBaHa. U maxke
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€CJIM 9eTBEPTOI MONBITKONW OH BBEJIET BEPHBII I1apOJb, TO BCE PABHO HE MOJIyYUT JIOCTYII K
CHCTEME.

$ sudo user2
Maponb:
sudo C6boW npu npoBepke MOASIMHHOCTM

$ sudo user2
Maponb:
sudo C6boW npu npoBepke MOASIMHHOCTM

$ sudo user2

Maponb:

YyeTHaa 3anucb 3abnokuMpoBaHa Kak CnefcTBME HeypgayHblX MOMbITOK Bxopga (Bcero 3)
sudo C6boW npu npoBepke MOASIMHHOCTM

$ sudo user2

Maponb:

YyeTHasa 3anucb 3abnokuMpoBaHa KakK CnefcTBME HeydayHblX MOMbITOK Bxofa (Bcero 4)
sudo Cbow npu npoBepke MOASIMHHOCTM

ITpumep: B kadecrtBe Jpyroro nmpumepa HACTPOUM IPOBEPKY IApoOJieil Ha CJIOXKHOCTH
rojoopa depe3 pam_cracklib.

1. g sToro mo0aBUM WM U3MEHHUM CJIEIYIONLYIO CTPOKY:

password requisite pam cracklib.so try first pass retry=3 type= minlen=6 dcredit=-2 ucredit=-3,
—lcredit=-2 ocredit=-1

OTO 3HAYUT CJIELYIOIIee:
® [0CJIe TPeX HEYCIIENIHBIX MOMBITOK (retry=3) MOIy/ib BEPHET ONINOKY;
e MUHMMAJIbHAS JUIMHA JIs 1aposs — 6 cumBosioB (minlen=6);
® MUHUMAJIbHOE KOJNIecTBO mudp — 2 (dcredit=-2);
® MUHUMAJIbHOE KOJIMIECTBO CUMBOJIOB BepXHEro peructpa — 3 (ucredit=-3);
® MUHUMAJbHOE KOJIMYECTBO CUMBOJIOB HUXKHEro perucrpa — 2 (lcredit=-2);
® MUHHMAJBHOE KOJIMIECTBO JAPYTruX cuMBOJOB — 1 (ocredit=-1).

2. YnmamuMm wim 3aKOMMEHTHUDPYEM CJIEAYIONIYI0 CTPOKY:

password requisite pam pwquality.so try first pass local users only retry=3 authtok type=

PesyabTat
e BpinmostHuM KOMaH Iy passwd il CMEHBI 11apoJis OJIb30BaTess user2.

e BajaauM TApOdb W3 TpPEX CHMBOJIOB U yBuamM coobmenne «HEYIAYHBIN
I[TAPOJIb: cimmkoM KOPOTKHIt».

e 3asamuM  IapoJib U3  YeThbIpeX CHMBOJIOB, CHCTEMa  BBIIACT  COODIIEHMe

«HEYJIAUYHBIN ITAPOJIb: KopoTKmii».

e 3ajaUM TapOJIh U3 MIECTH CUMBOJIOB (OYyKB U nudp), B PE3yJIbTATE YETO TIOJLY UM
coobmenne «HEYJIAYHBIV ITAPOJIb: ciaumkoM mpocToits.
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e [locse Tpex HEyCIENHBIX MOMBITOK MOJIYJIb BEPHET OIIMOKY.

$ passwd

N3MeHseTCcA maponb nonb3oBaTens user2.
CMeHa napona pgna user2.

(Tekywuin) naponb Unix:

HoBbIi Maposib:

HEYOAYHbIA MAPOJIb: CAMWKOM KOPOTKU#A
HoBbIi maponb:

HEY[OAYHbI/A MAPOJIb: KOPOTKWIA

HoBbln naponb:

HEYOAYHbIA MAPOJIb: CRMWKOM MPOCTOM
passwd: licnonb30BaHO MaKCKMMasibHOE YMCNO NOMbLITOK, 3adaHHoe Ans CayxObl

e 3a/auM TAPOJIb JIOCTATOYHON JJIMHBI W3 OJHUX IU@P W TOJYIUM COODIIEeHMEe
«HEYJIAYHBII1 ITAPOJIb: He comepxkur mocrarounoe wmciao PASJIMTYHBIX

CHUMBOJIOB».

e 3a/1a/IM TIAPOJIb JIOCTATOYHON JIJIMHBI, COJEPXKAIUi BCe yKa3zaHHbIe TPeDOBAHUS,
KpOoMe BKJIIOYEHWsI B HErO OTJMYHBIX OT ajipaBuTa u 1mudp cumbBosioB. Hamnpuwmep,
2QyfMOb4. TTomyunm coobrerne «HEYIIAYHBIN ITAPOJIb: caumkom mpocToity.

$ passwd

N3MeHseTca maponb Mmonb3oBaTens user2.

CMeHa napons pna user2.

(Tekywmuinn) naponb Unix:

HoBbIi maponb:

HEYLOAYHbIA MAPOJIb: He cofepxut pgoctatoyHoe yucno PA3JINYHBIX cumsonos
HoBbln naponb:

HEY[OAYHbIA MAPOJIb: KOpPOTKUM

HoBbl1 naponb:

HEYOAYHbIA MAPOJIb: CRAMWKOM npocTon

passwd: Wcnonb30BaHO MakCMMasnbHOE YMUCIO MOMbLITOK, 3apaHHoe Ans CAyx6bl

e 3aj1auM MapoJIb, coOJTIOIast BCe yCTaHOBIeHHBIe TpeboBanus. Hanpumep, 2Qy fM*0b4.
[Taposb GymeT ycnenHo 3ajaHn (CM. JIMCTHHT).

$ passwd

3MeHseTCcs naponb nonb3oBaTens user2.

CMeHa napond gns user2.

(Tekywmin) naponb Unix:

HoBbln maponb:

MoBTOopnMTe BBOA HOBOrO Maponf:

passwd: Bce paHHble ayTeHTUPMKALUKM YCMEWHO OOBHOBMEHbI.

Koudurypanumonusrii daiin /etc/issue

Koudwuryparmumonnniit  ¢aiisi  /etc/issue Mo3BoJIIeT 3aJlaTh TEKCTOBOE COJIeprKaHue
YBEJIOMJIEHHUsI TIOJIb30BATENIIO0 II€pe/] HAYaJIOM €ro MACHTU(MUKAIUA U ayTeHTUMOUKAIIAT
Iad BXoga B cuctemy. Hampumep, ¢ mpemynpe:kjaeHneM O TOM, YTO B HEl peasln30BaHbI
MepbI 3aIUThl THPOPMAIUNA U O HEOOXOAUMOCTHU COOJIFOJIEHUsI COOTBETCTBYIOIINX ITPABUI
006paboOTKM JTAHHBIX. TPAaIUINMOHHO B KOH(MUTYPAIMOHHOM (aiijie MPUCYTCTBYIOT OIIIAHN
BBIJIAYU CBEJICHUN 00 OIepaIlMoOHHON cucTeMe U sjape. JLomoJHUTeIbHO MOXKHO JI00aBUTDH
OIIIMK BBIJIAYN TEKYIIUX JTAaThl U BPEMEHH, KOJHMYECTBA PabOTAIONINX IOJb30BaTe el u
HEKOTOPBIX JIPYTUX CBEIEHUI.
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Koudwurypanmonssriii ¢daiii /etc/shadow

Kondurypamnuonnsiit cdaiin /etc/shadow comep:KuT cBejeHns OO0 yUETHBIX 3aIUCAX U
apoJIdx II0JAb30BaTeseil B BUJe CTPOK CO CIeAYIONEeil CTPYKTyPO:

’username:id:salt:hashed:lastchanged:min:max:warn:inactive:expire

CrpykTypa daitra:
e username — WMs TOJIb30BATEJI:
e id — asropurm mmdposanus: 1 (amropurm MD5), 5 (SHA-256), 6 (SHA-512);
e salt — «couby, mobaBiisieMast K aposiio crpoka u3 10-20 cirydaliHbIX CUMBOJIOB;
e hashed — 3amudpoBaHHBII TAPOJIb;
e lastchanged — maTa mocieHETO U3MEHEHU TTapOJId;

e min — MHHHMAJBbHOC YHUCJIO JHEH MEXKJIy IBYMdA IOCICIOBATECIbHBIMUA CMCHAMU
IIapoJIei;
® MaX — CPOK ILefICTBHH 1apoJid, T.€. MaKCUMaJIbHOE YUCJIO ngeﬁ, B T€ICHUE KOTOPbIX

apoJib Oy/IeT aKTUBEH;

® warn — 3a KakKoe KOJWYEeCTBO IHEH [0 CpoKa HWCTEeUYeHUd IeliCTBUHA I1apOJIis
[I0JIL30BATE/b OY/IeT YBEJIOMJIEH O TOM, UTO €ro HeOOXOJIMMO CMEHUTD;

e inactive — KoJIMYeCTBO JIHEl IIOCJIe UCTEYEeHUdA CPOKa JeUCTBHUs IMapojid, CIyCTs
KOTOPOE €ro y4éTHas 3alMCh OJIOKUPYETCH;

e expire — YMCJIO JIHEH, TPOIIEIINNX ¢ MOMEHTa OJIOKMPOBAHUA YIETHON 3aIUCH.

Ecim nocae umenu nosib3zoBaresig username sMmecto id:salt:hashed crour cuMmBoJ * jmbo
TOCJIEIOBATEIHLHOCTD U3 JIBYX CUMBOJIOB ! |, TO 3TO 03HAYAET, YTO MOMBITKYU BXOJa B CUCTEMY
OT IMEHU JaHHOTI'O IIOJIb30BaTeJ A 38,6.HOKI/IpOBa,HI)I.

SaHYCK IIporpamMm OT MM€E€HU APYIoro rmoJjib30BaTeJid

Yruaura smart-launcher

Yrumura smart-launcher («YMHBIH 3aIlycK» ) IpeHA3HAYEHA JJIs 3AILyCKa IIPUJIOKEHMUIT
B rpadUvYecKOM MM TEPMUHAJIBHOM PEXKUME OT MMEHU aJIMHHHACTPATOpPA CHCTEMbI WU
JIPYTOro I0JIb30BaTesd, & TaKzKe /g 3allyCKa IPUJIOXKEHN ¢ M3MEHEHHbIM IIPUOPUTETOM
BBIIIOJIHCHU.



BbInonHuTL YMHbI sanycK

KomaHpa [|

BeinonHWTE B TEpMHUHanNe

BbHIJﬂHHTbCﬂ'HMEPWIHP?TDFDIIJHbSDBﬂTEﬂH

MNonk3oBaTenk:

BbINONHWTE C APYrUM NPUOPHUTETOM

BbINOMHWTE C NPMOPUTETOM PEANBHOIO BPEMEHW

YcraHOBKa 1 3aImycK

g yctaHOBKHM mporpaMMbl - smart-launcher BBIIOJHUTE CEAYIONIYI0 KOMAaHIY B
«Tepmunasey:

|$ sudo dnf install smart-launcher

JIubo ycranosure nporpammy uepe3d «LleHTp mputoxkenuity.
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YMHbI# 3anycK

9 LLENESD ~

A

[Tocsie ycranoBku smart-launcher MOXKHO 3aIlyCTUTh, BHIOpAB B IJIABHOM MEHIO CUCTEMBI
IIYHKT «YMHBI 3aITyCK».
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=~ YMHbIit 3anyck

HacTpoiku

* MpMUnoMeHUa No YMOMYaHHIo
LieHTp npunoxeHuin

@ Wrpa "YMmHOMeHue"

[OKyMeHTbI

E M POCMOTP OOKYMEHTOB

—] ~
CkaHep [OKYMEHTOB

l gedit

JIubo 3amycTtuB nporpamMmy depes «TepMuHa »:

‘ $ smart-launcher

3amyck rpadudecKkmxX TIMPUJIOKEHUIA OT UMEHH JpPyroro
MoJIb30BaTeJ s

g 3armmycka rpaduyuecKuxX MPUIOKEHUN OT MMEHH JIPYTOoro IMOJb30BaTeNsd HEeOOXOIMMO

BBECTH nMs ucrojiHsgemoro daitina B mone «Komammay (ormedeno mudpoii 1 Ha cHuMKe
9KpaHa).
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BbinonH1TL YMHbIRA 3anycK

Komanpa [ /usr/bin/gedit]

BeinonHWTE B TEpPMWHaNne

BeINoONHUTE OT MMEHHK ApYroro None3osaTend

MNonk3oBaTenk:

BbINONHWTE C APYrMM NPUOPUTETOM

BbINONHWTE C NPMOPUTETOM peanbHOro BpEMEHU

Wnu BeI3BaTh JuaJior BeiOopa daiiyia (KHOIKa «...» OTMedeHa UudPoii 2 Ha CHUMKE IKpaHa
BBIIIIE) U BBIOPATH UCHOJIHSEMBI (aiiir.



Cancel Open File Q Open

B usr

&) HenaBHue

27 [omauH... Wma - Pasmep Tun M3MeHEH

B Pabounii & gdk-pixbuf-query-loaders-64 157 kb Mporpamma 13 wion 2024

O d ; & gdk-pixbuf-thumbnailer 19,8 kb [Mporpamma 13 wion 2024
ocuments

& gdmflexiserver 24,5 kb MNporpamma 8 okt 2024
+ downloads

&) gdm-screenshot 19,9 kb Mporpamma 8 okt 2024
J2 music

& gedit 155 kB Mporpamma 21 Hoa 2023
B0 |pictures & gencat 28,3 kb [Mporpamma 171 mapTa

S« videos & genisoimage 15,7 kb MNporpamma 22 AHBapA

[ smartau... & genl-ctrl-list 158 kb MNporpamma 29 map 2024

PR — - T T T T

Hasee, ycranoBute Giakok «BBIIOJHUTE OT MMEHU JIPYroro ImoJib30Baressy (0TMedeH
mudpoii 1 Ha cieyoneM CHUMKE 9KPaHa) U, B CIydae HeOOXOJAUMOCTH, BhIGEpUTE METOJ
3amycka su, sudo (ucmosb3yercs o ymosadanuio) wim gksudo (cooTBeTCTBYIOMAS IPYIIIA
HepeKJTIYaTes el BblIeIeHa KPACHBIM IPIMOYTOIPHIKOM Ha CHEUMKE 9KDaHa).

ITo ymosganmio Tpuoxkenue OyfeT BBIIOJHEHO OT WMEHHW MOJb30BaTENs root, HO
Bbl MOXKETE BBIOPATH JPYrOro IOJIb30BATENs W3 BBINAJIAIONIETO CIUCKA JIOKAJIHHBIX
nosb3oBaresieil (ormeden udpoii 2 HA CHUMKE SKPAHA).



BeinonHuTe YMHbI sanycK

KomaHpa fusr/bin/gedit

BeinonHuTe B TEepMWHaAnNne

174 BbiNonHWTL OT MMEHK ApYroro Nonb3oBaTens

[None3oBaTENk:

BbINONHWTE C APYrMM NPUOPHUTETOM

BeinonHuTE ¢ NPHOPHUTETOM pealbHOMo BpeMeHK

B CJIy4dae, €CJId I10JIb30BaTeJIb He ABJIdeTCAd JIOKAJIbHBIM (H&HpI/IMep, II0JIB30BaTEJIb JOMEHAa

Active Directory mim FreeIPA), meobxomumo BBectn ero mms B mnose «IlosbzoBaresny
(ormedeno nmdpoii 1 Ha CHUMKE SKpaHa).
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BeinonuuTe o YMHbI sanycK

Komanpa fusr/bin/gedit

BbinonHWTE B TEpMHWHaNe

BeINONHWTE OT MMEHMK ApYroro none3oBaTend su sudo

MNone3soBaTenk: user o

BeINonHWTE C ApYyrMM NpUoOpUTETOM
MNpuopuTeT: 20

BeinonHuTe © NPUOPHMTETOM PEaNbHOMD BPEMEHH

Jlist 3amycka TPUIOXKEHUsI HAXKMHUTE KHONKY <«BbImosHuThY (0oTMedeHa mudpoi 2 Ha
CHUMKE SKPaHa BBIIE) — [PIJIOKEHIE OYIET 3aIyIEHO B HOBOM OKHE.

3arryck NpujoKeHUuil B TEPMUHAJIbHOM pe>KruMe OT MMEHU JIPYyToro
M0JIb30BaTEJId

s 3amycka TpUJIOYKEHUsS B TEPMUHAJIBHOM DPEXKUMe OT MMEHH JIPYTOTO IOJIb30BATENS
He0OX0MMO BBIOPATH UCHIOTHAEMbIN (haitsl, Ipu HEOOXOUMOCTH BBECTU UMS TTOJIb30BATE I
u BbeIOpaTh pexkum 3aiycka. Jlamee, HeoOX0aMMO yCTAHOBUTH (JIaKOK «BwImosHuTL B
TepMI/IHa,JIe» 1 HaKaTb KHOIIKY «BI)IHOJIHI/ITB».
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P PING msvsphere-os.ru (51.250.123.77) 56(84) bytes of data.

5 bytes from 51.250.123.77 (51.250.123.77): icmp_seq=1 tt1=52 time=26.6 ms
bytes from 51.250.123.77 (51.250.123.77): icmp_seq=2 tt1=52 time=26.7 ms
bytes from 51.250.123.77 (51.250.123.77): i seq=3 tt1=52 time=26.2 ms
bytes from 51.250.723 JEFNESeHR Yunoth sanyck :
bytes from 51.250.

bytes from 51.250. « o .
bytes from 51.250. omarpa  /ust/bin/ping msvsphere-os.ru

bytes from 51.250.

bytes from 51.250.

bytes from 51.250. ]

bytes from 51.250. l @ Bunonture ot mmenn gpyroro nonsaosatens su
bytes from 51.250.
bytes from 51.250.
bytes from 51.250.
bytes from 51.250.
bytes from 51.250. J BLINONHMTL C ADYTMM MPUOPUTETOM
bytes from 51.250.

bytes from 51.250.

bytes from 51.250. E Mpuopurer.

bytes from 51.250.

bytes from 51.250.

bytes from 51.250.123] BLINONHUTE C NPUOPUTETOM PEaNbHOFO BpeMeHN
bytes from 51.250.

f  Monssosatens: root v

VYkazannasi mporpaMma Oy/IeT 3amyIinena B rpaduaecKOM TEPMUHAJIE.

3aryck NpuJIOKeHUil ¢ N3MEeHEHHBIM YPOBHEM IIpUOPUTETA

Yrunura smart-launcher mo3BoJisIeT yHOPABIATHL JIByMS YPOBHAMH IPHUOPUTETA
BBIIIOJTHEHUS IIPOIeCCa:

® [IPDUOPUTET BBIIOJHEHUA B II0JIb30BATEJILCKOM IIPOCTPAHCTBE C HCIOJIb30BAHUEM
yTuimaThl nice (cm. man nice). B Takom pexkume Bce MPOIECCHI JEJST PECypChl
IEHTPAJBLHOIO IIPOIECCOPa MPOIOPIIMOHAIBHO YCTAHOBJIEHHBIM ITPUOPUTETAM;

® IIDUOPUTET BBHINOJIHEHUSA B PEAJIBHOM BPEMEHHU C UCIIOJIb30BAHUEM YTUJINTHI chri (CM.
man ch rt). [Iporieccsl, 3amyIeHHbIE B TAKOM PEKUME, IMEIOT ITPUOPUTET B PEATHHOM
BPEMEHU W MOTYT BBITECHATH BCE JPYyTHe MPOIECChl, B TOM YHUCJIE W 3allyIIeHHbIE C
nice = -20.

B OGosabmuHCTBE cilyvaeB HEe PEKOMEHJYeTCsS U3MEHATHh IIPUOPHUTEThI PeasibHOIO BPEMEHU
3a MCKJIIOUEHHEM TeX 3a/Iad, I/e KPUTUIHO BPeMsi BBINOJHEHHUs: 00pabOTKa CUTHAJIOB B
peasibHOM BpEMEHU, TPOMBIIJIEHHBIE KOHTPOJIJIEPHI, BCTPAUBAEMbIE CUCTEMBI C KECTKUMU
TpeOOBAHUAMU K ILJIAHUPOBAHUIO BBITTOJTHEHUs IIPOIECCOB.

YT1006bI M3MEHUTH NPUOPUTET BBINOJHEHUSA IWTPOIECCA BaM TOTPEOYIOTCHd TPUBHUJIETUN
CUCTEMHOI'O a/IMUHUCTPATOPA.

Jlns  3amycka TPUIOXKEHWS C W3MEHEHHBIM I[PUOPUTETOM B ITOJb30BATEIHCKOM
IPOCTPAHCTBE BaM HEOOXOJIUMO BBIOpPATb WCIOJHAEMbIN (dailsl, yCcTaHOBUTH (JIarKOK
«BBIOTHUTE € JPYrUM [OPHOPUTETOMY» W YCTAHOBUTH MPUOpPHUTET OT 19 (HAMMEHbIIWit
upuopuTeT) 10 -20 (Hanbosbimit nproputet) B nose «IIpropurery MCIOIB3ys MOI3YHOK,
KHOIIKA - U + WU YKA3aB HYXKHOE YUCJI0 B COOTBETCTBYIOIIEM IT0JIE€ BBOIA.
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BeinonHuTe YMHbI sanycK

KomaHpa [;"usn"binfcpuburn|

BbinonHWTE B TepMUHane

BeINONHWTE OT MMEHKW ApYroro Nonb3osaTens gksudo

MNonk3oBaTenk:

BbINONHWTE C APYrMM NPUOPHUTETOM

MNpuopuTeT: |
19 (low)

BeinonHuTe © NPHOPHUTETOM pEanbHOMD BPpEMEHK

s 3amycka TpPHUJIOXKEHUs C TPUOPUTETOM PEeAJbHOrO0 BpPEMEHU BaM HeOOXOIUMO
BBIOpATH WUCIIOJIHAEMBIH (ailyi, yCcTaHOBUTH (DJraykoK «BBIMOJHUTE ¢ HOpuOpUTETOM
peasibHOrO BPEMEHW» W YCTAHOBUTH NMPHOPHUTET OT 1 (MUHUMAJBHBIH mpuopureT) 10 99
(MakcuMaIbHBIA mpropuTeT) B moje «IIpuopurery MCHOMB3ys MOJI3YHOK, KHOIKA - U +
WM yKa3aB HyKHOE YUCJIO B COOTBETCTBYIOIIEM II0JI€ BBOJIA.
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Beinonuutb YMHBIA 3anycK

KomaHpa [ fusr/bin/jack

BeinonxuTe B TepMUHane

BeINoNHWTE OT MMEHK ApYyroro Nnone3osaTeNA

MNonkaoBaTeEnk:

BbINONHWTE © APYrMM NPUOPUTETOM

40
MNpwopuTeT: |
1 (low)

BbINonHWTL C NPUOPUTETOM PEANbHOrC BPEMEHH

BamyckaTb TPUIOKEHUS ¢ U3MEHEHUEM YPOBHs ITPUOPUTETA MOXKHO KakK B TpaduaecKoM
pexxuMe, TaK U B TEPMUHAJIBLHOM.

AyTtenTudukarusa

IIpu 3amycke mpuioKeHus OT UMEHHU JIPYTOro MOJIL30BATENSI C UCIOJIH30BAHUEM Sudo miin
gksudo mapoJib 1OJIb30BaTENs, B CIydae HEOOXOIUMOCTH, OyJieT 3ampoIleH B OT/IeJILHOM
rpaduIecKkoM OKHe.

Ecmm ke mpuitoxkeHne 3amycKaeTcs OT UMEHU JPYTOro MOJIb30BATENs C UCIOIb30BAHUEM
Su, TO TIapoJIb OyeT 3aIPOIeH B OTJAEIbHOM TEPMUHAJILHOM OKHE.
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Jdnarnoctuka ormmodok

OmubKu, BOBHUKAIOIIME BO BPEMs 3allyCKa IMPUJIOKEHUs, OTOOParKaTCsd B OTAEIbHOM
OKHE.

OwmbKa BbINONHEHNA KOMaKAabl

id: «test»; TaKoOro NONL30BaTENA HET

Takke smart-launcher perucTpupyeT BO3HUKAIOIIME OIMOKKM B daiilyie KypHaaa ~/.
cache/smart-launcher/smart-launcher.log.
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yl’IpaB.T_[eHI/Ie AOCTYIIOM

BBeaenue

CpezicTBa yrpaBJieHUsT JJOCTYIIOM IIPEIOCTABISIOT BO3MOXKHOCTHA OTPAHUYIEHUST KOJIUIECTBA,
OJITHOBPEMEHHO TIPEJIOCTABJISIEMBIX MAPAJIEIbHBIX CEAHCOB JIOCTYIIA MOJIb30BaTe/eil K
cucrteme, OJIOKMPOBAHUS CEAHCA JOCTYIA MOJb30BATENI B CHCTEMY IIOCTE WCTEUCHUST
YCTAHOBJIEHHOTO TIEPUO/Ia BpPEMEHW Oe3JefiCTBUsl WM 110 €ro 3alpocy, TOIIEePKKA
U coxpaHeHHs aTpuOyTOB 06e30IIacHOCTH, CBA3aHHBIX ¢ WHOPMalueil B mporecce eé
XpaHeHHs W 00PabOTKH, pa3eeHus IMMOJJHOMOYHUil IOJb30BaTe/ el U aJIMUHUCTPATOPOB,
06eCHe‘II/IBaIOHlI/IX d)yHKI_H/IOHI/IpOBa,HI/Ie CHUCTEMbI, peaJin3alru pPa3/JIM9HbIX METO/I0B
YIpaBJIEHUsA JTOCTYIIOM, THUIIOB JIOCTYIIa W IIPABUAJI PA3TPAHUYEHUdA JOCTYIa, HA3HAYCHUS
IIPpUOPUTETOB [IJid MCIIOJIb30BaHUA CY6'beKTaMI/I JAOCTyIla BBIYUC/IUTE/IIbHBIX PECYypPCOB,
KBOTUPOBAHUsI IPEJIOCTABIAEMBIX BBIUYACJUTEIbHBIX PECYPCOB, & TaKXKe JIpyrue
BO3MOKHOCTH.

YcTaHOBKa 1 U3MEHEHUe IIpaB JOCTYIIa K d)aﬁﬂaM n JUpeKToOpUuAM

YTunura chmod 1O3BOJIIET yCTAHABIWBATHL W U3MEHITH IpaBa JOCTyNa K dailiamMm u
JAUPEKTOPUAM. OHa IIPpUHUMaET OIIMCaHud IIpaB AOCTYyIIa B ABYX HOTAIUAX: YHCJIEHHON 1
OyKBEHHOI, OTIUCHIBAEMON HUZKE.

B coorBercrBum ¢ GyKBEHHON HOTAIWEll MOJIB30BATEIHN, KOTOPBIE MOLYT IIOTEHIUABLHO
paborarh ¢ dailtoM, pasgensioTcs Ha Baageibla (U), TPYIIy BiageibleB (g) U Bcex
OCTaJIbHBIX TI0JIb30BaTe el (0), a daiilyl MoXKeT OBITh YNTAEMBIM (I), 3aIUCHIBACMBIM (W) U
UCIIOJTHAEMBIM (X).

Onncanne npas 10CTyNa HAYMHAETCS C CUMBOJIA, COOTBETCTBYIOIIErO TUILY HOJIH30BaTeIE.
3arTeM HJIeT CUMBOJI + JIJIsl yCTAHOBKY UJIM CUMBOJI - JIJI CHATHS IIPAB JIOCTYIIA, ITOCJIEe Yero
OIMCaHMe 3aKaH4YMBaeTCA II0CIeJ0BATE/IbHOCTBIO CUMBOJIOB, COOTBETCTBYIOIIEH IpaBaM
JIOCTYIIA.

Hampumep, 1j1s omnpejiesieHus: 1IpaB JIOCTYIIA, MO3BOJMIONIUX YUTATh U MOJIUMDUITTPOBATH
daitn file, MOKET MCIOJIB30BATHCA CJIELYIONIast KOMAHIA:

’$ chmod g+rw file

g ynaieHus: BcexX MpaB JOCTyIa Ha JUPEKTOPUIo /directory Jijid rpynnbl U OCTATbHBIX
MOJIb30BATEJIEH MOXKET HUCIOJb30BATHCA CJIEAYIONIAas KOMaH/IA:

’$ sudo chmod go-rwx /directory.

Vrunura moaaepKUBaeT OIIUY, IIepeInCIeHHbIe B TaOIUIE:

Tabouna 10: Onmn yrumirer chmod u ux suagenus

Onnust Bnauenue

-R, --recursive PekypcusHoe u3MeHeHne npas JOCTYIA JUlst JJMPEKTOPUIA U UX COJEPIKIMOTO.

-C, - -changes Ho,u.po6H0 OIMCBIBATD JIEHCTBHS JIJIsI KazKJI0T0 (bal‘/ma, YbH IIpaBa JAeHCTBUTEIbHO U3MEHAIOTCS.
-f, --silent, - —quiet He BoigaBarh coobmenus 06 ommbke miist (aitios, 9pK npasa He MOTYT ObITH M3MEHEHBL.

-v, --verbose ITonpo6mHo onuchBaTh AEHCTBHE MM OTCYTCTBHE JEHCTBHS IS KazKI0ro daitia.

TIPOJOJIZKEHNE Ha CJIEIYIONell cTpanuile
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Tabmuma 10 — npoJo/zKeHue ¢ Ipe/blayeii CTpaHuIbl

Onmust 3nauenne

--version
--help

CooburuTh nHGOPMAIIIO O BEPCUH.
Brisoaut crpaBky 1o 9Toil yTuinTe u 3aBepuiaeT pabory.

ITpumep: cmenum npasa i daitna filel tak, uToObI Birasesern daitia UMesa IpaBa Ha
YTEHHEC U 3alliCbhb, a I'PYIIIIa 1 OCTaJIbHBIC IIOJIb30BaTe/JIM — TOJIBKO Ha YTCHUE:

’$ chmod u+rw g-wx o-wx filel

Haznauyenuwe m m3amMeHeHWe BJajiesibia daijia u JUPeKToOpun

YTunura chown mo3BoJIIeT HA3HAYUTH UM U3MEHUTH BJIaJIE/IbIa (ailjia Uin TUPEeKTOPUN.

Vrunura moaaepKuBaeT CJaeIyIONue O, ITIePeIrCIeHHbIe B Ta0JInIIe:

Tabomna 11: Ounmn yrmmrer ChOWN 1 ux suadenust

Onmusa 3uavenne

-R, --recursive PekypcusHoe u3MeHeHne Npas JOCTYIA JUlst JUPEKTOPUIA U UX COIEPIKIUMOTO.
-c, --changes Iloapo6HO onmchIBATH BCE M3MEHEHMSI.

-f, --silent, --quiet He BoimaBaTh coobmienus o6 ommoKe.

-V, --ve rbose BeiBectn mogpobHoe onmcanue JeicTBUs.

--version Coobuurh MHGOPMAIIIIO O BEPCHH.

--help Brioaur crpaBky 1o 9Toii yTuimre u 3aBepuiaer pabory.

IIpumep: HazHaunM MOJIL30BATENsSI USer BiaJjesibiieM (aitia file:

$ sudo chown user file

Ilpumep: BBINOJHUM PEKYPCUBHBIN 00x0m aupekTopuu directory wm HazHAYUM
IIOJIb30BATEIsI USer BJIAJIE/IbIIEM BCEX BJIOYKEHHBIX (DaiiJIOB:

’$ sudo chown -R user directory

N3menenwe rpynmnbl-BJajiesbra daijia nin JupeKTopuu

Vrunura chgrp 1mo3BosisieT U3MEHUTh TPYIITY-BIadesbla (aitjia uin JUPEeKTOPUH.

Vrunura moaIepKUBaET CJAEIYIONINe OIINH, IIePEeINCIeHHbIE B Ta0JINIIE:

Tabania 12: Oy yrusutet Chgrp u ux sHauenust

Onuus Bnauenne

-R, --recursive PekypcuBHoe u3MeHeHne IPYIIb JIJIsi KATAJO0r0B U BCEIO UX COJAEPAKHMOTO.

-C, - -changes TloxpoGuo ormceeiBaTh JeiicTBus Jist Kazkaoro daiiia, Ubsi rpyIa JefCTBUTEIHHO MEHIETCs.
-f, --silent, --quiet He BblaBarh coobiennst 06 omubke st Baitiios, Ubsi TPyIIa HE MOXKET ObITh U3MEHEHA.
-v, --verbose ITonpo6mHo onuchBaTL JEHCTBHE MM OTCYTCTBHE IAEHCTBHUA I KasKI0ro (aitia.
--version CoobuuTh nHGOPMAIIIO O BEPCUH.

--help Brisectn cripaBky 10 9T0i yTHIIATE U 3aBEPIIATH PaboTy.

IIpumep: usmenum rpymiy-Biajesbia gaityia file Ha HOBYIO TPyIILy hew group:
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’$ sudo chgrp new group file

IIpocMoTp M M3MeEHEHME COUCKOB MPAaBUJI KOHTPOJISI JOCTyNa AJist
daitsioB 1 AupekTOopmit

Yrumura setfacl mo3BosiieT NMpocMaTpWBaTh W U3MEHATH CIUCKUA TTPABUJI KOHTPOJIS
Joctyna s GaitjioB U JTUPEKTOPHil.

YTuaura noIepKUBACT CJICIYIONINE OIIINY, TIEPEYNCIEHHbIE B TaOIHIE:

Tabura 13: Ommun yTummTse setfacl u nux snauenns

Onmus Suavenne

'd y(t’l‘aHOBVI'l'b npaBuJia KOHTPOJIA ,U‘O(’,'l'ylla 1o yl\/lOJI“iaHVHO.
-k ViammTs npaBuIa KOHTPOJIS JOCTYIIA 0 yMOIYAHHUIO.
-S BaMEeHUTD IPABHUIIA KOHTPOJIS JOCTYIIA 33 IaHHBIMIA.

-m Moaudunuposars IpaBuiIa KOHTPOJI JOCTYIIA.

-X VanuTh yKa3aHHOE HPABUIIO KOHTPOJISL JOCTYIIA.

-b VyammaTh Bce NpaBuiia KOHTPOJIS JOCTYIIA.

-V Beisectn Bepcuio u BbriTH.

-h BeiBecTn crpaBky 00 HCIOJIB30BAHUE yTHIUTBI M BHIATH.

Ilpumep: ynaaum Bce mpaBujia KOHTPOJIS JocTyna K dairy file:

’$ sudo setfacl -b file

IIpocMoOTp cnuUCKOB KOHTPOJISA JIOCTya

Yrunura getfacl mo3BossieT TpocMaTPUBATh CITUCKU KOHTPOJIA JIOCTYIIA.

Yruaura IIoAJEp2KUBaET CJIEAYIOoIue OIIuuun, IepeducjIeHHble B Ta6m/1ue:

Tabsma 14: Ommn yrusarer getfacl u ux snavenns

Ormpst BHauenne

-a, --access BBIBOAUTH CIECOK KOHTPOJIS JOCTYIA K haiian.

-d, --default BoIBOAUTE CITHCOK KOHTPOJIS JIOCTYIIA 110 YMOTIAHHIO.

-c, --omit-header He BbIBOAMTD 3aroI0BOK ¢ KOMMEHTAPHSIMU.

e, - -all-effective BreiBoguTh KOMMeHTApHH C JeHCTBYIOIMME IIPaBaM# JOCTYyHa, JJIs KazKJI0ro I0JIb30BaTe s,

-E, --no-effective He BpIBOAMTH KOMMEHTADHH C JAEHCTBYIONMME IIPABAMHA JOCTYIIA HH JIJISL OJHOTO IIOJIB30BATEIIS.

-R, --recursive JlenaTs pekypcHBHBIH 00XOJ AUPEKTOPHH ¥ BLIBOJHTL CIHCKH KOHTDOJS JOCTyNa I Kaykaoro daima u
JIPEKTOPHH.

-v, --version BrisecTn BepcHio u BBIATH.

-h, --help Beisectn crpaBky 00 HCIOIB30BAHUM yTHIIUTHI ¥ BHIATH.

IIpumMep: IpocMOTPHUM CIIUCOK KOHTPOJIA JAOCTyIa s daiiaa cg.conf:

$ getfacl cg.conf
# file: cg.conf
# owner: user

# group: user
user::rwx
group::r-x
other::r-x
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IIpumep: 3aja/uM JTONOJTHUTEIbHBIE KOMIIOHEHTBI CIIUCKAa KOHTPOJIA JOCTYIA JIJIS
II0JTb30BaTe sl USer 1 IPYIIIbI USer 0o OTHOIIEeHUo K daitiry cg.conf:

setfacl -m g:user:rxw cg.conf
setfacl -m u:user:rxw cg.conf

getfacl cg.conf
file: cg.conf
owner: user
group: user
user:: rwx
user:user:rwx
group::r-x
group:user: rwx
mask: : rwx
other::r-x

HHEHH ©H @B

IIpumep: oT UMeHH aJIMUHUCTPATOPA MOJIUMUITUPYEM CIMCKUA KOHTPOJS JOCTYyIIa JIJIsd
daitoB, BIAAETIbIIEM KOTOPBIX OH SIBJISETCH:

$ sudo setfacl -m u:user:rxw ~/file2

$ sudo getfacl ~/file2

getfacl: Removing leading "/  from absolute path names
# file: root/file2

# owner: root

# group: root

user::rw-

user:user:rwx

group::r--

mask: : rwx

other::r--

IIpumep: oT UMeHH aJIMUHUCTPATOPA MOIUMUIIUPYEM CIMCKUA KOHTPOJIS JOCTYyIa st
daitIoB, BJAAAETbIIEM KOTOPBIX OH HE SIBJSIETCH:

$ sudo setfacl -m u:user:rxw /home/user3/file2
$ sudo setfacl -m u:user:rxw /home/user3/dir2

$ sudo getfacl /home/user3/file2

getfacl: Removing leading "/  from absolute path names
# file: home/user3/file2

# owner: user3

# group: user3

user::rwx

user:user:rwx

group::---

mask: : rwx

other::---

$ sudo getfacl /home/user3/dir2

getfacl: Removing leading "/  from absolute path names
# file: home/user3/dir2/

# owner: user3

# group: user3

user::rwx

user:user:rwx

group::---

mask: : rwx

other::---

IIppnAep:OT UMEHU aJIMHUHUCTPpATOPpa yAaJUM CIIMCKH KOHTPOJIA JOCTYIIa JJId O6%€KTOB,
BJIaJe/JIbIEM KOTOPBIX OH ABJIACTCA:
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$ sudo setfacl -b ~/file2

$ sudo getfacl ~/file2

getfacl: Removing leading “/° from absolute path names
# file: root/file2

# owner: root

# group: root

user::rw-
group::r--
other::r--

IIpumep: oT UMeHU aJMUHUCTPATOPA YAAJIUM CIUCKH KOHTPOJIS JOCTYIIA Jijisd 0ObEKTOB,
BJIQJIEJTBIIEM KOTOPBIX OH HE SBJISETCS:

$ sudo setfacl -b /home/user3/file2

$ sudo getfacl /home/user3/file2

getfacl: Removing leading "/  from absolute path names
# file: home/user3/file2

# owner: user3

# group: user3

user::rwx

group::---

other::---

Bazkuo

[Tosmb30BaTe b, HE OOJIAJAIONINI TTOTHOMOYUAMA 3 IMUHUCTPATOPA, HE MOXKET YIAJIITh
CIIICKHU KOHTPOJIA JIOCTyIIa, KOTOPBIE OH HE CO3/IaBaJl.

PenaktupoBanme moJIb30BaTeJbLCKNX KBOT JjIsd  ¢aijioBou
CUCTEMBI

Yrunaura edquota IMO3BOJIIET PEIAKTUPOBATH MOJb30BATENILCKAE KBOTHI i (hailJIoBOi
CHUCTEMBI.

Vrunura moaaepKuBaeT CJAEIYIONINe OMIINH, ITIePeUNCIeHHbIE B Ta0JIUIIE:

Tabouna 15: O yrummrer edquota u ux smavenns

Ormmyst BuaueHne

-u, --user VI3MeHNTDb MOJIb30BATENIBCKYIO KBOTY.

-g, --group VI3MeHnTD IPYIIOBYIO KBOTY.

-p, --prototype = protoname Jy61mpoBaTh KBOTBI MPOTOTUIIHOTO IIOJIB30BATENA. DTO OOBIYHBIN MEXaHM3M, UCIIOIb3YEMBIil ISl HHUIMAIN3AIIN
KBOT JIJIsl TPYIIII HOJIb30BATECH.

-F, --format = umsa-dopmaTa JI3MeHNTH KBOTY JUIst YKa3aHHOIO (hopMara.

-f, - -filesystem BroinosaaTh  yKasaHHbIE ONEPAIi  TOJNBKO JUlsl 3aJaHHoiil  aitoBoit cucrembl. Ilo  ymMosdanuio onepaiust

BBITIOJIHSIETCs] JIJIsl BCeX (hailIoBBIX CHCTEM C KBOTOIA.
-t, --edit-period PenakTupoBaTh MArkue OrpaHHYeHHs IO BPEMEHH JJIst KaxK10ii (HaiioBoil cucTeMsl.
-T, --edit-times 3mennTs Bpems J1jIs IOIb30BATE IS MM IPYIIIBI, KODJa IPUHYINTEILHOC OIPAHIYEHNE yCTAHOBJICHO.
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Koudwurypanmonnsriii ¢daiin /etc/profile

Kondurypamuonnsiit  daitn  /etc/profile wucnonb3lyercs i 3ajlaHUs  SJIEMEHTOB
OKpY2KeHUs O0O0JIOUKHU IoJib3oBaTead. Hampumep, B HEM omnpeeidioTcd TJIOOATbHBIE
IepeMeHHbIE:

PATH — mepeMeHHas CpeIbl, HUCIOJb3yeMas i yKa3aHUs ODOJIOYKE CITUCKA
KATaJIOI'OB, KOTOPbIe OY/IyT TPOCMATPUBATHCS TIPU TTOUCKE UCIOJTHIEMbBIX (DailjioB;

USER — mms mosb3oBaresisa mpu Bxoge B OC;

LOGNAME — To ke, uro u USER. HekoTopblie mporpaMMbl CIUTBHIBAIOT 3HAYEHUE ITOMN
ri06abHON 1IepeMenHoit BMecTo USER;

MAIL — wuwmsa daiia, B KOTOPBIH 3alMCHIBACTCS JIOKAJIbHAS MOYTA MOJb30BATEIIS, &
TaKzKe ero PaCIIOJI0XKEHUE;

HOSTNAME — mM4a xOCTa;
HISTSIZE — KOJIMYeCTBO MCIOJIHCHHBIX KOMAHJ, COXPaHAEMbIX B UCTOPUU;

HISTCONTROL — IIOIATHUKNA B OTHONIEHWW KOMAaHJ|, COXpPaHAEMBIX B WCTOPUU.
Ilo ymomuanuio 3amaHO 3HadeHue ignoredups, TO eCTh KOMAaHA, IOJHOCTHIO
COBITQIAIOIIA C OJTHOM U3 y2Ke 3alIMCAHHBIX B HICTOPUIO, He coxpaHseTcd. Ecm 3a/1aTh
IIOJIUTHUKY ignorespace, To Oy/lyT UTHOPUPOBATHCHA KaK JIyOJIUPYIONINECs KOMAHJIbI,
TaK U T€, YTO HAYUHAIOTCA C CUMBOJIA ITPODEJIA.

Takxke B KoHbUTYpAIMOHHOM daiie 3a/aéTcsd MacKa, HCIOJIb3yeMas JIJisd OlPeIesICHUs
KOHEYHbIX IIPpaB AOCTYIIa AJifd IIOJIb30BaTEJIAd.



fetc/profile

System wide enwvironment and startup programs, for login setup
Functions and aliases go in fetc/bashrc

It's NOT a good idea to change this file unless you know what you
are doing. It's much better to create a custom.sh shell script in
i fetc/profile.d/ to make custom changes to your environment, as this
# will prevent the need for merging in future updates.

pathmunge () {
case ":S5{PATH}:" 1n
___::lls_lll:__.::l

%)
if [ "s2" = "after" ] ; then
PATH=$PATH: $1
else
PATH=51: $PATH
fi

if [ -x fusrfbin/id ]1; then
if [ -z "SEUID" ]; then
# ksh workaround
EUID="Jfusr/binfid -u’
UID="Jfusr/bin/id -ru’
i
USER=""fusr/bin/id -un""
LOGNAME=SUSER
MAIL="/var/spool/mail/SUSER"
il

# Path manipulation

if [ "SEUID" = "@" ]; then
pathmunge fusr/sbhin
pathmunge Jfusr/local/sbin

else
pathmunge fusr/local/sbin after
pathmunge Jfusr/sbin after

T4

ITpumep: onpenenum Bpems 0e37efCTBUS IPU JIOKAJTHLHON TEPMUHAJIBHOMN CECCUU PABHBIM
neyMm munyTam (120 ¢). s storo B daiise /etc/profile mocse crpok
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JobasuMm cTpoky TMOUT=120. Tam ke, B CTpPOKe

’export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE HISTCONTROL

Heobxomumo mobaputh napamerp TMOUT:

’export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE TMOUT HISTCONTROL

Jlist momTBepK IeHUsT BCTYIUIEHUs W3MEHEHUil B CUJIy HaJI0 OyAeT 3aBEpIIUTh CEeaHC U
3apEruCTPUPOBATLCS B CHCTEMe 3aHOBO. Torja MosgBUTCS COOOINEHHe, UTO IOCJe JIBYX
MUHYT Oe3/IeiCTBUsI BpeMsl OXKUJIAHUs BBOJIA BBIILIO, B PE3YJIbTATE Yer0 MHTEPAKTUBHBIM
ceaHc ObLT 3aKPBIT.

Koudurypamnmonnsriii daiin /etc/security/limits.conf

Koudwuryparmmonnsriit  cdaitn /etc/security/limits.conf moxKeT wuUCIOIB30BATHCA JIJIsd
3aJlaHns MOJIyJII0 pam_limits.so jgomosHUTENbHBIX orpaHuydenuii. JIjig aToro Kaxas ero
CTPOKa BKJIIOYAET YeThbIpe TPYIIIbI TapaMeTPOB, KOTOPbIE TIEPEYNCTIEHbl U ONIUCAHBI HUXKE:

Bazkuo
[To ymosrganuio Bce orpaHudeHnus OTKJIIOYEHBI — BCE CTPOKU 3aKOMMEHTUPOBAHBI.
e <domain>:
nMA HO.HI:BOBaTeJI?I7 nMA I‘pyHHI)I C CHHTAKCHUCOM @g roup, HO,ZLCTa.HOBO‘{HbHU/I 3HaK

* 151 3aIIUCH 110 YMOJTYaHUIO, TI0JICTAHOBOYHBIN 3HAK %, KOTOPBII TaKXKe MOYKET
HCIIOJIB30BAThCA C CUHTAKCUCOM %Qroup Ijid orpanndeHud maxlogin;

o <type>:
— soft /i yCTAaHOBKYM MSITKHX OrDaHUYEHUIA;
— hard gjig ycTaHOBKHU KECTKUX OTPAHUYCHUN.
e <item>:
— core: orpaHuuMBaeT pasmep daiiia siapa B KO;
— data: makcuMaIbHBIN pa3Mep maHHbIX B KO;
— fsize: makcumasbHBI pa3zMep daitia B KO;

— memlock: MakcMMaJIbHOE aJIpeCHOe IIPOCTPAHCTBO, IIPEyCTAHOBJIIEHHOE B
mamaTu, B K6;

— nofile: MakcmMaIbHOE KOJIMYECTBO OTKPBITHIX (PaiiIOB;
— r'ss: MakKCUMAaJIbHBIA pa3Mep pe3naeHTHOro Habopa B KO;

— stack: makcumabHBIN pa3mep creka B KoO;
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cpu: MmakcmMaJsibHoe Bpemd mporeccopa B MIN;

NProc: MakKCUMAaJIbHOE KOJIMIECTBO IIPOIECCOB;

as: orpaHuveHre aJIPpecHOro npocrpancrsa B Ko;

maxlogins: MaKCUMaJIbHOE KOJUYIECTBO JIOTUHOB JIJIsl 9TOTO MOJIb30BATES;
maxsyslogins: MakCUMaJIbHOE KOJTUYIECTBO BXO/OB B CUCTEMY;

priority: nmpuopuTeT IIPOIECCOB ITOJb30BATES;

locks: MakcuMaIbHOE KOJUYIECTBO OJIOKMPOBOK (ailyioB, KOTOPOE MOZKET
ObITH 00ECIIEYEHO 0JIb30BATEIEM;

sigpending: MakCcUMaJIbHOE KOJIMYECTBO OXKUJIAIOIIAX CUTHAJIOB;

msgqueue: MaKCHMAaJbHBIH 00beM TMaMATH, WCIOJIb3YEMbBI OYepessMu
coobmiennit POSIX, B baiiTax;

nice: mpuopuTeT AJId 3aIyCKa IIPOIECCOB yTUINTON nice;

rtprio: MaKCUMaJbHBIA IPUOPUATET B PEAIbHOM BPEMEHHU.



s.conf

resourc i ! goed in wia PAM.
Fesourc i

#file dn the ain e Same or more

#That means, for : g a limit fnr w11d ard domain here
#can be overridden a wildcard Eetf‘n‘rr in a config file in the
#subdirectory, but setting n be overridden only
fwith a user sped

#Each Line

#<domain: <type> <item> <value>

#Where:
#<domain:
: Ser name
a group name, with Egroup syntax
the wildcard for default entr
the wildcard %, can be also use group syntax,
for max

can have the two
- "goft" for e ing the soft
- "hard" far hard Limi

can be one of

- core - limits the

- data - max data
fsize - maximum
memlock — max
nofile - max

IIpumep: orpaHwYnM dUHCIO MapaJIeIbHBIX CEAHCOB JIOCTyHa I KayKJOH yYeTHO
3amucu  ToJib3oBaTesd. g sToro mobaBuM B KOHMUIYPAIMOHHBIN ailsi cTpoKy
CJIEIYIOIIETO COMEPIKAHUS:

username hard maxlogins 2

Torsa, pu yci0BUM, 9TO TIOJIb30BATEb USername OTKPbLI JIOKAJIbHYIO CeCCHIO (yUuThIBASI,
9TO NPHU BXOJe B rpaduvecKuil ceanc OTKPBIBAIOTCSA CPa3y JiBé CECCHU IIOJIb30BATENsS) U
HOIBITAJICS 3aiiTh B cUcTeMy depe3 ssh-coeuueHue (MOTEHIMAIBHO €6 OJINH AKTUBHBII
ceanc), emy OyJer BbIBeJeHO coobiienue Too many logins for ‘username' u 3710
coesimHeHne OyieT 3a0JI0KUPOBAHO.
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Koudwurypamnmonssriii ¢daiin /etc/fstab

Kouduryparmmonnsiit  daitn /etc/fstab wucnosb3yercs s HACTPOUKM TapamMeTpoB
MOHTHUPOBAHUS PA3TUIHBIX OJIOUHBIX YCTPOMCTB, PA3/IEI0B Ha JTUCKE U (DANTOBBIX CUCTEM.
Omn cocrouT 3 Habopa TaK HA3bIBAEMBIX OIIPE/ICIEHUI, KaXKI0€ U3 KOTOPHIX 3aHUMAET CBOIO
CTPOKY M COCTOWT U3 IIECTH IOJIEl, PA3/IeJIEHHBIX TpobelaMy WX CUMBOJIAMU TaOyJIsSIUn:

’fsfspec fs file fs vfstype fs mntops fs freq fs passno

[Tosig mpeHa3HAYEHbI JIJId 38 IAHUS CJAETYIONINX TapaMeTPOB:

e fs_spec
Qusnueckoe pa3mernienne (ailioBoOil CUCTEMBI, O KOTOPOMY OIIPEIEsIsIeTCs
KOHKDETHBIII pa3J/ie/l WM YCTPONCTBO XpaHEHUsd i MOHTHUPOBAHUS.
BMmecTo ykazanus pasmertienusi (HhailsioBOil CHCTEMbI SBHBIM 0OPa30M MOXKHO
BOCIIOJTb30BAaThCs €€ YHUKAJIbHbIM niaeHTudukaropom UUID.

fs_file
Touka MOHTHpPOBaHUS, KyJa MOHTUPYETCS KOPEHb (hallJIOBOIl CUCTEMBI.

fs_vfstype
Tun daitmosoit cucremsbr. [lognepxkuBatorcs ciemyronme tumbn: adfs, affs, autofs,
coda, coherent, cramfs, devpts, efs, ext2, ext3, ext4, hfs, hpfs, is09660, jfs, minix,
msdos, nvpfs, nfs, ntfs, proc, qnx4, reiserfs, romfs, smbfs, sysv, tmpfs, udf, ufs,
umsdos, vfat, xenix, xfs.

fs_mntops
Onmun morTupoBaHust (aitmoBoit cucrembr. OcuoBHbIe onmuu: defaults, noau-
to, user, owner, comment, nofail.

fs_freq
[Ipennaznavyeno [j1s1 UCMOIB30BAHUA YTUJIATON CO3/IAHUS PE3EPBHBIX KON B
daitnosoit cucreme. Boamoxkubie 3navenusd: 0 u 1. Eciu ykazano 1, To yruiura
CO3aCT PE3EPBHYIO KOIIUIO.

fs_passno
[Ipennasnavueno i UCIOJIB30BaHUA TporpamMmoit fsck mpm HeobxoammocTn
ITPOBEPKHU II€JIOCTHOCTHA (PailjIoBOIl CHCTEMBbI; BO3MOXKHbIE 3HadeHus: 0, 1 u 2.
3BHaueHre 1 yKasbIBAETCs TOJBKO JJIsi KOPHEBOH (hailJIoBOil CHCTEMBI (TO €CTh
daitnosoit cucrembr ¢ TOUKON MOHTHpOBaHuUs /). s octanbHbIX BalIoBBIX
cUcTeM JId MpoBepKHM yTuauToil fsck 3amaérca 3unadenue 2. Ilpm 3navenun 0
— MIPOBEPKa BBITOJIHITHCS He OyIeT.

[To ymosrganmnio KOHMUTYpPAIMOHHbBIH (hailyl BKIIIOYAET:

’/dev/mapper/MSVSphere—root / xfs defaults 0 0

QaiiioBas cucrema /dev/mapper/MSVSphere-root mpumMoHTHpOBaHA B KaTajor /, THUII
daitnosoit cucrembl — Xxfs, ncnonb3yembie onmun — defaults, pesepBHas KOIUs JaHHBIX
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He cozmaéres (fs freq=0), nmpoBepka 1ej0CTHOCTH (DARIOBOI CHCTEMBI HE BBIOJIHSIETCS
(fs_passno=0).

’UUID=b1bfe9bO—96ea—4876—883C—a9f1b6c74b /boot ext4 defaults 1 2

QaitoBasi  cucrema ¢ ujentudukaropom  blbfe9b0-96ea-4876-883c-a9f1lb6c74b
CMOHTHpOBaHa B /boot, Tum daitmoBoit cucrembl — ext4, HUCIOIb3yeMble OIIUU —
defaults, pesepBHasi Komus JaHHbIX cozgaércs (fs freq=1l), npoBepKa IEJIOCTHOCTH
daitnosoit cucremsbr Boinoasiercst (fs_passno=2).

’/dev/mapper/MSVSphere—swap swap defaults 0 0

QaitioBasi cucreMma /dev/mapper/MSVSphere-swap siBiseTcs pa3jieioM TMOJIKAIKHA Swap,
ucroJib3yemble o — defaults, pesepBHast Komms JaHHBIX He co3maérces (fs_freq=0),
IpoBepKa IesocTHOCTH (hailioBoil cucrembl He BbinosiHsiercs (s passno=0).

maintained under '/dev/disk/'.
and/or blkid(8) for more info.

apper /msvsphere-root / xfs
)=8ed41ci2l-164e-455c-bd65-b60ad5ad7cbd /boot
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Perucrpamusa cobbiTuii 6e3omacHocTu

BBeaenue

CpezicTBa perucTparuy COObITHI 0€30TTACHOCTH MTPEIOCTABIISIOT BO3SMOXKHOCTH BKIIOUEHUST
U UCKJIIOUEeHUs CcOOBITHII 06e30MacHOCTH B COBOKYIHOCTb COOBITHIA, ITOJIBEPTAOIINXCS
PEruCTpaIii, PErUuCTPAIMu COOBITHI 0e30MaCHOCTH; IPEJIOCTABJIEHUS PETUCTPUPYEMOit
nHGOPMAIIUY B TOHATHOM U 3aIMINEHHOM OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA BU/IE;
obecrieyeHnsT HEMPEPBIBHOCTH IIPOIECCa PETUCTPAIUUA IIPU  IIPEBBINIEHUN KYPHAJIOM
perucTpanyu OIpeIe;IeHHOTO pa3Mepa; BHIOOPOTHOIO MPOCMOTPA, IMOUCKA, COPTHPOBKHU U
VIIOPSIIOYUEHHST PETUCTPUPYEMO MH(MOPMAIUN; U3TOTOBJIEHHSI COOTBETCTBYIOMINX OTYETOB,
a Tak:Ke JIPyrue BO3MOXKHOCTH.

Coszaanune n yaaJjieHue IIPaBUJI perucTpalumn coObITUM
0e30ImacHOCTHN

Yrumura auditctl mnosBossier opmupoBarh, 00ABIATH WX yAAJIATH ITPABUJIA
perucTpaiun coObITUII Oe30ITaCHOCTH.

Yruaura IHoAJep2KUBa€eT CJIEeJyIomue OoIlguun, 1IepeducI€eHHble B Ta6J’II/IHGZ

Tabania 16: Ommun yrumurst auditctl u ux snauenus

Ormpst BHaueHne

-b backlog VeTaHOBHTH MAKCHMAJIBHOE KOJIMYECTBO JOCTYIHBIX sl 3allUCH JAHHLIX perucrpain Oydepos. 3Hauenne 1o
yMomaanmio — 64.

= -backlogfwaitftime VeTaHOBUTD BpeMst 02KUJIaHUsT 10 TIOCTAHOBKN HOBOIl IAPTHI JAHHBIX PErUCTPALMN COOBITHII Ge30IACHOCTH B 0Yepe/Ib
U TocIe Iy o€l nx 06pabOTKM IPU JOCTUZKEHNH TIPEJEIbHOTO 3HAYEHMSI.

-e [0..2] VYeranosurs duar 610knpoBku: 0 O3BOIUT Ha BPEMs OTKJIIOUHTD PEFUCTPALHIO, 1 O3BOIAT BKIIOYUTD €& 06paTHoO,
a 2 MO3BOJINT 3AIUTHTH KOH(DUIYPALHIO PETHCTPALUE OT H3MEHEHHIL.

-f [0..2] YeraHoBUTE €006 06paboTku Jyist diiara c60st. DTa ONIMs HO3BOJIAET ONPEJIETHTh, KAKUM 00pa3oM sjipo Oyaer

06pa6a(l'hlﬂa}|'h KpUTHUYECKHEe OIIIWGKH. SHH‘IGHVIQ 1o yMOJl‘IaHMK): 1 J:LAIH CHUCTEM C IOBbIIIIEHHBIMH 'l'peGOHHHMHMM K
6e30IaCHOCTH 3HAYCHHE 2 MOKET ObITH GOJIee PO THTEIbHBIM.

-h Kparkasi momonip 1o apryMmeHTaM KOMaHIHONH CTPOKH.

-1 Hrnopuposarh OmmMOKH IPH ITEHUH MPABHI 13 daiia.

-1 BriBecTn CIIMCOK BCeX MPABHJI 10 OJHOMY IIPABHIILY B CTPOKE.

-k koY VeranoBuTh Ha IPaBHIIO K04 duabrpain. Kimou guiabrpaiumn — 910 1pon3BosibHAs TEKCTOBAs CTPOKA JIJIMHOI

He Goubine 31 cumBosia. Kiod momoraer yHHKaIbHO HIEHTH(DUIMPOBATD 3allCH, TeHEPUPYEMbIE B XOJIE ay/IlHTa 3a
TOYKON HabIOAeHI.

-m TeKcT Tlociiate B CHCTEMy DPErHCTPAIMM COOBITUI MOJIB30BATEILCKOE COOOMIEHHE. DTO BO3MOXKHO TOJIBKO M3 aKKayHTA
YUeTHOIl 3alliCH CylepIob3oBare/s root.

-p [r|w|x]|al VYeranoBurh (UIBTP OpPaB LOCTYIA 1Jld TOUKH Habmogenus. I (urerne), W (3amuce), X (ucnouHenue), a (13MeHeHue
aTpuGyTa).

-r 4acTtoTa YeranoBuTh OrpaHHdeHHe CKOPOCTH BBIIAYH COOOMIEHHIT B CEKyHILY (0 — Her orpa[m‘imma). Ecmn sra
9acTOTa HEHy/IeBas, M OHA IIPEBBINIACTCS B XOJe ayauTa, (uar cOos BBICTABISETCH $IPOM IS BBITOJTHEHHS
COOTBETCTBYIOIIErO JIHCTBUsl. SHAYEHUE 110 yMOJYAHHIO: 0.

-R daiin Yurars npasuia us daiina. Ipasuia 10/KHbL GbITH PACIIOIOZKEHBI 110 OJHOMY B CTPOKE U B TOM IIOPs/IKE, B KAKOM
OHH JIOJZKHBI HCHOIHATHCS. Biazenbiem daiina ¢ mpaBuiaMu J0JzKeH GbITh cylepnoab3oBarens M00t. lamnmbrit
daiin He JO/KeH OBITH JOCTYNEH JUlsl YT€HHs JIOOBIM JPYTUM HOIb30BATE/SAM, B IPOTHBHOM CIIydae OIepalis ¢
ommpeii He OyJieT MO3BOJICHA.

=3 TlomyunTs craryc perucrparuu COObITHIA.

-a Cnucok, D.el7ICTBVIe ,LloﬁaBnTb TIPAaBUJIO C YKa3aHHBIM JIefiCTBUEM K KOHILY CIIMCKA.

-A cnucok, D.eﬁcTBVIe Hobasurn TIPABUJIO C YKa3aHHBIM JICHCTBUEM B HAYAJI0 CIIHCKA.

-d cnucok, neﬁcmwe VAamuTh TpaBHIo ¢ yKa3aHHBIM JeHCTBHEM U3 cIicKa. [IpaBuiIo yaassgercs TOIbKO B TOM CIIydae, €CIU IOJTHOCTHIO
COBIAJIM ¥ MM$I CHCTEMHOI'O BBI30BA, H I0JIsl CDABHEHHS.

-D ViasuTh BCe NPaBuUila U TOUYKHU HABIIIOIEHNS.

-C ITpomomkuTh 3arpyzkarh IpaBujia, HECMOTPs Ha HosiBieHue ommbku. Takum 06pasoM MOXKHO OTCIIEUTh KOHEUHbIIT
pesy/IbTaT 3arpy3Ku npasui1. Ecim xoTs ObI OHO U3 IIPABHII HE 3arPy3HI0Ch, KOJ BO3BpaTa Oy/eT HemHysIeBoil.

-S [I/IMﬂ W HOMeEp CUCTEMHOrO Bbi30Ba | all] JToboit HOMED WJIM UM CUCTEMHOI'0 BbI30Ba MOXKET 6BITH UCIIOJIL30BaH. TakKe BO3MOYKHO HCIOJIL30BAHHE KIIIOUEBOIO

ciosa all. Eciu Kakoii-mm6o NpOIEecC BBIIOJNHSAET yKA3AaHHBI CHCTEMHBIH BBI30B, TO CIyK06a DerHCTparuu
reHepHpyeT COOTBETCTBYIONLYIO 3amuchk. Ec/m 3Hadenus moeii cpaBHeHNs 3aJIaHbl, 8 CHCTEMHBIN BBI30B He yKa3aH,
npaBuiIo OyjleT IPUMEHSTHCH KO BCEM CHCTEMHBIM BbI30BaM. B 0iHOM mpaBmiie MOXKeT ObITh 3aJIAHO HECKOJIBKO
CHCTEMHBIX BBI30BOB — 9TO MOJIOXKHTEILHO CKA3BIBACTCS Ha MPOM3BOANTEILHOCTH, HOCKOJIBKY 3aMeHgeT 00paboTKy
HECKOJIbKHX ITPABHJL.

TIPOJOJKEHIE Ha CJeAyIomeil cTpanuIe
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Tabmuma 16 — npoo/zKeHue ¢ Ipe/blayieii CTpaHuIbl

Onmust

BHauenne

F [n=v | n!=v | n<v
n&v | n&=v]

n>v

-A list,action
-C [f=f | f!=f]

n<=v

n>=v

BB,E['CLTL oJie cpaBHEHHA JJIA IIpaBHJIa. ATpHGyTLI II0JIA CTIeAYIOIIHe: 061>CKT, oneparuys, 3HadeHue. Mozxmuo 3a1aTb
710 64 noneit cpaBHenus B oHOI Komane. Kaxkgoe HOBoe mojie J0/KHO HauuHathes ¢ - F. Coyx6a perucrpanun
COGhI'l'Mﬁ 6\',‘[9[ reHepupoBaTh 3allUCh, €CJIM IIPOU3O0NLIO COBIA/ICHUE 110 BCEM I[OJAMH CpaBHEHUS. ,Z[Olly(‘,'l'l/ll\lo
HCIOJIb30BAHNE OJHOTO U3 CJIEJYIONMX 8 OIEPATOPOB: PABHO, HE PABHO, MEHbINE, GOJIbINe, MEHbIIE JHO0 PABHO,
Goube G0 paBHO, OuToBas Macka (N&V) u Gurosast nposepka (N&=V). BuToBas MPoBEpKa BBIIOIHAET ONEPALIIO
and Ha/[ 3HAYCHUAMH U [IPOBEpsAET, paBHLI JIX OHH. Burosas macka IIPOCTO BBIOJIHAET OIlepanuio andA HOJI?L,
onepupypoimue ¢ HﬂCHTHd)HKﬂTOPOhl MOJIB30BaTEeNA, MOI'YT TaKzKe p&ﬁOTﬂTL C UMEHEM [IOJb30BaTe/Id — IIporpaMma
ABTOMATUYCCKH MOJIyYUT M,‘LeH'l'H(blAKaTOp 110JIb30BaTeJIsi U3 €ro UMeHH!.

JlobasuTh MpaBmiIo B Hauaao ciucka List ¢ meiicrsuem action.

CpaBIIHTb 3HAYEHUs TOJel MEXKILY coboii. (DUPM‘(LT 3a/lains CpaBHEHHA: II0JIe, OIeparop, IoJe. Moxno B 0;[1[0]7]
KOMaH/1¢ CpaBHUBAThL HECKOJIBKO IIap noJeit OTHOBPEMEHHO. HCPC,EL K&)K,Z[(J[‘/‘I HOBOI r[apoﬁ 3allChIBACTCHA O 'cA
Omnupst crabxkena jByMsi oneparopamu: = u !=. JlocTynHble JyUist CpaBHeHHs: mojst: -W MYTb (106aBUTH TOUKY
Haburo/1eHust 3a GailyIoBbIM 06'BEKTOM, HAXOSAIIMMCH 110 yKasaHHoMY 1yTn) u -W Ny Thb (y1aanTs Touky HabIo1eHus!
3a bailyIoBBIM 0OBEKTOM, HAXOUSAMIIMCS 110 yKASAHHOMY ILyTH).

IIpumep: j106aBUM TPABUIIO ayIATA, OCYIIECTBIIAIONIEE HAOIIOIEHHE 3a JJOCTYIIOM K (bailry

/etc/profile:

’$ sudo auditctl -w /etc/profile -p rw -k profile

JlobaBjieHne TpaBuJjIa perucTpalnuu coobITUiI DE€30MacCHOCTHN

Yrunura autrace mo3BoJisieT JJO0ABIATH ITPABUJIA PETUCTPAIMU COOBITHI 6€301IACHOCTH JIJ1s
TOTO, 9TOOBI CJIETUTH 34 UCIIOJIb30BAHUEM CHCTEMHBIX BBI30BOB B yKazaHHOM mporiecce. OHa
[OJAEPXKUBAET OIIIMIO - I, C IOMOIIBI0 KOTOPOI MOXKHO OIPAHUYUTH COOP MH(MOPMAIMH O
CHUCTEMHBIX BBI3OBaX TOJIbBKO TEMH, KOTOPbLIE II(B()(B)((}IIIIDAI)I JJId aHaJIN3a HNCIIOJIb30BaHUA

pecypcos.

IIpumep: ¢ mnoMmoIIbIO yTWIMTHI autrace oOT UMEHH aJIMUHUCTPATOPA IIOJIYIUM
MHMOPMAIUIO U3 XKYPHAJIOB ayInTa:

$ sudo autrace /bin/date

Waiting to execute: /bin/date

MH anp 9 22:56:19 MSK 2023

Cleaning up

Trace complete. You can locate the records with 'ausearch -i -p 12438'

Ilonck pgaHHBIX permcTpalum coObITHIl 6e30IMacHOCTU

-yTHHHTa ausearch HCIIOJIL3YyETCA JJIL IIOUCKa  JaHHbBIX perucrpanuu CO6HTHﬁ

0Ee30MaCHOCTHU TI0 PA3JIUYHBIM KPUTEPUSIM.

YTunura noIepKUBACT CJICIYIONINAE ONIINN, TIEPEUYUCIEHHbIE B TabIHIE:

Tabmuma 17: O yruanTe dusearch n nx smadenus

Omnnust BuaueHue

-a, --event audit-event-id Vckarh coObITHS C 33 JaHHBIM UAeHTHMOUKATOPOM COOBITU.

-C, --comm comm-name Vckarh coObITHS ¢ 33/IaHHBIM UMEHEM UCIIOJIHIEMOTrO cbaifma,
-f, --file file-name Vckath coObITHS € 33aHHbIM uMeneM daiiia.
-tm, --terminal terminal HlckaTh cOOBITHS ¢ 3a]aHHBIM TePMUHAJIOM.

-X, --executable executable
--session Login-Session-ID

Vlckarb cobbITHS € 33/ JAHHOI MCIIOIHSIEMON IPOrPaMMOii.
Hckarp cobbiTHs ¢ 33/ [aHHBIM HIEHTH(DUKATOPOM CECCun.

IPOJIOJIZKEHNEe Ha ciejlytoleil cTpanunie
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Tabmuma 17 — npoJoJIzKeHe ¢ Ipe/blayeii CTpaHuIbl

Onmust 3nauenne

-ua, --uid-all all-user-id Vckarh coBbITHS, y KOTOPBIX J1I060it 13 1AeHTH(DUKATOPOB MOIL30BATES COBIA/IAET C 3aIAHHBIM UICHTHMUKATOPOM
OJIB30BATEIS.

-ue, --uid-effective effective-user-id Hckare cobbitust ¢ 33 anHbIM 3(DMEKTUBHBIM HICHTH(DUKATOPOM HOJIB30BATEIs.

-ui, --uid user-id HckaTh cobbITHS C 3a/[AHHBIM WICHTH(DUKATOPOM MOJIB30BATE .

-ga, --gid-all all-group-id Vckarb coObITHS ¢ 33 aHHBIM 9(DEKTUBHBIM UM OOBIMHBIM MAEHTH(DUKATOPOM TDYIIIIbL.

-ge, --gid-effective effective-group-id Vckarhb cobbiTHS ¢ 33 aHHbIM 3¢ hEKTHBHBIM UACHTH(MOUKATOPOM IPYIIILI UM UMEHEM TDYIIIbL.

»gi y - »gid group»id Hckars cobpITHS ¢ 33 JaHHBIM HACHTH(MHUKATOPOM IPYIIIBI MIH HUMEHEM TPYIIIIbL.

-hn, --host host-name Hckareb cobbITHs C 3a/laHHBIM UMeHeM y3ua. VIMst y3iia MoxKeT ObITh MMEHEM y3/Ia, HOJHBIM JIOMEHHBIM UMEHEM I
1GPOBBIM CETEBBIM aPECOM.

-k, --key key-string Vckarh cOObITHS € 38, JAHHBIM KJIIOYEBBIM CJIOBOM.

-p, --pid process-id Vckarh cOOBITHS C 33 JaHHBIM WICHTHMUKATOPOM IIPOIecca.

-pp, --ppid parent-process-id Vckare cobbITHS ¢ 33JaHHBIM HICHTHMOUKATOPOM POJUTETIHCKOIO MPOIECCa.

-sc, --success syscall-name-or-value Vckarh cOBBITHS C 33JAHHBIM CHCTEMHBIM BBI30BOM.

-0, --object SE-Linux-context-string Uckarhb cobbITs ¢ 3aJaHHBIM 00bekToM SELinux.

se, --context SE-Linux-context-string HckaTh coBBITHS ¢ 33TaHHBIM KOHTeKeToM SELinux.

su, --subject SE-Linux-context-string Hckare cobbitust ¢ 3aganubiM cyobekrom SELinux.

-sv, --success success-value Hckarb cobbTust ¢ 3a7aHHBIM (DIArOM YCIEIIHOTO BBINOJIHeHusl. JlomycTuMmble 3HaveHns: Y€S (ycremso) u NO
(neyzmaumo).

-te, --end [end-date] [end-time] Vckarb coObITHSI, KOTOPBIE TIPOM30ILIM PAHBIIE WM BO BPEMSI YKAZAHHON BPEMEHHO{l TOUKH.

-ts, --start [start-date] [start-time] Vckarh coObITHS, KOTOPBIE TIPOM3OILIN TIOCTIE UM BO BPEMs YKA3AHHON BPEMEHHO TOUKH.

-w, --word Cosnaenue ¢ nonus crosoM. Ioep:kuBaercs 1yisa uMenn aiiyia, IMEHH y3/1a, TepMuHaia u Konrekera SELinux.

-uu, --uuid uuid rocteBon_cucTembl Hckare cobeirue B rocresoii OC ¢ 3aganusiv UUID.

-Vm, --vMm-name MMs_rOCTEBON CUCTEMbI Uckars cobbrtue B rocrepoit OC ¢ 3aaHHBIM UMEHEM.

- —just—one OCTaHOBUTH TIOUCK MOCJIE MOSABJIECHAS [EPBOTO COOBITHSI, yOBIETBOPSIONIEr0 KPUTEPUSIM IOUCKA.

-e, --exit exit-code-or-errno Vlckars cOOBITHS MO 33JaHHOMY CHCTEMHOMY BLI3OBY: KOJY BO3BPATa UM HOMEPY OIIHOKH.

--input-logs Vcnonb3oBaTh MecTo HaxozxieHus daiiia joros, oboznauennoe B /etc/audit/auditd. conf.

-h, --help Brigars cripasky 06 yrusmre.

l'enepaiiusgs oOT4Y€TOB MO [JAHHBIM  PErucTpanud  COOBITHUM
0e30ImacHOCTHN

Yrunura aureport 1mmo3BoJIsIeT T€HEPUPOBATH OTYETHI 110 JIAHHBIM PETrUCTPAIAN COOBITHI
0e301aCHOCTH.

VTuaura MOIAEePKUBACT CJICIYIONINAE OIIINN, IEPEINCICHHbIE B TaOJIHUIE:

Tabsmia 18: Ouimu yTumThl au repo rt u ux sHaveHust

Onnust 3uauenue

-u, --user OT4er 0 moIbL30BATENIAX.

-e, --event Otuer o cobbITUAX.

-f, --file Otuer o daiiinax.

-p, --pid Oruer o npomeccax.

-s, --syscall OTYeThI O CHCTEMHBIX BBI30BaX.

-t, --log OT4eT 0 BpeMEHHBIX PaMKaX OTYETA.

-x, --executable Oruer 06 UCHIOMHAEMBIX 0OBEKTAX.

-tm, --terminal OTyer 0 TepMUHAIAX.

-1 p =< login OTyer 0 nonbITKax BXoJa B CHCTEMY.

-au, --auth OTuer 0 Beex MOUBITKAX ayTeHTH(OUKALIN.

-C, -- config Otder 06 UBMEHEHUSX KOH(MDUTYPAIAH.

-m, --mods Otruer 06 N3MEHEHHSIX MOJIL30BATEILCKAX YICTHBIX 3aITHCEl.

--tty Oruér 0 HAXKATHUAX II0JIb30BATENIS HA KIaBHATYDE.

-ma, --mac OT4er 0 cOOBITUAX B CUCTEME MaHIATHOTO YIpaBIeHHs JOCTYIIOM.

--success st 06paboTKn B OTHYETaX BBIOMPATH TOJIBKO yaadHble coObithst. [10 yMOIYaHMIO NOKA3BIBAIOTCS M yJAdHBIE, W
HeyIauHbIe COOBITHS.

--failed Jnsi 06paboTKM B OTHYETaX BHIOHpATh TOIBKO HeyJadHbie cOObITHS. 110 yMOIMaHMIO TOKA3LIBAIOTCS U yJIadHbIC, U
HEyJIAYHBIE COOBITHS.

-te, --end [pata] [Bpems] VckaTh cobbITHS, KOTOPBIE MPOM3OILIN PAHbITE UM BO BPeMsl YKa3aHHOH BPEMEHHOH TOUKH.

-ts, --start [D,aTa] [BpeMﬂ] Wckars cobbrrust, KOTOPBIE TIPOU3OIILIH HOCJIe UM BO BPeMs YKa3aHHONH BPEMEHHOM TOYKH.

--node uMa_y3na Bribparh coOBITHS, CBSI3aHHBIE C Y3JI0M, UMl KOTOPOTO yKa3aHO IOCIe Kioda. MOXKHO yKasaThb HECKOJIBKO HMEH
yaaoB. ITo ymomdanmio nadopManys coGupaercs co BCeX y3JoB.

--summary TenepupoBark UTOroBBIil OTYET, KOTOPBIA JaeT MH(MOPMAIHMIO TOJBKO O KOJIMYECTBE JI€MEHTOB B TOM HJIH HHOM
oryere.

--input-logs Hcnomnbsosars Mecto naxoxaenns aiina goros, obosnadennoe 5 /etc/audit/auditd. conf.
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Koudwurypanmonssriii ¢gaiin /etc/audit /auditd.conf

Kouduryparmumonnsrit daitn /etc/audit/auditd.conf coyepxkut mapaMeTpbl HACTPONKU
CPEICTB PErucTpaIuy COOBITUI 0E€30ITIaCHOCTH, B TOM YHUCJIE:

ITapamerp Onucanne

log_file TTommoe ums daitia, B KOTOPoM Gy1yT XpaHHTBCS JAHHBIC PETHCTPAIME COOBITHII H6e30IACHOCTH.

log_group T'pynna, apisomasics BiajesbiieM daiiia perncTparm.

log_fo rmat DopmaT XpaHeHNs! JJAHHBIX PerucTpanun. Bo3aMoKHble 3HaYeHus: Fraw (LLHHHble 3alMCbIBAIOTCA B TOM BU/JIE, B KAKOM

priority boost
flush

freq
num_logs

disp_gos

dispatcher
name_format

max_log_file

space_left

admin_space_left

disk_full_action
disk_error_action

OHM OBLIH MOIYYEHBI OT $/Pa ONEPAIMOHHOM CHCTeMbl) u nolog (Barmcb JTAHHBIX OTKmoqaeTCﬁ).

IIpuopurer BuIOMHEHNS CITyKOBI PETHCTPAIINH.

Pexxum paborsl ciryzkGbl perucrparuu. Bo3MoxkHbIe 3HaueHns: NONE (He UCIOIB30BATh KAKHE-An0O0 IOJUTHKI
3aIUCH, T.e. JIONOJHUTEIbHbIE neﬁcTBnﬂ), incremental (3anucb C IEepUOJINIHOCTDIO, ONPE/IeJIeHHON apaMeTpoM
freq), data (sammch jaHHbIX B CHHXPOHHOM pexkume), SYNC (3amMCh B CHHXPOHHOM DEeKMME M JAHHBIX, I
MeTaJanHbIx (daiina).

MakcuMaabHOe HHCIO PErHCTPAIMOHHBLIX 3allicedl, KOTOPhle MOTYT XpaHHThcs B Oydepe Imepej 3amucbio
Oy depu30BaHHBIX JAHHBIX Ha JUCK. VICIONB3yeTcs, TOIBKO KOrJla IapaMeTp flush mveer snauenne incremental.
MaxkcumasipHoe  umuciao  aifioB  permcrpanuu  Ha Jucke.  Vcmosb3yercs, TONBKO  KOrJa  Iapamerp
max_log_file action umeer snauenne rotate. 3nauenne napamerpa He JIOMKHO npesbimaTs 99.

PexxuM mepesadn JAHHBIX MEXKIy CIyzK00H perucrpanum u aucnerdepoM. Bosmoxmble 3Hadenms: LOSSY
(6:10KMpOBaHKe 3alpeIIeHo, T.e. CIyk6a PErHCTPAUN MOXKET HE [epeaBaTb AUCIeTHepy HEKOTOPbIe JAHHBIC O
COOBITHSAX, €CIM OYePe/ib JAHHBIX O COOBITHAX MosHa. IIpu 9TOM JaHHBIC perucTpanun Oy/yT 3alMCaHbl Ha JIACK,
ecim TosbKO 3Havenue napamerpa L0g_ format me pasmo nolog), lossless (Groxuposanmne pasperieno, T.e.
3AIMCh JAAHHBIX PETHCTPALME O COOBITHAX HA JUCK OyJeT OCTAHOBJIEHA, IOKA HE OCBOOOJUTCS MECTO B OUEPE.).
MecTo pacnoioyKeHust NCHOMHAEMOr0 (haiijia IPOrpaMMBbl JIUCIIETIEPA.

Tlopsimok paspemreHust MMEH XOCTOB. Bo3MoKHbIC 3HadYeHHs: NONE (HMH He chonmyc’rcﬂ), hostname (MMm
BO3BpAIIEHHOE 1epe3 3aIpoc gethostname), fqd (no;moe uMs XOcTa, Bo3BpaiieHHoe depes DNS 3anpoc) nu-
meric (IP-aapec), User (crpoka, onpee/ennas B napaMerpe Name).

Maxkcumasbablii pasmep daiina perucrpanun B Merabaiitax, 1o JOCTHKEHHH KOTOPOro OyeT BBIIOIHEHO JAeficTBHe,
onpeznenennoe napamverpom max_log file action. Bosmoxubie neficreus: 1gnore (mmwero me menars), SYS -
log (oTnpaBnTb IpeaynpeK/ieHue B syslog), suspend (ocTaHoB[/ITb 3aIMCh JAHHBIX PETHCTPAIIN COOBITHIT Ha ,:L[/ICK),
rotate (np0u3BecTu poTaruio (HailyioB PErHCTPAIMA B COOTBETCTBHU C NapaMeTPOM numflogs), keepflogs
(ocyIIecTBUTH POTALMIO, HE yaJisis IIPH STOM CTapble (aiiibl).

Beimuuna B Merabaiirax, onpesessiomas pasmMep OCTaBIIErocsi JMCKOBOIO IIPOCTPAHCTBA, 1O JIOCTUZKEHHH KOTOPOrO
OyIeT BBIIOIHEHO AEHCTBHUE, ONPEIeeHHOe TapaMeTPOM spaceileftiaction. Bosmoxkubie geiicTBust: ignore
(Hn'mro HE ,Z[CJ'[aTL). syslog (OTHP(“LBMTB npeynpex/jieHue B syslog)A email (oTnpaBuTL MUCBMO aKKayHTY,
onpejeniennomy B action_mail_acct), exec (semosnnuts ckpunr), suspend (ocTaHOBHTH 3alMCh HA JWCK U
nepesectu cuctemy B single mode), halt (sbikirounts cucreny).

Beimuuna B MerabaiiTax ocTaBIIerocsi CBOOOIHOIO IPOCTPAHCTBA HA JUCKE JIs IIPEJLYIIPEXKIEHNs 8 [MIHICTPATOPA
0 TOM, ITO HaJ0 A06ABATH/OIUCTHTH CBOGOAHOE IIPOCTpanCTBO. Besmuuna nosmkna 6e1ts Menbie yem spaceleft.
Jleiicreusi, KoTophle MokHO onpejesnts B admin_space_left_action, ananormunsr space_left_action.
JleiicTBusi, BBIOJIHSIEMbIE [IPU 3aII0JIHEHUH BCErO JUCKOBOTO MIPOCTPAHCTBA. AHAIOTMYHBI spaceileftiaction.
JleiicTBus, BBIOJHSIEMbIE DU BOSHUKHOBEHUM JMCKOBOi1 onmbkn. Anasornune Space left_action.
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OrpanndyeHnne NporpaMMHON Cpeabl

BBeaenue

CpencTBa orpaHuvenust MPOrPAMMHON CPEbl MPEJIOCTABISIOT BO3MOXKHOCTU YCTAHOBKU
IIPOrPaMMHOTI0O  ODOecCIleYeHnsl JIOBEPEHHBIM 00pPa30M; IPUMEHEHUsl TUIIOBBIX HaOOpPOB
Pa3/IMYHBIX TPOrPAMMHBIX KOH(UTYpAIUii; YIIPABJICHUsS 3aIlyCKOM IIPOrPAMMHOIO
obecrieveHns, B TOM YHCJIe OIPeIesIeHNs 3aIlyCKaeMbIX ITPOIPaMM, HACTPOUKH MTapaMeTpPOB
3aIyCKa M KOHTPOJIS 33 UX 3aIyCKOM; PearnpoOBaHUs HA MOMBITKH 3aIlyCKa, TPOU3BE/IEHHBIE
B HapyIlIeHEe yCTAHOBJIEHHBIX MTPABUJI, & TAKKe JIPyrrie BO3MOXKHOCTH.

Bxarogyenue IIporpamMmMm B aBTO3arpy3Ky

Yrunura chkconfig mosBosisgeT BKJIIOYATh MPOrPAMMBI B aBTO3arpy3Ky C IIEJIbI0 HX
aBTOMATHUYECKOI'O 3aIlyCKa IIPUA CTapTe ONEePAIMOHHON CUCTEMBI.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMblE QOYHKIUA 33JaI0TCd HAOOPOM  OIIHiA,
IIePEYNCIEHHBIX B Ta0JIHIIE:

Tabauia 20: Onuun yrunrer chkconfig u ux snauenust

Onuusa Buavenne

--level levels Omnpeieisier ypoBHU, Ha KOTOPBIX COOTBETCTBYIONIAs HPOIPAMMA JIOJIZKHA BBIIIOJIHATECSA. YPOBHU YKA3bIBAIOTCS HA
Mecte napamerpa LevelsS B kavecTBe CTPOKH IeJIOYHC/ICHHBIX 3HaveHuil B quanasone or 0 1o 6. Tak, Hanpumep,
npu nepejate onnuu - - Level 35 yrusmre GyjeT nepejaHo yKasaHue Ha yPOBHH 3 1 5 COOTBETCTBEHHO.

--no-redirect Ecm yrunmTa 3amymena B cucreme, HCHOJIB3YIONMIEH yTHIATY systemd B Ka4eCTBE CUCTEMbl MHUIMAJIA3AIUN, TO
chkconfig OyIeT mepeHaIpaBIATh KOMAH/IBL B systemd‘, €CJIN Y JAHHOI CIy2KOBI CYIIECTBYeT COOTBETCTBYIOMMIT
daiin, npeaHasHAveHHBIT JIs Takux obpamenuii. JlaHHas ONIUs OTKJIIOYAET IIPOIECC HEePeHAIIPABJICHHS yTUINTE
systemd u obecrieunsaer paGoTy TOJIBKO ¢ CHMBOJIBHBIMH CChlIKaMu B jupexTopusx /etc/rc[0-6].d.

--add name Jobasusier HOBY10 cityk6y [yis1 yupasienust yruiuroiit chkconfig. Vmst ciiykGbl yKasblBaeTcst Ha MecTe apaMerpa
name.
--del name Vaanser ciyk0y, UMs KOTOPOHl yKa3bIBAeTCA Ha MecTe Iapamerpa NamMe, M3-1oj yIpPaBICHHs yTHIHTON chk-

config. Taxxke u3 aupekropuit /etc/rc[0-6].d ynansmorcs mobsle CHMBOIBHbIC CCBUIKH, yKa3blBAIOIIHE Ha
VAAIAEMYIO CIIyZKOY.

--override name IIpoussoauT nepeonpejesieHne HACTPOEK (‘le)l(ﬁbl, MM# KOTOPOii yKa3blBaeTCsA Ha MecTe napameTrpa Name, sMecro
6a30BBIX HACTPOEK.

--list name BeiBoaut Bee cityKObL, TOCTYIIHBIE /IS chkconfigA a TaK2Ke IIOKa3bIBaeT UX CTATyC Ha KazKJIOM yPOBHE (BKH,/’BLIK.T{)A
Ecimm onmun nepeiaTh apryMeHTOM MMsi HEKOTOPOIi Ciiy2KObI, KOTOPOE yKa3bIBAeTCsl Ha MecTe mapameTpa Name, o
Oyzer BbiBeeHa nHMOPMAIUs TOIBKO 00 YKa3aHHOM CiryxK0e.

praBJ'IeHI/Ie CuCcreMHbIMN C.TIy}K6aMI/I

VYrunura systemctl mo3BosisieT yrnpaBidTh CHCTEMHBIMU CJIyKOAMU.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMble (OYHKIUK 33JAI0TCI HAOOPOM  OIIIHiA,
[IEPEYNCIIEHHBIX B Ta0JIATIE:

Tabauia 21: Omn yrusmrs: Systemctl u nx snavenus

Ormmpst Buauenne

-t, --type Vka3blBaeT Ha THII TAK HA3bIBAEMOrO IOHWTa (CIy:KObI, COKeTa, ycTpoiicTBa u T.11.). Moxer GbITh B BHZE CIHCKa
HANMEHOBAHMIT TUIIOB, Pa3JIe/IEHHBIX 3allsATOM, eciii TpebyeTcs yKazarh Gosiee, YeM Ha OJMH THIL

-a, --all ITpu BbIBeJeHMH CINCKA IOHUTOB BBIBECTH abCOIIOTHO BCE 3arpDy’KeHHbIE IOHUTHI BHE 3aBHCHMOCTH OT X CTaTyCa,
BKJIIOYAsl T€ U3 HUX, KOTOPDIE SBJIAIOTCH HEAKTHBHBIMH.

start [uma Cepcha] Baiyckaer paboTy cepBUCa € YKASAHHBIM HMEHEM.

stop [ums cepswca] OcranaBiuBaeT pabOTy CEPBHCA C YKA3AHHBIM UMEHEM.

reload [uMmsa cepsucal ITlepesarpyaer KOH(MDUIYPAIHMIO CePBUCA C yKA3aHHBIM UMEHEM.

restart [uma cepsucal TlepesaryckaeT cepBuC ¢ yKa3aHHBIM HMEHEM.

try-restart [vms cepcha] IlepesamyckaeT cepBuc ¢ yKa3aHHBIM HMEHEM, €CJII JAHHBIH CEPBHUC yzKe paboTaeT Ha MOMEHT 3aIlyCKa yTHIATHL.

MIPOJIOJIZKEHUE Ha CJIejlyloleit cTpanuie
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Tabmuma 21 — npoJoJIZKEHe ¢ Ipe/blAyIeii CTPaHMIbI

Onmust 3nauenne

reload-or-restart [umsa cepBMca] Ilepesarpy3urs KOHGMUIYPAIMIO CepBUCA ¢ YKA3AHHBIM HMEHEM, €CJIH CEPBHC MOLIEPIKHBACT TAKYIO KOMAHJLY, HIIH
BBIIOJIHATD [IePe3aIlyCK CIy2KObl. EC/Ii Ha MOMEHT 3allycKa yTHINTBI yKa3aHHAs CJIy2k0a He Oblia 3alyIieHa, TO OHa
BRllyC'l‘M'l'CH nocJjie yClle”lHOl'O BBIIIOJIHEHU ST KOMaH/IbI.

reload-or-try-restart [umsa cepsucal Ilepesarpysuth KOHGbUTYDPAIMIO CEPBUCA C YKA3AHHBIM MMEHEM, €CJIM CEepBHC MOJIEPIKMBACT TAKYI0 KOMAHJLY, M
BBIIOJIHATD NIEPE3aIlyCK CIyzKObl. Ecim Ha MOMEHT 3allycka yTHIMTBI yKasaHHAas CIyzk0a He Oblia 3allylieHa, TO
yKasaHHas KOMaHjia He IPOU3BEIeT HUKAKHUX JCHCTBHIL.

kill [uMsa cepsucal OcyIecTBUTh IPUHYAUTEIBHYIO OCTAHOBKY PAOOThI CIIyZKObI ¢ YKA3AHHBIM HMEHEM.

is-active [uMms cepsucal OcyecTBiisieT NPOBEPKY, aKTUBHA JI Ha MOMEHT 3allyCKa YTHIMTHI ClIyk0a ¢ yKazaHHBIM nmeneM. Ecim ciyx6a
AKTUBHA, WM XOTs Obl OJHA U3 CJy2KO, [EPEJAHHBIX B KAUCCTBE apryMEHTa JAHHOI KOMAam/e, akTHuBHA (B Ciydae,
ecm GbUIM Tepeanbl HAMMEHOBaHHA 0Gosee, [9eM OfHON CilyzKObl), BBIBEIETCS HyJIeBOe 3HadeHue. B mporusnoM
Clydae — HEHyJIeBoe.

is-failed [uMmsa cepBuca] TIpoeepster, Gbiin i npoGJIeMbl [PH 3allyCKe yKazaHHOH ciyKObl min ciyzk6. Ecim xorst 661 y ofHOl n3 ciyx6
BO3HUKAaJIN “p06J|el\/H~:|‘ 6yjle'|' BbIBEJICHO HyJIEBOE 3Ha4YeHue.

enable [uMmsa cepBucal JlobapiisieT yKasaHHbI CepBUC (MM UX MHOXKECTBO) B aBTO3AILyCK.

disable [uMs cepsucal VY6upaer yxazannolii cepsuc (MM UX MHOXKECTBO) H3 aBTO3AILyCKa.

is-enabled [uMa cepsucal IIpoBepsier, HAXOAUTCA JIM yKa3aHHas CIy>KOa (MM cory>KObl, B Cllydae, eC/Ii B KauecTBe apryMEHTa ObLI IepeaH

CIIMCOK HAMMEHOBAHMIL) B aBro3anycke. Eciu Xors Gbl 0/jHA U3 yKa3aHHBIX CJIy2K0 HAXOJIUTCA B ABTO3AIyCKe, Oy1er
BBIBE/ICHO HyJIEBOE 3HAYECHHE.

--version Brisectn nndopManmio o Bepcuu yTHIATEL.

-h, --help Beisectn cripasounyio uadopManuio 06 yTuinTe.

IIpumep: npoBepuM cTaTyc cepBepa IedYaTu.

U1t 3TOTO BBITIOJTHUM CJIEJTYIONIYI0 KOMAHJTY':

$ sudo systemctl status cups

cups.service - CUPS Printing Service
Loaded: loaded (/usr/lib/systemd/system/cups.service; disabled; vendor preset: enabled)
Active: inactive (dead)

IIpumep: pazpemuMm aBromaTuydecKuit 3aiyck cepsepa medatu CUPS mpm 3arpyske
CUCTEMBI.

U1t 9TOTO BBITIOJTHUM CJIETYIONIYIO0 KOMAHJTY:

$ sudo systemctl enable cups

Created symlink from /etc/systemd/system/multi-user.target.wants/cups.service to /usr/lib/
—systemd/system/cups.service.

Created symlink from /etc/systemd/system/printer.target.wants/cups.service to /usr/lib/systemd/
—system/cups.service.

Created symlink from /etc/systemd/system/sockets.target.wants/cups.service to /usr/lib/systemd/
—system/cups.socket.

Created symlink from /etc/systemd/system/multi-user.target.wants/cups.path to /usr/lib/systemd/
—system/cups.path.

Hactpoiika 3amycka nmporpaMM Mo pacinuCaHUuio

Yrumura crontab mossBosasger HaCTpanBaThb 3allyCK IIpOrpaMM II0 PaCIIMCaHUIO.

Pexxumbr paboThbl yTWJIMTBHI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIePEYUCICHHBIX B TaOJIATIE:

Tabmuna 22: Onmn yrumre: crontab u ux snavenns

Onmus 3uavenne

-u VKa3sbIBaeT MOJb30BATEIIs!, Ybe PACIHCAHIE JOJIKHO PEAAKTHPOBATHCS.
-1 Bboisoz rexymero duaiina pactucanms.

-r Vnanenne rexymero daiina pacnucanus.

-e Penakruposanue aiina pacuucanus.

IPOJI0JIZKEHNE Ha Clejlytoleil cTpanuie
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Tabmuma 22 — NPOJOJIZKEHNE ¢ TIPe/blAyIeii CTPaHMIbI

Onmust 3nauenne

Tabsumna pacnucanuss COCTOUT U3 IIECTH KOJIOHOK, PAa3/essieMbIX IpodeiaMu  WJIn
cumBosiamMu Talyssanun. [lepBble maTh KOJOHOK 3aJaf0T BPEMsl BBINOJIHEHWs (MHUHYTA,
9ac, JIeHb, MeCdll, JIeHb Hejenu). B HUX MOXKeT HAXOIUThCs YUCJO, CIIUCOK YHUCE,
Pa3JeNEHHBIX 3alAThIMU, JUATA30H YUCEs, PAa3JIeJIEHHBIX JTedUCOM, CUMBOJBI * wian /.
[Tocsie miosteit BpeMeHU yKa3bIBAETCS TOJIb30BATEb, OT KOTOPOT'0 3aIlyCKAeTCs ITPOTPaMMa.
Bce ocrasbable CHMBOJIBI B CTPOKE HHTEPIPETUPYIOTCH KAK BBITIOJTHAEMAas IIPOrpaMMa ¢ e€
napaMeTpaMu.

IIpumep: ycTaHOBUM C TIOMOIIBIO YTUJIUTHI Crontab orpaHuydeHusi Ha JOCTYI K CHCTEME
o Bpemenu, ¢ 10:28 mo 10:30. Komanga passwd -1 user2 OJOKHpPYeT BO3MOKHOCTD
aBTOPU3AINN, JOIMUCHIBas CHMBOJI BOCKJ/IUIIATEILHOTO 3HAKa K CTPOKe IapoJjs B aiire
/etc/shadow. Komamna passwd -u user2 mpousBOauT OOpATHYIO ONEpPAINIO, CHUMAasl TeM
caMbIM OJIOKMPOBKY. 3arojHuM (ailji pacuucaHus U BBIIOJHUM KOMaHIy service crond
restart:

$ sudo crontab -e
crontab: Installing new crontab

$ sudo service crond restart
Redirecting to /bin/systemctl restart crond.service

$ sudo crontab -1
28 10 * * * /usr/bin/passwd -1 user2
30 10 * * * /usr/bin/passwd -u user2

YnpaBiieHrne MporpaMMHBIMHU TaKeTaAMU

YTuaura rpm mO3BOJSET yHPABJISATH TAK HA3BIBAEMBIMU ITPOTPAMMHBIMEA TAKETAMU, T.€.
YIPaBJIATh UX YCTAHOBKOI, OOHOBJIEHHEM, IIPOBEPKON U Y/IaJIEHUEM.

Pexxumbr paboTbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHUiA,
IIepevYnCcJIeHHbIX B TabJIATIE:

Tabsuna 23: Onumu yTuuThl FPM U UX 3HAYCHUST

Onmupst 3nauenne

-i, --install VeTanoBKa HOBOTO TAKETA.

-u, --upgrade YeranoBka uim 0OHOBJICHHE yrKe yCTAHOBJICHHOTO IMaKeTa 10 HOBOM Bepcuu. IIpu 9TOM moc/Ie yCTAHOBKE HAKETa BCE
JIPYTHEe BEPCHH yJAJISIOTCS.

-f y - -freshen OOGHOBJIEHNE TIAKETA, HO TOJBKO €CJIH [PeJIbLIyINasi BEPCUs y2Ke yCTaHOBJIEHA.

- —nodeps He BbIONIHATL NPOBEPKY 3aBHCHMOCTE II€pe/| yCTAHOBKOI 1y OOHOBJICHHEM IIAKeTa.

--nosuggest He npemnarars H&KCT(L}) JUI paspenieHus OTCYTCTBYIOMUX 3aBUCUMOCTEN.

--noorder He BBINOJIHSTE IEpeyHOpsiI0MNBAHIE IIAKETOB JIst yeTaHOBKH. CINCOK MAKETOB OOBIMHO HEpPeyIops IO HBACTCS] JIIst
YJ/IOBJIETBOPEHMS 3aBUCUMOCTEI.

- -oldpackage Paspeniaer 06HOBUTH MM 3aMEHHTh HakKeT 6ojiee cTapoii Bepcueil.

--replacefiles VeTaHOBUTD NAKeTDI, Jaze ecii OHU 3aMeHsIOT (dafijibl OT IPYTHX YCTAHOBJIEHHBIX MAKETOB.

oo replacepkgs VCTaHOBUTL MAKETHI, JazKe €CJIH OHU YK€ YCTAHOBJICHBL B CHCTEMY.

--includedocs Veranamuparh Gailiibl ¢ JOKYMeHTaIHeil.

- -excludedocs He ycranasimsars daiiisl ¢ JOKyMeHTAINEI.

-e, --erase ViaauThb 3a/laHHbII TAKeT.

--allmatches ViamuTh Bce BEpCHE MaKeTa.

= —nodeps He nposepsiTh 3aBHCHMOCTH HEpe] yIAICHEEM ITAKETOB.

--test BLIIOIHATE TOTBKO MPOBEPKY YCTAHOBKH MAKETA.

IIPOJIOJIZKEHHUE Ha CJIe/ylIomeil cTpanuIe
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Tabmnuma 23 — NPOJOJIZKEHNE C TIPe/IblAyIeii CTPaHMIbI

Onmust 3nauenne

-q, --query Boisectn nndopmanmo o makere.

-a, --all BrimosasieT 3a1poc Ko BCeM yCTAHOBJICHHBIM HAKETaM.

- -changelog Brisectn nndopmaniio 06 H3MEHEHHSIX B IAKETe.

-1, --list Boisectn cnmcok aitios B makere.

-P, -- P rovides BeiBecTn (byHKIMOHAIBHOCTD, IPEIOCTABIIAEMYIO IIAKETOM.

-R, -- requi res BeiBecTn makeTs!, 0T KOTOPBIX 3aBUCHT 3TOT MAKET.

-v, --ve rify BoImotHITE TPOBEPKY METAIAHHBIX AKETA U €r0 KOHTPOJIBHOM CYyMMBI.
--version BeisecTn HOMEP BEpCHU yTHIIATHI.

--help Beisectn cripaBky 00 HCHOIB30BAHUE Y THIIHTHI.

YcTaHOBKA IIOCJIE/IHEH BEepCUU MAaKeTa/TPYyNIibl ITaKETOB

Yrumura dnf UCIIOJIB3YyeTCA AJId YCTaHOBKU HOCJIG,ZLHGﬁ Bepcuu 1makKeTa UK I'PYyIIIbI IIaKETOB
C y49€TOM CYHIECTBYIOIIUX 3aBHUCUMOCTEM.

Pexxumbr paboTbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
[IEPEYNCICHHBIX B TaOJIATIE:

Tabura 24: Onimn yTHIHTEL dnf u ux smavenus

Omnnust BuaueHue

install Hcnonb3yercs [jisi yCTAHOBKMU TOCJIE/IHEl BEPCHH [TAKeTa C YY9eTOM CYIIECTBYIOIIMX 3aBUCUMOCTEI.

reinstall Vcnonb3ayerest JU1st IepeyCTAHOBKH MAKETa ¢ MEHTHIHON Bepcueit.

update Vlcnonp3yeTcst 1y1st OGHOBIICHUS BCEX ITAKETOB B CHCTEME.

download Hcnonbayercs: 1yist 3arpy3Ku MaKeTa U3 PEIO3UTOPHSL.

downgrade Vcnonb3yercst Jyist IOHUKEHNs BEPCHH [TAKETa ¢ BEPCHHU, YCTAHOBJICHHON Ha JAHHBIH MOMEHT, JIO PebLyIIeil caMoit
BBICOKOI BEpCHM MM yKa3aHHONH BEPCHU.

remove Hcnompsyercss st yaaienns yKasaHHBIX ITAKETOB M3 CHCTEMBI, a TaKyKe sl Y/IAJICHHs ITAKETOB, 3aBHCSIINX OT
YIAJISIEMBIX TAKETOB.

info Hcnonp3yercst /yist BeIBOJA ONUCaHuil 1 06mieil mHGpOPMAIME O JIOCTYIHBIX ITAKeTaxX.

search Vcnonp3yercst Jyist HOMCKa AKETOB.

list Hcnomnb3yercs: [yist BHIBOJA PA3IMYHOM HH(MOPMAIMH O JOCTYIHBIX ITAKeTax.

repolist all VcnonbayeTest U1st BBIBOJIA CIIMCKA BCEX PEMO3UTOPHE.

clean Hcnompayercs: 1uist yaaaeHns Pa3IuIHBIX JAHHBIX, HAKAIIBAIOIIUXCS CO BDEMEHEM B KOIIIE YTH/IUTEL.

history Hcnonb3ayercst Jyist BBIBOJIA HCTOPUY UCIIOIB30BAHNS Y THIIHTEI.

groupinstall Hcnonb3yercst jijist yCTaHOBKM MOCJIE/IHEll BEPCUH BCEX IIAKETOB U3 T'PYIIIbI C yYeTOM CyIIECTBYIONIUX 3aBUCUMOCTEI.

groupupdate Hcnonpayercs yis OGHOBIIECHNUS BCEX NAKETOB U3 TPYIIIIBL.

groupremove Vlcnonp3yeTcst st yaaeHus: BCEX MAKETOB U3 PYIIIIbL.

groupinfo Vlcnonp3yeTcest st BBIBOJA CIIHCKA [AKETOB, OTHOCSIIUXCS K TPYIIIE.

grouplist Hcnonp3ayercs [yist BHIBOJA HMEH BCEX CYIIECTBYIOIIHX IPYIIT TAKETOB.

provides Hcnonbayercs, 4robbl BHISICHUTD, KAKOI TIAKET HPEJOCTABIISIET TOT WM UHOM haiiir.

repoquery -- requi res BriBecTn 3aBHCHMOCTH HEYCTAHOBJICHHOTO NAKETA.

repoquery -- requi res --resolve BoiBecTn cImcoK makeToB, KOTOPbIE HEOOXOAMMBI JIJIsI YOBICTBOPEHIUS 3aBHCHMOCTEIH.

-v, --verbose BaiycTuTh ¢ GONIBIINM KOJIMYECTBOM OTJIaJ0YHON HHMOPMAIIH.

-d, --debuglevel VeTaHABINBACT YPOBEHD OTIIAJKH.

-h, --help Beisectn cripaBky n BBIATH.
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CTI/IpaHI/Ie AaHHDBIX

BBeaenue

Cpe,ZLCTBa CTUPpaHUA JaHHBbIX IIPEJOCTABJIAIOT BO3MO2KHOCTHU 663B03BpaTHOI‘O yYaaJieHmeAa
CTaBIINX HEHY2KHBIMU JaHHbIX N obeciieyeHns HEeJOCTYITHOCTHU OCTaTOYHON I/IHCbOpMaILI/II/I
IyTeM MHOFOKpaTHOﬁ nepesanrcu  HMCIIOJIb30BaHHBIX MECT IITaMATU ClleruaJIbHBIMA

II0CJICIOBATCJILHOCTAM.

3aroJsiHeHruEe CIIy4YalHBIMU YHUCJIAMU MeCcTa, 3aHATOoro (aijgamm

Yrumura shred mo3BogeT 3alI0IHATD Cﬂy‘{aﬁHbIMI/I quCJIaMKU MECTO, 3aHATOeE d)aﬁﬂaMI/I.

Pexxumbr paboThbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,

IIepevYucC/ICHHbIX B Ta6,HI/IH‘el

Tabunia 25: Onuun yruutet Shred u ux snauenust

Omnnust Buauenue

-f, --force VamennTs npasa JUisi pa3perienns 3aiucu, ecjiu 3T0 HeOOX0UMO.

-n, --iterations=N Tlepesanncars daitn N pas BMeCTo 3-X 110 yMOTYAHHIO.

--random-source=FILE Ilepesanmcars daiin caydaiinbiMu JanubiME, B3aTbiME 13 daitia ¢ uvenem FILE.

-s, --size=N TTepesanncars Tosbko N Gaiir. MoxkHo ucnosbssoBars cyddukest K, M, G mst ykazanusi pasmepHocTH: Kuiobaiir,
Merabaiit, rurabaiir.

-u, --remove O6pesars n ypamurs daiin nocse nepesarmen. [1o ymomuanmio dhaitiibl He yIassiorcs.

-v, --ve rbose ITokasbIBATL X0/ BBIIOJIHEHUSI.

-X, --exact He okpyrusars pasmep daiira 10 CIeayIomero nejoro 6Joka.

-z, --zero Ha nocnepeit nreparun nepesanucars haiia HyIsME.

--version TlokazaTh BEPCUIO yTHIIUTEI U BBIATH.

- -help ITokazaTh crpaBky U BLIATH.

IIpumep: 3amonnum mecto, 3aHdaToe daitom filename, ¢ mocjeayOmMuUM yIaJIeHUEM

daiia.

,ZLTIH 9TOI'0 BBIIIOJITHUM CJICAYIOIYIO KOMaHJLYy:

’$ sudo shred -u -z filename

Crupanme JaHHBIX B CBOOOJHOM MPOCTPAHCTBE pasjieja, B
KOTOPOM HaXOJUTCH JUPEKTOPUSd

VYrunura sfill mosBoJiger cTuparTh JaHHBIE B CBOOOIHOM IIPOCTPAHCTBE pasjiesa, B
KOTOPOM HaXOIUTCs 3aJiaHHast gupekTopus. CTupaHue MPOU3BOINUTCA B YeThIpe Imara;

1. OnnokparHas nepesamnuch dnciaamu 255 (0xFF).

2. Ilarukparnasg nepe3anuch CaydailHbIMU YUCTAMHU.

3. BaamarnceMukpaTHas IIepe3allich CIEIUAIbHBIMUA TUCIAMU.

4. U eme onuH pa3 NATHKpPATHAS [I€PE3AUCh CIYyYailHBIMU YNCJIAMU.

Pexxumbr paboThbl yTWIMTBHI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIUiA,

IIepevducC/ICHHbIX B T&6.HHH£:
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Ta6smra 26: Oy yrumarer STill n ux smavenus

Onuust 3nauenne

-f Bomonuenne 6omee 6u1cTpbIM 00pa30M 3a CHET IIPOIYCKa BTOPOIO M YETBEPTOrO IIATOB [EPE3AINCH CILydailHbIMU
HHCTIAMHE.

-1 Ouucrka cBOGOHOTO IPOCTPAHCTBA TOJIBKO MHJEKCHOTO JIECKPHIITOPA, HO He CBODOJHOIO MPOCTPAHCTBA JKECTKOTO
JUACKA.

-I Ouncrka cBOGOAHOTO IPOCTPAHCTBA TOJLKO 2KECTKOIO [MCKA 0€3 3aTpardBaHus CBOOOZHOIO NPOCTPAHCTBA
HILIEKCHOTO JECKPUIITOPA.

-1 Bermonserne Gosee GbICTPBIM 06pa3oM 3a CHeT HPOIYCKA TPETHEro M YeTBEPTOrO IIATOB MM IIyTeM BBIIOJHEHHs!
TOJIBKO O/IHOI'O Iara nepesalucu JIAaHHBIX HYJEeBbIMH 3HAYEHUAMH, €CJIM 3TY OIIHIO 3a/laTh JIBazK/lbl (Hallp”l\’le]).
sdmem -1 -1).

-V Pabora Gyer conmpoBOXKIATHCS BEIBOAOM IUHAMIYECKON CTPOKH, IOKA3BIBAIOMICH IIPOrPECC €€ BBIOIHEHMSL.

-z Ha werBepToM IIare BMECTO IIEPE3AIUCH CJLyailHbIMU YHCIAMHA BBIIOJIHATD IEPE3alNCh HyIIMHU.

ITpumep: BBIIOJIHUM OYUCTKY CBOOOIHOTO ITPOCTPAHCTBA.

U1t 3TOTO BBIIOJTHUM CJIETYIONIYIO0 KOMAHJTY:

$ sudo sfill -vz /mnt/

Using /dev/urandom for random input.

Wipe mode is secure (38 special passes)

Wiping now ...

Creating /mnt/00000000.000 ... *Fxkfxdkiiokidkfktioktkktirtx Wiping inodes
Done ... Finished

CTI/IpaHI/Ie AaHHbIX B pa3JdeJjiaX INIOAKAYKHU

YVTuaura sswap MO3BOJISIET CTUPATH JIAHHBIE B pasjesax MOAKAYKA. AJITOPUTM CTUDAHUS
JIAHHBIX aDCOJIIOTHO TAKOH ke, KakK u y yTuauTsl sTill.

Pexxumbr paboTbl yTWJIMTBI W BBIIOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Tabumia 27: Onnuy yruanTel SSWaP 1 uX 3HAYECHUst

Omnnust BuaueHue

-f Bemmossenne Gosiee GpIcTPbIM 06pa3oM 3a CYeT IPOIYCKa BTOPOrO M YeTBEPTOrO IIArOB MEePEe3alluCH CIIyaiiHbIMI
YHCIIAMH.

-1 Bermonenne Gosee GhICTPBHIM 06pa3soM 3a CHET HPOIYCKa TPETHErO M YeTBEPTOrO IIATOB MIIHM IIyTeM BBIIOIHEHHS
TOJIBKO OJIHOTO IIAra MEePe3alliCy JAHHBIX HyJeBBIMI 3HAYMEHHAMI, €CJIH 9Ty OIIMIO 3a/aTh JIBAK/IBI.

-V PaGora Gyjer conpoBoKIaThCsI BBIBOJIOM JMHAMAYECKON CTPOKH, HOKA3BIBAIOIIEH [IPOIPECC €€ BbIIOJIHEHHSL.

o7 Ha yerBeproM mmare BMeCTO Hepe3aIicu CIIy9aifHbIMI YUCIIAMH BBIIOIHSATH E€PE3aINCh HyJISIMM.

CTI/IpaHI/Ie AJAAaHHBbIX B OHepaTHBHOﬁ IIaMATn

Yruiura sdmem o3BoOJISIET CTUPATH JAHHBIE B ONEPATUBHON HaMATH. AJITOPUTM CTUPAHUS
JIAHHBIX TIOYTH TAKOH Ke, Kak U y yruauThl sTill, HO ¢ Te€M OTJMYUEM, YTO HA MEPBOM
nrare OJIHOKpaTHas mepesanuck npoussoaurcs duciaamu 0 (0x00).

Pexxkumbr paboThbl yTWJIMTBI U BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIHUiA,
[IEPEYNCIEHHBIX B TaOIUIIE:
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Tabumia 28: Onuwy yrumTer SSWaP 1 uX 3HAYEHMs

Buauenne

Brmosnenne 6osee GpICTPBIM 06pa30M 3a CHYET MPOIyCKa BTOPOrO M YETBEPTOrO IIATOB MEPE3AINCH CIIyIaifHBIMI
THCJTAMHE.

Brinostaenue 6osiee GbICTPBIM 00pPAa30M 3a CUYET NPOIYCKA TPETHEro M YeTBEPTOrO IIATOB MM IIyTEeM BBIIOJHEHHSI
TOJIBKO OJIHOrO HIara Nnepe3anycu JAHHLIX HyJIeBbIMM 3HAYEHUAMH, €CJIM ITY OIIUIO 3a/1aTh JIBAXK/IbI.

Pabora GymeT compoBOKIATHCS BHIBOIOM AUHAMIYECKON CTPOKH, MOKA3bIBAIOIIEH IIPOIPECC €€ BBIIOIHEHHS.
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KOHTpO.T.[b oeJioCTHOCTI

BBeaenue

CpezicTBa KOHTPOJISI EJTOCTHOCTHU IIPEIOCTABIISIIOT BO3MOXKHOCTHA KOHTPOJISI TEJIOCTHOCTHU
06pabaThIBAEMbIX JAHHBIX U UCIOJb3yEeMOI'0 IIPOrPAMMHOIO ODECIIeYUeHUsI.

Bruruucienue u cBepka KOHTPOJIBHOI cyMMBbI daiijia

Yruaura sha256sum 1M03BOJIAET BBIYHUCIATH KOHTPOJIbHBIE CyMMbI (DAilJIOB 11O aJITOPUTMY
SHA-256 1 oCyIecTB/ISTh UX CBEPKY C JAPYTHMMU KOHTPOJIHHBIMEU CyMMaMU, XPaAHSIITAMUICS
B daitse.

Pexxumbr paboThbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Taboua 29: Ounmn yrummre: $ha256Ssum u ux snadenns

Omnnust Suavenne

-b, --binary ITosBouisier canThiBaTh JaHHble U3 (BailioB B JBOMYHOM PeKHMe.

-c, --check ITosBosisier OCyIIECTBATH CBEPKY PACCYNTAHHOIO 3HAYEHHs KOHTPOJBHOI CyMMbI ¢ HEKOTOPBIM JPYIUM 3HAYEHHEM
KOHTPOJIBHOM CyMMBI, XPAHSIIUMCS B aiiiie, MMst KOTOPOToO JIOJIZKHO OBITH MEPEIAHO yTHIINTE B KAYECTBE apryMEeHTa.

--tag BeIBOANTE PACCYNTAHHYIO KOHTPOJIBHYIO cyMMmy B (popmare BSD.

-t, --text Unrarh B TEKCTOBOM PEKIME (110 yMOIYAHMIO).

-z, --zero BasepuraTh Kazx1yio BeiBoauMyio crpoky NUL, a He cHMBOJIOM HOBOIi CTPOKH ¥ BBIKJIIOYHTH SKPAHUPOBAHIE HMEHH

--ignore-missing

daiina.
He coo6maTs 1 npepoBaThest IpH oTCyTCTBIN (baiiios.

--quiet IIpu cBepKe KOHTPOJIBHBIX CYMM IIO3BOJISIeT He BBIBOAUTH coobrierne 0K st Kazkaoro ycrerHoro ciydast CBEpKI
KOHTPOJIbHBIX CyMM.

--status IIpu cBepke KOHTPOJBHBIX CyMM IHO3BOJISIET B KOHIIE PabOThI yTHIMTHI HE BBIBOJMTH HUYErO, KPOME KOJIA CBEPKH
KOHTPOJILHBIX CYMM.

--strict IIpu cBepKe KOHTPOJILHBIX CyMM IIO3BOJISET BBIBOJUTE HEHyJIEBOE 3HAUEHHE JIsl HePABHIBHO OT(OPMATHPOBAHHBIX
CTPOK KOHTPOJIBHOIT CyMMBI.

-w, warn TIpn cBepke KOHTPOJIBHBIX CyMM IO3BOJISIET BBIBOJUTEH IPEAYNPEKJICHUs O HENPABMILHO OTHOPMATHPOBAHHBIX
CTPOKAaX KOHTPOJIBHON CyMMBI.

--version ITokasaTh BepCHIO yTUINTBI U BBIATH.

--help TlokazaTh CIPaBKy U BBLIATH.

IIpumep: nopcuauTaeM KOHTPOJIBHYIO CyMMY dailjia ¢ KypHAJIOM ayJIuTa 10 AJTOPUTMY

SHA-256.

JL71s1 3TOTO BBIMOJHAM CJIEAYIONTYI0 KOMaHIY:

$ sudo sha256sum /var/log/audit/audit.log
65sh8467h74j8kf36mf76356r853k25748864ud7k835hr2kwuv9l4q73m74x7a49 /var/log/audit/audit. log

Taxxke MCBCdepa OC mpemocTapisieT BO3MOKHOCTDb BBIYUCIATH KOHTPOJBHBIE CYMMBI
daitsioB o anropurmy ['OCT. st 9T0r0 HEOOXOIUMO YCTAHOBUTH ITAKeT gostsum.

ITpumep: nojcuauTaeM KOHTPOJBHYIO CyMMY dailjia ¢ KypHAJIOM ayJInuTa 10 AJTOPUTMY

I'OCT.

JL71s1 9TOTO BBIMOJHAM CJIEAYIONTYI0 KOMaHIY:

$ sudo gostsum /var/log/audit/audit.log
054h7j3a8afbkf2h91k257r67k2974rfh47a5hg34n3h7s25ak3674wrmc4751s5 /var/log/audit/audit.log
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IIpoBepka 11€/10CTHOCTU JTAaHHBIX

YTunura aide npegocTaBiigeT BO3MOXKHOCTU ITPOBEPKH IEJIOCTHOCTHU JIAHHBIX.

1. Ilepen HagaI0M UCIOJIB30BAHUS HEOOXOIMMO YCTAHOBUTH YTUJIUTY aide ¢ mOMOIIbIO

CJIeAYyIOIed KOMaHJIbI

(HEOOXOMMO 10 3ampPOCy CHUCTEMbI  yKa3aThb HApOJb

CyIIEPIIOJIB30BATENS TOOt):

’$ s

udo dnf install aide

2. 3areM HEOOXOIMMO WHUIMAJIM3UPOBATH 0a3y aHHBIX [JIT XPAHEHUs COCTOSHWI
daitoB ¢ moMompBIO Clemyomell KOMaH/ bl (HEOOXOAMMO IO 3aIpPOCy CUCTEMBI
YKa3aTh [AapOJib CYIEePIIOIb30BaTe s TO0t):

’$ s

udo aide --init

B xondwuryparmum mo ymosdganuio komMamja aide --init mpoBepsier TOJBKO aitibl u
JIUPEKTOPUHN, 3aJaHHble B KOH(MUTyparmonHom ¢aitsie /etc/aide.conf. Yrobbr no6aBuTH
HeobOxomMble daitiapl u gupekropun B 6a3y AIDE, a Tak:ke w3MeHWTH mapaMerpsbl,
HEeOOXOJMMO BHECTU COOTBETCTBYIOINE W3MEHEHusi B KOHMUTryparumoHHbId daitn /etc/
aide.conf.

3. Ilepen magayioM UCIONB30BAHUA UHUITUAJIUZUPOBAHHON 0a3bl JAHHDBIX YIAJIUTE .NEW
u3 uMeHn paiiia ¢ MOMOIIBIO CJIEIYIONeH KOMaH b

’$ sudo mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz

4. Jlns namenenus: mecta pacrosoxkenus 6a3bl AIDE Heobxomumo B daitne /etc/aide.
conf um3menurh 3HadeHme napamerpa DBDIR. [Ins obecrieveHus: MOMOJTHUTETILHOMN
0e30IMaCHOCTU PEKOMEHIYeTCs XPaHUTh 0a3y JaHHbIX, KOHMUryparuio u daiir /usr/
sbin/aide B Ge3omacHoM mecTe.

Pexxumbr paboThbl yTWJIMTBI W BBINOJIHAEMble (DYHKIIMU 33JaI0TCAd HAOOPOM  OIIIUiA,
[IEPEYUCICHHBIX B TaOJIATIIE.

Tabuuna 30: Omwy yrunte aide u ux sHaueHus

BuaueHne

Omnust

-i, --init

-C, --check

-u, --update

-E, --compare

-D, --config-check

-c, --config=configfile

-B, --before=“configparameters”
-A, --after="configparameters”

Munnpamusupyer 6a3y JaHHBIX XpaHeHus: cocrosguuil (aiiios. CozgaHHas MOCiHe MHANMAIM3AIMKE 6a3a JaHHBIX
JI0JIKHA OBITH Pa3MeIeHa B TAKOM MECTe, U3 KOTOPOTO IIPU OCYIIECTB/IEHNH TOCIe/Ly Ol TPOBEPKH JIaHHBIE MOLJIN
6bl OBITH CYMTaHBL. B IPOTHBHOM Cilydae HPH IONBITKE OCYIIECTBIIEHNs IIPOBEPKH Oy/IeT BbiBeeHa nndopMalys 06
ommbKe CYNTHIBAHMUSL.

TIpoeepster 6a3y JaHHBIX cOCTOstHUiT (ailyIoB Ha HaJMYMe HECOOTBETCTBHIl, JJIsi Yero HeoOXOAMMO HMeTh
MHMILMHJIM:{MPOBHHH‘VEO 63‘3)7 JIAHHBIX. 9']'& OIIIMA BBIIOJIHACTCA 110 yl\]OJl‘laHMl’O, €ecJin He yKaEa'l'h HUKaKOMN lelel’l
omIuMHu.

ITposepster Gasy paHHBIX 1 0OHOBIIsIET €€. IIpy TOM BXOJHBIE U BBIXOJAHBIE 0a3bl JAHHBIX [JOJKHBI ObITH PA3HBIMU.
CpasruBaer JBe 6a3bl JAHHBIX, KOTOPbIE JI0JIKHBI GbITH OIIPE/IesICHbl B KOH(DUIYpaIMOHHOM daitie.
OcymecTBisieT CYNThIBAHNE JAHHBIX U3 KOH(MUIYPAIMOHHOTO (baiiiia, yBeJIoMIIsst 000 Bcex 0OHAPYKEHHbIX ONMMOKAX.
ITosposisier  cumThiBaTh KOH(MUIypaIMi0 U3 yKa3aHHOro aiia BMECTO HCIOJIB3YEMOrO 110  yMOJIYAHMIO
koudurypammonnoro daiiia . /aide.conf.

ITosBossier  0OpabaThiBaTh — yKasaHHbIE —KOH(DHIYDAIMOHHBIE —NAPAMETPHI JIO CYNTHIBAHUS JAHHBIX U3
KOH(UIYPAIMOHHOTO daiia.

HO3KO.}I5IE'I' 06}7&63"['!’)“‘{3'] b yKa3aHHbIC KOH(i)VII YpalMoHHbIe napameTpsbl nocJjie CUYATBIBAHUA JIAHHBIX us
KoHbuUryparuonsoro daiia.

IPOJIOJIZKEHNE Ha cJiejlytoleil cTpanunie
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Tabmuma 30 — nPoJOJIZKEHNe ¢ IPe/blAyIeii CTPaHMIbI

Onmust 3nauenne
-V verbosity level, Onpegenser aeransHocTs o6paborkn mamnpix. Ha mecre mapamerpa verbosity level moxker maxomurses
--verbose=ve rbosityflevel LeJIOYHC/IeHHOe 3HadeHue B juanasoHe or O o 255. Ilo ymomndaHmio 3HaveHHe JAHHOTO HapaMeTpa PaBHO 5.

Ecimn BBI3BaTH JAHHYIO OIIMIO, HO HE IPUCBOUTH IIEJIOYHCJICHHOE 3HAUYEHNUE IIapAMeTPy verbosityflevel, TO eMy
aBTOMATHYECKH GyJIeT IPUCBOCHO 3Hadenne, papuoe 20. Dror mapaMeTp nepeonpeiessieT 3HaUeHne, YCTAHOBICHHOe
B KoHUryparmonsom daiie.

-r reporter, --report=reporter Ompejiesisier MecTo (URL). B KOTOPOE YTHJINTA JOJIZKHA OTIPAB/IATH CBOM PE3YILTATHI PAbOTHL.

IIpumep: mpoBepum cucremy, cpaBHuB aide.db u TekyIee cocTosiHme CHCTEMBI, 0Oe3
obuossienud aide.db.new.

JL71s1 3TOTO BBIMOJHAM CJIEAYIONTYI0 KOMaHTY:

$ sudo aide --check
AIDE, version 0.15.1
### ALl files match AIDE database. Looks okay!

Ecnu npousonuio mamenenue ailjioB CUCTEMBI, TO OYIET IOJyYE€HO COOTBETCTBYIOIIEE
yBeJIOMJIEHUE:

$ sudo aide --check
AIDE 0.15.1 found differences between database and filesystem!
Start timestamp: 2023-03-28 09:12:21

Summary:
Total number of files: 264416
Added files: 1
Removed files: 0
Changed files: 3

Pekomenyercsa mpoBOIuTh MPOBEPKY KaXKJIbI JIeHb. BbI MOXKeTe HACTPOUTDH ITPOBEJIEHUE
€2K€JITHEBHOM TIPOBEPKHU C TIOMOIILI0 KOMaHJIbl cron. Hampumep, HacTpouM IMPOBEPKY HA
03:00, nobasuB B haitsr /etc/crontab ciepyoIryo cTpoKy:

00 3 * * * root /usr/sbhin/aide --check

Takzke, Mbl PEKOMEH/IyeM OOHOBJIATH OCHOBHYIO 6a3y AIDE mocsie 0OHOB/IEHMIT cUCTEMBI 1
ITAKETOB, & TAKKe M3MEHEHU! B KOH(MUTYPAIMOHHBIX (pailiax.

st obroBTeHnst ocHOBHOM 0a3y AIDE BbeimosiHUTE ClIeTYIONYI0 KOMaHIY:

’$ sudo aide --update

Byner cozman daiisn /var/lib/aide/aide.db.new.gz. YTobbr HAYATH HUCIIOJIH30BATH BHOBD
CO3AaHHBIN (a1 JJId MPOBEPKH TEJIOCTHOCTHU JIAHHBIX, VAAJIUTE .NEW U3 UMEHU (aiiia.
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ObGecneueHue HAJAEXKHOI0o PYHKINMOHNPOBaAHUS

BBeaenue

Cpe,ZLCTBa obecrieueHn st Ha,ZLé}KHOI‘O d)YHKHI/IOHI/IpOBaHI/IH IIpeaOoCTaBJIAIOT BO3MOXKHOCTU
PE3€PBHOI0 KOIIMPOBaHUA W BOCCTaHOBJIEHUA MTAaHHBIX W IIPOrPaMMHOI'O obecrieueHns apu
cOOsIX U OTKa3aX, a TaK2Ke BO3MO2KHOCTHU (byHKLLI/IOHI/IPOBaHI/IH OTAECJ/JIbHBIX 3IK3EMILJIAPOB
CHUCTEMbl Ha HECKOJbBKHX TEeXHUYIEeCKUX CpeacTBax B OTK&3OYCTOI71LII/IBOM pexKume,
O6€CH€“II/IBaIOH_LeM JOCTYIIHOCTBb CEPBUCOB W JaHHBIX IIpU BBLIXOJE M3 CTPOA OJHOI'O U3
TEXHUYICCKHUX CPEACTB MJIN IIPpU UCHEPIIaHUWKM BBIYUCIUTEJIbHBIX PECYPCOB.

ApxuBanus ¢daitjioB U JUpeKTOPUil

YTunura tar TNO3BOJSET AapXUBUPOBATb (Qailsibl U JIMPEKTOPUU CO BCEMH HX
MOJIUPEKTOPUAME U pailjlaMu, a 3aTeM BOCCTAHABIMBATH MX U3 apXWBa, T.€. SABJIAETCS
YIOOHBIM CPEJCTBOM IS CO3JAHUS PE3EPBHBIX KOIUA.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMble (OYHKIUA 33JaI0TCd HAOOPOM  OIIHiA,
IIepEeYnCIEHHBIM B TabJIuIE:

Tabmura 31: Omumn yrumarer tar u nx snadenns

Ormyst Buauenne

-c, --Create CozyiaTh HOBBI apXuB.

-r, --append TIpucoemunTs (aiiibl K KOHIYY apXuBa.

--delete Vaamats daitn u3 apxusa.

-t, --list BeIBecTn CIICOK COEPKUMOrO apXuBa.

-A, --catenate, --concatenate IIpucoeuHUTD CyIEeCTBYIONMIl ADXUB K JIPyTOMY apXuBy.

-x, --extract, -get 3Bneus daitner n3 apxusa.

-u, --update JlobaBuTh B apxus Gosiee HOBbIE Bepcuu (ailjios.

-C, --directory=DIR CMeHUTD JMPEKTOPHIO TepeJt BbiroaHenneM onepaiyu Ha DIR.

--f, --file=ARCHIVE Beisectn pesymbrar B apxuBHbiit daitn uim B yerpoitcrso ARCHIVE.
-d, --diff OcyecTBUTh MPOBEPKY Ha HAIMYHE PA3IMYUil MKy apXUBOM M HEKOTOPOil (ail/ioBoil cucreMoil.
-V, --ve rbose BeiBoauTs moapo6Hy0 HHMOPMAINIO O IIPOIECCe BHIMOTHEHUS KOMAHIbL.

IIpumep: B npuMepe gupekTopus mydir m Bce e€ MOMIUPEKTOPUN CHAYAJA COXPAHAIOTCH
B (aitsie myarch.tar:

’$ tar cf myarch.tar mydir ‘

a 3aTeM M3BJICKAaIOTCA U3 apXuUBa.:

’$ tar xf myarch.tar

A 3TOT cKpuUNIT OpraHu3yeT XpaHeHNe YeThIPEX MOCIeTHUX PE3ePBHBIX KOIMUM JTUPEKTOPUN
/var/www B jnupektopun /opt/backup/www-backup. IlepBas Bepcus Oymer Bcernia MMeTb
nomep 0, rociegasisi — HoMmep 3. [Ipu coznmanum HOBBIX Bepcuil crapbie OyIyT yIAJIATHCS.
Camu pe3epBHBIE KOIIMHM XPAHSATCS B C3KATOM BUJIE.

#! /bin/bash

cd /opt/backup/www-backup

rm www-dump-3.tar.gz

cp www-dump-2.tar.gz www-dump-3.tar.gz

cp www-dump-1.tar.gz www-dump-2.tar.gz

cp www-dump-0.tar.gz www-dump-1.tar.gz

tar --selinux --acls --xattrs --czf www-dump-o.tar.gz /var/www
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CozgaHne apxuBOB M M3BJIiedeHne pailjioB U3 HUX

Vruaura Cpio UCIOIB3yeTCs [JjIsi CO3MAHMsSI apXHBOB W HM3BJedeHns (PailjioB U3 HUX, a
TaK2Ke JIjId KOMMpoBaHus (pailJioB B IEJIAX UX MIEPEHOCA U3 TEKYIIEH TUPEKTOPUA B JIPYTYIO.
[Tommep:kuBaeT MHOXKECTBO Pa3JINIHbIX apXUBHBIX (popMmaToB. IIpu uzBaedennn daitios u3
apXuBa YTUJIATA aBTOMATUYECKU PACIIO3HAET, KAKUM THUIIOM O0JIaJaeT apXUB, C KOTOPHIM
OHa B3aUMOJEHCTBYeT.

Pexxumbr paboThbl yTWJIMTBHI W BBINOJHAEMble (DYHKIIMU 33JaI0TCd  HAOOPOM  OIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Tabmuna 32: Omy yruanTel CPi0 u ux 3navenus
Onmus Suavenne
-0, --Create Kommposars aiiibl B apxus.
-A, --append Jobasuth daitibr B apxus. MokeT ObITh HCIOIb30BAHA TOJIBKO B CBA3KE ¢ ONIuei - 0.
-1, --extract Komupyer aitiel u3 apXxuBa WIIH BEIBOJUT CIIHCOK COAEPXKHUMOIO HEKOTOPOTO apXUBa.
-p, --pass -th rough Komupyer daitner n3 oxHoil  ailyioBoit CTPyKTYpbl B JPYrylo, KOMOMHHUDYsI IPH 9TOM PEXKHMBI PabOTHI,
HCIIO/Ib3YIOIIMECs] TIPY Tlepejiate onuuil -1 1 -0, HO He MCIONIBb3Ys TIPH STOM APXHBBL
-a, --reset-access-time C6pachiBaer BpeMeHa 00palleHusi K BXOAHBIM (haifiaM 1ocjie uX KOMMPOBAHUSI, TAK ITO [IPU MCIIOJIb30BAHUN JTAHHOM

omrun OyJIeT Hellb3sl PACIO3HATE, YTO (aiiiibl ObLIM CKOIMPOBAHbL.

IIpumep: B npumepe cHadasa GJen-HOCUTEIb MOHTHPYETCs KaK yCTPOHCTBO /mnt:

’$ mount /dev/sdb4 /mnt

3aTeM cO3/1aeTCs U 3alUChIBACTCA Ha (DJIEI-HOCUTE b Pe3epBHast Komus gupekropun /lib:

’$ find /lib/ | cpio -0 > /mnt/2/backup.cpi

s Toro 4Tobbl BoccTaHOBUTH Bce (aitibl B aupektopuio /lib wu3 co3mannoit panee
APXWBHOW KOIUH, HEOOXOIUMO BBITIOJIHUTH CJIEIYIONIYIO0 KOMAHJTY:

’$ cpio -ivmd /lib/\* < /mnt/2/backup.cpio

Pe3epBHOE KOonmpoBaHUE JaHHBIX

Yrunura amanda 06J1a/1a€T BO3MOXKHOCTBHIO PE3EPBHOIO KOITMPOBAHUS JIAHHDBIX, XPAHAIAXCS
Ha MHOYKECTBE KOMIIBIOTEPOB B BBIYHUC/IUTE/HHOM ceTr. OHA pean3yeT KJINEeHT-CEPBEPHYIO
MOJIEJTb M UCIOJIb3YET CJIETYIONINEe YTUIUTDIL:

e KJIMEHTCKasd yTujuTa amandad, B3amMoJeiCTBYyOIIasd C CEPBEPOM CUCTEMBI.

Bo BpeMsdA CBO€ro BBIINIO/THEHUA BbI3bIBAE€T Apyrume yTUJINTbI:

selfcheck (mpoBepka KOHMUTypaIy KIMEHTA);

— sendsize (omeHKa 0ObEMa PE3EPBHON KOIWN);

sendbackup (BbIIIOJIHEHVE OlEpPAIMU PE3EPBHOTO KOIUPOBAHWA );

— amcheck (mpoBepKa KOH(MUrYpAIMHA CUCTEMBI).
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e cepBepHad yTUjauTa amdump, THUIIMNPYIOIIAsd BCe oHepanuu pe3epBHOIO
KOIIMPOBAaHUA.

Bo BpeMsdA CBOE€ro BBIIMOJITHEHUA MCIIOJNBb3YyET APpyIrue yTUJINTbI 1
KOHTPOJIMPpYET UX BbIIIOJIHEHUE:

— planner (OHpe,ZLe.HeHI/Ie TOI'0, YTO HAaJO KOHI/IpOBaTb);

— driver (uHTepdeiic K BHEITHEMY YCTPOICTBY);

— dumper (cBs3BIBAETCH C KJIMEHTCKUM IMporieccoMm amandad);

— taper (3ammch JaHHBIX Ha BHEIIHEE YCTPOICTBO);

— amreport (HO,ZLFOTOBKa COOOIIEHNS O BBIIIOJHEHHOM KOHI/IpOBaHHI/I).

® A/IMMHHUCTPpATUBHDbIEC yTUJINTDI:

amcheck (mpoBepKa rOTOBHOCTH CHCTEMBI K paboTe);

— amlabel (3ammcarb METKY Ha CMEHHBIl HOCUTEJIb [Iepe]] UCIIOJIb30BAHUEM B
cucreme);

— amcleanup (OYMCTUTHL CHCTEMY IOCJe HEIJIAHOBOM Iepe3arpy3Ku cepBepa
WJIM TIOCJIE HEILJIAHOBOT'O 3aBEPIIeHNUs] OlEPAIMY PE3EPBHOIO KOMMPOBAHUSI );

— amflush (mepernmcars JaHHBIE U3 AUCKOBOIO K3IIIa HA BHEIIHW HOCUTEJIb);

— amadmin (BBITIOJTHEHTE 607BIIIOr0 KOJINYEeCTBa Pa3IMIHbIX
AJMUHUCTPATUBHBIX OIEpAaIuii).

® YTUJIMTbI BOCCTAHOBJIEHUA JaHHBIX:

— amrestore (BOCCTAHOBJIEHWE JIAHHBIX C HOCHUTEJIEl, Ha KOTOPBIX 3allUCAHbBI
pe3epBHBIE KOIWHY, BBIIOJTHEHHbBIE CUCTEMO );

— amrecover (mporpamma Jjisi HHTEDAKTUBHOTO BOCCTAHOBJIEHUS JAHHBIX C
PE3epBHBIX KOIHif).

Cosznanne nuckoBbix RAID-maccuBoB

Yrunura mdadm mo3BoJIIeT C€O3JaBaTh TAaK Ha3biBaeMble JIUCKOBbIe RAID-maccubbl
C UCIOJb30BAaHUEM TEXHOJIOTHH pacIpeieieHus] JaHHBIX 110 HECKOJIbKUM JIUCKaM C
[EJIbIO JIOCTUZKEeHUsT U30bITOYHOCTH, OTKA30yCTONYNBOCTH, COKPAIIEHUs 3aJePXKEeK U /UiIu
YBEJIMUEHUs CKOPOCTH 4YTE€HWsI W 3allUCH, & TaKKe JIIsd YJAYYIIeHus BO3MOXKHOCTEM
BOCCTAHOBJIEHUS JIAHHBIX B CJIydae OTKa3a.

Pexxkumbr paboThbl yTWIMTBI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIUiA,
[IEPEYNCIEHHBIX B TaOIUIIE:
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Ta6omna 33: Oummn yrumurer Mdadm i ux suauenust

Onrus Bnadenne

-A, - -assemble PexxuMm cO0pKE paHee CO3JAHHOIO MACCHBA U €O AKTHBAIUM.

-B, --build Pexkum c60pku MaccuBa 6e3 cynepO/IoKoB.

-C, --creat Pexkum c60pK1 HOBOro Maccusa.

-F, --follow, --monitor PexxuM ci1eskeHnst 3a COCTOSTHUEM yCTPOTICTE.

-G, - -grow PexxuM pacrmpennst mim yMeHBIICHAST pa3Mepa MacCHBA.

-N, --name YcraHaBIHBaeT MMsI MACCHBA.

-n, --raid-devices VKa3bIBaeT KOJIMYECTBO AKTUBHBIX YCTPONHCTB B MACCHBE.

-X, --space-device VKa3bIBAET KOJIMYECTBO 3alACHBIX YCTPOHCTB B MACCHBE.

-z, --size VkaspiBaer 06bem IPOCTPAHCTBA, UCIOJIb3YEMOTO JIJIsi KaXKJI0ro JUCKa.
-1, --level VeranaBimBaeT ypoBEeHb MACCHBA.

-c, --config VxasbiBaer daitn kouduryparun. ITo ymoranmo /etc/mdadm. conf.
-f, --fail TTomeuaeT nepevncieHHble yCTPOACTBA KaK HEUCIIPABHBIE.

-S, --stop JleakTHBUPYET MacCUB M OCBOOOZKIAET BCE PECYPCHIL.

-V --version Brisogur nndopManuio o Bepcun yTHIIATDL.

-h, --help BeiBoauT crpasky 06 yTHIMTE.
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(I)I/I.T_[praHI/IH ceTeBOI'o IIOTOKa

BBeaenue

CpencrBa GUIbTpAIMU CETEBOTO IOTOKA IPEIOCTABIAIOT BO3MOXKHOCTHA (DUIHBTPAIIN
BXOJIAIINX W MCXOJMAIIUX CETEBBbIX IIOTOKOB HA OCHOBE YCTAaHOBJIEHHOTO Habopa
MPaBWJI C YyYeTOM aTpuOyTOB OE30IMAaCHOCTH U WCIIOJIB3YEMBIX CETEBBIX ITPOTOKOJIOB, &
TaK»Ke YIpaBJIeHUusl TpaBUIaMu (DUIBTPAIIUA CETEBBIX ITIOTOKOB; PETUCTPAIUM U yUeTa
BBITIOJIHEHUSI TIPOBEPOK MPU (PUJIBTPAIIMU CETEBBIX ITOTOKOB.

Hacrpoiika ¢aiipBosia (bpangmayapa)

Yrumura firewall-cmd mosBosisier HacTpamBarh pabory daiipsoia (OpanmMayspa),
OCYINECTBIAIONMEro (PUILTPALAIO0 CETEBBIX IOTOKOB IIPH IIOMOINM OIPEJE/JICHAS TaK
HA3bIBAEMBIX 30H, MHBIMHU CJIOBAMM, HAOOPOB IPABMJI, KOTOPBIE YIIPABJISIOT TPpapUKOM Ha,
OCHOBE YPOBHA J0BE€pUA K TOH MU UHOM CETH.

Cy11ecTBYIOT CJIeIyIOIINe 30HbI:

e drop — camblii HHU3KUIl YPOBEHb J0Bepusd K ceTu. Bech Bxomadmmii Tpaduk
copacbiBaercst 6e3 orsera. [lommepKuBarOTCs TOJIBKO UCXOISIINE COeINHEHMSI;

e block — »3Ta 30Ha MOXO0XKAa HAa MNPEIBIAYILYIO, HO MPU ITOM BXOAMAIINAE 3aIIPOCHI
copacwIBaoTCs ¢ coobmernneM icmp-host-prohibited wiau icmp6-adm-prohibited;

e public — »3Ta 30HA IIpeJCTABJISET IIYOJIUIHYIO CEeThb, KOTOPO HEIb3s JIOBEPATH,
OJTHAKO TO/JIEP2KUBAET BXOJLAIINE COEINHEHNS B WHINBUIYAJTHbHOM TOPSIJIKE;

e external — 3omna BHemHux cereit. [lommep:xkuBaer mackupoBky NAT, Guaromaps
4yeMy BHYTPEHHsIA CeTh OCTAETCs 3aKPBITOM, HO C BO3MOYKHOCTBIO MOy YeHU JIOCTYIIA;

e internal — oOparnas cropona 3oubI external. KommbiorepaM B 9TOI 30HE MOXKHO
JOBEPSTh.

,HOCTYHHBI JOITIOJTHUTEJIbHBIEC CEPBUCHI:

e dmz — wcmosib3yercs i KOMIIBIOTEPOB, pACHOJOXKeHHBIXx B DMZ  (30Hax
M30JIMPOBAHHBIX KOMITBIOTEPOB, KOTOPBIE HE OYJIyT UMETh JIOCTYTIa K OCTAJbHON YacTu
cern). IloamepRuBaeT TOJIBKO HEKOTOPBIE BXOJISIIIE COEIUHEHNUS;

e work — 30Ha pabodeil ceTw. BOJIBIIUMHCTBY MAIIUH B CETU MOXKHO JIOBEPSTh,
JOCTYIIHBI JIOTIOJTHUTEJIbHBIE CEPBUCHL;

e home — 3ona jgomarraeit cetu. OKPYKEHUIO MOYXKHO JIOBEPSATH, HO MOIEPKUBAIOTCS
TOJIBKO OIPEJIeIEHHBIE TTOJIH30BATEIEM BXOJIAIINE COETNHEHN,

e trusted — BceM MallIMHAM B CETU MOXKHO JOBEPATh.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMble (OYHKIUA 33JaI0TCd HAOOPOM  OIIIHiA,
IIEPEYNCIEHHBIX B Ta0JIATIE:
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Tabsmia 34: Omu yrusmrer Tfirewall-cmd u ux snauenust

Ormyst Buauenne

--state Brisectn cocrosinue daiipsosa.

--reload Tlepesarpysurs npaBuia u3 MOCTOSHHON KOH(DHUIYPAIIH.
--complete-reload YKécrkas nepesarpyska IpaBuil ¢ paspbIBOM BCEX COEMHEHMIL.
--runtime-to-permanent Ilepenecrn nacrpoiiku runtime s nocrosunyio xondurypammo.
--permanent Jlcnonp30BaTh MOCTOSHHYIO KOH(PUTYPAIAIO.
--get-default-zone OT06pasuTh 30HY, UCHOIL3YEMYIO 110 yMOIIAHUIO.
--set-default-zone YCTaHOBATH 30HY [0 yMOJIYAHUIO.
--get-active-zones OT06pa3uTh aKTHBHBIE 30HbL.

--get-zones OT06pasuTh Bee JOCTYIHbIE 30HDL.

--get-se rvices BeiBecTn mpeionpeieieHube CepBUCHL.
--list-all-zones BeiBecTn KOH(DHUIYPALIIO BCEX 30H.

--new-zone Co3zjiaTh HOBYIO 30HY.

--delete-zone ViamaTs 30Hy.

--list-all Beisectn Beé, uTo 106aBIEHO, 13 BHIOPAHHOL 30HDI.
--list-services BeiBecTu BCe CepBHCHI, 106ABJICHHBIE K 30HE.
--add-service JlobaBuTh CepBUC K 30HE.

--remove-service ViaanuTh cepBUC U3 30H.

--list-ports Oro6pasuTh OPTHI, JOGABJIEHHBIE K 30HE.
--add-port Jl06aBuTh MOPT K 30HE.

--remove-port VaaauTh IopT U3 30HbL.

--query-port TlokazaTh, J06aBIIEH M TOPT K 30HE.
--list-protocols BoisecTn 1poTOKOJIbI, JJ06aBIeHHbIE K 30HE.
--add-protocol J106aBUTh TPOTOKOJ K 30HE.

--remove-p rotocol VanmTh IPOTOKOJ U3 30HBL.

--list-source- ports BeiBecTr MOPTHI HCTOYHNKA, JOOABICHHBIE K 30HE.
--add-source-port Jlo6aBuTh MOPT-UCTOYHUK K 30HE.
--remove-source-port ViaaguTh HOPT-UCTOYHUK U3 30HBIL.
--list-icmp-blocks BeisecTn crmcok 610KMpOBOK icmp.
--add-icmp-block Jo6aBuTh 6JIOKHPOBKY icmp.
--remove-icmp-block Vaammars 6II0KHPOBKY icmp.
--add-forward-port Jobasurk nopt Jyist nepenanpasiaenns B NAT.
--remove-forward-port VaasuTs nopr juis nepenanpasienns B NAT.
--add-masquerade Bxumounts NAT.

--remove-masquerade Vnamuts NAT.

IIpumep: nHacTpoiika mnpaBuia OJOKHPOBKH aJipeca TOJJydaTesis MOXKET BbITISIETh
CJIETYIOIUM 00pa30M:

$ sudo firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT O -d 192.168.10.20 -j DROP
success

IIpumep: nHacTpoiika mpaBuia OTOPACHIBAHUS BCEX BXOJIANINX COEJIMHEHUN TI0 ITPOTOKOJIY
IPv4 mokeT BBITIAIETH CJAEYIONIM 00pa3oM:

$ sudo firewall-cmd --permanent --direct --add-rule ipv4 filter INPUT O -j DROP
success

IIpumep: macTpoiika mpaBuja OoTOpachiBaHud Bcex wucxomdnmx nakeroB UDP moxker
BBITJISJIETh CJIELYIONIM 00pa30M:

$ sudo firewall-cmd --permanent --direct --add-rule ipv4 filter OUTPUT O -p upd -j DROP
success

Koudurypanumonusrtit daiia /etc/firewalld /firewalld.conf

Koudwuryparmmonnsiit  ¢aitn  /etc/firewalld/firewalld.conf comep:KuT OCHOBHBIE
rmapaMeTpbl Koudurypanuu s ¢aipsosia firewalld.

e DefaultZone — ycTanaB/iMBaeT 30HY 1O YMOJYAHUIO JJid COEIWHEHUUN WJIN
nHTePdECOB;
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e MinimalMark — c 3Toi#t ommumeit OJJOK METOK MOXKET ObITh 3ape3epBUPOBAH JIJIS
JaCTHOI'O HMCIIOJIB30BaHNMA. I/ICHOJII)3yIOTCH TOJIBKO OTMETKH HaJ, 93THM 3HaAYCHHEM.
SHaveHne 0 yMOTIaHUIO paBHO 100;

e CleanupOnExit — ecsmm firewalld ocTaHaBaWBa€TCd, OH OYMIIAECT BCE ITPABUJIA.
Ecnu npna sToro napamerpa ycraHoBJIeHO 3HadeHue no win false, Tekyiue mpaBuiia
OCTAHYTCSl HETPOHYTBIMU. 3HAYEHUEM 110 YMOJTIAHUIO SIBJISETCS yes uian true;

e Lockdown — ecsu 3Ta omius BKJIOUeHa, udMeHenusa firewalld c maTepdeiicom D-
Bus OynyT orpanumveHbl TPUIOKEHUSAMU, KOTODBIE TEPEYUCEHBl B OEJIOM CIIUCKE
OJIOKMPOBKU. 3HAYUEHUEM I10 YMOJIYAHUIO sBJIsieTcs no uiau false;

e IPv6 rpfilter — ecim 3Ta oOnIUs BKJIFOUEHA, BBIMOJHSIETCS TPOBEPKA (DUIBTPA
obparnoro myrtu Ajis makera Jiid [Pv6. Ecim orBer Ha maker Oymer oTIpaBiieH
Jepe3 TOT 2Ke uHTepdeiic, Ha KOTOPbIM MOCTYIHUJI MaKeT, TaKeT COBHAJET U OyaeT
npuHaT. B mporuBHoM ciydae on Oyaer oroporen. s IPv4 rp filter ynpasisgercs
C TIOMOIIbIO sysctl;

e IndividualCalls ecqim  ITOT  TapaMeTp  OTKJIIOYEH,  HUCIOJb3YIOTCH
KOM6I/IHI/IpOBaHHbIe BBbI3OBbI restore, a He OTJAeJIbHbI€ BbI3OBDI, tITO6I>I IIPUMEHUTD
n3MeHenus K aiipposy. Mcronb3oBanue OTAeIbHBIX BBI30BOB yBEJIUUNBACT BPEMs,
HEOOXOIMMOe JIJTsi IPUMEHEHUsT N3MEHEHMIH;

e LogDenied — mobGaBijienne NpaBU BeJEHUS KYpPHAJIa HEIOCPEJICTBEHHO IIE€pe]]
OTKJIOHEHVEM U yhaJjieHneM npasu B renodkax INPUT, FORWARD 1 OUTPUT mia mmpaBut
[0 YMOJTYAHUIO, & TaKXKe OKOHYATEJbHBIX MPABUJI OTKJIOHEHUA U OTOpACHIBAHUA
B 30HaX JJIs HACTPOEHHOTO THUIA TaKeTa KaHaJbHOro ypoBHd. [lo ymosrganuro
ycTaHOBJIeHO Off — OTKJIIOYeHNe BeeHUd KypHaJla.

e AutomaticHelpers — i 6e30IMacHOrO WCIIOJIB30BaHUSA IpoToKosia IPv4 ipta-
bles 1 HOMOITHUKOB 110 OTCJIE?KUBAHUIO COEIMHEHUN 3TOT MapaMeTpP PEKOMEHIyeTCs
OTKJIIOYUThL. Bo3MoxKHbIe 3HAaYeHUsA: yes, no, system. [lo ymosrganuio ycTaHoBJIEHO
system;

e FirewallBackend — BbiOupaer peajm3anuio OpanaMaysdpa. BoaMoxkHble 3HAYUEHUS:
nftables (mo ymomganuio) miau iptables. DTo OTHOCHTCS KO BCEM MPUMUTHBAM
firewalld. EquHCTBEHHBIM UCKJIIOYEHUEM $BJIAIOTCA IMPAMbIE M CKBO3HbBIE TTPABUJIA,
KOTOpBIE BCETJa UCIOJb3YIOT TpaaulmoHHble iptables, ip6tables u ebtables.

Ilpenynpexkaenue

Buumanue! He cienyer BbimaBarh npasa sudo Ha yruiauTy iptables-save. Yrusmra
iptables-save npu momoru KJto4da -f mo3BoOJIIET 3alMCHIBATH JaMII IPaBUI B (haiil.
CooTrBeTcTBEHHO, MMes mpaBa sudo, MOJIb30BaTEIb CMOXKET Iepenncarh JIrboi dailr B
CHCTEME.
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MouauTopuHr PYHKINOHUPOBAHUS

BBeaenue

CpencrBa MOHUTOPUHTA (DYHKIIMOHUPOBAHUS IPEIOCTABJIAIOT BO3MOXKHOCTH CJIEXKEHUS U
cbopa mHMOPMAIMU O BBIIIOJHEHUU TOJb30BATE/IHCKUX ITPOIECCOB U COCTOSTHUU CETEBOTO
Tpaduka.

AHain3 cucTeMHBIX 2KypHaJIOB

Yrunura logwatch mo3BoJsigeT TPOBOJUTL aHAJM3 CUCTEMHBIX KYPHAJIOB MO Pa3JIUIHBIM
KPUTEPUSIM C BO3MOXKHOCTBHIO COCTABJIEHUS OTUYETOB.

Pexxumbr paboThbl yTWJIMTBHI ¥ BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Tabnia 35: Ommn yrusmrser Llogwatch u nx snadenns

Omnnust Buauenue

--detail level Vposenb jierajuzanuu oryera. Moxker ObITh NOJOKHUTEJbHBIM [EJbIM THCJIOM HJIK high, med, low, KOTOpbIe
COOTBETCTBYIOT mesbiM guciaam 10, 5 u 0 cooTBeTCTBEHHO.

--debug level Vposens otnaaku. Moxer sBapbuposatbes ot 0 g0 100.

--logfile log-file-group O6pabarbiBaTh TOJIBKO HAGOP yKA3aHHBIX (DAIIOB JKyPHAJIOB.

--service service-name OGpabarTbiBaTh TOJBKO yKa3aHHYO CJIy7KOy.

--print BrisecTn pesysnbrarsl Ha 9KPaH.

--mailto address OTHpaBUTH PE3yJIBTATHI [0 yKASAHHOMY a/J(PECy 3JEKTPOHHOI MOUTHI.

--save file-name CoxpaHHUTh BBIBOJL B yKa3aHHbI (ails BMecTO 0ToOparkenust Ha SKPaHe MM OTIIPABKH 110 3JIeKTPOHHOI moyTe.

--range range Junanazon gat Jyuis 06paboTKm.

--archives Vckarb B apxXMBHBIX XKypPHAJAX.

- -logdir directo ry O6pabarbiBarh (Hailiibl XKyPHAJIOB U3 YKA3aHHOIO KATAJIOra, a HE U3 KATAJIOra M0 yMOIIAHHIO.

--hostname hostname O6pabarbiBaTh (HailiIbl KyPHAIOB TOILKO YKA3AHHOTO XOCTA.

Ilony4venue madpopmMalimu o0 BBIIIOJHSIEMbBIX ITPOIIECCAX

Yruaura tOp npeaHa3HavdeHa JdJid IOy YCHUA I/IH(i)OpMaU‘I/II/I O BBIIIOJIHAEMDBIX IIPOIIECCaX.

Pexxumbr paboThbl yTWJIMTBI W BBIIOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIEPEYUCICHHBIX B TaOJIATIE:

Ta6una 36: Onmun yrusmtel 0P u ux 3navenus

Omnnust BuaueHue

-u OT106pazkaTh TOJIBKO HPOIECCH C 3aJIaHHBIM HICHTU(DUKATOPOM MM MMEHEM HOJIb30BaTels.

-S OTobpazkarh CHCTEMHBIE [POLECCHI.

=) 3MeHnTsb 9neio 0rofpazkaeMbIX MPOILECCOB Ha 3a[AHHOE YHCIIO.

-1 Pa6ora B MHTEpaKTHBHOM pexKuMe. 3a/JaeTCsl [0 yMOTIAHHIO.

-1 He oroGpazkars GesjeiicTsyiomnme nporecchl. ITo ymomdanunio oro6pazkaioTcst Kak aKTHBHBIE, TaK W 0e3/1efiCTBYOIIe
IPOIECCHI.

=@ ITepek/mouenne oTobpazkeHns KOMAHIHBIX CTPOK Ha 0TOOpazkeHne MMEH IIPOrpaMM u HaoGopoT.

-s BajaeT BpeMeHHOII HHTepPBAJ 33ePKKI MexK 1y 0OHOBJICHsIME SKpaHa. 110 yMordaHuio 5 ceKyHI.

-b Pabora B nakeTHoM pezknme. MozKeT NCIO/Ib30BATLCS I OTHPABKI PE3YJIBTATOB B JIPYIHe IIPOrPaMMbl Wil B (aitir.

-0 Bajaer UMl 10/, TI0 KOTOPOMY OyJeT OCYIIeCTBIAATHCA COPTUPOBKA. VICIO/NB3yeTcs B OCHOBHOM JIJIsl IIAKETHOTO
pexRuMax.

-w Bazaer dopMaTHpoBaHme BHIBOJA 110 MUpUHE. KOIM4ecTBO CTPOK CUUTAETCSI HEOIDAHUYEHHBIM.

-V ITokazaTh BEpCUIO yTUIATHL U BHIATH.

-h TTokazaTh crpaBKy ¥ BBIATH.




ITony4venue mHdpopMaIiu O COCTOSTHUU TEKYHNIUX ITPOIECCOB

Yrumura PS UCIIOJIB3YyeTCAd AJId IIOJIydeHUA HH(bOpM&HHH O COCTOAHUU TEKYIIUX ITPOIECCOB.

Pexxkumbr paboThbl yTWJIMTBI ¥ BBINOJHAEMble (DYHKIIUU 33JaI0TCAd  HAOOPOM  OIIIIHUiA,
[IePEYNCIEHHBIX B TaOJIHUIIE:

Tabauia 37: Onuuu yTHINTEL PS U UX 3HAYCHUS

Onnust Buauenue

-u Beisogurs mH(pOpPMAIMIO TOJBKO O HPOIECCAX € 3aJaHHBIMU CIHCKOM 3(MD(MEKTUBHBIMU HIECHTU(DUKAIIMOHHBIMI
HOMEpPAMH H/IN HACHTH(DUKATOPAMHE II0JIb30BATE .

-Y BeiBoauTb HHGOPMAIHMIO TOJIBKO O IPOLECCAX € 3aJAHHBIMU CIIMCKOM PeaIbHbIMI HACHTU(DUKAIIMOHHBIMI HOMEPAMI
i W/‘LQH'I'IA(bVlKa'I'OP'(]I\JM 110J1b30BaTeeil.

-9 Beisozurh nHMOPMAIMIO TOJIBKO O HPOIECCax ¢ 3aJaHHBIME CIMCKOM HJEHTH(DUKAIMOHHBIME HOMEPAMMU TPYIIIL.

-G BeiBoauTh HHGOPMAIHMIO TOJIBKO O IPOLECCAX C 33 JAHHBIMU CIIMCKOM PEAIbHBIMA HACHTU(MUKAIMOHHBIMI HOMEPAMI
IPYIIIL

-a BeiBoaurh nHMGOPMALMIO 0 COCTOSIHIE HAUGOJIee YaCTO 3alPAITHBACMBIX [IPOLECCOB.

-e Brisoauts nudOpMAINIO JIsi BCEX TIPOIECCOB.

-d Beisogurh nHbOpMaImo 0 Beex Nporeccax, KPOMe JIHJIePOB CeaHCOB.

-p BeiBoauth nHMGOPMAIIIO TOIBKO IS 3aIlyIIEHHBIX IIPOLECCOB.

-G BerBoaurh nHMGOPMAILTIO 0 HPOLECCcaX, YbU PeaJbHbIe HOMEpa TPYII yKA3aHbI B 3aJaHHOM CIIHCKE.

-0 Beisoauts nHdOpManuio B 3aaHHOM opmare.

MOHUTOPUHT U aHAJIN3 CeTeBOro Tpaduka

YTunura tcpdump npegHazHavdeHa Jijis MOHUTOPUHTA U aHAJIM3a CETEBOrO TpaduKa.

CocrouT u3 AByX dacTeil: 3aXBaT MAKETOB C KOMMMPOBAHUEM MX B TaK Ha3biBaeMbIil Oydep
1 OTOOparkeHne 3aXBaYeHHBIX ITAKeTOB u3 Oydepa.

Pexxumbr paboThl yTWJIMTBI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIUiA,
[IEPEYNCICHHBIX B TaOJIAIIE:

Tabuuna 38: Onuun yrumrer tcpdump u ux snauenus

Onmusa Snavenne

-i Bajaer unrepdeiic, ¢ KOTOPOro HEOOXOAMUMO AHAIUZUPOBATH TPAPUK.

-y YceraHaB/IMBaeT TUII KaHAJIA HepPeadn JAHHBIX JIJIsl UCIIOJIb30BaHMsl BO BPEMS 3aXBATa IAKETOB.

=@ Bkinodaer BBIBOJL JJAHHBIX KAHAJIBHOIO yPOBHSI.

-V BeiBoz H0n0IHATEbHOIT HHBOPMAIIHL.

-w Bagaer umsa daiina, B KOTOPOM Oy/eT COXPaHAThCH cOOpaHHas HH(MOPMAIIHsL.

-p BaxBaTbIBATh TOJIBKO TPadUK, NPEHAZHAUCHHBI JJAHHOMY Y3IIy.

-q ITepeBomur pabory B «GeCIIyMHBIA PeKHUM», B KOTOPOM IAKET aHAIM3MPYeTC: Ha TPAHCIOPTHOM YPOBHE, a HE Ha
CETEBOM.

-t OTKIII09aeT BBIBOJ METOK BPEMEHH.

-A Beisoz nakeros B hopmare ASCII Ge3 3aro/loBKOB KAHAJILHOTO YPOBHSL.

-B VeranoButh pasmep Oydepa 3axsara.

-D BeiBecTn CIICOK JIOCTYIIHBIX CETEBBIX MHTEP(MENHCOB, Ha KOTOPBIX MOKET OCYIIECTBIISThCS 3aXBAT AKETOB.

Ilony4yenue madopmalinu o ceaHcax MOJb30BaTeJei

YTuaura ac npeaHa3Ha4dYeHa OJId IIOJIyYeHud I/IH(bOpMaHI/II/I 0 ceaHcCax IIOJIL30BaTeJIEH.

Pexxumbr paboThbl yTWJIMTBI W BBINOJHAEMble (DYHKIIMU 33JaI0TCAd  HAOOPOM  OIIIIUiA,
IIePEYNCICHHBIX B TaOJIATIIE:



Tabiuia 39: Onuun yTHanTHL aC U UX 3HAYCHHUS

Ormyst Buauenne

-p BBIBOANTL HTOrOBOE BPEMSsI CEAHCOB KAZK/IOTO II0JIb30BATEIS.

-d Kpome 061miux HToroB, BHIBOJUTE UTOTH 38 KazKIblil JIeHb.

-a IIpu BBIBOJE €2KEJIHEBHBIX HTOIOB He IIPOIYCKATH [(HU, KOIJa BXOLOB B CHCTEMY He ObLIO.
-y BbisoauTs roj; mpu 0To0pazKeHnH JATHL.

-z Ecs urorosoe snauenne paBHO HyIIO, TO BHIBOAUTH €ro. 1[0 yMOIIaHHIO HE BLIBOAUTCA.
-V BeisecTn HOMEp Bepcuu.

-h BeiBecTn KpaTKyio CIPaBKy.

HonyquI/Ie I/IH(I)OpMaIJ;I/II/I O IIOCJIEHMNX BbBIIIOJIHEHHBIX KOMaHdaX

Yruaura lastcomm IO3BOJISIET IIOJIy4YUTDb I/IH(i)OpMaLII/IIO O IIOCJICAHUX BbIIIOJTHEHHDbIX

KOMaHIaX.

Pexxumbl paboThl yTUINTBI ¥ BBINOJHSEMbIE (OYHKIUA 33JAI0TCI HAOOPOM  OIIIHiA,

IIepe4ducC/ICHHbIX B T&6HHH€'Z

Tabmuuna 40: Omy yruinter Lastcomm u ux snadenus

Onuus Bnadenne

-E BeiBoauTh BpeMsi HauaJia MPOLECCca BBIOIHEHHsT KOMAH/IBL.

'S BhIHO,‘lVI'I'h BpeMs 3aBeplieHus 1Ipolecca BbIIOJIHEHUA KOMaH/IbI.

-C BbIBOAUTD KOJIIMYECTBO UCIOIB30BAHHOTO IPOLECCOPHOTO BPEMEHH.

-e BBIBOAUTD KOJIMYECTBO UCIOIB30BAHHOTO MPOLIEANIET0 BPEMEHH.

-S BBIBOANTD KOJIMYECTBO UCIOIB30BAHHOTO CHCTEMHOIO BPEMEHH.

-u BBIBOANTE KOJIMYECTBO UCIOIB30BAHHOTO MOJIBb30BATEIECKOTO BPEMEHH.

-f Hcnonb3oBars 3a1auHbI daiiil B KadecTBe HCTOYHHKA YIeTHBIX JaHHBIX. OH MOkKeT ObITh J100 CTaHAAPTHBIM, JTHO0
pacumpeHHbM dailiiom yuéTa mpomecca.

-X Hcnonbsosarh TeKymuil pacmupennsii ¢aiin yuéra mponecca.




Co31anne BUPTYaJIbHOI MaIIWHbBI

CozgaHne BUPTYaAJIbHOU MAIITMHBI C IIOMOIIIBIO YTHJINTHI virt-install

OpauM ©3 caMbIX MPOCTBIX CIIOCOOOB CO3/IaHUS BUPTYAJbHBIX MAIIMWH C IOMOIIBIO
KOMaH/JJHOU CTPOKM siBJseTCs yTuiauTa virt-install.

g BeI3OBa KOMaHbI Virt-install ncrnonb3yercs cTaHIapTHBI CHHTAKCHUC:

’$ virt-install [aprymeHThi]

virt-install mojggepkuBaeT Kak rpaduIecKuii PpeKUM YCTAHOBKH OIEPAIMOHHON
cuctembl ¢ uctoab3oBanueM mpoTokoioB VNC mwim SPICE, tak u ycTaHOBKY B TEKCTOBOM
peXKuMe C TIOMOIIBIO IIOCJIeIOBATEIbHONW KOHCOM. Bo Bpems co3janusg BUPTYAJIbHOMN
MaIlTMHbI OHA MOYKET OBITh HACTPOEHA Ha WMCIIOJH30BAHME OJTHOIO WJIM HECKOJIbKHUX JINCKOB,
ceTeBbIX MHTEp(dEcoB, ayauo ycrpoiicTs, anmnapatubix USB unu PCI ycrpoiicts u T.1.

B xadecTBe ycTaHOBOYHOTO HOCUTE ST MOYKET UCIOIB30BaThCs [SO-00pas3 uin BUpTyaibHbIIT
CD-ROM mnakomnuresb, yCTAHOBOYHOE JIEPEBO JUCTPUOYTUBA, JTOCTYIIHOE IO TPOTOKOJIAM
HTTP, HTTPS, FTP nub6o pasmeménnoe jokaabHO. Takke MOIIEPKUBAETCS CeTeBast
3arpy3ka C UCIOJIb30BaHueM IMpoTokosia PXE, uMIOPT TrOTOBBIX 00pa3oB JIMCKOB,
IIOJTHOCTHIO ABTOMATHUYECKAsl YCTAHOBKA OIEPAIMOHHON cHCTeMbI ¢ TomoIbio kickstart-
daitoB mim onmuu - -unattended.

AprymMeHTBbI KOMaHAHOU cTpoku Vvirt-install

Y MHOrmX apryMeHTOB KomaH bl virt-install ecTh JIONOJHUTENBHBIE TapaMeTphl,
KOTOpBbIE  YVKa3bIBAIOTCS  CJEAYIONIMM  00pa3oM: - -apryMeHT onuusal=3HayeHune
onuua2=3HayeHue. lcmoab3yiiTe CHUHTAKCUC --apryMeHT=? ¢YTOOBI yBUJETH IIOJIHBIHI
CIIUCOK TAaKUX IapaMeTpOB, HAIIpUMED:

$ virt-install --disk=?

BoabmuacTBO apryMeHToB virt-install gBasitoTcd oniuoHaJbHbBIMU. B ciiydae 3agaHus
3HAYEHUS ONIUM --0S-variant jmbO yCIenrHOrO aBTOMATUYECKOTO ONPEJIeICHUS THUIIA
FOCTEBON CHUCTEMBI, JJIsi TAaKUX apryMEHTOB OyJIyT WCIOJB30BAHbI COOTBETCTBYIOIINE
3HAYEHUSA 110 YMOJIYAHUIO, OIPEJIeJICHHbIE TPOMUIEM YCTaHABIUBAEMON OIepaIMOHHOMN
cuctembl. Ilpodbunu npenocrasisiiorcs mnakerom osinfo-db. B cioyuae orcyrcrBus
npoduns s ycranasauBaemoit OC nmorpebyercst onpeeuTh KaK MUHUMYM CJIE/LYOIIHe
OIIMHU: - -Memory, HacTPOiKK xpanuauiia (--disk uan - -filesystem) u MeTox ycTaHOBKH
(--cdrom, --location).

[Tpu ycranoske MCBCdepa OC depes3 npoduiv HCHOIb3YIOTCA CJICIYIONINE 3HAUCHUS:
e jeos — muHuMaJibHas cepBepHas kKoHuryparus MCBC®epa 10 Cepsep.
e desktop — xoudurypamusa aasa padbounx cranmuit MCBCdepa 10 APM.

AprymenTsl, mepeaBaeMble yTuuTe Virt-install, MOXKHO yCJIOBHO CTPYIIITHPOBATDH IIO
X Ha3HAYEHUIO:



e ITapaMeTpbl HOIKIIIOUYEHNs] — OIUPEEIAIOT TUII UCIIOJIB3YEMOr0 TUIIEPBU30PA U IIYTh
(CCBITIKY) JI7Is TIOJIKJTIOYEHUST K HEMY.

e O6mume apameTpbl — 00IIUE MapaMeTphbl, MPUMEHUMbIE KO BCEM THUIIAM T'OCTEBBIX
CUCTEM.
o [lapameTpbl yCTAHOBKM — ONIPEIENAIOT KAKUM 00pa30M OyJIeT BBIIOJTHATHC

YCTAHOBKA I'OCTEBOM OIIEPAIVOHHON CUCTEMBI.

e [lapamerpbl rocTeBoil cucTeMbl — 3aJIal0T TUIl YCTAHABJIUBAEMON OIEPAIMOHHON
CHUCTEMBI JTHOO yIPABJSIOT HACTPOMKAMU aBTOMATUIECKOTO OIPEJIE/ICHUS THUIIA.

o [lapamerpbl XpaHWIUINA — OIINMHM, CBA3aHHbIE C HACTPOUKON XPaHWUJIUIIA
BUPTYaJbHOU MAaIlTUHBIL.

e [lapamerpnl ceTr — OIIUHU, CBA3aHHBIE C HACTPONKON CETH BUPTYAJIbHON MAIITUHBL;

e Ilapamerps! rpachukyu — oMK, CBI3aHHBIE C HACTPOIKOII rpadn4ecKOoi IIOICUCTEMbI
BUPTYAJIbHONA MAIIIAHBI.

e [lapamerpbl BuUpTya/Ju3aluu — ONIUAHU JJIA TIE€PEOIPEIeJIEHU HUCIIOJIH3yeMOTO
MeXaHU3Ma BUPTYAJTU3AITAN.

e [lapamerpnl yCcTpOWCTB — ONIUU I MOJAKJIIOYEHUS (PU3NIECKUX W BUPTYAJIbHBIX
YCTPONCTB K BUPTYaJIbHON MallllHe.

pyrue onmuu — onmuu, HE BOIIEINNE HU B OJHY U3 MPEJIBIIYIIUX T'PYIIIL.

IIpuMmeps! ncnoJjbp3oBaHuda virt-install

Carenyrommast KOMaH/1a CO3/1aCT B ToJib3oBaTe bcKoi ceccun QEMU BuptyanbHyto Marmny
msvsphere-10-server c AByMs ruradaiiTaMu ONepaTuBHON MaMATH, IBYMsI BUPTYaJTbHBIMU
IIPOIECCOPAMHT U BUPTYAJIBHBIM (JCOW2- TUCKOM 00BEMOM JBaIIIaTh TurabaiiT. BupryanbHas
Mmarmuna Oyzer 3amyinena B pexkume BIOS, B kadecTBe ycTaHOBOYHOTrO HOCHUTESS OyJeT
ucnonb3oBan [SO-06pa3 /srv/iso/MSVSphere-10.0-x86 64-server.iso:

$ virt-install --name msvsphere-10-server \
--cdrom /srv/iso/MSVSphere-10.0-x86 64-server.iso \
--memory 2048 --vcpus 2 --disk size=20 --os-variant msvspherel0®

VceranoBka onepanuonnoit cucremMbl MCBCdepa 10 B pexxume UEFI ¢ orkmouénnoit
moJiiepkkoit Secure Boot, B KadecTBe NCTOYHNKA YCTAHOBKHU HMCIIOJIB3yEeTCs yCTAHOBOYHOE
JIEPEBO TUCTPUOYTUBA, PA3MENIEHHOEe HA OMDUINATHLHOM 3€pPKaJIe:

$ virt-install --name msvsphere-10-server \

--memory 2048 --vcpus 2 --disk size=20 --os-variant msvspherel0® \

--location https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/0s/ \

--boot uefi,loader=/usr/share/edk2/ovmf/0OVMF CODE.fd, \

loader ro=yes,loader type=pflash,nvram template=/usr/share/edk2/ovmf/0OVMF VARS.fd, loader
<—»secure=no

Crenyrormass KOMaHIa CO3/IaCT BUPTyaJbHYIO MammuHy B cucreMuoi ceccun QEMU u
BBITIOJITHUT aBTOMATUIECKYIO ycTaHOBKY oreparnonuoii cuctrembl MCBCdepa 10 B pexxume
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UEFI c Bkmaouénnoit mnojep:kkoit Secure Boot, crenapuit ycTaHOBKEU OIpEIEEH B
kickstart-daiiie msvsphere-10.ks:

$ virt-install --name msvsphere-10-server --connect gemu:///system \
--memory 2048 --vcpus 2 --disk size=20 --os-variant msvspherel0® \
--location https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/0s/ \
--boot uefi,loader=/usr/share/edk2/ovmf/OVMF_CODE.secboot.fd, loader ro=yes, \
loader type=pflash,nvram template=/usr/share/edk2/ovmf/0VMF VARS.secboot.fd, loader
—secure=yes \
--initrd-inject msvsphere-10.ks --extra-args "inst.ks=file:/msvsphere-10.ks"

IIpumep kickstart-cpaitna (msvsphere-10.ks B mupumepe BbIlle) I aBTOMATHIECKOI
YCTAHOBKM CUCTEMbI B MUHHMAJILHON KOoH(puUrypamun 6e3 rpacdudeckoro nurepdeiica:

# nyTb K yCTaHOBOYHOMY [epeBy ANCTpubyTuBa
url --url https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/kickstart/

# CnUCOK perno3uTopueB, KOTOpble HeobXoauMmo MOAK/IOYUTL BO BPEMS YyCTaHOBKU
repo --name=Base0S --baseurl=https://repol.msvsphere-os.ru/msvsphere/10/Base0S/x86 64/0s/
repo --name=AppStream --baseurl=https://repol.msvsphere-os.ru/msvsphere/10/AppStream/x86 64/0s/

# BbINOMIHATL YCTAHOBKY B TEKCTOBOM pexume

text

# He BbINOMIHATL HAacTPoOMKYy rpagudeckoro cepsepa Xorg/Wayland
skipx

# aBTOMaTU4YECKU MPUHMMATL YCJI0BUS JTULEH3UN

eula --agreed

# He 3anyckaTb accucTeHTa M0 HacTPOMWKE BO BPEMS NepBOro 3amnycka
firstboot --disabled

# ucrnonb30BaTb AHrJIMUCKUA A3bIK KaKk BO BPEMS YCTAHOBKM, TakK M Ha YCTaHOBIEHHOM
# cucteme. [OnoONIHUTENILHO BKIIWYUTL MOOOEPXKY PYyCCKOro fA3blKa

lang en US --addsupport=ru RU

# HacTpauBaeT packKnapgKy KhaBuaTypsl, B OaHHOM ciy4ae OyneT ucnosb30BaTbCHA TOJIbKO
# aHrnickass B aMEPUKaHCKOM BapuaHTe

keyboard us

# yCcTaHOBUTb 4acoBOM MOSIC B MOCKOBCKoe BpeMmsi (GMT+3), ¢nar --utc yka3biBaeT Ha
# TO, 4YTO annapaTHele 4ackl XpaHAT BpeMs B 4acoBoM rosice UTC

timezone Europe/Moscow --utc

# aBToOMaTM4YeCKM HaCTPOUTb CETb UCMOJb3YysA MPoToKos DHCP

network --bootproto=dhcp

# BKIWYNTL GpaHOoMaysp M OTPbITb [OCTYyn M0 nPoToKoay SSH

firewall --enabled --service=ssh

# oTkmounTb cnyxby kdump u BKmoYnTb Cayxbel chronyd, rsyslog n sshd
services --disabled="kdump" --enabled="chronyd,rsyslog,sshd"

# Bkaw4YnTb SELinux

selinux --enforcing

# HacTpouTb BbIBOA Ha MOC/AefoBaTesbHbIA MOPT 4YTOObLI MOXHO OblIO MOAK/IOYATLCA K

# KOHCO/IM BUPTyasnbHOM MalimHel 6€3 rpaguyeckon ceccum

bootloader --timeout=1 --append="console=tty0 console=ttyS0,115200n8 no timer check,
—crashkernel=auto net.ifnames=0"

# ucnosb308atb TO/NIbKO AMCK /dev/vda BO BpeMsi yCTaHOBKMU

ignoredisk --only-use=vda

# co3pgaTb HOBYyw Tabnuyy pa3pgenoB Ha agucke /dev/vda

clearpart --initlabel --drives=vda

# ncrnonb3oBaTtb aBToMaTu4Yeckyw pa3busky Aucka 6e3 orpenbHoro paspgena /home

autopart --nohome

# 3abs0kupoBaThb BX0A M0/Ib30BaTteseMm root

rootpw --lock

# co3pgaTb nonb3oBaTtens msvsphere c naponem msvsphere, cpenatb ero
# agMuHucTpatopoM nyTém pgobasnenna B rpynny wheel

user --groups="wheel" --name msvsphere --password="msvsphere"

# aBTOMATUYECKM nepe3arpy3nNTb CUCTeMy MoC/ie 3aBepuieHus YCTaHOBKW W W3Breyb
(upomoJKeHue Ha Cyle/lyTolneil CTpaHuIIE)




(IpOJIoIPKEHNE € TPEeBIIYIIEeH CTPAHWIHI)

# yCTaHOBOYHbIM HOCUTESb
reboot --eject

# 6710k %packages onpepenseT Kakue nakeTsl, rpymnns U Mogysm HEobXoAMMO yCTaHOBUTH.
# onuymsa --inst-langs onpepenset CAMCOK SiI3bIKOB, [AJ1S KOTOPbIX Heobxoaumo [obaBaThb
# nogoepxky

%packages --inst-langs=en,ru

# yCTaHOBUTb MNakeThl U3 rpynns core

@core

# ycTaHOBUTbL MakeThl M3 rpynmns guest-agents

@gquest-agents

# yCTaHOBUTb MNaKeTbl caMmompeHTupukauymm cepBepHoro BapuaHta MCBCpepa 0C
sphere-release-identity-server

sphere-release-server

sphere-release

%send

# oTKIWYNTHL pacumpeHne kdump
%saddon com redhat kdump --disable
%send

Ha cucremax c rpadudeckum wunaTepdeiicoMm mocsie 3alrycka KOMauIbl virt-install
aBTOMATUYCCKH 3allyCTUTCA IIporpaMMma Virt-viewer, ¢ IOMOIIbIO KOTOPOH BbI CMOXKETE
B3aMMOJEICTBOBATL C BUPTYAJbHOM MAIIMHOM U BBIIOJHUTL YCTAHOBKY OII€PallMOHHONI
CHCTEMBL.

Ha cucremax 6e3 rpaduyeckoro unrepdeiica Bbl MOXKETE UCIIOJIb30BATH MTOCJIEI0BATEIHHY IO
KOHCOJIb, €CJIM yCTAHABJIMBaeMas OIEPAIlMOHHAs CHCTEeMa IOJIEP:KUBACT TAKON PEXKUM.
st GonbmmacTBa OC Ha 6aze GNU/Linux Oymer J0CTATOYHO IMEPEIATH CJIEIYIOIIAE
apryMeHThl KOMaH/Jle virt-install:

$ virt-install ... -console pty,target type=virtio --graphics none \
--serial pty --extra-args 'console=ttyS0,115200n8"




KOHTeﬁHepHBaHHﬂ
Trivy

Trivy — 9TO KOMIUIEKCHBII U YHHBEDPCAJbHBIN CKaHEep ysSI3BUMOCTell B obOpa3ax
KOHTeIHepOB, dailyioBeix cuctemax u pernozuropusx Git. Trivy umeer ckaHepbl , KOTOpbIe
UIILYT TPOOIEeMbI O€30TIACHOCTH, U LENMU , TJie OH MOXKET UX HaNTH.

[Tesin (koTOpBIE MOKET CKAaHUPOBAThH Trivy):
e lIzoOpakeHnune KOHTEHEPA
o (DaiijioBasg cucrema
e Penozuropuit Git (ymasiénnbrii)
e OOpa3 BUPTyaJIbHOW MAITHHbI
e Kubernetes
Ckanepsl (To, uro Trivy mMoxer Tam HaliTH):
e Ucnonbsyemslie makerst OC u nporpammusie 3asucumoctu (SBOM)
e UzBecrubre yazsumoctu (CVE)
e [Ipobaembr u HenpaBuibHbIe KOHDUryparuu laC
o Kondwunenmuaabuas nadopMaIus U CEKPEThI
e Jlunensum Ha TTPOrpaMMHOE ODecIiedeHme

Trivy mnomgep:kuBaeT OOJIBITUHCTBO  TOIMYJISPHBIX  S3BIKOB  ITPOTPAMMHUPOBAHUS,
omepanuoHHbix cucreM u 1ardgopm. llogHbIl cnmcok cMm. Ha cTpaHuie Scanning
Coverage.

YcTraHoBKa

’$ sudo dnf install -y trivy

Ncnonb3o0Banue

trivy [rmobasbable dutarn| kKomanna [dbrarn| mess trivy komana

docTtymHbie KoMaHIbI

I(OMaHﬂbICKaHHpOBaHHﬂ

config CKaHupoBaTb QaWnbl KOHOUrypauuu

filesystem (fs) CKaHMpoBaTb JIOKaNbHYKW (annoByld CUCTeMy

image (1) ckaHuMpoBaTb 0Opa3 KOHTeWHepa

kubernetes (k8s) [3kcnepuMeHTanbHO] ckaHupoBaTb KnacTep KybepHeTec
repository (repo) ckaHupoBaTb git-peno3utopui (ypanéHHo)

rootfs CkaHupoBaTb rootfs

(upomoJKeHUe Ha CJIeLyIOIIeil CTPAHUIIE)


https://trivy.dev/latest/docs/coverage/
https://trivy.dev/latest/docs/coverage/

(IpOIOJIZKEHUE € IPEBIIYIIEH CTPAHUIID )

sbom CKaHuMpoBaTb ucnonb3yemMsle nakeTsl 0C u nporpamMmHble 3aBucuMocTu (SBOM)
vm [3KcnepuMeHTanbHo] ckaHuMpoBaTb 006pa3 BMPTYyanbHOW MalWWHbI

Komanapl yrrpaBieHus

module YnpasneHne Mopynsmu
plugin YnpasneHue nnaruHamu
vex [9kcnepuMeHTanbHo] VEX yTunnuTtsl

BcnomMmorarenbubie KOMaH/JAbI

clean Yoanutb KaWWpOBaHHbe ¢awsbl

completion [eHepupoBaTb CLEHapuWW aBTO3aBepWeHUs AN yKa3aHHOM 060104KK
convert MpeobpasoBaTtb trivy JSON oT4yeT B Apyrov ¢opMat

help CnpaBka o0 nwboi KoMaHpe

server PexvuM cepBepa

version lloka3aTb Bepcuio

CkaHepbI

vuln — u3BecTHble ysa3sumocTn (CVE) (no ymonyauwmio)

config — npo6bnemsl ¢ IAC M HemnpaBWibHblE HaCTPONKHU

secret — KoHdupeHumanbHas UHOOpPMauUUA U cCeKpeTbl (Mo yMoNYaHuo)
license — nUUEH3MM Ha nporpamMMHoe obecneyeHue

Ilony4venue nmoapobHON MHpOpPMAIUU O KOMaH/I€e

’$ trivy komaHpa --help

IIpuMmepsl

CkanupoBaTh 00pa3 KOHTeiiHepa

’$ trivy image inferit/msvsphere:10

CkaHnupoBaHne oOpa3a KOHTeiiHepa Ha HaJM4Yue YI3BUMOCTEN
HIGH un CRITICAL c coxpanenuem pe3yiabraTta popmare JSON
B daita

’$ trivy image --severity HIGH,CRITICAL -f json -o test.json inferit/msvsphere:10




BriBecTu npob6JieMbl C JINIEH3USIMU

’$ trivy image --scanners license inferit/msvsphere:10

IIpoBepka kKoHdurypamnum obpa3a KOHTelHepa

’$ trivy image --image-config-scanners misconfig inferit/msvsphere:10

IIpoBepka cekpeToB 0oO6pa3a KOHTeMHepa

’$ trivy image --image-config-scanners secret inferit/msvsphere:10

CkanmpoBaTh 00pa3 KOHTelHepa n3 apxuBa tar

’$ trivy image --input msvsphere.tar

CKaHUPOBaTh JIOKAJbHYIO (PaitjIOByIO CUCTEMY

’$ trivy fs .

3amyck B peXkuMe cepBepa

’$ trivy server

Caymiare Ha 0.0.0.0:10000

’$ trivy server --listen 0.0.0.0:10000

Caymarse Ha 0.0.0.0:10000, ncnosib30BaTh JIOKaJIbHYI0 6a3y u3 /opt/trivy-local-
db/

’trivy --cache-dir /opt/trivy-local-db/ --listen 0.0.0.0:10000 server --skip-db-update

CkaHupoBaTh 00pa3 KOHTelHepa C yJaJEHHON MallluHbI

trivy image --server http://192.68.10.10:10000 inferit/msvsphere:10

e 192.168.10.10 — IP-ajpec Mammumubl, Ha KOTOPOI 3amyIeH cepBep trivy.



CkanupoBaTh (pailJIOByI0 CUCTEMY C UCIIOJIb30BAaHUEM JIOKAJIBHOI 0a3bl JJAHHBIX
(c mammHBI, HA KOTOPOIi 3amyIieH cepBep trivy)

’$ trivy fs --server http://localhost:4954 ./

CkaHupoBaHUe JIOKAJILHOTO obpa3a koHTeitHepa B Podman

$ podman images
REPOSITORY TAG IMAGE ID CREATED SIZE
docker.io/inferit/msvsphere latest 3a82917c452a 18 months ago 157 MB

’$ trivy image 3a82917c452a

Jlyigs BO3MOYXKHOCTU CKaHUPOBAHUs JIOKAJbHBIX 00PA30B JIOJIKEH ObITh 3almyIieH pod-
man.socket:

’$ systemctl --user start podman.socket

Penosuropuit it

CkanupoBanue peno3uropusi Git Ha ysa3BuMocTu u KOHMDUIEHIINATIBHYIO
nHMOPpMAITUIO

’$ trivy repo https://github.com/msvsphere/rpmqc

CKaHI/IpOBaHI/Ie BE€TKHN B PEIIO3NTOPpHUHN Ha I'Ip06JIeMI)I C JIMIIEH3nAMMN

$ trivy repo --scanners license --branch master https://github.com/msvsphere/rpmqgc

Tak>ke MOXKHO HCIIOJIL30BaTh --commit u - -tag.

Kubernetes

IIpockaHnupoBaTh KJiacTep U CO3JIaTh IIPOCTOM CBOJAHBIN OTYET

’$ trivy k8s --report=summary cluster

HpOCKaHI/IpOBaTb KJiacTep 1 BbIBEeCTH BCIO I/IHCbOpMaHI/IIO O KPpUTHUYECKHUX
YA3BUMOCTAX

$ trivy k8s --report=all --severity=CRITICAL cluster
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ITanens ynpaBiaenusi Cockpit

Omnmucanme nanesu ymnpaBjeHuss Cockpit

BBeaenue

Cockpit — 370 anesb ypaBjeHus Jjisd a IMAHACTPUPOBAHUS CEPBEPOB 1 PAOOYNX CTAHITUN
oy, yupasjiaeauem MCBCdepa OC. Binarogapst ucnonb3zoBanuto Beb-untepdeiica Cockpit
IIO3BOJIAET aIMUHUCTPUPOBATH KaK JIOKaJbHYIO, TaK U yﬂaHéHHbIe CHUCTEMBbI — OJIA pa6OTI)I
¢ TIAHEJIbI0 TpedbyeTcsa TOJIBKO BeO-Opay3ep.

cockpit.msvsphere.test sunonmserca MCBCdepa 9.5 APM

3p0poBbe Vicnonb3oBaHue

¢ foctynhsi ver

un - 55%us 8 npoueccopos

& Nocnepsnh yaaswsih o 14 amp, 12:46 . — 92/2168
Bl Gt

CBepieHus o cucteme HacTpoiika

s ysna

OcHoBHBbIE DYHKITUU
Huzke mepeuanciienbl OCHOBHBIE BO3MOXKHOCTH HaHean yupasiaennss Cockpit.
[} MOHI/ITOPI/IHF 1 JUardHOCTHUKaA:
— IIPOCMOTP CBEJIEHHI O cucTeMe W KOH(MUTYPAIMU 000PY/I0BAHUSI;

— MOHUTOPHMHI'  MCIOJb30BaHUS  PECYPCOB: IIEHTPAJIBHOIO  IIPOIleccopa,
OIIEPATUBHOM MaMSTH, JUCKOBOI'O TPOCTPAHCTBA U CETEBBIX MHTEPQEHCOB;

— TIPOCMOTP ¥ MOUCK II0 CUCTEMHBIM KYDHAaJIaM;
— JIMarHoCTHKa OommnboK moacucreMbl SELinux.

e A MuHMCTpUpPOBaHUE:

HACTPOMKA CUCTEMHOI'O BPEMEHHU;
— BBOJ, KOoMIbioTepa B jomeH Active Directory miau FreelPA;

— YIIpaBJICHHUE y‘{éTHbIMI/I 3alUCsIMU  [OJIL30BaTesIeit u rpyiinaMm, a TaK2Ke
HOJIUTUKAMU IIapOJICH;

— yIpaBJIeHWE CHCTEMHbIME CJIy:k6aMu: (mepe)3amycKk ¥ OCTAHOBKA, HACTPONKA
aBTOMAaTHUYECKOTO 3aIlycKa, MPOCMOTD 2KYPHAJIOB;

— yIpaBJieHre OOHOBJICHUSIMU ITPOrPAMMHOIO OOECIIeUeHNUsT;

— yIpaBJIEHUE CETeBbIMU MHTEepdeiicaMu 1 HacTpoiKaMu OpaHIMayspa;
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— yopasienne JokaiabHbiMu  (LVM, RAID) wu cereseimu (NFS, iSCSI)
XPaHUIUIIAMUY;

— ymupasJyierne BupTyajdbHbiMu Mammuaamu (Libvirt) u konreitnepamu (Podman);
— HacTpoiika aBapuitHoro gamma siapa (kdump).

Taxxke ciemyer ormeruthb, uro Cockpit saBisiercs MOIy/IbHON CHCTEMOI, YTO J€aeT
BO3MOKHO# pa3paboOTKy COOCTBEHHBIX PACIIMPEHUiT — 3TOT IPOIECC MOIPOOHO OIUCAH B
opuIMATBHON JTOKYMEHTAIINN TPOEKTA.

¥YcranoBka u HacTpoiika Cockpit

YcraHoBKa

s ycranosku nanesnu ynpasienus Cockpit BbIIOTHUTE CII€IYIONIYIO KOMAHITY

’$ sudo dnf install cockpit

BareMm, 3amycrure ciayk0y cockpit.socket:

’$ sudo systemctl enable --now cockpit.socket

[Tocse 3ammycka unTepdeiic cucTeMbl yipaBjeHus: OyIeT JOCTYIEH 0 JIOKAJIHLHOMY aJIpecy
https://localhost:9090/. B caydae obpariennss K yIaJEHHOMY KOMITBIOTEPY YKaKUTE
BMecTo localhost ero IP-azapec nim momeHHOE MM,

B 3aBucuMocTu oT HacTpOEK Balero OpaHIMayIpa, TaKzKe MOXKeT OTPeOOBATHCS OTKPBITh
JIOCTYTI K TIOPTY, HA KOTOPOM 3aIyIieHa nanesb ynpasienns Cockpit:

$ sudo firewall-cmd --add-service=cockpit --permanent
success

$ sudo firewall-cmd --reload
success

Co31aHne JUarHOCTUYECKNX OTYETOB

BBenenue

B cocrap mamenu ympasimenusi Cockpit BxommT Momyss s hopMUpPOBaHUS
JIMATHOCTUIECKUX OTYETOB, KOTOPBIE 3aTE€M MOTYT OBITH TEepeIaHbl JIJI WCCJIEIOBAHUS B
CIIy2KOy TEeXHUYIECKOHN TO/IEPIKKH.

,HHH AKTUBallUX 3TOI'O MOAYJId IIpeIBapuUTEJIbHO HGO6XO,ILI/IMO yCTaHOBUTH ITaKET SOS:

’$ sudo dnf install sos



https://cockpit-project.org/documentation.html
https://localhost:9090/
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Co3ganmne ordyéra

s co3nanust TUArHOCTUYIECKOro OT4éTa BouauTe B cuctemy ynpasienus Cockpit u B
JIEBOM HABUTAIIMOHHOM MEHIO BbiOepuTe MyHKT «/ImarHocruyeckme oT4éThI» (OTMEUEH
mdpoii 1 Ha CHIUMKe 9KpaHa).

R — % @O &2

(3)
@ Opanenmgoes @ nowows ~ 48 Ceanc +

cockpitmsvspherat...

JAvarHoctuka cuctembl

TPeGyeTCH aAMMHICTpATHBHbI AOCTYN

TpeGyercs apuuHuCTpaTH

AvarhocTuseciue

(1}
oruerel

ECJH/I BbI BOIIIJIN B ITaHEJIb YIpaBJICHUAD, HCIIOJIb3y< y‘-IéTHyIO 3aIlluCh
HEIIPpUBUJICTUPOBAHHOI'O II0JIb30BaTeJid, TO IIOJIYyYUTE IIPUBUJICTHUNU aJIMHHUCTPATOPA
b0 HaykaB KHOIKY «BKIOYNTH JOCTYH C IIpaBamM¥l aJMHHHCTPAToOpay (OTMedeHa
mudpoii 2 Ha CHUMKe SKpaHa Bbie), Jubo KHONKY <«OrpaHUYeHHBIA JOCTYII»
(ormeuena nudpoii 3 HA CHUMKe 9KPaHA BBIIIE).

B orkpeiBiieiicsa popme HEOOXOIMMO BBECTHU CBO# mMaposb n HaxkarTh KHONKY «IIpoBepka
MOAJIMHHOCTU .

@ rowous

MepeknioynTLCS Ha AOCTYN C NpaBaM1 aAMUHUCTpaTopa

Avartocreckre
orugrel

Mposepka nogmkHoCTA Ommera

Tpwowesns

ITocsie 9TOTO HA SKpaHe MOABUTCS CIUCOK PAHee CO3JAHHBIX OTYETOB (B JAHHOM IIPUMEpe
oH mycroit) u kaonka «Co3aarb OTIET.

€ 5 O AHesmummeno cokot mavspheretest o090 sosepor v QO A& i

JlnarHoctuka cucTembl

Avarnocrniecke

e OTuéTh!

CHCTEMHLIE OT4ETH OTCYTCTRYIOT,

oBecriedenn

Npunoxesus

[Toce HaXkaTUst HA KHOIKY MOSIBUTCSI COOTBETCTBYIOIAs (DOPMa, B KOTOPOIl BbI MOYKETE
HACTPOUTH MTapaMeTPhl CO3/IaHNS OTYETA.
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Co3/jaTh HOBBIN OTUET

B -ouer: nowoum npu
BLAErEHAM NpOGTEN.
318 MHGOPMALA XPHATCH TONLKO B CHCTENE.

Tl 471 MponyCxa LpposaHU

Do
[ Vicnonb308aTs BEOA N10APOGHbIX CBEAEHHI! B XypHAN

Coapars oruer Omena

Ha manubBIil MOMEHT /I KOH(UTYPAIMH JOCTYITHBI CJAEIYIOIINE OIIIIN:

e B none «MeTka OoT4YETA» BBl MOXKETE€ BBECTHU WJICHTU(PUKATOP 3aIIpPoca B CIIyxKOe
TEeXHUYIECKON TOJIep:KKU. KEicim BbI He 3HaeTe ero, OCTaBbTE I10JIE€ ITYCTHIM.

e B mnone «IlaponbHasi ¢dpa3a mumudpoBaHUSA» BBl MOXKETE€ yKa3aTb IapoJb,
KOTOPBIH 3aTeM MOTpedyeTcss BBECTHU it OTKPBITUA (paitna ordéra. 3ammura daiiaa
OTYETA MAPOJIEM He sBJIeTCH 00A3aTe/bHBIM TPeOOBaHUEM, OJHAKO, PEKOMEHIYeTC s
B ciIydae repesiadu paiiia 1mo HEe3AITUIIEHHBIM KaHAJJIAM.

e Onaxok «CKpbIBAaTh ceTeBble aJipeca, MMEHA Yy3JI0B U II0JIb30BaTeJieil»
BKJIIOYAET PEKUM 00e3/TMIUBAHUS ITUX JAHHBIX B oT4uére. Crie/yeT OTMETUTH, UTO
IapoJIin, KJIIOYN U APyrue IpUBaTHbIE JaHHBIE B JIIOOOM Cjydae He OyIyT BKJIIOUEHBI
B OTYET.

e Dyaxok «Vcmosb30oBaTh BBOJ MOAPOOHBIX CBEAEHUU B XKYPHAJI» BKJIIOYACT
JIOTIOJTHUTEIbHYIO OTJIa09HY 0 nHMOpMaIuio B 0T4ET. Vcoab3yiiTe ero 1mo 3ampocy
WHYKEHEePa TEXHUIECKON TOJJIEPKKH.

[Tocme naxkatumsi Ha KHONKY <«CoO34aTh OTYET» 3aIlyCTUTCS IPOIEIypa TeHEPAIUH,
KOTOpasi MOXKET 3aHATh HECKOJIbKO MUHYT B 3aBUCUMOCTHU OT paszMepa (pailjioB KypPHAJIOB.

Co3pjaTh HOBbIii OTUET

BLIABNEHA NpOGREN
372 MH(OPMALHA XPAHITEA TONEKD B CHCTEME.

Naponsas dpasa
wnipposaA

‘OcrassTe NYCTeiN 419 MponycKa WippoBasH
Mapaerpet =) uviena y3nos u
[) MenonkaosaTs 5307 NOAPOSHAIX Cae/CHMM B KypHan

- COBaTH OTET | | OCTaHOBATL CO3gaHIE OTHETA | XOf BbIONHEHWS: 24%

[Tocie 3aBeprienus wporeaypbl ¢opMa Co3/aHusd OT4YeéTa OyJIeT aBTOMATHYECKU
3aKpbITa, & B CINUCKE OTYETOB IIOABUTCA HOBas 3aliCb, B JAHHOM IIPUMeEpe —
cockpit-2025-04-23-kwgltpf.
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Apwwcrpamnigocyn (D Mowows ~ &8 Ceane ~

[AvarHocTuka cuctembl

Damn sgpa

AvarkocTuseciue Cooture Baracospanun ATpHSYTHI
omuEThl

cockpt-2025-04-23-knglof lessthan a minte ago [(samyom | 3
p— o it o arpyanrs

euers

Mpwoxers

i renepaluu uieHTUGUKATOPA OTIYETA UCTIONIB3yeTcs 1mabson HOSTNAME-YYYY -MM-DD-ID,
rae:

HOSTNAME — nMs KOMIBIOTEPA;

o YYYY — Tekyiui rox;

e MM — TeKymui MecCdll;

e DD — TeKyIuii JIeHb;

e ID — yHHUKAJbHBIN UIEHTUMUKATOD.

Takum oOpasom, oruér ¢ wumeneM cockpit-2025-04-23-kwgltpf ObL1 co3man Ha
KoMmmbioTepe cockpit 23 anpess 2025 rona. Eciu B hopme HACTPOIKHN TapaMeTpPOB OTYETA
obL1a 3a7ana «MeTka oTyé€ray, To 3Ta MHMOPMAIUS TAKXKE MOMAJIET B UICHTU(DUKATOD
CO3IAHHOT'O OTYETA.

CozmaHHbIil OTYET MOXKHO CKadaTh Ha)KaB HA KHOMKY «3arpy3uTb», IOCJIE 3TOTO ero
HEOOXO/TUMO MTPUKPENUTD K 3asdBKe, CO3/IAHHON Ha 110PTAJIe TeXHUICCKON TI0JIJICPKKN, JTTOO
repesaTh B CIYyXKOY MOAIEP:KKU UHBIM COTIACOBAHHBIM CIIOCOOOM.

Ckauannbrii daitn Oymer nmers npedukc sosreport-, eciu daityi He 3aMUIIEH TapOIeM
n mupedurc secured-sosreport-, ecam maposb ObLT  ycTaHoBJeH. (COOTBETCTBEHHO,
B HaIIeM IpuMepe s oTdéra cockpit-2025-04-23-kwgltpf Oyaer ckauan ddaiia
sosreport-cockpit-2025-04-23-kwgltpf.tar.xz.

YajieHue oT4yéra

VaamuTh gaiis oTuéTa 13 CHCTeMbI MOYKHO HayKaB Ha KHOIKY MeHIo «X» crpasa 0T KHOIKH
«3arpy3uTh» U BbIOpAB TaM IIyHKT MEHIO «¥Y/IaJIAThY.


https://support.msvsphere-os.ru/msvsphere-os/

[Anardoctuka cuctembl

Viicrpyweris

Aamn sgpa

Avarvoctwieckne Coobups. Baracospanua ATPHEYTH

cockpit-2025-04-23-kwgltpf less than a minute ago [ sarmyam.

Yaanus

IIpocmoTp gaHHBIX OTYETA

Qaitm oTuéTa MNpejcTaBiadeT CcOo0OU tar-apxuB, CXKATBIH apXUBATOPOM XZ, KOTOPBIH
COJIEPKUT CJIEAYIONLYI0 MHMOPMAIIHIO:

® HACTPOIKHU 3arpy3vnKa U KOH(MUIYPAIUMOHHBIN (ailsl s/ipa CUCTEMBI;
e koH(DUTYpAIUOHHBIE (DANTIBI PA3IUIHBIX KOMIIOHEHTOB U3 KaraJjora /etc;

® CIIHCOK 3arpyKEeHHBIX MOJIYJIeH d/1pa, 3aIlyIIeHHbIX TPOIECCOB, OTKPBITHIX (DalIOBBIX
JECKPUIITOPOB ! T.1.;

e KOHMUTYpPAIIUIO CETEBBIX aJIAIITEPOB M MHAPOPMAIINIO 00 000PYI0BAHNH;
® CUCTEeMHbIE€ 2KYPHaJIbl PA3JIMYHBIX KOMIIOHEHTOB CUCTEMDI.

g pacriakoBKE (DailjioB OTYETA B TEKYIIUI KATAJIOT BBITOJHUTE CJIEYIONIYIO0 KOMAHTY
(3amenuTe uMs dailia Ha peasbHOe):

’$ tar -xJvf sosreport-cockpit-2025-04-23-kwgltpf.tar.xz

Ecnu npu cozpannm oT4uéra OB yCTAHOBJIEH TAPOJIb, TO Iepe PACIaKOBKON HEOOXOIMMO
pacumndpoBaTh (aili MCIOIb3ysl CJIEAYIONYI0 KOMaHILy (3aMeHuTe mMeHa dailioB Ha
peaJibHbIe):

$ gpg -d -0 secured-sosreport-cockpit-2025-04-24-azytuxv.tar.xz \
secured-sosreport-cockpit-2025-04-24-azytuxv.tar.xz.gpg

gpg: AES256.CFB encrypted data

gpg: encrypted with 1 passphrase

IToce BBOmA MmMapoJsist B TEKyIleM KaTajore OyaeT co3aH apxXuB .tar.Xz ¢ yKasaHHBIM
MMEHEM, KOTOPBIil 3aTeM MOXKHO OyJ/IeT paclakoBaTh MPUBEICHHON BbIIIEe KOMaHIOMN.

HacTpoiika MyJIbTUTEpPMUHAJIIBHOTO PEeXKNMa

BBeaenue

MysnbTUTEpMUHAJILHBI — peKUM — 3TO ocobasg KoHMUrypalus KOMIIBLIOTEPA U
OIIEPAITMOHHON CHCTEMBbI, KOTOpPasl II03BOJISIET OOECIeYUTh OJIHOBPEMEHHYIO DPaboTy
HECKOJIbKUX TOJIb30BaTesel 3a OJHUM KOMIIBIOTEPOM.
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B cocraB omneparmonnoit cucrembr MCBCdepa BxomuT pacmmpenue s OaHETN
yupasiaennss Cockpit, koTopoe mpemocrasisier rpadudeckuii nHTepdEnc Ijisd HACTPORKHI
paboOThl B MyJIBTUTEPMUHAJIHLHOM PEXKUME.

Anmnaparublie TpeboOBaHUA

g paboThl B MyJIbTUTEPMUHAJILHOM PEXKUME HEOOXOMMa CJIeAyIonas KOH(MUTYPAIIs
KOMIIBIOTEpA!

e OT/eJbHAsT BHUJIEOKApTa JJIsd KaxKJI0oro pabodero mecrta. OnruMasbHBI BapuaHT
— YCTAHOBUTDL JIOIOJHUTEJbHYIO BHJACOKAPTY B KOMIIBIOTED CO BCTPOCHHON
BUJICOKAPTOI;

® OT/Ie/TbHAS KJIABUATYPA JIJTsd KAXKJIOr0 pabodero Mecta. PeKoMeH 1yeTcst UCIIoJIb30BaTh
pa3Hble MOJEIN KJABHATYP YTOOBI WX OBLIO TPOINE OTJIMYATH JIPYT OT JApyra B
nHTEpeiice yIpaB/IeHNSI;

e OT/esbHAS MBIIIKa (TPEKOOJI, Tadma 1 T.11.) JJId KaxKaoro pabodero mecra. Kak u B
cllydae ¢ KJIaBUATypaMu, He PEKOMEH/IYeTCs MCIOJIb30BAHUE YCTPOUCTB OJIMHAKOBOM
MOJIEJIN;

® eciu TpedyeTcss ODECHeYnuTh BBIBOJI 3BYKa I KaXKJIOro paboduero mMecra, TO Bam
TaKKe MOTpedyeTcs OT/e/IbHAs 3ByKOBas Kapra. B kKadecTBe aibTepHATUBBI MOYKHO
BBIBOJIUTDH 3BYK Ha MOHUTOD 4yepe3 HDMI.

¥YcranoBka pacmupenus ajda Cockpit

g HACTPOWKM  MYJIBTUTEDMUHAJILHOW  CUCTEMBI  YCTAHOBUTE  COOTBETCTBYIOIIEE
pacrmpenne 1y1s naneu yrupasierus Cockpit:

’$ sudo dnf install cockpit-msvsphere-multi-seat

I{aCTpOﬁKBWHOHOHHHTeHLHOFO:pa60quOﬁMeCTa

st HACTPONKN MYJIBTHTEPMUHATHEHOTO pexxnMa  TpedyroTcs [IPUBUJIET AN
aJIMUHUCTpATOpa: BoiauTe B mnaHeab yrpasienus Cockpit, ma crpanuie «O630p»
Ha;KMUTE KHOIKY «BKIIOYUTH JOCTYyIl ¢ IpaBaMyd aJIMUHACTPATOPa» WX KHOIKY
«OrpaHrYeHHbIN JOCTYI», KOTOpas TaKXKe JOCTYIHA Ha JPYTUX CTPAHUIAX CUCTEMbI
yrpapjenusd. Ha npuBeIcHHOM HUXKe CHUMKE KpPaHa 3TU KHOIKHU ODO3HAYEHBI KPACHBIM
IPAMOYT'OJIbBHUKOM.
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& OrpanwyenmbIi ocTyn

cockpit.msvspheretest aunomserca MCBCGepa 9.5 APM

3p0posse Ucnons3soBaive
St focryn venpasnens ounsox " - L mpnpseopon
& MocnepHuit yaaunsit exop; 15 anp., 11:01 Mawsts — 82/21GiB
R——
Cuo .
CsefieHns o cucteme HachoFﬂ(a

turerSystern Product Name s ysna

B orkpsoiBieiicss (¢popme HEOOXOIUMO BBECTH CBOH MApOJb U HAXKATH KHOIKY

«IIpoBepka
MTOJIJTMHHOCTI Y.

[Tocie aToro B J1eBoit nanesm oTkpoiite crpanuily «Pacmupennbie HacTpoiikuy (0603HAUYEHA

mudpoit 1 Ha cHUMKe 3KpaHa), Tam mnepeiimure mo ccbuike «Multi-seaty (obosmauena
udpoii 2 HA CHUMKE 9KDaHa).

Awcrpamssigonn @ oo v | g Ceane

[To ymosruanuio B cuCTeMe HACTPOEHO TOJIKO OJHO pabodee mecTo (seat®), 3a KOTOPBIM

3aKpeIieHbl Bce JIOCTYIHbIe ycTpoiicTBa. g mobaBienus emié ojiHOro pabodero Mecra
HasKMuUTe KHONKY «J/[06aBUTH».
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Apwwcpanssigooyn (@ Mowows &8 Ceane -

Pasouue mecta, Yerporiersa

1030] (revat)
PI0B [GeForce GT 1030] (rev ) (fb 0000:0100.0)

VGA cor ontroller: NVIDI

n
Inc. [AMD/ATI] Renoir [Radeon Vega Series / Radson Vega

0
) (c
I

ler: Advanced Micro Devices, Inc. [AMD/ATI] Renor [Radean Vega Series

> 0000:09:00.0)
Devi

enoir Radeon High

1 (PNPOCOC/br
(LNXPWRENbuttor
ey OTP+FIDO*CCID (usb-0000:09:00.4-1/input0 )
us (LNXVIDEO) video/input0 )

B pesyubrare Gyer co3aHo IOMOTHATEIbHOEe pabodee MecTo (seatl) u Bam morpebyercs
Ha3HAYUTh €My COOTBETCTBYIOIINE YCTPOWCTBA BBOJA-BBIBOJIA, WCIIOJb3ys (DJlakku B
cricke yctpoiictB. MuHUMaIbHO paboToCIocoOHasi KOHGPUTYpAIUs JOJKHA BKJIIOYATH B
cebsi BUJIEOKAPTY, KJIABUATYPY ¥ MBIIIKY (TPEKOOJI, Tadnaj] u T.1L.).

Takxke obOpaTuTe BHHUMaHHE, YTO IS BUJACOKAPTHI B CIHUCKE OTOOpaXKalTCd JIBa
ycrpoiicrBa: Tun card (BbIIEJEHO 3€JIEHBIM MApKepOM Ha CHUMKe JKpaHa) u Tui fb
(BBIZIEJIEHO CHHUM MAapKEPOM Ha CHUMKE KpaHa) — BaM HEOOXOIMMO 3aKpeluTb 00a
YCTPOMCTBA OIHON BUICOKAPTHI 38 PADOYUM MECTOM.

Ammcrpasigooyn | (@ nowous v % Ceare +
PacumpeLie HaCTPOKA
@ Mutiseat
Pasoume Mecra Serpoicrea
sest0 2 1030] (rev )
2 1030) reval)
a [AMD/ATI Renoir
o [AMD/ATI Ren:
000:09:00.4-Vinput0 )
08:00.3-131/input0 )
(usb-0000:09:00.3-13inputl)
9:00.3-131input)
Al G cox

mpenssie
HacTpoli

[Tocste 3aBepirennst KOHMUTYPAIUN yCTPOUCTB HAXKMUTE KHONKY « COXpAHUTHY — CUCTEMA
BBIJIACT BCILIBIBAOIIEE COODIIEHE 00 YCIENTHOM JT00aBJIeHNN PAOOIEro MecTa U MPeII0XKUT
epe3arpy3uTh KOMITBIOTED IS aKTUBAINNA N3MEHEHMIA.
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v 8D A8 2

P Ev—— o
Pacunpesie acrpon

# Multi-seat

PaGoune mecTa HDA NVidia HDMI/DPpem=8 (ALSA )
seat0

seatl

1030] (rev )
1030] (rev )

15b-0000:02:00.0-2/inputl2)
000:09:00.4-2finput21)
Usb-0000:09:00.4-2/input2:2 )

[Tocie mepesarpy3kum Ha KaxKJIOM U3 pabOdIux MecT OyJaeT 3alylleHa COOCTBEHHAsd
rpadudeckas ceccus U MOJIb30BATEM CMOTYT BONTH B CUCTEMY HUCIOJIb3Ys CBOU yYETHBIE
3aIUCH.

Bo3Bpar K HacTpoiikaM IO yMOJIYaHUIO

s Bo3BpaTa cuctembl K 06a30BO#l KOH(MUTypanuu ¢ OJHUM PAOOIUM MECTOM BOHIUTE
B nanesb yrpasierus Cockpit, mosmydynre mpuBmieruun agMUHHCTPATOPA, HEpeianTe Ha
crpanuny «Pacmupennble HacTpoiiKu» u BblOepuTe Tam pacmmmpenne «Multi-seaty kak
OBIJIO OMMCAHO B MPEJIBIIYINEM pa3erie.

Ha cTpanmure pacmmupenus HaskMuTe Ha KHONKY «COPOCUTHY», MMOSBUTCS COOTBETCTBYIOIIEE
OKHO JIJIsl TIOITBEPKJIEHUS OTIEPAIIAN.

€ 5 C AHesmmuo cooplmhrs A el st « ® 0 A& 2

Apwvcrparionsigoeryn | (D nowous - | 4 Ceare ~

Bbl yBEpeHb! UTO XOTUTE COPOCHTL

KoHpUrypauuio?

[Tocie moaTBEPKAEHNUST CUCTEMA BBIJIACT BCILJIBIBAIOIIEE COOOINEHMEe 00 ycCIlelmHoM cbpoce
KOHMUTYpAIUA U MIPEJJIOKUT Tepe3arpy3uThb KoMmbioTep. llocie mepesarpysku cucrema
BEPHETCH B UCXOJIHOE COCTOAHUE C OJHUM PabOUYMM MECTOM.
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Pacmmpenne USBGuard ansa Cockpit

BBenenue

Pacmupenue USBGuard st Cockpit paboraer na ocHoBe mporpammuoil miaatdopmbr US-
BGuard n momoraer 3amutuTh KOMIbIOTEp OT MOImeHHndeckux USB-ycTpoiicTs, BHEIpsist
6a30BbIe BOZMOYKHOCTHU 0EJIOr0 W YEPHOrO CIUCKOB Ha ocHoBe aTpudbyToB USB-ycrpoiicTs.

YcranoBka pacmmpenus ajisi Cockpit

YcranoBuTe pacmmmpenue i TaHeau yupasjieHus Cockpit ¢ moMoIbio ciemyromeit
KOMAaHJIbI:

’$ sudo dnf install cockpit-msvsphere-usbguard ‘

BamycTure cepBHUC Usbguard ¢ MOMOIIBIO CJIELYIONIEH KOMaHIb:

’$ sudo systemctl enable --now usbguard.service

[To ymomuanuio USBGuard 6sokupyer USB-ycrpoiicTBa, He COOTBETCTBYIOININE TPABUIIAM.
[Tocne 3amycka cepBuca usbguard B «Oesiblit» CHHCOK J100aBATCS BCE TEKYIIUe
OJIKJIIOUEHHBIE  ycTpoficTBa. Bce woble mnoakiouénubie USB-ycrpoiicrBa  OyayT
OJIOKHPOBATHCSI.

HacTpoiika

HacTpoiika moib30BaTeJien

[To ymomganuto mysa pabotsl ¢ pacimupennem USBGuard tpebytorcst ipaBa moJIb30BaATE s
root wiam Ke IOJIL30BAaTEb JOJKEH COCTOATH B rpymme wheel. V3MeHuTh HacTpOitku
u  J006aBUTH HOBOIO  II0JIb30BATENs/TPYILYy  MOXKeT [OJb30BaTeJb € [paBaMu
aaMuHucTpaTopa. g 9TOro BLIIOIHUTE CJIEIYIONINE TeCTBUS.

e Boiinure B manesnn ynpasienus Cockpit. Ha crpanune «O630p» HaxkMuTe KHOIKY
«BrirounTh OCTYI ¢ TpaBaM#M aJIMUHUCTPATOpay WM KHONKY «OrpaHuveHHBIH
JIOCTYII», KOTOpas TaK2Ke JIOCTYITHA Ha, JIPYTUX CTPAHUIAX CUCTEMbI yrpaBjenud. Ha
IIPUBEJICHHOM HUXKEe CHHUMKE 9KPaHa 3THU KHOIIKU BbIJICJIEHbI KDACHBIM.

Q

« O @ hitpsiJcest msvsphere.ru %

& I @

user@
testmsvsphere.ru

& Orpanwsenssi ooy

Q TMowck Be6-KoHcons pabotaer & pewune orpanuuentoro noctyna. | [ELUTSE SIS TR LR NI e E (o]

CEEn test.msvsphere.ru ssinonsetca MCBCoepa 9.5 Cepsep

0O63op

KypHansi

e B orkpseiBieiica ¢opMme ykKaxkuTe CBOil MapoJib u Haxkmute KHONKY «lIpoBepka
TIOJJIMHHOCTHT .


https://usbguard.github.io/
https://usbguard.github.io/
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usere
Momows  ~
sestmavspterery ®

TMepeKniounTLCA Ha A0CTYN C NPaBaM1 aAMMHUCTPaTopa

Password for user:
0Otaop

KypHans! MpoBepKa NOATMHHOCTH Otmena

cor

e [locie sToro B JieBOil TaHeg M OTKpoiiTe cTpanully «PacimupenHble HacTPONKN»
(obosnavena mudpoii 1 Ha CHUMKe 9KpaHa), Tam mepeiaure 1o cebuike «USBGuard»
(obozHauena mudpoii 2 Ha CHUMKE SKpaHa).

user@
AZMMHUCTPATHBHBIA AOCTYN
testmsvsphere.ru

Qosop

PacLupeHHbIe HacTpOiiKN
MKypHans!

CeTb

>_ BupTyansHsie TepMuHansi % USBGuard
VuETHbIe sanucy CpezcTBo A1 OTHIoNEHHA CpencTso AR KOHTPORA
BUPTYabHbIX TEXCTOBBX noAKIOUEHHA USB YCTROTCTS.
TepuHHanOS.

Cryx6s

VicTpymerst
SELinux

Jlawn anpa

[IMATHOCTUNECKHE OTUETE!

OGHoBneHMA A
nporpammHoro
obecneyeHus

TpunoxeHnA

Pacumpetbie
HaCTPOMKM

o [lepeiimure Ha BrIaaKy «llomb3oBaresmy.

PaCILMPEHHLIE HACTPOTKN

w USBGuard

Cnucok USB ycTpoicTB Cnucok npasun Mons3oBarenu MpeaycTaHoBKKM

Haumenosanme Paspeuenn AnA ycTpoiicTs Paspewenws ans npasun

& [o6asuTb nonb3osatens & Jlo6asuTh rpynny

JobaByieHne moJib30BaTE s /TPYIIbI

s mobaBiienust OJIL30BATENSI UK IPYIIIHI HAXKMUTE KHOIIKY «/[00aBuThH mobp30BaTe Is»
wm  «JlobaButh Tpymiy». B OTKpBIBIIEMCH OKHE BBI MOXKETE€ YKa3aTh CO3aBaeMBbIil
tum: «Ilomb3oBarenby wam «I['pymnmay, HauMeHOBaHUE W HEOOXOJIUMbIE Pa3PEIIeHUs JIJIsd
YCTPOMCTB U IIPaBUJL.
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[Lo6aBenexne nonbsosarens

Tun

@ MMons3oBatens () Mpynna

HaumeHosanue nons3aosarens

PaspewlieHA ANA YCTROACTS

F - cratyca yoTpoiicTs
TIPOGMOTP - onyHetie CrvcHa YCTPORCTE
m - o

npasunax

Paspeuerin ans npasin

—
JloGaBuTh OTMeH!TL

Pazpemtennsa njis1 ycTpoiicTB BKJIIOYAIOT CJIEIYIONINE 3HAYEHUS.

e IIpocmorp (list) — momywars comcok moariouYéHEbIX USB-ycTpoiicte u ux
aTpUOyTHI.
e Penakruposanue (modify) — wusmensarb cocrosinve asropusanuu USB-ycrpoiicTs

(6s10KMpPOBKa/ pa3bIOKUPOBKA), BKJIIOYAs MOCTOSHHBbIE M3MEHeHWs (T.e. M3MEHEHUe
KOHKDETHBIX [IPABHUJI UM YCTPONCTB B HOJIUTHUKE).

e [Ipociymusanue (listen) — mosydarb yBeJOMIIEHHUS O TOIKIIOYEHUN YCTPOHCTB U
M3MEHEHUN TOJINTHKH yCTPOUCTB.

Paspertiennst fj1st IpaBuil BKIIOYAIOT CJIELYIOIINe 3HAYEHNUSI.
e IIpocmotp (list) — mosy4yarh CIMCOK IpaBUIL.
o Pemaxruposanue (modify) — n3MeHaTs 1 yJaIATH IpABHIIA.

ITocne nobasieHus mosb3oBaTe/ A cepBUC Usbguard OyjeT mepe3alryiieH.

PacuuupenHsie HacTpoKM

© TNMonbsosatens yenewro aobasnen x
4  USBGuard

Ciucok USBycTpoiicTs  Crucoknpaewn  Monb3osatenn  MpenycTanosku

yeTpo Paspewenns AnA npasun

& Jodasure nonsaosarens [l fobasuTe pynny

B ,I[a,JII)HeI';H_HeM, B 3aBUCHUMOCTHU OT pa.SPGH_IQHI/Iﬁ, I10JIb30BaTE/Ib MOZKET HOJIqu/ITb ,I[OCTyH
Kk unarepdeiicy USBGuard 6e3 moBbIIeHnst TPUBUJIETTIA.

N3menenune HOHBSOBaTeHﬂ/I‘pyHHbI

Jluisi u3MeHeHusl MOJIb30BATEN s/ TPYIIBI HAXKMUTE HA Hero B Tabuuie. B OTKpBIBIIEMCs
OKHe Bbl MOXKeTe U3MeHUTh TpebyeMble pa3perrenns. [locie coxpanenns nu3MeHeHuit cepBUC
usbguard OymeT mepe3arryIeH.
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WUameHeHue nonbsosatens

Tun

@ Monsaosarens Tpynna

HaumeHoBaHwe nonb3osarens

user

Paspeuenms AnA ycTpoicTs

[ oocworp | penacwposarve | Mpocnyunearme

yetpoicTs
TIpochoTp - nonyverHHe ciucKa yCTpocTa

npasynax

Paspewenis an npasun

YaajieHue 1moJib30BaTe st /TPy bl

st ynajeHusi MOJIb30BATENs/TPYIIBI HAXKMUTE Ha KHOIKY <«YJaJuTb» B Tab/uie
nosb30oBaresieit u mnoareBepiautTe JeiicrBue. llocie ynanenuss cepsuc usbguard Oyzer
repe3alryIieH.

Ynanute nonb3osatens: user ?

Ynanute OTmeHnTs.

Cnucok USB-ycrpoiicTB

Ha Bkiajike orobpazkaercs CIIMCOK TeKymux Mok IroIeéHHbx USB yerpoiicTs.

Pacumpentitie HacTPOMH
& UsBGuad

CrucokUSB yerpolicra  Criucoknpaswn  Monssosareny  Mpenycrakos

(=l VID(V.. PID(P. Tunwirepdeiica (CCSSPP) Nopr  Hamuenosanne Cepuimuiinouep  Xew ora
Os Wb 0001 090000 ubl  OHCIPClhostcontaler 000000060 IUN25leMBBIDBPAB2mau0SICTWBOKITAZDeg628/0  alow
e e 0002 090000 w2 EMCIHostContoler  0000:00060 SENGUWWEEKDMNIOJUXKFIWFRITPTRAINGUNE = alow
o7 1005 b3 080650 21 USBFLASHDRVE block
Oe 124 225 0e0100,000200,010100,010200 22 USBPHY20 GNo/E2VETLOs225200C MmPENNANAXpI7zzmHN7LImc=  alow

(SR S Ul  C' 06105/ CIHCOK TOGTONeHHBX YTPOCTS

B cronbie «Crarycy orobpazkaercst Tekyinee cocrosane USB-ycrpoiicTBa:
e allow — pasperieHo;
e block — 3abimokupoBasno.

Ina pemaxktuposanus cocroguus USB-ycrpoiicTBa BbLIeaMTe CTPOKY € YCTPOWCTBOM.
B 3aBucumocTm OT TeKyIIero craryca yCTPOWCTBa CTaHYT JIOCTYIHBI KHOIKU
«PazbsiokupoBaTh /» 3a6JI0KHPOBATDY .
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Pacuupertle KACTpOMKA
& UssGuard

CrwcoxUSB yerpolicts  Crwcoxnpasn  Monbsosarenu  Mpenycranosi

") VID(V.. PID(P.. Tunmirepdeica (CCSSPP) flopr  Hauwenosanwe Copuinuii

vowep  Xew cra..
Os Web 0001 090000 usbl  OHOIPCI hostcontioller  0000:00:060 1UN3261oMBBIDPAS2mu9SICTWOKITIZDeg628/0 alow
s W 0002 090000 uwb2  EMCIHostContoler  0000:00:060 SENVQUAWETEKDMNIOJUYFIWFRITVPTRKIVGHVE=  alow
L] 005 b oE0es0 2 USB FLASH DRIVE sal block
s 124 225 0e0100,010200,010100,010200 22  USBPHY20

GNo/62VE7L0522620QCMmPENNANAXpI7zzmHN7Lime=  alow

Haxxmvure na KHOIIKY BbI6paHHOFO ,HGfICTBHH u IIoATBEPpAUTE €0 B OTKPLIBIIEMCA OKHE.

3abnokuposaThb BblOpaHHbIe ycTpoicTBa? x

id: 1224:2a25, name: USB PHY 2.0, withinterface: { 0e:01:00
0€:02:00 0€:02:00 01:01:00 01:02:00 01:02:00 01:02:00 01:02:00
01:02:00 }

id: 1d6b:0002, name: EHCI Host Controller, withinterface: 09:00:00

3abnokuposarte OTmeHuTs

Ilocne moarBepxKaeHust OyeT HO0OABJIEHO COOTBETCTBYIOIIEE ITPABUJIO JIJIsi BBIOPAHHBIX
YCTPOICTB.

Taxke B maHHOM pasjene Jg0cTynHa KHOMKa «OOHOBATH CHUCOK MOMK/IIOUEHHBIX
YCTPOUCTBY Jjist OOHOBJIEHUS CIIMCKA TOC/Ie TOAKII0ueHus mim ynajiaeaus USB-ycrpoiicTs.
Cnucok mpaBuJt

Ha Brmagke «Cromcok mnpaBw» 0OTOOpazKaeTcs CIOUCOK TeKymux mpaBumia s USB-
YCTPOMCTB, OCHOBAHHBIN HA UX aTPUOyTaX.

Paciumpenssie HacTpoiio!
& UsBGuard

CwcokUSB yorpoiicTs  Crwcoknpasun  MonssosaTens  MpenycTakosis

N VID(V.. PID(Pr.. Tunmirepdbeiica (CCSSPP) flopr Cepuinsit.. Xew Crar.
o b 0001 090000 ler 000000060  IUN32sleMBBIDPA2mxu9SiCTWOKITZDeg628/0 allow
02 6b 0002 090000 0000:00:060  SEIVQUIWelEKDMNSOUUYXKFIWFPUMVPTRKINCYNE= allow
o 224 225 000100,06:0200,010100,010200 21 UsaPHY20 GNo/62Ve7L0s22620QCMMPENNAN AXpI7ZmHNTLIme=  allow
o w24 225 0:0100,000200,010100,010200 22 UsBPHY 20 GNo/62VC7L 052620 QCMMPENNAN AXpI72zmHNTLIme=  allow

R © Vaans

JlobaByieHne nmpaBuJja

s mobaBiienns mpaBuiia HaxkMuTe Ha KHONKY «JlobaBuThy. OTKpoeTcs OKHO ¢ (hopMmoit
TobaBICHUA.
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Jlo6aeneHue npasuna anA USB yctpoilicTBa  x

Tun untepdeiica (CC:SS:PP)

Hanpywiep: Oe:*:* - sa6nokuposaTs Bce suae0-yTpoiicsa. Tunsl ycTpoiicTs
https;//www.usb.org/defined-class-codes

Haumenosate

Hanpivep: USB FLASH DRIVE

D

3havenme no Macke VID:PID. Hanpumep: 1005:b113, 1005:*

Mopr

Mopr ycpoiicTsa. Hanpumep: 12, 1-10

IEE  OrvenuTs

JocTymHbI cyejiyronue aTpuOyTh.

Tun unrepdeiica (CC:SS:PP) — tun unrepdeiica ykaspiBaercss Kak TpU 8-OUTHBIX
quciaa B IIECTHaAIaTepudHoM dopMmare, pasieséHHbix jgasoerodnem (CC:SS:PP).
Yucsa obosnadaror kiaacc maTepdeiica (CC), moxkmacce (SS) u mporokosn (PP).
[Ipumep crmcka kigaccoB. Bmecto HOMepa MOJKIAacca U IMPOTOKOJA MOYKHO
HNCIIOJIb30BaTh CHUMBOJI *, LITO6]31 BbI6paTb BCE€ IIOAKJIACChlI HWJIM ITPOTOKOJIBI. Ta,K}Ke
€CTb BO3MOXKHOCTH YKa3aTh HECKOJIbKO THIIOB, IIPU 9TOM 3HAYEHUs JOJIZKHBI OBITH
paszeseHnl mpobesoM u obpamiiensl purypabiMu ckookamu. Hampumep: { 03:01:01
03:00:00 }.

HaumenoBanue — Ha3BaHUE yCTPOHCTBA.

ID — 3nauenue mo macke VID:PID (<ID BeHmopa>:<ID npogykTta>). ®opmar — 16-
OWTHBIE YMCJIa B IIeCTHaaTepudHoM dopmare. B 3Havenun MoxkeT ObITH yKa3aH
CUMBOJI *, 9TOOBI BHIOPATH BCE 3HAYEHUS.

[Topt — USB-nopr ycrpoiicTsa.
Cepuiinblit HOMED yCTPOMCTBA.
Xern ycTpoiicTBa.

Craryc — MOXKeT NpPUHUMATh OJHO u3 3HadeHwit: block — 3abyioKupoBaTH
ycTpoiicTBo, allow — pa3pemuTh, reject — yJaajauTh yCTPOHCTBO U3 CUCTEMBI.

[IpaBuso BcTynaer B cuity mocie noaksrodenust USB-yerpoiicrBa. Takum obpasom, ecn
YCTPOMCTBO OBLIO TMOJK/IIOYEHO Ha MOMEHT CO3/JaHUsl IPaBUJIa, TO ITPABUIO HAYHET
JIeficTBOBATH IIOC/IE €r0 MEePEeIoITI0UeHNS.

N3MmeHeHnne nmpaBuJia

15t m3Menenus MpaBujia HaYKMHUTE HA €ro HOMep B cToJione «N°» i Ha ero uMsi B CTOJIONE
«Hanmenoanue». OTKpoeTcss OKHO PeIaKTUPOBAHUS ITPABUIIA.


https://www.usb.org/defined-class-codes
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Penakty poBaHue npasuna

Tun untepdeiica (CC:SS:PP)

{ 0e:01:00 0e:02:00 0e:02:00 01:01:00 01:02:00 01:02:00 01:02:00 ...

Hanpywiep: Oe:*:* - 5a6M0KMpOBATH BCe BAAEO-YCTPO/iCTBA, THNb! YCTPOTiCTS
https://www.usb org/defined-class-codes

Haumerosanme

USB PHY 2.0

Hanpiviep: USB FLASH DRIVE

D

1224:2a25

3Havenve o Macke VID:PID. Hanpmep: 1005:b113, 1005:*

Mopr

22

Mopr ycTpoiicTea. Hanpumep: 1-2, 1-10

Coxpatuts  OTMeHuTs

Ynanenue mmpaBuI

Jia ynanmenus npaBuJia BBIOEPUTE €ro B CIUCKE M HAXXKMUTE HA KHOIKY «YIaauTb». B
OTKPBIBIIIEMCSI OKHE TIO/ITBEPIMTE CBOU JIEACTBUSI.

YnanuTh BbiGpaHHble npasuna?

N2 npasuna: 1, id: 1d6b:0001, name: OHCI PCI host controller,
withinterface: 09:00:00

NO npaBuna: 2, id: 1d6b:0002, name: EHCI Host Controller,
withinterface: 0:00

NO npaBuna: 4, id: 1224:2a25, name: USB PHY 2.0, withinterface: {
0e:01:00 0e:02:00 0:02:00 OT:01:00 01:02:00 01:02:00 01:02:00

01:02:00 01:02:00 }
N2 npasuna: 10, id: 1224:2a25, name: USB PHY 2.0, withinterface: {
06€:0:00 0€:02:00 0€:02:00 01:01:00 O1:02:00 OT:02:00 01:02:00
01:02:00 01:02:00 }

Yaanute OTmeHnTs

IIpenycranoBku

B pasnene «IlpemycranoBKu» BbI MOXKETE OTKJIIOYUTH IIPpABUJIa, & TaKxKe JT00aBUTH OOIIue
MpaBmJIa Jiisi HEKOTOPBIX KjaaccoB USB-ycrpoiicTs.
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PaclwimMpeHHsIe HACTPORKK

_ USBGuard

Cnucok USB yCTpOWCTE CNUCOK NpaBur [MonbaoBaTenu MNpeaycraHoBKK

Benwiin cnucok
| 3abnokupoBaTk BCe KpOMeE NOAKMHYEHHBIX USB ycTpoiCTB

YEPHLIK CNUCOK

|| bnokupoBka USB HaxkonuTenen

[ | bnokupoeka USB ModemoB

[ | bnokupoBka USB BUAOEO YCTPOMCTB

Beawrit ciucok

e 3abnokuMpoBaTb BCe KpOMe MNOOKMYEHHbIX USB-yCTpOWCTB — BCe TEKYyIIHe
paBusie OyIyT y/IaJeHbl, 3aTeM Ha OCHOBE CIIMCKA MOAKJIIOYEHHBIX YCTPOUCTB OyIyT
CreHepUPOBaHbI U JI00ABJIEHBI HOBbIE TIpaBuia. Takke B KOHMUTrypaIlmoHHOM (aiiie
USBGuard %sysconfdir%/usbguard/rules.conf smauenwe ImplicitPolicyTarget
(craryc Jis HOBBIX YCTPONCTB, He IOJAXOJAIIMX IO TEKyIlue IpaBuia) Oyier
u3MeneHo Ha block (o ymosrdanuio).

YEpHbII cONCOK
e bBnokupoBka USB HakonuTenen — jobaBjieHne IIpaBuUjia ¢ TUIIOM HHTepdeiica 08:*:*,
e brnokupoBka USB MopgeMoB — jo0aBiieHue IpaBuia C TUIIOM UHTepdeiica 02 :*:*

e bBnokupoBka USB Bugeo ycTpoWcTB — Jio0aBjeHHE IPaBUJIa C TUIIOM HHTepdeica
Oe:*:*

Pacimupenune Bootloader ams Cockpit

BBeaenue

Pacmmpenue Bootloader s Cockpit npemocrasiisier maTEepheiic HACTPONKN TapaMeTpoB
3arpys34mKa OIepalrOHHON CHCTEMBI.
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YcranoBka pacmmmpenus ajda Cockpit

YcraHoBUTE COOTBETCTBYIOIIEE PACIIUPEHNE T MaHe u yiupaBiaenus Cockpit:

’$ sudo dnf install cockpit-msvsphere-bootloader

Hactpoiika

i u3MeHeHus IapaMeTpoB 3arpy3vnKa TpeOyIOTCs IPUBUIETUN aIMUHACTPATOPA:

e BoiiiiuTe B maHesb yrnpasiaeHus Cockpit, ma crpamuie «O030p» HaXKMUTE KHOIKY
«BrimrounTh JO0CTYI ¢ IpaBaM# aJIMUHUCTPATOpay WiM KHOUKY «OrpaHuveHHBIH
JOCTYII», KOTOpad TaKzKe JIOCTyIIHa Ha JPYI'MX CTPaHUIAX CUCTEMbl YIIpaBJeHU.
Ha mnpuBeséHHOM HMXKE CHHMKE 3KpaHa 3TU KHOIKH O0OO3HAYEHBI KPACHBIM

IPAMOYTOJIbHUKOM:

< O @ https://rest. msvsphere.ru:9090/system

user@
testmsvsphere.ru

w C & N @

& OrpamyerHbiit docTyn

Q Mowuck Be6-KoHCONb PaboTaET B peMiMe OTPAHHUEHHOTO AOCTYNA. BKIOYMTL ZI0CTYN C NPaBaMK aAMMHHCTPaTopa

Cucreva

Obaop

Kypransi

test.msvsphere.ru swinonsaetca MCBCoepa 9.5 Cepsep

e B orkpwiBIIeiica dopme HEOOXOMMMO BBECTH CBO#l Iapob W HaXKaTbh KHOIKY

«IIpoBepka MOIMHHOCTH :

user@
testmsvsphere.ry

Q Mowmek

@ novows ~

MepexntounTbeA Ha AOCTYN C NpaBamMy aiMMHUCTPaTOpa

Password for user

KypHans MpoBepka NOAMMHHOCTH Orvena

cor

Ilocne sToro B JieBOil maHesm OTKpOWTe cTpaHully «PacmmpeHHble HACTPOUKI»
(obozHauena 1mudpoii 1 Ha CHUMKe 9KpaHa), TaM rnepeiiure 110 ccblike «Bootloadery
(obosHavena nudpoii 2 Ha CHUMKE SKPaHA):

Aswwcpamsmazocyn | @ Novous ~ | %8 Ceanc ~

PacumpeHHsie HacTpOY

& Ade « UsBGuard = sootoscer @)

Bawn aapa

Mpunoxesna

Pacumpestsie
HacTOM

Tepan
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Bkanaaka «MeHio 3arpy3kum»
Ha mamnoit BKi1ajike OyayT oTOOpaskeHbl 3aIllUCH W3 MEHIO 3arpy3KH.

A npo, 3arpyzkeHHOE IO YMOTYaHUIO, OYIeT OTMEYEHO MKOHKOI 3€JIEHOTO IIBETA.

Pacuupensie HacTpofin

$14.0.427371019_4x86.64

B fboogfymiinuzO-rescue-

st Toro 9TOOBI M3MEHUTDH 3arpyrkaeMoe sijipo M0 YMOJTYAHWIO, Ha)KMHUTE WUKOHKY Ha
coorBeTcTBYIOIEN 3anucu. llocie HaxkaTusg BO BCILIBIBAIONIEM OKHE ITOATBEPUATE CBOU
BBIOOD.

HasHauuTb aapo MSVSphere (5.14.0-427.371.e19_4.x86_64) 9.4 x
Server nA 3arpy3ku N0 yMonuaH1io?

n i c 7 3aMOPOXEH, AT TOT0 4T0GH O He Guin
YAGIeH 5 0fHoM 43 OBHoBNEHW

Coxparure  [EECHESY

[Tocyie ycTanoBKU HOBOTO s/Ipa Jijid 3arpy3KHU IO YMOJTIAHUIO IMAKET, CBA3AHHBIN C SIPOM,
Gyaer «3amopoxken» (¢ momornpio dnf versionlock), 4To6br OH He GbLIT YAAIEH U3 CUCTEMBI
IIPH TTOCJIEYIONNX OOHOBJIEHUAX SJIPA.

Takzke B aTOM pasaerie eCTb BOBMOXKHOCTb USMEHEHNA apryMEHTOB d/1pa.

PacuiperHsle HaCTPOMKN
@ Hacrpoi samysunka
Metio sarpysk  [106asHsie HaCTPOMKH

Tun  Aapo Aprywentsi Hauwenosasme

linux  /boot/ o X 503151.19_5.x86_64) v ®
mlinuz-5.  5x86.64 95 Server

rdvmv=msvsphere/swap
linux ot/ 1 ! 169 4x86.64) @ x
InU2-514.0-427.42.1.019_4x86_64. test=1 9.4 Server

resume=/ 71619 4x86.64) @z
re-swap rdlvm.lv=msvsphere/root 9.4 Server

i /boot/,
mlinuz-514.0-427371619_4x86. 64 dey/mapper/ms,
rdvmv=msvsg

ITocsie u3aMeHeHnsa 3HAYEHUN B TEKCTOBOM II0JI€ HAXKMUTE HUKOHKY «COXPaHHUTb».

Bkaaaka «I'siobajibHbIE HACTPOMKU»

B mannom pasmeste npejicraBiena popMa, O3BOJIAIONASA U3MEHATH HEKOTOPbBIE IJI00AIbHbIE
HACTPONKHU 3arpy3qunka myTéMm moiaudukanun daitina /etc/default/grub
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PaclunpeHHble HaCTPOHKK

A HacTpoiiku 3arpyaumka

MeHto 3arpyaxn noansHble HACTPOMKK

TaiimayT oHAaHUA 5
AReHCTBHA 3HaueHHe OXNAaHKA B CeKyHaax. -1: oxmaanue 0es TaitmayTa, O: He oToGpaxaTh MeHHo Buidopa
nonssosarens sarpysuuka
BuiGopa HCTOUHHKA
BBOJIa JaHHbLIX NPH
3arpyske
BeiGopa nerounuka console
BbIBOAA AAHHBIX NPH
sarpyske
AprymMeHTbI Alpa “crashkernel=1G-4G:192M 4G-64G:256M,64G-:512M resume=/dev/mapper/
msvsphere-swap rd.lvm.lv=msvsphere/root”
ApryMeHTbI GyayT DMHEHEHS! ANA HOBLIX BECUi Aaep.
flnpo anA sarpyskuno  saved
yMonuativio B cnyyae sHayeHuA "saved”, ANA 3arpy3KM M0 YMO4aHHIO, OYAET MCNONb30BaHO Nocnedxee
BbIGPAHHOE B MeHI0 AIPO. BLIBPATL AZPO N0 YMONUaHYIO MOKHO BO BKIIAKE “MeHIo 3arpysKy”.
T K1U:
€Kyliue HaCTPOUKU:
- o o
° TaVIMayT OoOXugaHuna [OencTtema  noJsib3oBaTtend — BpeMd OXHAaHUAd JCUCTBUA B
CeKyHJaX. JHadYeHue -1 — oxkujaHue BbIOOpa 6e3 TajimayTa, 0 — HE 0TOOPaAXKATH

MEHIO BBIOOpa 3arpy3duKa.

e BuibOpa WCTOYHMKA BBOAA MAAHHLIX MPU 3arpyske — TEPMHUHAJIBHOE yCTPOHCTBO
BBOJIA. 3JIeCh BbI MOXKET€ BBIOPATb HECKOJBKO YCTPOHCTB, Pa3JIeJeHHbIX
npobesiamu. JlomycTumble Ha3BAHUS TEPMUHAJIOB BBOJA 3aBUCAT OT ILIAT(OOPMBI,
HO MOIYT BKJIOYaTh «console» (KOHCOJIB cobcTBeHHON TtardopMbr), «serialy
(mocsemoBaTeNBHBIN TepMUHAI), «serial _ <mopT>» (mocseaoBaTebHBIN TEPMUHAT C
SIBHBIM BbIGOpOM 1opTa), «at _keyboard» (knasuarypa PC AT) nmm «usb _keyboard»
(USB-kiaBuarypa). [lo ymosgaHuio MCHOIB3yeTcss COOCTBEHHBIA TEPMUHAJbHBIN
BBOJI, TIAT(OPMBI.

e Bbibopa MCTOYHMKA BbLIBOAA [OAHHbIX NPU 3arpy3ke — TEPMHUHAJIBHOE yCTPOHCTBO
BBIBOJIA. 371€Ch BBI MOXKETE BHIOPATH HECKOJIBKO YCTPONCTB, Pa3/IeJIEHHBIX TPOOEIaMHU.
JlomycTuMble Ha3BaHWS BBIXOIHBIX JAHHBIX TEPMHUHAJA 3aBUCAT OT IIAT(OPMBI,
HO MOIYT BKJIOUaTh «console» (KOHCOJML cobcTBeHHON 1iaTdopMbr), «serialy
(mocsieioBaTeIbHBI TepMuHa), «serial  <mopr>» (mocsjemoBATEIbHBI TEepMUHAT
¢ SBHBIM BBIOOpPOM TIOpTa), «gfxtermy» (BBIBO B rpadutueckoM pexxume), «vga _texty
(rekcr VGA BwIBOm), «mda_text» (BbiBog Texcra MDA), «morse» (komampoBka
Mopse ¢ uCIOJIb30BAHUEM CHCTEMHOIO 3BYKOBOrO curHasa) wiam <«spkmodemsy
(IpOCTOit TPOTOKOJI TIEPEIavn JIAHHBIX € UCIIOJIb30BAHUEM CUCTEMHOIO JTUHAMUKA).

e AprymMeHTbl ffpa — OyIyT HCIOJIB30BATHCS KAK APTYMEHTHI 110 YMOJYAHWIO IPU
OOHOBJIEHUY / yCTAHOBKE HOBBIX sIJIED.

e Anpo [N 3arpyskM Mo YMONYaHUW — B ciIydae 3Ha4UeHUs «saved» IJIsi 3arpy3Ku
110 YMOJTIAHUIO OyJIeT MCIIOJIb30BAHO IIOCJIE/IHee BBIOpAHHOE B MEHIO si/ipo. BriOparh
AJIPO I 3arPY3KHU 110 YMOJTIAHUIO TaK»Ke MOXKHO BO BKJIaJIKe «MeHo 3arpy3Kus.
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IloakroueHue K HOMEHY

BBenenue

Cockpit mpemgocTaBiisieT BO3MOKHOCTD MOJIKJIIOUEHUS K JTOMEHY.

Hacrpoiika

i nmoakTtoueHnss TpeOyIOTCs TPUBUJIETUN 8 IMUHACTPATOPA.

e Boiinure B nanessb ynpassenus Cockpit, na crpanune «O630p» HaXKMUTE HA KHOIIKY
«BrirounTh 10CTYI ¢ TpaBaMu aIMUHUACTPATOPA» WM HA KHONKY «OrpaHuveHHBIH
JIOCTYII», KOTOpas TaK:Ke JIOCTYITHA Ha JAPYTUX CTPAHUIAX CHUCTEMBI YIPABJIEHUSI.

Ha HpI/IBe,ZLéHHOM HH2>K€ CHHMKE 3JKpaHa J3TH KHOIIKH 0003HaAYECHEI

IPAMOYTOJIbHUKOM:

user@

testmsvsphere.ru

Q Mok

Cucrema

O63op

KypHans!

e B orkpoiBmeiics dopme

IIOAJIMHHOCTU! :

Kyprans

Cor

e [lociie sroro B paszmene

msvsphere.ru:9090

Be6-koHcons paGoTaeT B peKiMe OTPaHHUEHHOTO AoCTYNa.

w C & N @

& Orpanuentuii AocTyn

BK7IO4HTL AOCTYN C NpABAMH AAMHHHCTpATOpA

test.msvsphere.ru sbinonkserca MCBCoepa 9.5 Cepsep

® Nowous ~

TMepeKniounTLCA Ha AOCTYN C NpaBaMm1 aAMUHUCTPaTopa

Mposepka noanHHOCTH Orvena

«YcTaHOBUTH TOAEPKKY realmd»:

kik

testmsvsphere.ru

Q Mowck
Crerena

O6a0p
Kyphanst
Xpasunue
Cers

YueTHbie sanicn

Cryx6e

Davn gpa

Pacuupenibie
HacTpoMKA

ABMUHUCTPATHBHAIR A0CTYT

test.msvsphere.ru ssinonksetca MSVSphere 9.6 Server

3aoposbe

© Coi 1 crywbel

 CHcTeMma He HyXaaeTcA B 06HOBNEHMH

& Mocneanwit yaaunsii Bxoa: 17 won., 10:08

COTPeTS HCTOHH BX0Z0B.

Ceenenus o cucteme

Mogens innotek GmbH VirtualBox
Ter axtvoa o

anssis
Upsince 12 umyr Hasen

MpocwoTpers caenexwn o6 06opyAoBaHNH

@rovouws + & coarc ~

[ Mepesarpyaka | ~

Ucnonesosanne
un ' 1%wa 1 npoueccopa
Naware - 054/40Gi8

CMOTPeTS METDHKH i HCTOPHIO

Hactpoitka

Vs yana test

ereru penakTuposaTh

Crcrenroe Bpenn 241 @

Towen

Tlpogwns npowssouTensHocT  HeT
Mlpasuno wmposayn o ywonanio

Kmoun Secure Shell Moras

KPAaCHBIM

YKaXKUTe TapoJib M HaxXMuTe Ha KHONKY «lIpoBepka

«Hacrpoiikay (nyskr «/lomen») HaxKMuTe Ha CCBLIKY
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e 3aTeM BLIIIOJHUATE YCTaHOBKY, HazKaB Ha KHOIIKY «YCTaHOBUTD Y :

kike

ADMUHACTPATHBHK AOCTYN
testmsvsphere.ry

YcTaHoBKa NporpaMMHoro obecneyeHna

ByAeT BNONHeHa ycTaHoBka realmd.

IToakroueHne K TOMEHY

[Tocse ycranosku makera realmd BbI yBuuTe OKHO ¢ (POPMOIt /1715t TIOIK/TIOYUEHUS K JIOMEHY .
U xe B pasaene «Hacrpoiikay (myskT «/lomen» ) Hazkmure Ha cchliKy «IIpucoemmanres
K JIOMEHY».

ik 2 AT .
Y S AZMAHUCTPATUBHLIR OCTYN @ Mowows
test.msvsphere.ru ssinontaetca MSVSphere 9.6 Server Mepesarpyaka | ~
3noposbe WcnonbsoBaHue
© Céoi 1 cnyxd un ' 1%ws 1 npoueccopa
Xpa g  Cuctema He HywaaeTca B 0BHoBNeHHH [ - 06374068

Cos 2 won., 10:08

YugThsie sanuch
CMOTPETL METPHKH U HCTOPHIO

Cryx6el

CseneHunA o cucteme Hacrtpoitka
Mogens innotek GmbH VitualBox Viuayana aupoe:
Ter atuaa 0 Gucrenos spew 50,1259 @
Towen TIDACORLAHHTHGH K doNioHy
Upsince 30wnyT Hasan Mponns mponseomTemsHoTA  Her
Mipasno wngposasmn o yonsaro
Known Secure Shel Toxasars omearn

TpOCMOTPeTS CBeNeHHA 06 06opyRoBaHMH

Mpynoxenya

BarmosiHuTe 1M0JI1sT (POPMBI:
e Afpec OoOMeHa — aJIpeCc CePBEPA, YIIPABJISIONIETO JIOMEHOM.
e lIMa agMuMHMCTpaTopa AOMeHa — II0 yMOJIYaHuIO admin.
e [laponb agMMHUCTpaTopa OOMeHa.

e llcnonb30BaTb MOMHble WM UM [OMEH — HACTPOWKA TIO3BOJIIET PA3PENInTh
ayTeHTU(PUKAITUIO 110 KOPOTKUM HWMEHaM, HallpuMep USer, TO eCTb, 0e3 yKa3aHus
nomennoro cyddurca B dopmare user@domain. ru. Ilo ymosganuio ucmosib3yr0Tcst
KOPOTKHE NMEHa.
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AZMAHHCTPATHBHbIA AOCTYN

TMpu1coeAnHeHHe K AoMeHy

P Anpec gomena
W aqusmctpaopa =i
nowena

Xpasunmuie
Napons
anuusmcTpaTopa
nowena

Menonkaosars, C
NOAHbIe WA W AOMEH

MpycoeaunmTsCA Ormena

[Toce 3amosnenus moJjiss AQpec AOMeHa BBITIOJHSIETCHA TPOBEPKA JIOCTYIIHOCTH CepBepa,
B cjaydae ommuOKu OyHAeT BBIBEIEHO coobIeHne. Ecan Moax/rodeHne IpoIIo YCIeITHo,
KHOIIKQ <<HpI/ICOG£[I/IHI/ITbCSI» cTaHeT aKTHUBHOM.

ABMUHHCTPATHBHBI AOCTYN

TpucoeanHeHHe K JoMeHy

Anpec nomena ipakctest

Kyprans: Mus anumnuctpatopa  admin
Romena

Xpanwunuue
Mapons
‘anmukncTpaTopa
Romena

M ycTasoanena

MpycoeaHnTHCR Ormera

Bamn A2y

Avartoc

MpHnoneH#A

HOC.He HaXXaTHud Ha KHOIIKY <<HpI/ICOG,HI/IHI/ITI)CH>> BBIITIOJIHACTCA IIOIIBITKA ITOAKJ/IIOYCHUA K
cepBepy JIOMEHa. B cilydae yCImemnoro mogkIIoueHns K JoMeHy B pasgene «Hacrpoiikay
(myskT «/Iomen») Gymer yKaszaH MOIKIIOYEHHBIN JTIOMEH.

ik
ARHKHCTPATHBHS R0CTYT Mowous ~ Cearc ~
testmsvsphere.ru P (6] &

Q Moke test.msvsphere.ru sunonwsetcs MSVSphere 9.6 Server Nepesarpysa [ ~ |

3noposbe Wcnonbsosaxne
© C6oit 1 cnyx6u un v npoueccopa
' CHCTeMa He HyXaaeTcA B 00HOBNEHHH Namare - 065/406GiB

& Mocnenswi ynauwsii exon: 17 won., 10:08
G:#1ff:192.168.1.10 Ha web console
Cuorpers 1o

mexom08
CMOTPETH METDHKM 1 HCTOpHIO

Csenenun o cucteme Hactpoitka

Mozenb innotek GmbH VirtualBox W yana

Ter axtvea o Crcreumoe epewn

Pawn azpa -

ovien

Upsince SOwmyTHasan Moogwns MpowsBoBMTeNsHOCTH !
Mpasnro wn@posatnn o
Knioun Secure Shell Noxasa

TpocMorpers caeaeHs 06 0GopyAoBaHHH

Mpunoxerua
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HpI/I HaXaTHX Ha aJdpeCc JdOMEHa OTKPOETCdAd OKHO, B KOTOPOM YKa3aHbl Jd€TaJinu
IIOAKJIIOYECHUA U IIPpEeJOCTaB/IeHa BOSMO2KHOCTD OTKJIIOUYUTLCA OT JOMEHA.

kik@
AZMAHHCTPATHBHBI A0CTYN Momow  ~ Ceanc ~
testmevspherery G (6] ]

JomeH
JDomen ketest

®opuar yuTHOR  Username
P

Cepaeproe ipa
nporpanmHoe
oBecnedenne

Kawentcxoe sssd

nporpaumHoe
oBecnederne

v BuiTH U3 fomeHa

‘CHCTMy. 3TO TakoKe MONET NOBTHATS M Ha ZIDYTHE CRYKGH, NOCKOTIKY NapaleTps: paspeLLeHys DNS W CrIHCOK
0BEpEHHEIX UEHTPOS CEpTHOWAALMMA MOTYT HIEHHTHCS

BaKpuiTs

Mpunoxen#s

Pacmmupenune Aide mmas Cockpit

BBenenue

AIDE (Advanced Intrusion Detection Environment) — 910 nHCTpYyMEHT /i1t OOHADY 2KEHUS
BTOpPKEHMII Ha OCHOBE aHaJM3a W3MeHeHuil B daitaoBoii cucreme. OH paboTaer IO
OPUHIWITY CHCTEMbI OOHApY»KeHWsi BTOp:KeHwii Ha ocHoBe xocra (HIDS) m momoraer
aIMUHUCTPATOPAM BBISIBJISITH HECAHKITMOHUPOBAHHBbIE U3MEHEHUd B (pailjlax U KaTajaorax.

YcranoBka pacmmupenus ajisi Cockpit

YcTraHOBUTE COOTBETCTBYIOIEE PACITIMPEHNE JJId TTaHeu yrpasiaennd Cockpit ¢ moMomnbio
CJEIYIOIIEA KOMaHJIbI:

‘$ sudo dnf install cockpit-msvsphere-security-audit

Hacrpoiika
Jlist mcroib30BaHUs PACHIUPEHUS TPEOYIOTCS MPUBUJICTUU A IMUHUCTPATOPA!

e BoiinuTe B maHeab ymnpasjeHust Cockpit, ma crpanmuie «O030p» HaXKMUTE KHOIKY
«BxkaounTh Jg0oCcTynm ¢ mpaBaMu aJIMHHHCTPATOPAY WM KHONKY «OrpaHudeHHbIH
JOCTYII», KOTOpad TaKzKe JOCTyIHa Ha JAPYIUX CTPAHHUIAX CUCTEMBl YIIpABJICHUA.
Ha mnpuBenénHoM HuKe CHUMKE B3SKpaHa 3STH KHOIKHA OOO3HAYEHBI KPACHBIM
IPAMOYTOJILHUKOM.
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« O G https://rest msvsphere.ru:0090, m % C & In @

user@ ™ (o
& OrparuenHbii focTyn
testmsvsphere.ru

Q Movex BeG-koncons pabotaer s pewme orpanusentioro aoctyna. | [ U

S test.msvsphere.ru seinonssetca MCBCepa 9.5 Cepaep

O630p

KypHansi

e B orkpriBineiics ¢hopme ykaxKuTe CBO# mMapojb U HaxkMmuTe Ha KHOUKY «IIpoBepka
TIOJITAHHOCTH Y.

were
@ Mowous ~
testmsvsphere.ru ® _

Q Mowex

TMepeKniounTLCA Ha A0CTYN C NPaBaM1 aAMUHUCTPaTopa

Password for user:

TIpoBepKa NoAMHHOCTH Orvena

e [lociie sTOrO B JIEBOIT MaHE/M OTKPOWTE BKJIAJKY «Pacimpennble HACTPONKMIY, TaM
repeiiuTe 1o ccblike « BupryaJsibHbIE TEPMUHAJIBI.

= Bootioader Libreoffice B Muiti-seat

% USBGuard >~ BUpTYanbH TepMHHaNY

anpryans
Teprennance

obecneveun

wpeHHbie
HaCTpOKH

Bxkaaagka «Aidey»

[Tocie mepBoHAYAJILHON YyCTAHOBKM HEOOXOAMMO WHUIMAIU3UPOBATH 6a3y maHHbIX Aide.
Wuunpaims3anus 3aK/II09aeTcsi B CO3JAHUM 0a3bl JIAHHBIX (CHUMKA) Beex (aiiljioB u
KaTaJIoroB cepsepa. st aToro Haxkmure Ha KHONKY «O60HOBUTL B /1.

PacluMpeHHble HACTPORKK

a Hactpoiku AIDE v npoeepka C

AIDE RPM BLOCK

[NpoBepKa LenocTHOCTH G annos U KOMMOHEHTOB

©aitn B[] OTCYTCTBYET. OH 6YLET COINIH NPH NEPBOH NPOBEpKE.  PAIN OTUETA OTCYTCTEYET. OH SYAIET COIAaH NPH NEPEOH NPOBEPKE:

Mony4nTe oTYET 3anycTuTk NPOBEPKY ObHoeuTL BL Q
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ITocae MHUITNAJIN3 a1 0a3bl JaHHBIX ITOABUTCA BO3MO2KHOCTH 3allyCTUTDL IIPOBEPKY, AJIA
9TOI'0 HaKMHUTE Ha COOTBETCBYIOILYIO KHOIIKY.

PacluvpeHHbie HACTPOAKK

w HacTtpoiku AIDE 1 npoeepka ¢C

AIDE RPM BLOCK

[NpoBepKa LenocTHOCTH ¢ ainoB 1 KOMNOHEHTOB

®ain BJ] cosnan: 30 HionA 2025 . 613:52  ®ain oT4eTa OTCYTCTBYET, OH GYOET CO30aH NPH NEPBOH NPOBEDHE

MonyynTs oTYET 3anycTuTs NPOBEPKY O6HoBuTL B *

B cny4ae, ecoim B cucTeme IpoOU3O0IILIA U3MEHEHUS 110 CPABHEHUIO CO KCHUMKOM» CHCTEMBbI,
Oy/ZleT BBIBEJIEH COOTBETCTBYIOIINI pe3yabTaT B Buje Tabuibl. B Tabsuie OyayT yKa3aHb
cJIeIyIoNIue JJaHHbIe:

e Daiin — nyTh K dailry /Karasory.
e Cocrosinme — J106aBJI€H/ I3MEHEH | YIAJIEH.
o Tun — daitn niu karasor.

e Oylarm — [pW HABEJIEHUU Kypcopa Ha CTOJ0er; Oy/er IoKa3aHa JIeTaJIbHas
MHPOPMAIIHS.

Heranu — ponoaHuTeIbHAS THMOPMAIIHS.

Pacuupenbie HacTpOKA
& Hactpoii AIDE  nposepka OC
AIDE RPM BLOCK

TPOBEpKa LEMOCTHOCTH (GaNIOB 1 KOMOHEHTOB

©in 6l cosnan: 30 wonA 202581352 Tocneat orver cosaan: 30 wona 2025 .814:27

3anycrute nposepry [l O6rosnro 51 [

DUNLTP 10 MvieHH paina — Hasan Brepén —

®ain Cocronhme Tun narn Detanu

Just/share/cockpit/suspicious_fle pobasnen aiin -

Crucok ¢aros:
e p — IpaBa JIOCTYIA;
e i — Homep inode;
® N — M CCBLJIKU,
e u — BJiageer daiiia;
e g — rpymuIa daiina;
e s — pasmep daiiia;

e b — KoJiImuecTBO OJIOKOB;
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e m — BpeMs u3MeHeHus (mtime);
e a — Bpems jocryna (atime);

e ¢ — usMeHnenue inode (ctime).

Hactpoiiku Aide

Bor moxkeTe HacTpouTh BBIBOJ, TpeOyeMbiM obpa3oMm. st sroro nepeiigure B «Hactpoiiku
Aidey, maxkaB Ha nKOHKY «IIlecreperka.

S,ZLGCI) Bbl MO2KE€T€ HAaCTPOUTDH CJACAYIOIMIUE ITapaMeTPbl BbIBOJA:

e llckmoueHnss — MOXKHO yKa3aTbhb IIyTh WJIM HauMeHOBaHWe dailyia, KOTOPHI OyIeT
OT(hUIBTPOBBIBATHCA B UTOIOBOM TabOJIUIIE.

o KosmgecTBo CTPOK, BBIBOJAUMBIX Ha CTPaHUIIE.

HaCTpOﬁKH IIPUMEHAIOTCA ITOCJIE COXPaHCHUA.

Hactpoiku

Hactpoikun AIDE

Mckniouerna (exclude)
Ypanute > /usi/share/cockpit

Jo6asuTs vckniodeHve

KonmuyecTso CTPOK Ha CTparuLy
- 100 +

CoxpariTs

HacTpoiiku coxpateHbi.

Bkaaaka «Rpm»

Ha ,D;aHHOI';I BKJIaJIK€ BbI MO2KET€ 3allyCTUThb IIPOBEPKY IMEJIOCTHOCTU CHUCTEMbI WJIA
IPOCMOTPETh PEe3yJIbTAT TOCIeaHel npoBepku. llpm Haxkatum Ha KHOUKY «OOHOBUTH
oT4ET» Oy/eT BbIIOJHEHA KoMaHaa rpm --all --verify.

PacuunpenHbie HacTpofikA

a HacTpoiiku AIDE 1 nposepka ®C

AIDE  RPM  BLOCK

TpoBepKa UenocTHoCTH cucTems! (RPM)

Rocnessuit oTser cosnan: 29 wan 20251, 81259

OGHOBHTL OTYET (O6HOBUTL OTUeT

uTP M0 UMieH paiina < Hasan  Bnepén—

Ilocne okoHuYaHMsT BBITOJHEHWS KOMAaHJIbI PE3yJbTaT OyJAeT BbIBeJIeH B TadJmie. BymyT
yKa3aHbl CJIeIyIONIHe JTaHHbIE:
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o Dajin — mosHbll IyTh K daitty.
e Tun — tun daiina (ecsm n3Becren).

e {jiarm — mpu HaBeJIEHUM Ha CTOJIOEI Oy/IeT ToKa3aHa JeTalbHas HHMOPMaIns.

PacuuupeHHie HaCTpOKM

4 Hactpoiik AIDE 1 nposepka ®C

CTHOGTH CHCTeMb! (RPM)

.29 an 2025181259

OGHOBHT, OTUET OGHOBHTS OTHET

DUNLTP N0 MMeHM Paiina  Hagan Brepén —
@aiin Tun ®naru
Jete/sudoers 4¢ KoHHrypaUAOHHSIA Gain

Jusi/bin/mkksiso

Jmnt -
Jetc/openidap/idap conf 2% KoHQMrypaunonHeii gain
Jetc/httpd/contd/ssl.conf 3¢ KoHaurypaunossisi daiin ssT
Jete/kibS.conf 3 Konaurypaumonssii daiin ssT
Jetc/pam d/fingerprint-auth % Kongurypaumonsih gaiin
Jetc/pam d/password-auth % KoHQMrypaLImORHeIA Qaiin
Jetc/pam d/postiogin 3¢ KongurypauorHein gain

Jetc/pam.d/smartcard-auth 4 KoHQUrypaLWoHHKR Gaitn

Jetc/pan m-auth % Kongurypaumonsih gaiin
Jetc/selinuxtargeted/contexts/customizable._types % KoHQMrypaLmonHeih gaiin

Jetc/selinuxtargeted/contexts/files/file_contexts.Jocal 2% KoHQmrypaunonHeii gain $5T
JoteAnim renos d/msvsohere-hiahavailability rena 45 KOHUVDAIIHOKHNI AN S5T

Crucok daros:
e S — pa3Mep U3MEHEH;
e M — Bpems MOJUMUKAIINT U3MEHEHO;
e 5 — KOHTpOJIbHas CyMMa W3MeHEHa;
e D — HOMepa major/ minor u3MeHEeHbI;
e L — cumMBOMYECKasl CChLIKA M3MEHUIACH;
e U — mob30BaTE b U3MEHEH;
e G — rpyIna U3MeHEHa;

e T — Bpems jgocryna (mtime) M3MEHUIOCH.

Pacimupenue LibreOffice nas Cockpit

BBeaenue

Pacmmpenune LibreOffice mima Cockpit mosposisieT OTKIIOUYUTD MCIIOJIB30BAHIE MAKPOCOB.
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YcranoBka pacmmmpenus ajda Cockpit

YcraHoBUTE COOTBETCTBYIOIEE PAaCIIMpPEeHue JJId IMaHeu yrpasiaenus Cockpit ¢ moMorbio
CJICIYIONIE KOMAaH/IbI:

’$ sudo dnf install cockpit-msvsphere-libreoffice

Hactpoiika
st oTKIIIOUeHNS MAKPOCOB TPeOYIOTCH NMPUBUJIETNN 3 IMUHUCTPATOPA:

e BoiiiiuTe B maHesab ymupasjeHust Cockpit, ma crpanmure «O030p» HAKMUTE KHOIKY
«BrirounTh 0CTYI ¢ TIpaBaM¥M aJIMUHUCTPATOpay WM KHOUKY «OrpaHuveHHBIH
JOCTYII», KOTOpas TakKzKe JIOCTYyIIHa HAa JPYTIUX CTPAHUIAX CUCTEMbI YIIpaBJIEHU.
Ha npuBenéuHOM HHXKe CHUMKE B3SKpaHa 3STHU KHOIKH OOO3HAYEHbI KPACHBIM
IPAMOYT'OJIBHUKOM.

« O @ httpsi//test. msvsphere.ru:9090/system % C & I @

user@

& OrpanuenHsii docTyn
testmsvsphere.ru

Q TMowek Be6-xoncons pabotaer & pexume orparmsentoro ocryna. | ([ Y R U

EmED test.msvsphere.ru ssinonnserca MCBCoepa 9.5 Cepaep

0O63op

KypHansi

e B orkpsoiBieiicsa dpopme yKaxKUTe CBOI 1TapoJib M HaxKmuTe Ha KHONKY «lIpoBepka
IOJJIMHHOCTW .

user®
testmsvsphereru

Q Momck

TMepeKniounTLCA Ha AOCTYN C NpaBaM1 aaMUHUCTPaTopa

Password for user:
O6sop

Kyprans Mpoaepka nopnnirocrs  [EKCHYSEY

Ce

e [locsie sToro B J1€BOIT ITaHeJ M OTKPO#Te BKJIAJKY «Pacmmpennble HACTPOUKMY», TaM
nepeiiaure 1o ceplike «LibreOffice:

9 aice = Bootioader B Libreoffice B Muiti-seat

2 quota < USBGuard >~ BpTyansHse TepuHant

Paciumpettiie

HacTpO

Tepuman
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OTKJII0OYeHne MaKpPOCOB

Ha crpamuie orobparkaeTcs CeJeKTOP, HOKA3BIBAIONIIUN TEKyIlee COCTOSHUE MAaKPOCOB
(BKJIFOU€HBI / OTKJIIOUEHBI ).

PaclumpeHHble HacTPOAKK

A/ HacTpoiku 6e3onacHocTH LibreOffice

C NOMOLL{bIO NEPEKMHNATENA MOKHO OTKMOYMTh MCMNOMb30BAHHE MAKPOCOB.

o BrnoueHs!

HpI/I OTKJIIOYE€HUU MUCIIOJIb30BaHUA MaKPOCOB 6y,n;eT IIOKa3aHO OKHO IIOATBEP2KICHMA.

OTKITIOUYNTB UCTONB30BaHUe MaKpOCOB?

OTrno4NTL OTmMetnTL

ITocne moaTBep kK /IeHNS, UCITOIB30BAHUA MAKPOCOB OyIeT OTKJIIOYEHO.

Bes umenn 1 — LibreOffice Writer

Tabnuya ®opma

Mposepka opdorpadum..

7

_% | @ AsTonposepka opdorpadmun Shift+F7 @% |£| ng 4 g 5
Tesaypyc... Ctrl+F7 — [

erif - VP AL 2. =Sl= =
AsbIk y =

38 HacTpoek «besol Mopc4éT cnos...

MpoBepka QOCTYNHOCTM. .. Alt+8 &

() AsTomaTuuyeckas npoBepka JOCTYNHOCTH
AsTozamera »
ABTOTEKCT... Ctrl+F3
CeHcopHoe naobpaneHue
PepaxTypa
AsTopenakTypa
HymepaumA 3aronoBKoB...

Hymepauma cTpok...

Footnote/Endnote Settings...

Pacchbika nucem...

basa AaHHbIX GnénHorpag i

Q6HoBUTH b
3aWNTHTE JOKYMEHT 3
BoiumcmTe

CopTupoBaTb.

O WHcTpymetTel paspaboTku PefaKTHpOBaTh Makpochl

HacTpoiika hunsTpos XM [BuiGop HeBoamokeH] YnpaBneHwe Makpocammn 3

Paclumpenus... Ctri+Alt+E Liucposbie nognmcu

HacTpoiika... YnpaeneHue awanoramu
Bai  [Napametpel... Alt+F12 | UL & ——e

Bes umenn 1 — LibreOffice Writer - B
@aitn Mpaska Bug Bcraska ®opmar Ctwm Tabnya @opma Cepsuc Okvo  Crpaska
B-5-¢- 04 &- 5 %% 9 -2l A ==
Basosbii ~ Ay As | Uiberation Serif v zm v K KUY-5 A2A A A-2-

1), Makpocsi oTknIoueHbI Mapock OTKIHOEHs! H3-33 HACTPOEK <BE30MACHOCTS MAKPOCOR>. x
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Pacmmupenune Quota ansa Cockpit

BBenenue

Pacmupenue Quota st Cockpit mozBosisier orpaHnvIunTh 00bEM JUCKOBOTO TPOCTPAHCTBA,
HCIIOJIB3yEMOI'0 TOJIb30BAaTEIAMA WM TPYyIIaMu, ¢ IIOMOIIbI0 KBOT. llomcmcrema KBOT
yIpaBJIseT OrPAHUIEHUSMI HA MCIOJIb30BaHME JTUCKOBOro npocrpancTsa (block) u daiiios
(inode).

YcranoBka pacmmupenus ajisi Cockpit

YcraHoBUTE COOTBETCTBYIOIIEE paCIIUpeHue JJjisd nanean yiupasjenus Cockpit ¢ momorbio
CJIeIYIOIIEd KOMaHJIbI:

’$ sudo dnf install cockpit-msvsphere-quota

Hacrpoiika
,ZL.TIH YIpaBJI€HUA KBOTaMH Tpe6yIOTCH IPpUBUJICTUU aIMHUHUCTPATOPA:

e BoiinuTe B maHesb ymnpasjeHust Cockpit, ma crpanmume «O030p» HaXKMUTE KHOIKY
«BrurounTh OCTYI ¢ TIpaBaM®M aJIMUHUCTPATOpay WM KHOMKY «OrpaHuveHHBIH
JOCTYII», KOTOpad TaKzKe JOCTYIHa Ha JAPYIUX CTPAHUIAX CUCTEMBl YIIpABJICHUA.
Ha mnpuBenéuHOoM Hu2Ke CHUMKE B3SKpaHa 3STHU KHOIKHA OOO3HAYEHBI KPACHBIM
IPAMOYTOJILHUKOM.

« O & ht test msvsphere.ru:9090/system w C & I @

user@

testmsvsphere.ru

Q Nowcx Beb-Koncons paboraer s pemume orpannuentoro noctyna. | [Ny

EmED test.msvsphere.ru ssinonsaetca MCBCoepa 9.5 Cepsep

0O63op

KypHansi

e B orkpsoiBieiicsa dpopme yKaxKUTe CBOI ITaposib M HaxKmMuTe Ha KHONKY «lIpoBepka
IOAJIMHHOCTHT .

® rovou ~

TMepeKniounTLCA Ha AOCTYN C NpaBaM1 aAMUHUCTPaTopa

Password for user:

Kypransi Mpoaepka nopnnirocrs  [EKCHYSEY

e Ilocie 3Toro B JIeBO# IaHeauM OTKpoiiTe BKJAIAKYy «PacimmpeHHble HacTpORKNI»
(obosnavena mudpoit 1 Ha CHUMKE KpaHa), TaM I[epeiaure mo ccbuike «Quota»
(oboznavena nudpoii 2 Ha CHUMKE SKPaHA):
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& Orpumenizocn @ Nowous ~ | 88 Ceste =

< usBGuard Libreofice 2 awe @

Tabauia ¢aityioBbIX CUCTEM

Ha crpanuiie orobpazkaioTcs mojjepKuaeMbie (hailJiIoBble CUCTEMBI.
e YCTpPOUCTBO — JIMCKOBOE YCTPOMCTBO.
e [IyTh — myTh K KaTag0ry MOHTHPOBAHUS.

o DajlyioBag cucreMa.

CTaTyC KBOT OJId IIOJIb30BaTeJId — BK.TIIO‘IeHbI/BbIKJIIO‘IeHbI.

CTaTyc KBOT JJIdd I'PYIIT — BKJIIO‘IGHI)I/BBIKJIIO‘IGHBI.

Pacuperisie HaCTpOA

> fevsds Infsfmnt e

> fdevsdel Itsimo2 oxd Buniowons Buoon @ Vaweruty

> 1921681149 nsmnt Jmet_pés s . Biwoserst

N3menenune cTaTyca KBOT

JlJ1st BKITFOU€HMsI MM BBIKJIIOYEHUS KBOT JIJIsI OJIb30BaTeel /TPy HaXKMUTe Ha KHOIKY
«3meHUThY JJ1si BBIOpPAHHO#N aitIoBoil cucTeMbl. B OTKPBIBIIEMCSH OKHE YKaXKHUTE
HY2KHBIA CTATYC C IIOMOIIBIO CEJIEKTOPOB U COXPAHUTE U3MEHEHUS.

WameHeHue cTaTyca KBOT ANd ycTpoicTea: /  x
dev/sdal

[ KeoTsi anm nonssosarenei
[ Keotsi ana pynn

Coxpariuts  [KCUINTNS

Ilocne coxpaneHwus, omruy /s BKJIOYEHUS KBOT OyayT mobaBiieHb! B (haitn /etc/fstab.
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Takske 6y,Il;eT BbBITIOJTHEHO IIEPEMOHTUPOBAHUE pa3aejia. Ecmu pasaes1 3aHdAT U UCITOJIb3YyeTC A,
JJ1d IPUMEHECHU A N3MEHEHUNA HGO6XOILHMO nepe3arpy3uTb CUCTEMY.

PaCLLMpeHHLIe HaCTPOKY

© Hacrpoiunyenewso waweren

A Quota
Paszien samat. finA Kaor
Yerpoiicteo Nyte. @ainosanc.. Keorel anAnons3os.. Keorsl ana rpynn Craryc ksot
> /dey/mapper/msvsphere-root / xfs Bioioserti Buiioserbl [ Vsmenuts
N UV S —
RN - s B
N— e

Bazkno!

o 151 BKJIIOUEHUsT KBOT KOPHEBOIT (haitioBoit cucteMbl XFS HEOOXOIMMO BHECTHU TTPABKA
B ONIMM 3arpy3dmWka. B ciaydae BKJIIOYEHHS KBOT JIJIT KOPHEBOHM CHCTEMBI, OyIyT
II;O6&B.H€HBI ol Jjigd BCEX YCTaHOBJICHHBIX AJIEP.

M3mveHeHWe cTaTyca KBOT ANA ycTpoicTBa: /  x
dev/mapper/msvsphere-root

LA KOPHEBOH CHCTEMt XF'S HEOBXORMMO BHECTH NPABKH B OnLIAH
notpeGyerca

KeoTs anA nonsosareneit
(] Keorsi ana rpynn

Coxparurs  [EGUVORA

o Jlna daitoBoit cucrembr NFS HeT BO3MOXKHOCTH W3MEHHUTH CTATyC KBOT.

Brurtouenue /oTKIIIOYEHRE KBOT JJIsi TIOJIH30BATEEH WM TPYII HY?KHO BBIMOJIHSITH
Ha cepBepe NFS.

HacTpoiika KBOT 1oJjib30oBaTeJieii/ rpynn

Jljist mpocMOTpa TEKYIMX HACTPOEK KBOT JIJIsI MOJIB30BATE el /TPYII HAXKMUTE HA CTPOKY
daityioBoit cucTeMbl, OTKpoeTcs Tabyuia ¢ JaHHbIMEA. B 3aBuCHMMOCTH OT CTaTyca KBOT
6y IyT 0TOOPAsKEHBI TOJIBKO TOJIH30BATEHN /TPYTIIbI UM BCE BMECTe.

« o e f— —
Koo T Tomone. Nomwacrs. s, omon. ouiminar. Swnros
root group. o 2 o o J o & VavennTs

Crucok KBOT BKJIIOYAET CJIeYIOIIne TaHHbIe:
e HawmmenoBanme — uMsi 110JIb30BATEIST / TPYIIIIHIL.

e Tun — mosib30BaTEb UK TPYIIIA.
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Teky1ee ucroabp30BaHMe JUCKOBOI'O ITPOCTPAHCTBA.
Tekyiee KomuaecTBO (HaitioB.

Msrkoe orpanudenue JMCKOBOTO ITPOCTPAHCTBA — MAKCUMAJIbHbBIN 00bEM JTUCKOBOTO
OPOCTPAHCTBA, JOCTYIHBIA  mosib3oBaresto/rpymme. [lpm  ero  mpesbimerun
OTIIPABJISIETCS]  YBEJIOMJICHHWE, a IIOCJe BKJIIOYEHUs] KECTKOrO OrpaHudeHus (1o
YMOJTYaHUIO Yepe3 7 JHeil), Markas KBOTa CTAHOBUTCS YKECTKOM.

2Kécrkoe orpaHmveHume IMCKOBOIO IPOCTPAHCTBA — KECTKas KBOTa Ha OO0BEM
JIICKOBOIO  IIPOCTPAHCTBA (NP €€ TIPEBBINIEHUN JajibHeilast 3anuch  Oyuer
3alpeIeHa).

Msirkoe orpaHuvdenre KOJUIECTBa (hail/loB — MATKasi KBOTA Ha KOJUIECTBO (DailioB
(mpu €€ MPEBBIIIEHNN TT0JIb30BATEIIO OTIIPABJISIETCS YBEIOMIICHNUE).

7Kécrkoe orpannyenme KojamdecTBa (ailjloB — KECTKas KBOTA HA KOJUIECTBO
daiisioB (pu €€ IpPEeBbIIIeHNN JATbHERIIast 3alUCh 3aPEIeHa).

N3MEHCHUA KBOTbI HaXKMHUTE Ha KHOIIKY N3MeHnTb JJIA BI)I6pa,HHOI‘O

HOJTH30BATEIsT / TPYIIITHI.

WameHetme KBOTbI

Lex0B08 NpocTpancTEo Paink
Menonsayerca: 6048 K Henonsayercr:2

Orpanndenre 1Mo 0O0bEMY MOXKHO yKa3aTh B KujobaiiTax, merapairax, rurabaiitax wjn
repabaiitax. Orpanudenue o daiiam — B eauHUNAX. Keau s mosib3oBaTesist /TPy bl
HaYaJICS OTCYET BPEMEHU JI0 HACTYILJICHUS *KECTKOI'O OrPAHUYEHUs, TO 9TO 3HAYEHUE OyIeT
TaKXKe YKa3aHO (B [IHAX) M €r0 MOXKHO H3MEHUTE.

Bazkno!

Hnsa daitnosoii cucrembl NFS HET BO3MOXKHOCTH M3MEHUTH BPEMs HACTYILIEHUS YKECTKOTO
orpanuderusi. YToObl U3MEHUTDH 3HAUYEHNE, U3MEHUTE HACTPOKKM KBOT Ha cepBepe NFS jis
CBSI3aHHOM (hailJIOBOI CHCTEMBI.

Ecin cymecTByomuii noap30BaTesib/TPyIa He yKa3aHbI B CIHCKE, TO MOXKHO JOOABUTDH
KBOTY CaMOCTOSITEJIbHO, HaKaB Ha KHOMKY «/[06aBUTH KBOTY».



Pacmmmpenune «Buptyanbabie TepMmuHaibly aya Cockpit

BBenenue

Pacmupenue «Bupryajbable TepMHHAILIY — I[IO3BOJISCT OTKJIOUATL — HUCIIOJIL30BAHUE
BUPTYaJIbHBIX TEKCTOBBIX TEPMUHAJIOB ([EPEKJIOUEHNE MEXKJy HUMU OCYIIECTBJIAETCS 110
HaKaTuio KiaaBuml Ctri+Alt+F3 — Ctrl+Alt+F6).

YcranoBka pacmmpenus ajisi Cockpit

YcraHoBUTE COOTBETCTBYIOIIEE paCIIUpEeHue i naneaun ynpasjiaenud Cockpit ¢ momorrbio
CJICIYIOIIE KOMaH/IbI:

’$ sudo dnf install cockpit-msvsphere-virt-terminal

Hactpoiika

s OTKJIIOYEHUs] WCIIOJb30BaAHNE BUPTYAJbHBIX TEPMHUHAJIOB TPEOYIOTCS ITPUBHUJIETHI
aJIMUHHUCTPATOPA.

e BoiinuTe B maHesb ymnpasjeHust Cockpit, ma crpanmume «O030p» HaXKMUTE KHOIKY
«BrurounTh OCTYI ¢ TIpaBaM®M aJIMUHUCTPATOpay WM KHOMKY «OrpaHuveHHBIH
JOCTYII», KOTOpad TaKzKe JOCTYIHa Ha JAPYIUX CTPAHUIAX CUCTEMBl YIIpABJICHUA.
Ha mnpuBenéuHOoM Hu2Ke CHUMKE B3SKpaHa 3STHU KHOIKHA OOO3HAYEHBI KPACHBIM
IPAMOYTOJILHUKOM:

« O & ht test msvsphere.ru:9090/system w C & I @

user@

testmsvsphere.ru

Q Nowcx Beb-Koncons paboraer s pemume orpannuentoro noctyna. | [Ny

EmED test.msvsphere.ru ssinonsaetca MCBCoepa 9.5 Cepsep

0O63op

KypHansi

e B orkpsoiBieiicsa dpopme yKaxKUTe CBOI ITaposib M HaxKmMuTe Ha KHONKY «lIpoBepka
IOAJIMHHOCTHT .

® rovou ~

TMepeKniounTLCA Ha AOCTYN C NpaBaM1 aAMUHUCTPaTopa

Password for user:

Kypransi Mpoaepka nopnnirocrs  [EKCHYSEY

e [locsie sToro B J1€BOI ITaHey M OTKPOiTe BKIAJKY «Pacmmpennble HACTPOUKMY», TaM
nepeiiiuTe 1O cchliike « BupTyaJsibHbIe TEpPMUHAIIBIY.
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= Bootioader LibreOffice & Multi-seat

LibreOffi

& USBGuard >~ BipTyansHse TepumHans!

Tepanos.

OTkiroyeHue BUPTYAJIbHbIX TEKCTOBbIX TEPpMMWHAJIOB

Ha crpamnume oTo6pazkaeTcst CeJIEKTOD, HOKA3bIBAIONINN TEKYIIee COCTOSHIE BUPTYAIbLHBIX
TEPMUHATIOB (BKJIIOYEHBI/OTKJIIOYEHBI).

PacuunpenHbie HaCTpOTikA

A BupTyanshsie TepmuHans!

TEKCTORbIE TEpMIHAL. AMEHEHAR BCTYNAT B CARY TI0GTE NEpesarpy K.

@ Baosens

HpI/I OTKJ/IIO9€HUU BUPTYaAJIbHBIX TEPMHUHAJIOB 6y,HeT IIOKa3aHO OKHO IIOATBEP2KACHMA.

Bbi yBopers, 410
BUPTYaNIbHEIE TEKCTOBbIE TEPMUHANLI?

Hactpoiika Oymer npumenena mnocsie nepesarpysku. [lociie monreep:xierns Oy/ieT mokasaHa
kHonka «Ilepesarpysurs» (mepesarpyska Oy/eT BBIIOJHEHA CPa3y IIOCJIE HAYKATHUS ).

PacunpenHsie HACTPOKN
&  Bupryanshbie TepumHans!

Ina VameHeHit C Mepesarpyants

c TeKCTOBIE TEpMMHANEL Bouny

QD orroens
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Jlucr perucrpanuu U3MEHEeHU

Homepa smucros (cTpatmuir)

Nsm

U3MEHEHHBIX

3aMEeHEHHbIX

HOBBIX

AHHYJIUPO-
BaHHBIX

Bcero
JIACTOB
(cTpamnmuir)
B JIOKYM.

Ne okywm.

Bxogsimmii N
COIPOBO/IHU-

TEJIbHOTO JTOKYM.

u Jara

TTomm.

Hara
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